2274

IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING, VOL. 20, NO. 3, MAY/JUNE 2023

SENECAN: Secure KEy DistributioN OvEr CAN
Through Watermarking and Jamming

Simone Soderi
Federica Pascucci

, Senior Member, IEEE, Riccardo Colelli
, Senior Member, IEEE, and Mauro Conti

, Federico Turrin™,
, Fellow, IEEE

Abstract—The Control Area Network (CAN) represents the standard bus for intra-vehicular networks communication. Unfortunately,
CAN was not designed to be a secure protocol. Communications over CAN do not take advantage of any security feature (e.g.,
cryptography and authentication), raising different vulnerabilities in critical applications. This lack of security is even more emphasized
in recent CAN networks, which integrate remote connection capabilities (e.g., Bluetooth and WiFi). This insecurity-by-design led to the
development of specific mechanisms to patch CAN vulnerabilities. Many proposed solutions rely on implementing optimized
cryptographic primitives and assume that the cryptographic keys were previously shared among the different nodes during the
production phase, omitting the issue related to keys distribution and update. We propose SENECAN, a solution that combines
watermarking and wired jamming to secure the CAN bus’s long-term key distribution. Our solution leverages intentional interference
and spread spectrum watermarking to achieve security properties such as confidentiality, integrity, authentication, and anti-replay.
Compared to other works, SENECAN does not require any CAN protocol and system architecture modification. Instead, it requires an
additional CAN transceiver and an initial transmission overhead. Finally, we tested the effectiveness and functioning of the SENECAN

distribution schema in a real CAN environment.

Index Terms—Controller area network (CAN), security, key distribution, jamming, watermarking, vehicular network

1 INTRODUCTION

HE increase of interconnection and automation in automo-

tive systems led to the development of new connection
and communication standards among their components. The
Control Area Network (CAN), introduced in 1993, is the most
common standard used for Intra-Vehicular Networks (IVNs)
communication and other applications such as railways and
industrial automation. In a vehicular system, the network’s
nodes are called Electronic Control Units (ECU). These nodes
communicate in broadcast through the CAN bus. Each ECU
represents a single function in the machine, such as the engine
control unit, airbags, or audio system. Modern vehicles
include up to 200 ECUs, which continuously exchange mes-
sages to monitor the car’s behavior. Due to the continuous
integration of new services in vehicles, the number of ECU
will significantly increase.

CAN bus was initially created without considering secu-
rity issues and was designed to operate in isolated LANs
without any external interaction. In particular, CAN com-
munication lacks both encryption and authentication mech-
anisms, making it sensible to integrity, authenticity, and
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confidentiality attacks. Over the years, such lack of security
properties was exploited by researchers to demonstrate the
feasibility of spoofing attacks [1], command injection [2],
eavesdropping [3], and replay attacks [4]. Despite that, in
the last years, cars have been connected to external services
such as GPS navigation systems, 5G connections, and Blue-
tooth. This open new vulnerability surfaces exploitable by
hackers, also facilitated by the CAN bus’s inherent vulnera-
bility. One of the most famous events that attracted public
attention on vehicle security happened in 2015 when two
hackers showed that they could hack a Jeep [5] remotely.
However, more recent studies also highlighted the exploita-
tion of CAN bus with other attacks such as injection from
outside the IVN via wireless channel [6] or ransomware
injection through Over-The-Air updates (OTA) [7]. In 2019,
the National Security of Standards and Technology (NIST)
issued the Special Publication 800-160 [8], which describes
techniques and approaches to improve the cyber-resiliency
of systems. NIST also considered self-driving cars as a sys-
tem based on new emerging technologies among the exam-
ined use cases. The analysis showed that an adversary
could subvert autonomous technology to divert and poten-
tially crash the vehicle. Indeed, in the hypothesized threat
scenario, the adversary-installed malware data, and com-
mands onto the CAN bus, gaining the remote control of the
network. One of the possible mitigations is validating data
sent and received among nodes of the network.

To guarantee the system'’s safety and consequently peo-
ple’s safety, new security mechanisms to protect CAN com-
munication must be designed. The majority of the proposed
solutions rely on modifying the CAN standard (e.g., crypto-
graphic primitives [9], [10]) or integrating additional nodes
(e.g., Intrusion Detection Systems [11], [12], [13]). However,
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Fig. 1. Integration of WBPLSec in the CAN protocol.

such solutions are sometimes impossible to implement due
to market constraints and are difficult to integrate into
current systems.

A common solution to hide information in the communi-
cation is represented by covert-channels, introduced by
Lampson in 1993 [14]. This technique exploits unintended
channels to transmit information. In other words, in covert-
channels specific data is embedded in a transmission
medium that is not supposed to transfer such data. In litera-
ture, this technique has been implemented to exfiltrate
information from networks without violating the expected
behavior, thus without triggering Intrusion Detection
Systems (IDS) (e.g., in [15], [16]). In recent years different
works have employed covert-channel to implement security
mechanisms, e.g., authentication [17], [18], [19], [20]. The
strength of this approach is that by stealthy inserting the
information within an existing medium, there is no need to
modify the existing protocol.

Contribution. In this paper, we propose an authenticated
key distribution system for CAN communication based on
a combination of a watermark-based technique and jam-
ming over a wired network. Indeed, most of the related
work assume the existence of a long-term secret shared
among the different ECUs installed by the manufacturer.
We propose and validate a schema to dynamically and
securely share or refresh this secret between the ECUs by
considering the CAN network communication constraints.
Similarly to [21], we define jamming over CAN bus the
intentional interference operation on the signal aimed at
destroying the communication between devices. CAN com-
munication presents broadcast messages on a shared
medium, and therefore jamming can block reception of the
message for all the listening nodes. Unlike previous works,
our mechanism does not require any additional modifica-
tion of the CAN standard or the CAN network architecture
(e.g., adding new nodes). Our key distribution system
exploits the traditional bit collision mechanism at the physi-
cal level to destroy part of the shared secret and reconstruct
it at the receiver side. To do this, we use the Watermark
Blind Physical Layer Security (WBPLSec) protocol which
utilizes a jamming receiver in conjunction with a Spread-
Spectrum (SS) watermarking technique [22]. The CAN spec-
ification (i.e., ISO 11898) considers three levels of the OSI
model: physical, data-link and application layers. Fig. 1 rep-
resents the standard layer according to the CAN specifica-
tion and shows how we integrated the WBPLSec algorithm
with it. The architecture we propose can be considered a
Bump-In-The-Stack (BITS) [23], where watermarking and
jamming are two atomic functions operating within the
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standard CAN stack. Instead, the architecture of the stan-
dard ECU is not modified; indeed, WBPLSec can be imple-
mented at the software level in the ECU micro-controller to
perform the watermarking while the CAN transceiver is
used to perform the jamming on the bus. By using this
method to secure the communication, the original message
to be transmitted is passed from the application layer (.e.,
ECU micro-controller) to the WBPLSec function, which
embeds an SS watermark in the information before passing
it to the lower layers. More precisely, we use watermarking
as a covert-channel. Instead, on the receiver side, the node
selectively jams the transmitted message on the CAN bus
using the jamming function added in the stack, making part
of the communication unusable for the attacker.

As a result, our solution can be easily implemented in
the existing CAN system by installing a transceiver on
the ECUs.

We summarize our contributions as follows:

e We present SENECAN, an innovative mechanism
that exploits jamming at the physical layer over
wired communications to implement a secure key
distribution phase.

e We implement and test SENECAN on a CAN bus
environment proving its effectiveness. SENECAN
combines watermarking and jamming and guaran-
tees confidentiality, integrity, authentication, and
anti-replay capabilities without modifying the proto-
col architecture.

e We survey related works’ strengths and limitations
regarding security properties and requirements and
compare them with SENECAN. Compared to other
works, SENECAN implements more robust security
properties without requiring additional nodes.

WBPLSec algorithm was already applied with success on
different communication means such as radio frequency
[22], acoustic communications [24] and visible light commu-
nications [25]. To the best of our knowledge, this is the first
work combining watermark-based communication with
jamming over a wired network to implement a key distribu-
tion mechanism over the CAN network.

Organization. The remainder of the paper is organized as
follows. Section 2 briefly recalls the main concepts useful
for the goal of the paper, while Section 3 provides an over-
view of the related work. Section 4 outlines our system
model assumption. Sections 5 and 6 illustrate the proposed
key exchange mechanism and the experimental validation
on real equipment, respectively. Section 7 discusses the
security properties of SENECAN. Section 8 examines the
results and compares them with the other schemes in the lit-
erature. Finally, Section 9 concludes the paper.

2 BACKGROUND

In this section, we briefly recall the main concepts helpful in
understanding the remainder of the paper. In particular, in
Section 2.1 we recall the CAN protocol, with a specific focus
on the physical layer properties, which we exploit to per-
form the jamming. Then, in Section 2.2 we present the appli-
cation of covert-channels and Watermarking techniques in
the security field.
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Fig. 2. Collision management in CAN protocol (ISO 11898).

2.1 Controller Area Network (CAN)

CAN bus is the most common and widely diffused medium
for in-vehicular communication. CAN was initially released
in 1986 by the Society of Automotive Engineers. However,
nowadays is also implemented in other applications such as
Building Automation and Transportation applications.

The CAN standard is defined in the ISO 11898, initially
released in 1993 [26]. In particular, the physical layer charac-
teristics of CAN are defined in the ISO 11898-2 [27], also
known as high-speed CAN, and 1SO 11898-3 [28], also known
as low-speed CAN or fault-tolerant CAN. CAN enables com-
munication among different nodes or Electronic Control
Units (ECUs) on a differential bus. The communications
rely on information broadcast, using a linear bus, star bus,
or multiple star buses connected by a linear bus, terminated
at each node by a resistance of 120 (). The base CAN frame
consists of 108 bits, while the extended version of the can
protocol has a length of up to 128 bits. Since the CAN proto-
col uses a broadcast transmission, every node receives every
frame. To specify the receiver of a frame, there are two stan-
dard specifications. The CAN 2.0A defines 11 bit of identi-
fier field, while the CAN 2.0B defines 29 bit of identifier. In
this work, we consider the CAN 2.0A specification. The
data field can contain up to 64 bits of information. Finally,
the 16 bit CRC field identifies transmission errors and repre-
sents the protocol’s only security feature. Fig. 2 illustrates
the CAN physical layer transmission model, which relies on
dominant signals, or CAN High (CANH) (encoded as logi-
cal 0 s) and recessive signals, CAN Low (CANL) (encoded
as logical 1 s). An ECU comprises three elements: a proces-
sor, the CAN controller, and the CAN transceiver. Accord-
ing to ISO 11898-1 [29], which defines CAN data-link layer
and physical signaling, the CAN controller and the CAN
transceiver components of each ECU manage the transmis-
sion of data along the CAN bus. In particular, the CAN con-
troller is responsible for assembling the frame at the data-
link layer, while the CAN transceiver translated logical
signals received from the CAN controller to the physical
voltage level and vice versa. To avoid the frame collisions
due to the broadcast transmissions and the shared medium,
the CAN protocol implement a Carrier Sense Multiple
Access/Collision Resolution (CSMA /CR) mechanism based
on ID priority: the frame with the highest priority (lower
arbitration ID) gain access to the bus, while all other nodes
(higher priority arbitration ID) switch to a “listening” mode.
Furthermore, if two nodes transmit a frame with the same
priority level, if one node transmits a dominant bit and
another transmits a recessive bit, in the resulting collision,
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the dominant bit “wins” between the two (i.e., logical AND
combination). We leverage this collision mechanism to per-
form intentional jamming at the physical layer level. This
will be detailed in Section 4.1.

2.2 Covert-Channels and Watermarking

Physical Layer Security (PLS) aims at securing communica-
tions by exploiting the physical properties of the communi-
cation channel. These techniques include processing the
signal sent over a channel to obtain specific security proper-
ties without resorting to protocols or algorithms at upper
layers than the physical one.

Protecting data from unauthorized access is indeed a
fundamental aspect of communications. Cryptographic pro-
tocols answer this need. Only those authorized to partici-
pate in the communications have the credentials to interpret
the protocol. Unfortunately, there are cases in which
encryption is insufficient, and unconventional communica-
tion channels might solve the problem. In 1973, Lampson
defined a covert-channel as a communication channel that is
not intended for information transfer at all [14]. In literature,
several contributions investigate how to implement effec-
tive covert-channels in different layers of the network. For
instance, Hanspach et al. proposed the utilization of covert-
channels to circumvent network security policies by estab-
lishing new communication paths [30]. Moreover, we can
use hidden channels for various legitimate and non-legiti-
mate purposes. While governments and companies can use
these channels to protect their communications, cyber-crim-
inals can also exploit this technology in the same way. In
other words, covert-channels are just another way for digi-
tal communications through information hiding [31].

Watermarking is a technique used to hide or embed a
signal into another signal, e.g., pictures and videos. PLS can
be implemented with spread-spectrum watermarking tech-
niques [32]. In particular, we implement the first equation
described by Cox et al. [33]. We embed information in the
original message through an SS watermark.

Essentially, the SS watermark information is overlapped
with the original information stream and travels within the
CAN protocol frames. According to Lampson [14], a com-
munication channel made in this way is a covert channel.
Like other types of covert-channels, watermarking-based
covert-channels allow embedding the additional informa-
tion without using any additional communication channel.
In our case, this specific watermark (spread-spectrum
watermark) encodes additional information within the orig-
inal message without excessive extension of the payload. It
is sufficient to extend the original message to accommodate
the watermark. Without the watermark, we would have
had to transmit the additional information as an additional
message, which requires much more data to be sent.

Since confidentiality is one of the major concerns in any
communication, researchers proposed many innovative sol-
utions to improve it. Confidentiality through PLS was first
considered in 1949 by Shannon, who presented the first
application of information-theoretic secrecy [34]. On the
other hand, cryptography, steganography, and watermark-
ing are techniques that implement data secrecy using differ-
ent paradigms than PLS. This paper uses watermarking as a
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covert-channel that is not part of the CAN protocol to trans-
fer information between two devices. Such covert-channel
is an essential part of the PLS solution that we propose here.

3 RELATED WORK

The insecure-by-design nature of the CAN protocol
attracted the attention of many security researchers. Several
works in literature proposed different approaches to
increase the security of the transmission over the CAN bus
ranging from the re-design of the protocol to the implemen-
tation of IDSs [50]. However, many challenges should be
considered when designing a CAN solution. First, the ECUs
have very low computation power, hard real-time con-
straints, and typically 8 bytes of payload. Thus, solutions
with heavy computational requirements (e.g., Asymmetric
Encryption) are not well suited. Second, the intra-vehicular
architecture may sometimes be difficult or even impossible
to modify after the product deployment. Therefore, solu-
tions requiring additional nodes may be unsuitable and
impossible to implement. These factors make the design of
a new CAN security solution challenging. In the following,
we briefly summarize the different security solutions pro-
posed in the literature, grouping them by the implemented
features.

Intrusion Detection Systems. IDSs represent a cost-effective
solution to monitor passively or actively the system’s
behavior. This solution requires a preliminary training
period and is specific for the particular system implemented
since similar systems may differ in time constraints. Fur-
thermore, the IDS approach requires installing the detector
on a node with a high computational capability and access
to the entire bus communication. IDSs based on traffic anal-
ysis [11], [51]) or physical invariants such as clock
skew [52], bit-based [53] or frame-based [12], signal charac-
teristics [13], [54]. If on one hand, IDSs represent a flexible
solution able to prevent zero-day exploits, on the other
hand, IDSs may require a modification of the CAN architec-
ture and notable computing power.

Security-by-Design. The redefinition of the entire protocol
allows protecting communication most robustly. However,
this solution requires a profound modification of the exist-
ing protocol and, consequently, an adaptation of all
the current systems currently implementing it. Different
researchers attempted to introduce cryptographic primi-
tives, such as authentication or encryption. The most com-
mon approach is to implement a Message Authentication
Code (MAC) in the CAN communication (e.g., [4], [10], [35],

[38]). The two main approaches used in literature to send
the MAC in the CAN environment are to send it as a sepa-
rate message or to truncate it. The drawback of the first
approach is that it requires an additional frame for every
message, slowing the entire communication. Instead, the
second approach considerably reduces the already short
payload available of the CAN frame.

Covert-Channel Authentication. The main idea behind
these techniques is to embed secret and unique information
in the CAN frame, exploiting protocol properties to authen-
ticate the sender node or the message. The main advantage
of this class of techniques is that authentication information
is embedded in the frame that carries the data without
requiring an additional authentication frame and without
increasing bus load. In [55] the authors present a security
mechanism that exploits a covert-channel to implement a
secure authentication between an ECU and the Monitor
Node to generate shared session keys. Each ECU embeds
unique authentication frames into CAN frames and contin-
uously transmits them through covert-channels, which can
be received and verified by an additional Monitor Node.
Other works present covert-channel techniques to imple-
ment message authentication exploiting CAN transmission
temporal features [18], [19], [20].

3.1 Limitation of Related Works
Although many algorithms introduce innovative authenti-
cation schemes for CAN networks, in most cases, these algo-
rithms omit the implementation of a secure key exchange
mechanism or assume that the key is installed in a secure
storage partition at the vehicle production in una tantum.
However, these assumptions are not flexible and do not
consider the key refreshment during normal functioning in
case of compromising. In Table 1 we report a summary of
the assumptions on the key exchange of the various papers
proposing authentication mechanisms over CAN bus (.e.,
transmitter authentication or message authentication). We
refer to key exchange as sharing the long-term secret that can
be used, for instance, to validate the MAC. To the best of
our knowledge, only in Car2X the authors consider a
dynamic key exchange phase at the vehicle boot time. How-
ever, this solution requires adding a central node to manage
the entire sharing process, with a consequent modification
of the CAN protocol communication phases.

Contrarily, our solution aims at solving the lack of key
exchange solutions by modifying the first phase of the com-
munication at the vehicle boot time and without changing
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Fig. 3. WBPLSec system model on CAN, the transmitter (Alice), the receiver with jammer (Bob) and the adversary (Eve).

the existing architecture. Our methodology uses features
already present in the CAN protocol and requires only
modifying the source code in the ECUs.

Few works propose mechanisms to exchange the long-
term secrets in a CAN network. We recall these works and
compare them with SENECAN in Section 8.

4 SysTEm MODEL

In this section we present the system model for which SEN-
ECAN is conceived. In particular, in Section 4.1 we provide
an overview of the key distribution mechanism based on
jamming and watermarking. Instead, in Section 4.2 we
describe the implementation of the WBPLSec algorithm in a
real testbed to secure CAN communication. In general, the
WBPLSec algorithm successfully applies to those media
where jamming is possible. However, the effect is different
between a wireless and a wired connection. In the former,
the legitimate receiver can create a security region around
him through jamming and watermarking [56]. In the latter
case, the information is erased with jamming and then
reconstructed with watermarking for all nodes connected to
the bus. Furthermore, in wired communication, we no lon-
ger have the concept of a spatial region of security around
the node that is jamming.

4.1 CAN Jamming Receiver

As previously described, CAN implements a CSMA/CR
collision revolving mechanism based on ID priority. When
a collision occurs, the dominant bit “0” wins over the reces-
sive bit “1”. What happens at the physical level is that,
when transmitting a bit “0”, CANH and CANL are set
respectively at 3.5V and 1.5V, with a resulting AV = 2V.
Instead, when transmitting a bit “1”, CANH and CANL are
set respectively at 2.5V and 2.5V, with a resulting AV = 0V.
This means that if both “0” and “1” are transmitted simulta-
neously, the bus will have a final AV = 2V and, therefore,
all the nodes will see a “0”. A node can transmit a series of
“0” on purpose during another transmission to perform
jamming by destroying a part of a frame.

Based on this principle, we develop an authenticated key
distribution mechanism that exploits the jamming princi-
ples at the physical layer over wired communication to
destroy part of the frame selectively. In particular, when
Bob notes that Alice is trying to send him a frame, Bob starts
jamming the communication so that only he can reconstruct
the destroyed original message. To reconstruct the partially
destroyed message, we implement the WBPLSec algorithm,
which will be described in Section 4.2. Since this mechanism
expands the size of the message, introducing an overhead
on the transmission, it can be used to exchange a secret
between the nodes (e.g., when the system starts) to encrypt
future messages with traditional symmetric encryption
algorithms (e.g.,, MAC and AES), introducing security prop-
erties in the communications.

4.2 WBPLSec Algorithm Applied to CAN

Since small sensors have limited computation power, in
2017, Soderi et al. developed the WBPLSec protocol for wire-
less communications as a valuable physical layer security
standalone solution [22]. This technique combines water-
marking as a covert-channel and a jamming receiver.

CAN is a robust vehicle bus for networking intelligent
devices. Like the wireless sensors, the nodes of a CAN net-
work have limited resources. The main intuition that
inspired this work was to provide a new security solution
for CAN network nodes fully compatible with the CAN
standard stack. Indeed, in this paper, we investigate the
application of WBPLSec for the first time on a wired bus.

The scheme in Fig. 3 depicts the proposed system model
for the CAN protocol and is based on four main actions to
transmit messages securely through the CAN: (1) spread-
spectrum watermarking: part of the secret message is first
modulated with a spreading sequence and then summed
with the host signal; (2) receive jamming: Bob disrupts only
part of Alice’s message using an additional CAN trans-
ceiver; (3) message reconstruction: Bob knows the jammed
part, he can reconstruct the clean message. Jamming does
not affect the spread-spectrum watermark; (4) watermark
extraction: we extract the watermark using a matched code
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filter (CMF) that uses the same spreading code (.e., cw)
used in transmission.

With reference to Fig. 3, let’s assume that the transmitter,
i.e., Alice, and the receiver, i.e., Bob, would exchange a secret
message, i.e., x, for supporting future confidential transmis-
sions. WBPLSec transmits the information via two indepen-
dent paths implementing a data splitting policy. Thus, the
information is sent via a narrow-band signal and through
the SS watermarked signal. Without loss in generality, in
the rest of the paper, we use the Direct Sequence Spread
Spectrum (DSSS) for watermarking and a Frequency Shift
Keying (FSK) as narrow-band signal.'

Bob partially jams the watermarked signal, but this
interference only affects the narrow-band signal because
the SS watermark is immune to this type of interference.
In this way, the watermark is used to recompose the
entire signal [22].

The ECU transmitter combines the original modulated
signal, xg, with an SS watermark, w. In particular, we select
the first equation for watermarking defined by Cox et al.
[33] to build the watermarked signal as follows

2 (i) = x5(i) + pw(i), (1)

where 25(¢) is the ith bit of the continuous FSK transmitted
signal [57], p is the scaling parameter and w(z) is the SS
watermark. The signal watermarking is generated by using
the traditional spread spectrum-based approach [58].

The host FSK modulated signal =g can be expressed as

2
— - cos(2m fni),

JZ’S(Z) = Aa Th

for 0 <i<T, (2

where A, is the amplitude and 7, is the symbol time. Then,
fo=1Ff-+ ET% indicates the two frequencies needed to trans-
mit two (n = 1,2) binary digits (b). We assume equal to 0
the initial phase of FSK signal.

Recall that Alice and Bob want to exchange a secret x.
This secret is modulated FSK to create the host signal while
a part, zyy, is used to create the SS watermark. We select the
last Ny over N bits from z to create zy, which is given by

(0) z(i), for N— Ny <i<N, 3)
€Tw =
" 0, elsewhere.

The DSSS watermark signal can be expressed as

+oo Ne—1

= > > gli— KTy — L) (ew (@) (ww (i), 4)

k=—o00 j=0

where (zy (7)), is the kth bit of the watermark signal.
(cw(i)); represents the jth chip of the orthogonal Pseudo-
Noise (PN) sequence. ¢(i) is the pulse waveform, 7, is the
chip time, and T}, = N1 is the bit time.

Next, the watermark embedding step in the host FSK sig-
nal, Equation (1), occurs with w signal modulating a carrier

1. We can obtain similar results if we select Amplitude Shift Key
(ASK) for the host signal and DSSS for the SS watermarking.
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Fig. 4. WBPLSec jamming operational diagram on CAN.

frequency close to the range of the f, used by FSK. The
watermarking operation is performed by the ECU sender
(Alice) before the transmission over the bus. Fig. 3 shows
how the transmitter embeds the original message into the
host signal. Then, the processor passes the watermarked
signal to the CAN controller that splits it into CAN frames.
According to the dimension of the frame allowed by the
CAN protocol, each frame’s data field contains up to 64 bits.

As shown in Fig. 4, while Bob is receiving CAN frames
with his arbitration ID, he can jam at most M = Ny bits
because these Ny bits are transmitted through SS water-
mark, ie., through the covert-channel. Jamming a signal in
the CAN protocol is equivalent to transmitting a dominant bit
on the bus, i.e., the bit “0”. For simplicity in our experi-
ments, we destroy the entire frame, and therefore we
destroy blocks of 64 bits of the data field. The effect of the
jamming will be to destroy the whole frame (i.e., all the
fields), canceling it from the bus for all the receivers, includ-
ing the attacker (Eve), connected on the same bus. Note that
the distance between Eve and the other nodes does not
influence the attack scenario since the propagation speed of
the information can be assumed as the velocity of light. The
receiver has two fingers as shown in Fig. 3. Bob demodulates
the FSK signal with the first, whereas he recovers the SS
watermark with the other. Unfortunately, part of the
demodulated information is corrupted due to the jamming.
However, Bob can get a clean signal by replacing corrupted
bits with the information he conveys via the SS watermark
that is immune to any jamming interference. In contrast, the
eavesdropper cannot remove the interference because he
does not know the jamming characteristics and which pack-
ets frames are affected.

The physical layer security procedure, WBPLSec, used by
two ECUs to exchange the secret, is depicted in Algorithm 1.
Note that we assume perfect synchronization between Alice
and Bob, so that the two ECUs know when the secret is
sent. The synchronization between the nodes will be dis-
cussed in Section 5.1. In addition, we know that the legiti-
mate receiver should not jam more bits than those Alice
embeds into the watermark, i.e.,, M < Ny. Indeed, the
WBPLSec algorithm replicates a portion of the original
information through the watermark, i.e., Ny of the total N
bits. In this way, Ny will also be the maximum number of
usable bits that we can use to reconstruct the information
destroyed through jamming, i.e., M bits. So, in summary, to
not lose information due to jamming, we must have
M < Ny.
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Algorithm 1. WBPLSec Algorithm in CAN Protocol

1: procedure Key DistriBUTION THROUGH PLS

2:  Input: zg

3:  SS Watermarking (ALICE):
The original message is modulated FSK.
One part of the original message is first modulated
with DSSS and then embedded into the host FSK
signal.

4:  Transmission (ALICE):
The FSK watermarked message is sent to the Alice’s
CAN controller and then on the bus.

5:  Jamming Receiver (BOB):
The receiver jams M bits transmitted by Alice through
asecond CAN Transceiver.
The received signal is then processed by the FSK
demodulator to recover the data transmitted through
the CAN.
Due to the jamming, part of the received signal is now
corrupted and unusable.

6: Watermark Extraction (BOB):
The receiver extracts the watermark from the
received signal by using a code matched filter.

7:  Symbol Rebuild (BOB):
Knowing which bits are jammed the receiver, i.e.,
Bob, is able to rebuild a clean symbol using informa-
tion contained in the watermark.

8:  Output: 2

9: end procedure

5 PROTOCOL IMPLEMENTATION

In the following, we propose the first implementation of
WBPLSec over the CAN bus in Section 5.1 discussing the
implementation choices to prove the reliability of this algo-
rithm in a wired bus. Then, in Section 5.2, we present an
analysis of the performance of this algorithm in a virtual
environment.

5.1 Functioning

The key distribution phase is performed entirely in a dedi-
cated time slot. The total length of such slot corresponds to
the total number of single key distribution sessions, i.e., the
unordered number of couple of nodes communicating with
each other (i.e, if Alice sends messages to Bob and vice
versa, this is a distribution session since the shared key is
symmetric) multiplied by the time of a single key distribu-
tion. This requirement will be discussed in Section 8. In this
phase, every node has a set of defined time slots to send the
keys to all the other nodes that are supposed to communi-
cate within successive phases. This dedicated time slot is
necessary to obtain a communication order and synchroni-
zation in the key exchange to avoid multiple simultaneous
jamming from more nodes. The organization of this phase
depends on the specific number of nodes composing the
network and their communication scheme. Therefore, this
phase can be configured by the system manufacturers. We
assume that each ECU stores a list to associate every other
ECU to a particular KEY-ID number. Such a list is config-
ured by the network manufacturers and stored in a secure
and tamper-resistant area of the memory. The reason
behind introducing the KEY-ID is because the standard
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Fig. 5. Protocol steps representation.

CAN frame does not allow to specify the sender node.
Thus, the receiving node will not be able to associate the
corresponding decryption key. By including the KEY-ID in
the message sent, every receiving ECU knows who is cur-
rently transmitting. Consequently, the receiving ECUs can
associate the received symmetric key with the sender KEY-
ID and use it for future communication. Future communica-
tion must reserve part of the data field (i.e., 8 bits) to include
KEY-ID to authenticate the sender. Furthermore, since the
CAN broadcast communication is based on an arbitration
1D, each ECU with the same arbitration ID should also share
the same key for a specific KEY-ID. More precisely, if a node
sends a message to a specific arbitration ID, all nodes with
such arbitration ID will receive the message. Therefore, all
the receiving nodes with the same arbitration ID must know
the same key to decrypt the message.

At high-level, the steps required to perform the commu-
nication are reported in Fig. 5 and described as follows.

1)  Alice wants to securely send a key to Bob in the pre-
defined time slot. The time slot length is fixed and
corresponds exactly to the estimated time to com-
plete the key transmission, i.e., complete the steps
below.

2)  Alice FSK modulates the original key and adds the
signal’s watermark. Furthermore, to prevent the
retransmission due to the frames collision, she dis-
ables the default transmission queue capabilities
(i.e., if the bus is busy, the ECU will not re-transmit
the frame later). The KEY-ID of Alice is inserted into
the original message to authenticate the nodes cor-
rectly. We decide to reserve the last 8 bits of the pre-
amble to the KEY-ID of the transmitting node to
support up to 256 different nodes on the bus. How-
ever, this parameter can be easily extended.

3) While Alice is transmitting frames, Bob, who knows
by design that he is the receiver in this time slot,
starts jamming using the additional transceiver to
destroy a random number of frames. Since Alice is a
node with no transmission queue, all the jammed
frames will be lost and not re-transmitted once jam-
ming is finished. While jamming, Bob stores the
received frames in a queue.
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TABLE 2

Parameters for WBPLSec Experiments Over CAN
Parameter Value
FSK frequencies1 9.75 kHz, 10.25

kHz

DSSS carrler frequency 12 kHz
Samples per FSK symbol (s!) 80
Samples® per DSSS symbol (sl) 80
Number of bits FSK payload (N ) 128,384
Number of bits FSK preamble® 128
Max. Number of jammed bits (/) 224
Number of bits to create the watermark 8,24
(Nw)
Number of bits watermark preamble 8
Watermarking scaling parameter (n) 0.3
DSSS Processing Gain (G p) 4,8,16

1Up-converted using 10 kHz carrier frequency.

2We assume the same symbol length for FSK and DSSS signals.
3t consists of the preamble and a synchronization sequence.
4Using Hadamard PN code.

4)  Bob lost frames during step 3), but he is the only one
with the knowledge of the jammed bits position and
consequently able to recover the key transmitted by
Alice. By merging the frames in the queue in order,
Bob can reconstruct the original message with the
KEY-ID and the key thanks to an FSK demodulator
and a watermark extraction.

5) Lastly, Bob extracts and saves the couple (KEY-ID,
key) received from Alice in a tamper-resistant
memory.

This procedure can be performed in the first phase of the
network creation (e.g., vehicle pre-sale) or successive ses-
sions to refresh the keys (e.g., during the vehicle revision or
OTA updates), and it is repeated for every ordered couple
of nodes. Again, this requirement will be discussed in Sec-
tion 8. The procedure discussed allows the node to send or
refresh the key securely. Furthermore, the schema enables
distributing the keys in a one-way transmission way with-
out requiring a response by the receiving node.

5.2 Simulation Performance
In this section, we evaluate the performance of WBPLSec
over CAN bus in terms of Bit-Error-Rate (BER) of the water-
marked signal zy and the watermark w. We simulate in
Matlab 2021a the BITS architecture using the parameters in
Table 2 to generate the signal with watermark and the rela-
tive jamming during transmission. We simulate the algo-
rithm’s key distribution behavior, including the jamming
interference that produces the cancellation of CAN frames.

Considering the jamming on the bus, the simulations we
perform are very similar to a real-world case. As described
in the next section, the effect of jamming is to erase the
frames on the bus, and therefore we can easily simulate it in
a virtual environment. In this scenario, we can evaluate the
effect of jamming on multiple transmissions by varying the
length of the original message (V), the SS watermark (Ny,
and G,), and the number of jammed bits (1).

The overall intuition of the BITS architecture is repre-
sented in Fig. 6. There, we show the watermarked signal
(«y) in the Time Domain (TD) (Fig. 6a) and in the Frequency
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Fig. 6. BITS architecture over CAN.

Domain (FD) (Fig. 6b). The TD white arrows denote the pre-
amble and the payload, whereas the watermark is spread
over the entire signal. Also, in red, we indicate the informa-
tion canceled by the jamming interference produced by the
legitimate receiver.

In a critical view of our contribution, we should note that
with this number of samples per bit, we get up to 40960
samples when 2y is 512 bits long. In fact, we compute zg
with (1), where we represent each bit with 80 samples which
include the oversampling rate needed for simulations. By
default, Matlab stores all numeric values in double-preci-
sion floating-point, representing each sample with 64 bits.
Nevertheless, 64 bits is also the length of the CAN protocol
data field. Therefore, we can transmit one sample at a time
per CAN frame. This certainly increases the transmission.
To give an idea of what could be a real-world transmission
time with this schema, we report Table 4 with the theoretical
transmission times calculated with the nominal speeds sup-
ported by the CAN standard.

We verify the transmission quality through the WBPLSec
algorithm on CAN in terms of BER. Fig. 7 shows the average
BER and its accuracy (i.e., the standard error of the average)
of the watermarked signal =y for two different message
lengths and different watermark settings. In particular, we
consider for both scenarios the same ratio M‘ Under these
settings, we can see that the more bits are destroyed, the
greater the BER of the FSK signal. And this is the effect
intended by Bob, i.e., disrupting the communication with
his jammer so that the attacker cannot receive the informa-
tion sent on the channel by Alice.

Before evaluating the number of errors in the watermark
after jamming, we extract it through a Code Matched Filter
(CME). This process is performed by computing the normal-
ized statistics [22], [58]

7y <y7 CW> (5)

r
(CW7 CW> ’
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Fig. 7. Watermarked signal (z’;) average BER when jamming, i.e., M and
G, change.

where the y is the received signal by Bob, as shown in the
system model represented in Fig. 3, and cw represents the
Hadamard PN sequence. We assume (cw, cw) = 1, i.e.,, PN
sequences have unit energy. Fig. 8 shows the output of the
CMF, where we can observe the eight preamble bits used to
synchronize with the start of the watermark. It is known
how the matched filter maximizes the ratio at the output of
the detector. And, the detector is the same one that was
introduced with the traditional SS watermarking [22], [58],
and the estimation of the embedded bit is given by
Ty = sign(r).

Finally, we observe that the watermark also undergoes
interference. Fig. 9 shows the average BER and its accuracy
(i.e., the standard error of the average) of the watermark w.
Nevertheless, in Fig. 9, we can see how the information con-
veyed through the watermark is more immune to jamming.
This is due to an inherent feature of spread-spectrum tech-
nology that is immune to narrowband interference, such as
Bob’s jamming. In particular, when the processing gain, or
Gy, is at least equal to 16, the BER of w is less than 3%. This
BER result is absolutely in line as it is obtained in other
implementations of WBPLSec [24].
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Fig. 8. Extraction of the watermark using a code matched filter to the
spreading code (N = 384, Ny = 24, M = 16).
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6 TESTBED VALIDATION

To test and validate the SENECAN functioning, we imple-
ment a scaled-down architecture composed of three nodes.
In this section we describe the experiments we perform to
reproduce the SENCAN distribution phase in a simplified
real-world scenario. In particular, in Section 6.1 we describe
our testing environment and the devices used. As an exam-
ple scenario, to perform the tests we set N = 512 bits (i.e.,
40960 samples in double precision, hence, 40960 frames),
G, =16 and we jam 16 consecutive bits (A/ = 16), which
correspond to jam 16 - 80 frames.

6.1 Equipment Setup

The architecture used to perform the experiments, repre-
sented in Fig. 10, is composed of three nodes: Alice, Bob,
and Eve. Alice and Bob consist of an Arduino UNO board
and a CAN shield from SeedStudio, respectively. Each
CAN shield consists of a Microchip MCP2515 CAN control-
ler and an MCP2551 CAN transceiver. Furthermore, Bob
contains an additional MCP2551 CAN transceiver that we
use to perform the jamming interference, as the implemen-
tation by Palanca et al. [59]. Instead, Eve consists of a

LOG COLLECTOR COMPUTER + MATLAB

Serial

ALICE EVE

| ]
Arduino Uno Rev 3! Raspberry Pi 3 !

'
'

' Transceiver
. MCP2551
'
'

CAN-Bus
Board PiCAN

CAN-BUS
Shield V2.0

EP

CANH

CANL

Fig. 10. Experimental setup used for the proof of concept with the hard-
ware selected for the testbed.
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Fig. 11. Real experimental setup with three nodes.

Raspberry Pi 3 and a PiCAN2 DUO board that provides a
CAN bus interface. The decision of using a Raspberry Pi to
represent Eve is motivated by the necessity of easily collect-
ing the traffic passing through the bus with a third node
(i.e., Eve). To do this, we install Wireshark on Eve. Wire-
shark is a network protocol analyzer able to inspect and
analyze CAN bus frames, and it gives us the possibility to
monitor and collect traffic over the bus.

To perform the experiments, we set the transmission rate
at 500 kbps, the common bitrate of high-speed CAN.
Whereas the high-speed CAN (.e., ISO 11898-2 [27]) net-
work requires only two 120 () terminal resistors, we use the
resistors embedded in the Arduino CAN shield.

Algorithm 2. Jamming Loop in Bob

Input: N; Nw; S]
Output: Deletion of Ny - s; CAN frames.
jamy := Random(1, Ny - 5));
jamg := (N — Ny - s; — jamy);
c:=0; frame,, :=0;
while ¢ < jam; do
if frame,, < jam, then

>Frames jammed
p>Start of jamming

frame,, = frame,, +1; >No Jamming
else
WriteBit(0, Port, Pin); >Write Dominant Bit

Wait(149 w);
WriteBit(1, Port, Pin);
frame,, = frame,, +1;
c=c+1;
end
end

>Worite Recessive Bit

6.2 Implementation

The implementation of the experimental architecture is
depicted in Fig. 11. In our setup, Alice communicates with a
base frame format over the bus and uses a fixed identifier
for all the frames. To perform the jamming, Bob occupies the
channel with the dominant bit to prevent communication to
all the other nodes in the network. However, the default
driver of the CAN transceiver MCP2551 prevents holding a
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Fig. 12. Representation of a frame measuring CANH and CANL under
normal conditions. The image is collected from the oscilloscope and a
differential probe. The first bit is the start-of-frame that denotes the start
of the frame.

dominant bit for more than 1.25 ms. In this case, the control-
ler called TXD Permanent Dominant Detection inside the
MCP2551 transceiver will disable the CANH and CANL
output drivers to prevent data corruption on the CAN bus.
We decide to address this issue by introducing recessive
bits during the jamming. The CAN frame implements the
practice of bit stuffing. An example of the experimental
setup frame is shown in Fig. 12. The overshoot at the end of
each frame depends on the acknowledgment (ACK) bit,
which is dominant, and all the nodes drive it except for the
one transmitting the frame. Because more nodes drive the
bus dominant, a higher voltage is observed on the bus at the
end of each frame. The communication of Alice is handled
in order not to create a frame queue. In particular, when
Alice cannot transmit the frame (e.g., jamming in progress),
she will refuse to transmit the next frame. Moreover, the
data field of each frame is transmitted to Alice via serial
communication from Matlab. Implementing serial commu-
nication with Matlab arises from the need to easily store a
significant number of samples and facilitate data process-
ing. Each double value of the bitstream stored in Matlab is
communicated to Alice in a little-endian representation,
and 8 ms delay is added between the serial writing of this
value. For a correct reception of the bytes from serial, Alice
will be necessary wait for 1 ms for each byte before forward-
ing the frame on the CAN network. Therefore, due to the
delay introduced by the implementation setup in Matlab,
frames are sent on the bus every 15 ms. Bob is also con-
nected independently to a device with Matlab to store and
process the values received from Alice. This time, the serial
communication is directed from the Arduino board to Mat-
lab. The Arduino board related to Bob can read the CAN
frames through the dedicated CAN shield, count the frames
to activate the jamming via the independent MCP2551
transceiver, and print the received frames on the serial line.
Once Bob receives the predetermined frame before jam-
ming, he starts to occupy the channel with the dominant bit
for the entire time window necessary to destroy the prede-
fined number of frames as sketched in Algorithm 2. As men-
tioned, Bob cannot write a dominant bit for more than
1.25 ms, but frames arrive every 15 ms on average. For this
reason, Bob alternates recessive bits to cover the time win-
dow of a single frame. In our setup, we decide to keep the
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Fig. 13. Representation of the CANH and CANL under jamming condi-
tion. The image is collected from the oscilloscope used in our experi-
ments and a differential probe.

dominant bit for 149 us a hundred times to destroy a single
frame, as shown in Fig. 13. The Fig. 14 shows the effect of
jamming on the bitstream transmission.

7 SECUIRTY ANALYSIS

In this section we analyze the security of the SENECAN key
distribution mechanism. In Section 7.1 we discuss the possible
threat model and attacker capabilities based on the most com-
mon assumption in the literature. Then, in Section 7.2 we ana-
lyze the security properties which our methodology ensures.

7.1 Threat Model

To evaluate the robustness of our approach, we assume that
an attacker can access the communication over the CAN
bus and perform different actions at every moment of the
key distribution process. In particular, we consider the sce-
nario where an attacker physically accesses the network
during the distribution process via the bus. In this setting,
the attacker can both passively sniff or modify the commu-
nication. As previously described, we assume that a list to
associate every ECU with a corresponding KEY-ID is stored
in every ECU’s secure and tamper-resistant memory. This
assumption is consistent with the other works in this field,
where the long-term secret is assumed to be securely stored
during the production phase. Unlike the other works, we
assume that the pre-shared secret consists only of a list of
KEY-IDs used to associate the transmitting ECU with the
corresponding KEY-ID. This corresponds to a weak secret.
According to the literature, the common attacks that an
attacker can perform in a CAN communication are the
following.

e  Message Injection Attack: The goal of this attack is to
send a customized and malicious frame to an ECU to
compromise the authentication phase.

e Replay Attack: This attack aims to reuse a previously
transmitted and sniffed frame in successive commu-
nication to replicate the legitimate transmission.

e Message Modification: In this case, the goal is to mod-
ify the frame during transmission. This can be done
in real-time by selectively modifying jamming the
communication to flip some bit from 1 to 0, or by col-
lecting the entire message, modifying it, and re-
transmit it.
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Fig. 14. Bitstream transmission in terms of frame per second. The Figure
shows the different fields of the bitstream and the jamming window
(N =512, Ny, = 24, M = 16, G, = 16).

o  Eavesdropping: This attack aims at passively sniffing
the communication to collect the traffic during the
key exchange and, for example, to analyze it in a sec-
ond moment to compromise future communication.

e Masquerade Attack: The attacker can modify and
reuse the transmitted KEY-ID to impersonate an
ECU during the exchange phase.

o  Adversarial Jamming: An attacker can leverage a dis-
turbing interference (e.g., jamming) similar to our
mechanism to disrupt the communication, destroy-
ing one or more frames. In this way, an attacker can
obtain a denial of service by removing part of the
exchanged message.

7.2 Security Properties

In the following, we discuss the security features of SENE-
CAN. For each property, we then state which of the attacks
described in the previous section can prevent. As previously
mentioned, our solution can exchange a long-term shared
secret or refresh it. This procedure ensures the following
security properties.

Previous Secret Independence. If the key currently used is
compromised, SENECAN allows to refresh the keys inde-
pendently by the previous keys. Therefore the information
obtained by an attacker could not affect the new secret
exchange. The only requirement of the procedure is that the
association of the KEY-ID with each other node is not com-
promised. This property allows preventing Message Injection
Attacks.

Replay Attack Resistance. It is probably the most challeng-
ing feature required for an offline authentication schema.
Generally, this feature requires a nonce exchange and syn-
chronization by the different nodes. This is a very complex
constraint to obtain, as explained in [60]. Different works
address this problem with an additional node and a con-
stant synchronization protocol. In our case, the replay pro-
tection is ensured because Bob chose and destroyed a
random frame set. This information is known only by him,
and the next time a new secret is shared, the jammed frames
will be different. This will avoid any attempts by Eve to
reuse an old frame. This property allows to prevent Replay
and Message Injection Attacks.
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TABLE 3
Different Key Distribution Approaches for CAN

Car2X [36] Mueller et al. [21] Jain et al. [61] TRICKS [20] SENECAN
Previous Secret Independence v v 4 v
Replay Attack Resistance v v v v
Confidentiality v v 4 4 4
Integrity v v
Authentication v v v v
One-Way Transmission v v v
No Additional Node v v v
Implementation v v v

High Confidentiality. The confidentiality of the communi-
cation is achieved thanks to the jamming phase, which
allows only Bob to know the jamming points and conse-
quently to reconstruct the original message. Since every bit
of the original message is expanded to 80 frames, 64 bits
payload each, to brute force the original message, the
attacker requires to compute 2M%96 where M is the num-
ber of the bit jammed during the frame transmission. The
security level of the schema is consequently M - 80 - 64. This
property allows preventing Eavesdropping.

Integrity. there are two possibilities for an attacker to mod-
ify the original message: in real-time or in a secondary
moment. While the first approach is unfeasible due to the
anti-replay property, the second would compromise the
watermark, raising errors during the demodulation and
watermarking verification. This property prevents Replay,
Message Injection Attacks, and Message Modification Attacks.
Furthermore, it can also identify Adversarial Jamming attempts.

Authentication. We assume that the list of the KEY-IDs of
each node is stored in a secure memory area of the ECU and
therefore is not possible to modify. By adding this trusted
and confidential information in the message exchanged, we
ensure the authentication of the transmitter and to store in
the receiver the corresponding couple KEY-ID and Key. The
KEY-ID could also be used in future MAC mechanisms built
on top of this solution. This property allows to prevent Mas-
querade and Message Injection Attacks.

Malicious Interference Resistance.Thanks to the information
in the watermark, SENECAN can partially mitigate Adver-
sarial Jamming attacks. In fact, in the most favorable case, if
the adversary would destroy the frames Ny - 80 frames
dedicated to transmit the watermark, Bob can still recon-
struct the original message using the Algorithm 2. On the
contrary, if Eve jams other frames, SENECAN will still suf-
fer from this type of attack. A manufacturer can increase the
number of bits Ny for the watermarking process, increasing
the attackable frame number for the attacker, in exchange of
an overhead due to more information to transmit.

8 DiscussION

As described in the previous section, SENECAN allows
obtaining all the security properties. Furthermore, there is no
need to add nodes that act as a trusted third part differently
from many previous works. Also, our approach implements
a one-way communication rather than bidirectional commu-
nication (i.e., challenge-response mechanism) differently
from other works. This is a valuable property, especially in a

broadcast environment as CAN, where the sender identity is
not declared in the message. Our paper proposes a schema
to securely exchange or refresh the long-term shared key.
Due to the high computation requirements, we propose to
perform this operation in a non-critical dedicated session
(e.g., after the car turns on, in an OTA update, or during car
maintenance). However, there can be other reasons to mod-
ify the long-term keys. For example, a manufacturer may
require refreshing all the nodes’ keys to increase their length
or change the cryptographic primitives. The manufacturer
can also refresh the keys in case of compromise. After the
master secret is shared or refreshed, a car vendor can imple-
ment other security schemes on top of SENECAN for the suc-
cessive phases of the communication. Therefore the specific
key lifespan can depend on the security policies in the partic-
ular application.

Comparison With Other Schemes. As discussed in Sec-
tion 3.1, most of the works assume that the long-term secrets
are shared in the ECU during the production phase and do
not consider the refresh of such secret in a successive phase.
The only possibility to modify such a secret is physically
replacing the ECU. To the best of our knowledge, few works
proposed specific approaches to exchange and refresh long-
term secrets in the CAN network. In Table 3 we report the
comparison between the other works in literature that pro-
pose CAN-specific key distribution mechanism and SENE-
CAN. The comparison reports the security features
discussed in Section 7.2. It is important to note that not all
the works discussed the mentioned properties. Therefore
the analysis is based on our interpretation of the different
works. We include in the comparison the type of communi-
cation (ie., one-way transmission or not) and if the
approaches require an additional node acting as a supervi-
sor or a trusted third party for the distribution process. This
last property is essential since it does not modify the net-
work architecture and insert additional nodes. We also com-
pare if the approach proposed was implemented and tested
in a real environment or only discussed theoretically. In
fact, in [21], [61] the authors proposed a collision-based
approach similar to ours. However, their schema does not
include integrity and authentication features but was not
implemented and validated in a real scenario. Therefore,
the requirement relative to the additional transceiver was
not considered and discussed. We must note that even if
SENECAN implements all the security properties men-
tioned and overcome their constraints, all the other
approaches require fewer frames to transmit during the dis-
tribution, and consequently, they are much faster.
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TABLE 4
Transmission time comparison

Bitstream Samples Transmission Time Time' Optimised Time”

7200 bps* 307.2's 76.8's
500 kbps 442s 221s

. 3
256 bits 20480 1 ppps 221s  111s
10 Mbps 0.22s 0.11s
7200 bps* 6144s 15365
_ 5 500 kbps 8.85s 442
512bits 40960 1 Mbps 442 221s
10 Mbps 0.44s 0.22s

10mne sample in double precision for each CAN frame.
2Two samples in single precision for each CAN frame.
380 samples for each symbol.

4Proof of concept with 15 ms delay for each frame.

Limitations. We decide to transmit data through the
serial to manage the bitstream with Matlab in the testing
phase for implementation simplicity. However, this intro-
duce a bottleneck in the exchange data between Matlab
and Arduino, making each frame delivered every 15 ms,
equivalent to an estimated 7200 bps. This time is also due
to the dominant bit holding limitation. This overhead is
even more impacting if considering the total number of
key distribution sessions. By considering the KEY-ID field
of 8 bits, in the limit case, we support up to Ngcy = 256
ECUs. Since every pair of ECUs must share a common
key, there will be (Ngcy - (Npcv —1))/2 =32640 key
distribution sessions. Considering the setting used in our
experiments and reported in Table 4 if the bitstream is
256 bits, this would require 32640 307.2 s ~ 2785 h,
which is clearly unfeasible. In particular, Table 4 reports
the transmission time with our scenario and the estimated
time with the typical transmission speed used in CAN
environments. We believe that with a dedicated hardware
implementation, i.e., the computation is entirely imple-
mented in the ECU, without the necessity of the serial
communication and the possibility to hold the dominant
bit for the desired time, the transmission time can be
reduced as shown in Table 4. In particular, with dedi-
cated hardware, we can avoid the 115.2 kbps bottleneck
due to the serial communication and the need to wait
for 15 ms for every frame due to the Arduino driver.
Furthermore, since the double-precision representation
used by Matlab overestimates the representation of the
signal, to reduce the transmission load, every sample
could be converted into a single-precision representation.
This improvement allows transmitting two samples in a
single frame, thus reducing by half the overall number
of frames to transmit. With these simple optimization,
we can cut the communication time as reported in Table 4.
Considering a common CAN transmission speed of
500 kbps, the limit case transmission time would be
32640 x 2.21 s ~ 20 h. However, we believe that this num-
ber is still largely overestimated since not all the ECUs
need to communicate with each other. Finally, our solu-
tion requires every ECU that implements SENECAN to
embed an additional transceiver. This is because an ECU
requires an interface to perform the jamming and another
to read the bus simultaneously.
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9 CONCLUSION

In this paper, we present and prove the effectiveness of
SENECAN, an authenticated key distribution framework
for devices communicating through the CAN bus network.
The presented mechanism exploits the default protocol’s bit
collision properties to selectively destroy the frames by jam-
ming over a wired connection. The experimental setup we
use represents a proof of concept for future work in this
direction and can be employed by all the devices operating
in the CAN network to exchange a long-term secret among
the different nodes. Moreover, in exchange for a long distri-
bution phase, which can be executed in a defined phase of
the system’s life-cycle (e.g., after the production or during
the vehicle revision), our approach allows obtaining more
robust security properties compared to similar works and
with a minimal network modification. Despite the reduced
transmission speed in the SENECAN proof-of-concept
implemented, we validate the key distribution based on the
WBPLsec algorithm. As previously discussed, we strongly
believe that the limitations introduced by Matlab and Ardu-
ino can be overcome by introducing ad hoc hardware and
optimization. However, we do not exclude that the presence
of dedicated hardware could guarantee Bob to jam with a
single transceiver assigned to the reception of frames in a
normal traffic scenario. SENECAN is therefore helpful for
systems with a limited number of devices communicating
with and can be used as a building block for future CAN-
based secure systems.
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