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Abstract—Recent studies highlighted the advantages of [VLC|over radio technology for future 6G networks. Thanks to the use of [RISs]
researchers showed that is possible to guarantee communication secrecy in a@] network where the adversary location is unknown.
However, the problem of authenticating the transmitter with a low-complexity physical layer solution while guaranteeing communication
secrecy is still open. This paper proposes a novel multi{RIS] architecture to guarantee source authentication, communication secrecy,
and integrity in a scenario. We leverage the intuition that a signal transmitted by users located in different positions will undergo
a different propagation path to discriminate between the legitimate intended transmitter and an attacker. To increase the channel’s
variability and reduce the chances that an adversary might be able to replicate it, we leverage the reconfiguration capabilities of [RIS] We
derive a statistical characterization of the non-line-of-sight[VLC| channel, representing the light reflected by [RIS]elements. Via numerical
simulations, we show that the channel variability combined with the configurability capabilities of provide sufficient statistics to

authenticate the legitimate transmitter at the physical layer.

Index Terms—Security, Jamming, Protocols, Wireless LAN

1 INTRODUCTION

HE vision for 6G is to tightly couple and enhance
Tinteractions between the human, digital, and physical
worlds. This cyber-physical continuum aims to improve the
quality of our lives by leveraging networks as powerful
tools. Both opportunities and challenges mark the journey
toward 6G. The potential of 6G technologies is vast, but
realizing this potential requires addressing several techni-
cal and practical challenges. Countries and standardization
organizations worldwide have announced their plans for
6G research, and a series of pioneering projects [1]] focusing
on next-generation wireless networks have been initiated.
These efforts aim to address the limitations of 5G and
explore the potential of 6G technologies [2]. Fundamental
values such as sustainability, trustworthiness, and digital
inclusion are crucial in designing future networks. Trust-
worthiness in 6G networks includes ensuring data trans-
parency, security, privacy, and network robustness [3], [4].
Thus, the transformation towards 6G networks presents
unprecedented opportunities for economic growth and ad-
dressing societal challenges [3]. It necessitates a fundamen-
tal shift in network design to accommodate growing traffic,
devices, energy efficiency, security, privacy, and efficiency
in deployment. To this aim, projects such as Hexa-X [5] call
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for an x-enabler fabric of connected intelligence, networks
of networks, sustainability, global service coverage, extreme
experience, and trustworthiness designed with security and
privacy as key design criteria.

The advent of 5G and the prospective 6G technologies
emerged from the rigorous surge in data traffic and the
need for innovative technologies to manage this change.
Traditional [Radio-Frequency (RF)| communication, while
instrumental in the early stages of wireless communication,
is now facing new challenges in handling the current
data traffic. In this context, an emerging technology,
has gained considerable attention as a potential enabler
for 5G and beyond. unlike RF, offers higher data
rates [6], high speed and robustness against interference [7],
a large available frequency spectrum [§], and a low
cost implementation thanks to [Light Emitting Diodess|
[9]. Despite its potential, [VLC| faces challenges in
achieving optimal transmissions, such as signal loss, the
influence of ambient light conditions, and
conditions. Thus, to address these issues,
recent works have explored the use of [10].
is a novel technology that implements electronically
configurable physical characteristics, which can be
obtained by varying the temperature of a nano-cell or
re-orientating Liquid-Crystal alignment based on the
induced electrical field [11]. Not only can be used
for increased data rate, but also to enhance the security
of wireless networks [12], [13]. Integrating and
technologies hence presents a promising path for enhancing
the|Physical Layer Security (PLS)|of 6G networks. However,
further research is needed to fully realize the potential of
these technologies and address the challenges associated
with their implementation.
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Motivation. In the coming years, researchers shall face
many challenges in building a trustworthy and secure
6G [II. utilization within indoor environments has
been widely considered an excellent secure alternative to
radio technology [14]. This heightened level of security can
be attributed to the directional nature of optical signals
and their substantial resistance to obstructions, rendering
them significantly more challenging to intercept from
external sources. Consequently, exhibits reduced
vulnerability to wireless communication threats such as
jamming and eavesdropping. Within this framework,
PLS| aims to safeguard communications by harnessing
the inherent physical properties of the communication
channel, eschewing the need for higher-level protocols or
algorithms. finds particular applicability in low-power
6G sensor networks, as it reduces energy consumption
and enables fewer calculations than encryption, which
extends the battery life of portable devices. Numerous
proposed solutions employ to enhance signal
reception performance. In our previous work [12], we
showed for the first time in the literature that a
employed at the receiver side can strengthen the
security of physical-level communications, employing a
wiretap channel model to elevate the legitimate channel’s
quality while simultaneously degrading the attacker’s
channel [15], [10]. However, this solution cannot provide
source authentication, i.e., discriminate between a signal
received from the legitimate transmitter or a malicious user.
Integrating source authentication with a low-cost physical
layer solution would represent a significant benefit for the
overall security of the resulting system.

Contribution. Notably, technology in the context of
offers a valuable foundation for generating ran-
domness, thereby facilitating the implementation of device
authentication using the non-{Line-Of-Sight (LOS)| channel
representing the reflected components. Although the lit-
erature presents a statistical channel model for [VLC|[LOS|
channels [16], the common model for the non{LOS com-
ponent is deterministic and geometrical. Although widely
accepted, this may not represent a reliable model in real-
life scenarios. Therefore, we propose the first non{LOS[VLC|
statistical channel model. Leveraging the combination of
our statistical model with the configurability of we
propose the first system using a during transmis-
sion to implement a physical layer authentication scheme.
The reflections generated by the (in its configurations)
in the light of Alice’s RGB LED provide such variability
that an attacker is unlikely to be able to reproduce. We
hence propose a challenge-response-based physical layer
authentication scheme, where the receiver compares the
estimated channel from the received signal and compares
it with a previously built knowledge base of legitimate
channels. Our results highlight the positive impact of
technology also in transmission, which allows the receiver
(i.e., Bob) to authenticate the legitimate transmitter (i.e.,
Alice). Furthermore, we show that the newly derived model
has no negative impact on the secrecy capacity of our
previously proposed jamming scheme [12].

We summarize the contribution of our paper as follows.
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o We propose a novel statistical channel model to char-
acterize the behaviour of a non{LOS [VL{ channel
under the assumption of uniformly located users.

o We present for the first time in the literature a novel
architecture for physical-layer security that uses a
RIS in transmission for authentication and a RIS
in reception to improve secrecy capacity. Our solu-
tion consists of a challenge/response-based physical
layer authentication scheme where the receiver com-
pares the estimated channel with a trusted knowl-
edge base.

o We validate our framework through numerical sim-
ulations demonstrating the positive impact of
in terms of authentication. In particular, we show
that the conjunction of spatial separation between
transmitters and the use of[RIS characterize the chan-
nel behaviour sufficiently to distinguish transmitters.
We further prove that the receiver guarantees
communication secrecy without relying on the as-
sumption of a known Eve’s location.

In our proposed architecture, the RIS is placed at the
transmitter and receiver rather than directly in the channel
to avoid the complexities of coordinating three nodes and
to mitigate security risks, such as potential control signal
attacks and tampering vulnerabilities. This design choice
simplifies system management and enhances security by
reducing potential points of failure and attack.
Organization. The remainder of the paper is organized as
follows. Section 2| discusses the related works. Section [3]
briefly recalls the concepts useful for understanding the
paper. Section [4] describes the system and threat model con-
sidered. We present our authentication scheme in Section
Then, Section@introduces our optimization framework, and
Section [7] presents the results of the simulations. Section
discusses the security properties we achieve with our mech-
anism.

Finally, Section [J] concludes the paper by discussing our
findings and the current proposal’s limitations.

2 RELATED WORKS

is a subject that has harvested considerable attention
within the research community. A diverse collection of
studies has been directed towards the deployment of this
communication modality across various domains, including
but not limited to Vehicle-To-Vehicle (V2V) networks, as
evidenced in the experimental investigations by Dabhri et
al. [17], and underwater communication systems, as ex-
plored by Akram et al. [18]. The pervasive dissemination
and application of technology have the cybersecurity
community’s attention, keen to discern and address the
potential susceptibilities inherent in such a transmission
medium. Different works investigate the of [19]
focusing on different properties. The different proposals
to deal with in include beamforming [20], [21],
friendly jamming [22], [23], and signal mapping [24], [25].
However, these works focus on the traditional implementa-
tion of VL communication.

Among the different enabling technologies used in the

context, represents a very recent and promis-
ing technology to improve wireless communication per-
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formances [10]. In this paper, we specifically focus on the
security of in application from the point of
view.

The literature contains several proposals supporting the
integration of across multiple domains, such as the aug-
mentation of[Unmanned Aerial Vehicless (UAVs)|communi-
cations, highlighted in the study by Mursia et al. (2021) [26].
However, a real gap exists in comprehensive studies on
the security attributes of this emergent technology. The
integration of with various attributes has been explored
in the context of LiFi applications of as discussed in
the work by Abumarshoud et al. (2021) [27]. In this study,
the authors examine how can enhance several
features, including secrecy capacity, resistance to jamming,
and the facilitation of secure beamforming. Despite this, the
study does not deeply examine security considerations, nor
does it provide an estimation of secrecy capacity. Further,
in the research presented by Li et al. (2021) [28], a novel
mechanism that integrates to strengthen the security
of communications is put forward, employing an
alternating optimization technique. The study also validates
that the introduced algorithm enhances the average secrecy
rate compared to other standard benchmark algorithms.

In [29], the authors propose a secure transmission design
for an IRS-assisted multi-antenna system. They focus on
maximizing the secrecy rate by optimizing the transmit
beamforming at the base station and the passive beam-
forming at the IRS. The proposed algorithm significantly
improves the secrecy rate compared to other benchmark
schemes. The study [30] presents a secure transmission
scheme for multi-RIS-assisted wireless communications.
The authors propose a joint active and passive beamforming
design to maximize the worst-case secrecy rate. The results
show that the proposed scheme can effectively improve the
system’s secrecy performance. In [31], the authors propose
multiple [RIStaided Secure, Precise Wireless Transmission
(SPWT) schemes in a three-dimensional wireless commu-
nication scenario. The schemes are designed to enhance
communication performance and energy efficiency simul-
taneously. The results show that single-user and multiuser
schemes can achieve SPWT, transmitting confidential mes-
sages precisely to desired users’ locations. The paper [32]
investigates robust beamforming design for a RIS-assisted
multiuser millimetre wave system with imperfect CSI. The
authors propose a weighted sum-rate maximization prob-
lem to jointly optimize the transmitter beamforming,
placement, and reflect beamforming. The results reveal that
the proposed scheme can potentially enhance the perfor-
mance of existing wireless communication, considering a
desirable trade-off among beamforming gain, user priority,
and error factor. Finally, [33] discusses the potential of[RIS)in
enhancing the performance of [Optical Wireless Communi-|
networks. The authors highlight the benefits
of multi-RIS systems in creating opportunities for multi-
hop transmission of directed power, even in highly crowded
spaces.

It is also worth noting that the last few years have intro-
duced solutions that improve using watermarking and
jamming primitives with and without any receiving
Recently, Soderi et al. in [34] prompted the implementation
of Watermark Blind Physical Layer Security (WBPLSec)| to
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improve the of (see Figure 2(a)).An evolution of it

was later proposed [12], incorporating RIS in reception, with
which the authors showed improved performance from a
secrecy capacity point of view, even without knowing the
attacker’s position (see Figure 2(b)). was already
applied on different communication means such as radio
frequency [35], acoustic communications [36] showing the
improvement of performances from the secrecy capacity
of the channel point of view. In a vision of continuous
evolution of security at the physical level, our proposal (see
Figure [3) extends [34], and [12] integrating a in trans-
mission to further improve the security of communication
in terms of authentication at the physical level.

Artificial Noise (AN) is a recognized technique to en-
hance communication security by degrading eavesdroppers’
channel quality, as demonstrated by Xu et al. [37]. While we
do not directly implement AN in our[VLC]system model, we
acknowledge its potential benefits and consider it a viable
security option. Our system shares the spreading code for
watermarking, which aids [Physical Layer Authentication|
(PLA)| and secure communication, and this code could
include parameters for effective AN generation. Accurate
[Channel State Information (CSI), obtained through channel
estimation with pilot signals, is critical for designing orthog-
onal AN to the legitimate user’s channel, thereby minimiz-
ing interference to the intended receiver while degrading
the eavesdropper’s channel. Although we currently do not
use AN, integrating it with our security measures, such
as spreading codes and channel estimation, could enhance
security in future work, leveraging the benefits shown in
massive Multiple Input Multiple Output (MIMO)| systems
and adapting them to|[VL(]systems.

Our architecture integrates multiple at both the
transmitter and receiver, exploiting theat the transmitter
for physical layer authentication and the at the receiver
for enhanced confidentiality. This dual{RIS| configuration
creates a robust security framework that mitigates eaves-
dropping and unauthorized access, enhancing security and
system performance, especially in high-interference envi-
ronments. Current studies primarily focus on single
setups, as seen in [38], [39], which discuss the security
enhancements, cost-effectiveness, and energy efficiency of
However, these studies do not explore multiple
deployments; we address this gap with empirical data and
theoretical analysis, showcasing the performance gains and
security enhancements achievable through a multi{RIS| ap-
proach and contributing to future research on complex
configurations for 6G networks.

3 BACKGROUND

This section briefly introduces the concepts that are useful
for understanding the remainder of the paper. In particular,

after a recall about and concepts, in Section
we summarize the channel model, and in Section 3.4

we detail of the|WBPLSec|algorithm.

3.1 VLC Signals Model and RIS contribution

Currently, we can use several types of luminescent diodes
(LEDs) for VLC. They differ in the semiconductors used,
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which emit different wavelengths such as A for red in the
range 620 nm < A < 750 nm; Ag for green in the range
500 nm < A < 560 nm; and Ap for blue in the range
450 nm < A\ < 480 nm.

An RGB discrete-time signal can then be written as
follows [40].

N;
sln] = Bi-giln — Ail,

=0

)

where (3; refers to the power associated with the emission
of the i — th RGB color (i.e., with i € {R, G, B}), N; is the
number of used for the gi(t) is the unit power
waveform emitted by each LED and A; represents the time
length of the color i — th.

Notice that this model considers the emission of non-
simultaneous RGB signals. By taking advantage of Bloch’s
law [41, Chapter 3] defining light perception, we can con-
figure the duration of the signals to avoid flickering and
dimming phenomena.

3.2 Physical-Layer Authentication (PLA) Remarks

Academia has shown great interest in in recent
years due to its potential to reduce computational re-
sources required for authentication compared to traditional
cryptography-based methods at higher levels [42]. One ap-
proach to is through [Physical Unclonable Functions|
which exploits the unique physical microstructures
of integrated circuits inherited from manufacturing varia-
tions [43]. operate based on challenge-response pairs
(CRPs), where responses to specific challenges are stored in
a database and used for authentication [44]. provides
an additional level of security by allowing authentication
based on the unique distortion that the transmitter device
applies to the transmitted signal. A further example would
be the active radio fingerprinting, whereby the transmitter
uniquely modifies the radio signal before sending it [45].

Another approach to [PLA| is using which extracts
features from the channel, location, and signal to fingerprint
due to minor hardware imperfections using machine learn-
ing techniques [44]. While these techniques offer potential
benefits for wireless networks, they also present challenges
in implementation, such as the need for accurate channel
estimation and the potential for increased computational
overhead [46].

Overall, PLA techniques have the potential to play a cru-
cial role in developing next-generation wireless networks.
In this paper, we want to propose a new architecture that
exploits RIS in transmission to authenticate light signals.

3.3 VLC Channel Model

systems employ [[ntensity Modulation (IM)] techniques
in conjunction with |Direct-Detection (DD)| methods. Opti-
mal illumination levels are sustained at the transmission end
by adjusting the [Direct-Current (DC)| bias of the compre-
hensive signal injected into the |LED} In contrast, the signal
is proportional to the optical power received at the photo-
diode. An intrinsic channel comprises two principal
elements: the[LOS channel and the diffuse channel. The for-
mer element accounts for the fraction of light that impinges
directly upon the photodiode without any reflection from
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Fig. 1: Contribution of in transmission and reception
in the NLOS channel model. d;p and djp are the
distances between the transmitter or the jammer and their
whereas d4p and d4g are the distances between each

and one receiver.

surrounding objects. The latter, also referred to as the[NLOS|
component, encapsulates all light rays that are reflected
from various obstacles within the environment. This article
considers only the component (see Figure|T).

Assuming to have Lambertian light source, it is impor-
tant recall that in terms of reflections on the we can
define the channel [DC| gain of the first reflection as a
contribution given by

psit o D(W)pd Ay cos™ ()

-cos(a) cos(3) cos(v)) [¥] < Yrov s

0 [Y| > Yrov
@
where A, is the receiver collection area, R is the photodiode
responsivity, m = —1n(2)/in(cos(¢,)) is the order of the
Lambertian emission with half irradiance at 10) L ¢ is the
angle of irradiance, D (1)) = n®/sin?(¥rov) is the gain of the
optical concentrator with n refractive index, ¢ is the angle
of incidence (v € {Vg, VUp}), and Yrov is the receiver’s
angle [Field-Of-View (FOV)| And, p denotes the reflection
coefficient, dA,, represents the emission area of a micro
surface for the single [RIS|element, a expresses the incidence
angle of a reflection point and 3 is the radiation angle
of the receiver. For the same two-dimensional [RIS surface
area, a larger number of elements impose that each of
them has a smaller surface dA,,. This impacts the reflection
contribution for a singleelement. Moreover d; g denotes
the distance between the transmitter and its (ie., drr
or djr), whereas dsp is the distance between the and
one receiver (i.e., dap or d4g). Following our architecture,

depicted in Figure[l} we assumed d1p < dap.

The total received power for Alice with one RGB
for a given transmission power (FP.), is given by the |DC
channel, ie. P, = P,-dH,.f(0).Ina system, the[Si

dH,c5(0) =
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[to-Noise Ratio (SNR)} i.e. 7,, is proportional to the square of
the received optical power, i.e., v, = dH7.;(0)P? /o*> where P,
is the transmitted optical power, dH,.;(0) is the Channel
gain and o is the spectral density of the background noise.

To simplify the mathematical treatment in the remainder
of the paper, we will denote by h instead of dH4(0), the
coefficients of the VLC|channel.

3.4 WBPLSec Security Solution

In this section, we present transceivers architectures that use
RIS and WBPLSec.

By using a jamming receiver in combination with a

[Spread-Spectrum (SS)| watermarking procedure [47], the
WBPLSec algorithm serves as a potent security protocol.
As an independent security algorithm designed for sensor
networks, it has significantly raised researchers’ curiosity in
recent years. Its successful implementations extend across
various communication ecosystems, notably in wireless [35],
acoustic domains [36], and CAN bus networks [48]. This
sophisticated technique enables an authenticated receiver to
construct a security perimeter around itself by harnessing
jamming, thereby establishing a conduit for confidential
communication under predetermined conditions.
VLC Application with and without [RIS] The [WBPLSed
protocol has been recently proposed to achieve confidential-
ity in[VLC|[34], [12]. The first paper combines watermarking
and jamming in to provide an autonomous secu-
rity solution in 6G networks. As depicted in Figure
the receiver uses a to improve jamming performance in
the second contribution. The RIS can degrade the attacker’s
channel even without knowing the attacker’s location. Both
of the previous solutions do not involve the use of any
in transmission, which is instead one of the contributions of
this article to implement [PLA]

First, it should be said that there are several ways to
implement The one that uses RGB provides
the greatest bandwidth since it also uses three independent
channels but also provides greater freedom to combine these
three signals in a way that, as we shall see, establishes secure
communication.
without [RISI Let us consider an RGB
architecture to implement [WBPLSed over [VLC| as depicted
in Figure 2(a)} That is an architecture without any [RTS| [34].

We now recall how the algorithm works in
the case without [35], [34]. Let’s consider that Alice
wants to send a secret message of N bits (zs)" to Bob.
Alice transmits the watermarked signal (z%)" using an
RGB Bob receives the message through a single RGB
color-tuned photodiode, but he jams M bits (with M < N)
of Alice’s message using an RGB while receiving it.
We write the jamming signal as (z;)". Eve, the attacker,
may use multiple [Photo-Diodes (PDs)| to breach the secrecy.
The scheme proposed [34] (Figure exploits three RGB
independent channels and uses a Wavelength Division Mul-
tiplexing (WDM) to watermark the It relies on four
main actions:

(i) watermarking: A segment of the confidential com-
munication, precisely Ny of N bits, is initially mod-
ulated utilizing a spreading sequence to generate
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the watermark signal (w)™". Subsequently, this sig-
nal is transmitted exclusively via the red spectrum
of the light.;

jamming receiver: Bob jams Alice’s message using
RGB

selective jamming: Bob selectively interferes with a
portion of the incoming message, a process that does
not impact the[SS|watermark. Due to his knowledge
of the specific segments he has jammed, Bob can re-
construct the original, clean message. This targeted
jamming ensures the integrity of the SS watermark
signal remains intact [49].

communication hiding: Our method transmits data
through dual distinct pathways by harnessing both
blue and red lights. The primary path is a narrow-
band [Amplitude Shift Keying (ASK)| signal trans-
mitted via blue light, denoted as (zs)". Concur-
rently, the [SS| watermark signal (w)™W is transmit-
ted using red light, thereby establishing a covert
communication channel.

(ii)
(iii)

(iv)

The choice of colours associated with the signals is an
arbitrary choice that does not limit the discussion in this
article. Even if the attacker knew this scheme, if it filters
blue light only when jamming with the algorithm
is applied, Eve would receive an unusable signal because
the jamming would partly wipe it.
with one in reception. Let us consider now
a VLC that always uses RGB[LEDs)| but with a receiving RIS
then the model changes as shown in Figure 2(b)l

In [12] we assumed that the jammer transmits a signal
(x7)M and exploits a receivingto select the direction of
the jamming signal to degrade the attacker’s channel in an
area of the room without necessarily knowing where he/she
is. We denoted as h jr the channel between the jammer and
the and as hrp(d) the channel between and Bob
where § are the yaw angles of the each [RIS element. We can
say the same, and with similar notation, for the adversary’s
channel. The reflected signal affects both the signal received
by Bob and Eve. The use of as written in [12]] allowed
us to degrade the channel of the attacker even without
knowing his exact position.

It is worth noting that compared to applying
in wireless communications, in the case of RGB
based watermarking and jamming primitives can
be implemented without requiring additional transceivers.

4 MuLTI-RIS ARCHITECTURE SYSTEM MODEL

We propose a new architecture for that embeds in
the transmitter and in the receiver. In particular, we lever-
age the in transmission to implement a scheme.
Whereas the receiving is used to implement the algo-
rithm as proposed in [12]. Thus, this new model
depicted in Figure 3| ensures the wireless communication’s
authenticity, confidentiality, and integrity.

It is important to note that the transmitter proposed in
Figure 3| uses the three RGB channels for authentication. In
contrast, only two LEDs, Blue and Red, are necessary to
implement the WBPLSec algorithm. Similar to other archi-
tectures already known in the literature [50], we can also
utilize the third LED (i.e., Green) to balance the white light



IEEE TRANSACTIONS ON MOBILE COMPUTING, VOL. XX, NO. X, MONTH YYYY

JAMMING

I

| WBPLSec
i

|

|

|

|

: |
|
| |wepLsec ”E—IE' xq Y E':L
: )| =]
| Nl | vLC — -
PHOTO | CHANNEL PHOTO
= U perecrors __ __ __ __J

|

|

|

|

< . ms |wepLsec| |
[e}— !

; . |
|

|

|

l |
|

| |wepLsec J‘E’ xgl = v [6
| a2 I “ | .

L | EVE | -

R

e | o
| eworo | VLG | PHOTO
(U ... A | CHANNEL DETECTORS ]
BOB

(b) System model with one @ at the receiver [12].

Fig. 2: Different system models with and without

WBPLSec

Fig. 3: System model using [WBPLSed for [VLC|in the cases
with and without

emitted by the transmitter, thereby preventing discomfort to
the users’ eyes. The order in which the LED colours were
chosen to transmit the host signal and the watermark is
purely arbitrary and does not limit the discussion of this
article. Whatever the choice, it is essential to use the third
LED to keep the white light properly balanced.
Technology. Based on a comparative analysis of
hnologies [51], [52], we chose micro mirror-array
RIS for our proposed system due to their efficiency, more
straightforward implementation, and superior signal con-
trol, especially in scenarios requiring precise phase adjust-
ment. While liquid crystal-based offers advantages in
beam steering and amplification, they are more complex
and require specific environmental conditions; mirror-array
in contrast, enhances communication security, is easier
to integrate, and provides sufficient phase control without
the added complexity and power requirements, making
them more cost-effective and power-efficient for practical

implementation.

4.1 Signal Model

In this section, we provide a mathematical formulation for
the wiretap channel presented in Figure [

At Bob’s side, we assume that the jammer transmits a
signal (x;)™ and leverages awith K, = K, ; xK, 4 ele-
ments to suitably select the jamming signal direction, where
K, . denotes the number of elements along one of the two
dimensions of a two-dimensional [RIS We denote as h;(6)
the channel between the jammer Bob, accounting for the
whole jammer-to-RIS and RIS-to-Bob channel contributions.
We express it as a function of the RIS rotations to account
for the effect of the RIS configuration. Similarly, we define
hye(8) as the channel from the jammer to Eve, accounting
for both the jammer-to-RIS and RIS-to-Eve channel contribu-
tions. As discussed in Section 3.3} we model the[RIS|reflected
channel as the VLC channel [12]. Therefore the
jamming signal at Bob can be computed as

Ys5(0) = hyp(d)z,, ®)
whereas the received jamming signal at Eve as
Yysp(0) = hyp(d)z,, (4)

where § = [dy, ..., 0k, | denotes the yaw angle of each
element, as described in [53].

On Alice’s side, we assume that components are
transmitted via a with K; = K; ; x K, elements. Fol-
lowing the[WBPLSed applied to VLCs and its evolution
with one [RIS|[12], we can now write the signals received by
Bob and Eve respectively for a multi{RIS|architecture:

ym = [ha(§))2s + ysB(8) + nas, )
ye = [hap(§)]zs + yse(d) + nE, (6)

where hap(€) and hagp(€) are the channel’s gains be-
tween Alice-Bob and Alice-Eve, respectively, as a function of
& =1[&,...,¢k,] denoting the yaw angle of the each Alice’s
element. Since we apply [35], [34], % is the
transmitted watermarked signal given by 2%y = zg + pw.
nyr and ng are the complex zero-mean Gaussian noise with
variance 0% and 0%, respectively. Note that we neglected
the noise terms in (3) and (@) to only consider it once in the
overall received signals in (B) and (6). Also, we assume that
each node can efficiently estimate channels e.g., via .
Given the received signals, and assuming E[|zs|?] = 1,
we can define the [Signal-to-Interference Plus Noise Ratiof

[(SINR)| at Bob’s side as

\has(§)? P}

= . 7
YMm 012\4+ ‘hJB(5)|2Pj2 (7)
The at Eve’s side is given by
h 2p?

UQE + |hJE(6)|2PJ2

In both cases we assumed that the red and blue [CEDs|
transmit the same power F;.
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Fig. 4: Modified non-degraded wiretap channel model with a multi-RIS architecture. By applying an [NLOS| model, the

channel coefficients depend on the yaw angles of the

4.2 Threat Model

To evaluate the resilience of our proposed architecture, we
incorporate a threat model that sets the potential for adver-
sarial interference with the communicating parties, herein
referred to as Alice and Bob, at any given moment. Ex-
pressly, we have foreseen a scenario wherein an adversary
gains access to the communication channel amidst trans-
mission, thereby acquiring the capability to intercept and
inject data (as per the MitM attack paradigm). Within this
context, an adversary might engage in passive surveillance
or actively manipulate the communicative exchange.

The plethora of attacks to which a system may
be susceptible is multifaceted. The prototypical offensive
schemes that an adversary could execute in VLC commu-
nication are as follows.

o Impersonation Attack: To attack the authentication
system, Eve tries to impersonate Alice. To this aim,
she must find a suitable configuration such that
her channel to Bob mimics the channel between Alice
and Bob. We assume a strong attacker, knowing
the legitimate channel between Alice and Bob and
Alice’s [RI§ configuration.

e Message Injection Attack: Under this type of attack,
an unauthorized entity transmits a crafted, malicious
message to Bob, potentially containing a harmful
command.

o Replay Attack: Herein, an adversary captures a
legitimate message from prior communication and
retransmits it, thereby mimicking an authentic ex-
change to deceive the receiver or gain unauthorized
benefits.

e Message Modification: In this scenario, the adver-
sary actively tampers with the content of the com-
munication as it occurs, altering the message mid-
transit, which is a divergent approach from the
aforementioned Message Injection Assault where the
attack does not necessitate real-time communication
interference.

Eavesdropping: In this passive attack, the intruders
stealthily intercept and record communications. They
can later analyze this data to understand the system'’s
workings, potentially compromising future commu-
nications and extracting sensitive information.
Adversarial Jamming: This approach involves the
attacker creating disruptive interference to hinder
communication, essentially rendering the network
unavailable, a form of|Denial of Service (DOS)|attack.
It usually involves overwhelming the network with
traffic or disrupting its regular operation.

4.3 RIS-Reflected Signal Channel Distribution

This section derives the channel distribution for the
reflected signals. Due to the deterministic nature of the
channel, the authors in [16] derive the distribution functions
of the channel gain for uniformly distributed users, offering
valuable statistical insights into the channel characteristics.
Motivated by this, we explore the distribution for the
reflected signals given in a simple and closed form. The ver-
tical distance from the to the receiving plane is denoted
by L, and r is the horizontal distance from the received Bob
to Additionally, we denote the maximum cell radius as
re. By substituting dop = Vr2 + L?, cos(f8) = L/vVr? + L?
and cos(y)) = L/vr?+ L? in @), the NLOS channel gain
can be expressed as

C(m+1)L?
dHTef(O) = (7(ﬂ72n_|_ LQ))Z ; O
where C'is given by:
= ﬂD(w)pdAw cos™(¢) cos(a). (10)

o 2m2d3 g

Define function h = u(r) = C(m + 1)L?(r? + L*)72. 1t
is evident that i is a monotonic decreasing function with
respect to r. Therefore, the probability density function
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(PDF) of the unordered channel gain can be calculated using
the “change of variable” method as follows:

Il
<
L
—
=
-
<
L
—
N
~—

Jn(h)
(11)

where u~! denotes the inverse function of u, and f,.(r) =
2r/r? is the PDF of variable r following the uniform distri-
bution. The cumulative distribution function (CDF) of the
unordered variable h can therefore be obtained as

]. 1 1 L2
Fu(h) = fr—Q(C(erl)LQ)Eh’f +5 L (12)

for h € [hmin, Pmaz), Where R, and hpq, are given as
homin = C(m~+1)L?/(r24+L?)? and hypar = C(m+1)L% /L4
Therefore, the inverse function of CDF can be obtained as

. L2 A 1\ 2

h = (—Fh(h) +g 1) (T—Q(C(m + 1)L2)5> . (13)
Hence, the receiver Bob with RGB LED has three compo-
nents defined as « = [r, g, b], which are the random number
from 0 to 1. Then, the channel reflected by one unit RIS can
be rewritten as

L? e o)
dH,.;(0) = <—$i+ﬁ+1) (E(C(m—‘rl)lj )2> .
€ € (14)
where the x; denoted random numbers for the ith element
of RIS
We use a geometric channel model and associated pa-
rameters to derive the path channel coefficients,
similar to the model by Sun et al. in [55], but with key
technical differences. While Sun et al. focus on optimizing
[RIS|configuration and transceiver matrices to minimize MSE
in a system using an alternating optimization
algorithm under perfect our model extends this ap-
proach by considering the statistical interactions between
multiple accounting for the combined effects on the
path. Our proposal leads to a more comprehensive
channel model that captures the increased complexity and
potential interference in a multi{RIS environment, providing
a refined understanding of channel dynamics for improved
system performance and security.

5 CHALLENGE-RESPONSE-BASED PLA SCHEME
WITH A RIS-AIDED TRANSMITTER

In this paper, we propose a challenge-response-based
authentication scheme. Our[PLA]lscheme involves an enroll-
ment phase at instant £; in which the legitimate receiver
builds the necessary knowledge of the wireless channel
connecting it to the transmitter. Then, during the second
phase ( that happens at the time instant ky > k1), the m
estimated by the receiver will be used for authentication
so that Bob can verify the sender’s identity. We divide our
scheme into the following phases [44], [56]: knowledge base
creation, challenge generation, identity verification.

Knowledge-base creation. During this step, the legitimate
transmitter Alice leverages the controlled channel to
send multiple pilot signals to Bob, each transmitted using
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a different configuration. The controllability provided
by the allows Alice to generate multiple different mea-
surements using a single pilot signal. Bob estimates the
transmission channel for each received pilot signal and
stores the result in its knowledge base. We assume that
this step is trusted as common in the literature [44], such
that Bob can build a knowledge base solely composed of
legitimate measurements.

The signal received by Bob at location ¢ using configura-
tion s can be represented similarly to (5) as

ye = [hap(€“)]esp + 157, (15)

where sp is the pilot signal, and £*) is the s-th
configuration, s = 1,---,S. In the case of a mobile Bob,
this step is repeated for multiple Bob’s locations to build a
location-independent knowledge baseﬂ We notice that the
knowledge base creation phase is performed offline, and is
not constrained to be executed in a strict time interval. This
ensures avoiding imposing stressful computational burdens
on the RIS and its configuration. Such an offline phase as-
sumption is common in similar works on physical layer au-
thentication [44] and supervised machine learning applied
to wireless communications [57], [58]], [59]. The knowledge
creation base should be resistant to possible exploitation
by the attacker. Indeed, selecting RIS configurations with a
predefined policy (e.g., maximizing the SNR at the receiver)
would provide an attacker with information that can be
exploited to predict channels and create a knowledge base
of its own to impersonate the legitimate user. Thus, to
avoid attacks, we resort to random configurations of the RIS
elements.
Challenge generation. After building the knowledge base,
Bob knows the communication channel that Alice is likely
to use. To authenticate Alice, Bob sends her a challenge mes-
sage. Alice responds to the challenge by using a random[RIS|
configuration. Bob estimates the channel from the response
and uses it to authenticate Alice.

At the transmitter, we assume that thewatermark (i.e.,
w) is sent using the red-light of the RGB whereas the
host signal (i.e., zg) is first reflected by th and only the
NLOS component is broadcast.
Identity verification. At this stage, we are in normal op-
eration, considering the possible presence of an attacker in
the network. We assume that the attacker Eve has access to
the challenge with a Man-in-the-Middle (MitM) model and
receives the signal through the wiretap channel. To increase
the unpredictability or the response, Alice leverages a ran-
dom configuration of its RIS rotations to create a response
to Bob’s challenge. Thus, we do not optimize the rotations
for higher spectral efficiency, but we mainly leverage them
to introduce randomness. After receiving a response to his
challenge, Bob estimates the transmission channel and com-
pares such an estimate with its knowledge base. The
scheme is based on the fact that Eve’s channel is significantly
different from Alice’s one. Therefore, if Bob estimates the
channel from a response generated by Eve, he should not

1. To reduce the number of points for which Bob needs to create a
knowledge base, we assume that we can use interpolation. However,
we leave this analysis for future works
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find a reasonable match in its dictionary. Therefore, if the
channel belongs to the knowledge base, then Bob deems the
transmission as authenticated. Otherwise, Bob discards the
subsequent messages.

Bob uses a correlator to evaluate whether the estimated
channel belongs to the dictionary. We choose this func-
tion due to its simplicity and efficient implementations,
as done in standard systems [60]. Let us denote as H, =
{h4,hs,--- , hi} the set of channel measurements obtained
in the knowledge base creation phase for Bob at location .
Let us denote as h’ the channel estimate obtained by Bob
for the current challenge. When using the correlator, Bob
computes the following value:

1| E (e = pe) (S = )]

ngiz ’

i=1 Tht Thf

(16)

where L is the number of the phase values for e
and f,¢ are the mean of h* and h;, and o, and oy are
the corresponding standard deviation respectively. And the
legitimacy of the estimated channel increases with the larger
value of the Pearson coefficient ¢,. We assume that the
receiver knows a threshold value T, to decide the legitimacy
of the channel. In particular, Bob at location ¢ considers the
received signal legitimate only if ¢, > T...

6 RIS-AIDED JAMMING OPTIMIZATION

This section defines the optimization problem to obtain
the [RIS| phase configurations that maximize communication
secrecy. We describe important metrics in Section To
show the advantages of our proposal in real-life scenarios,
we consider optimization over unknown Eve location (Sec-

tion[6.2).

6.1 RIS-aided Receiver

Secrecy Capacity. We leverage the configurability to
improve the system performance given by in
terms of information confidentiality. The secrecy capacity
of the legitimate link for non-degraded Gaussian wiretap
channels [61], [62] is a widely accepted metric for confiden-
tiality at the physical layer. It can be defined as

13 1+ym if >
Cs = max{Cy—Cg,0} = {02 082 T4, UM = TE;

; if ymv <vE-
17)
where Cp; = logy(1 4 ~var) is the channel capacity from
Alice to Bob, i.e. the main channel and Cr = log,(1 + vg)
is the channel capacity from Alice to Eve, i.e. the wiretap
channel exploited by the MitM.

Area Secrecy Capacity. Although secrecy capacity provides
a measure of confidentiality, in some scenarios, it relies on
the limiting assumption that the location of Eve is known.
To remove this assumption, we use the area secrecy capac-
ity [12], which defines the average secrecy capacity over a
predefined area. We denote as A € R? the area of interest
(e.g., a portion of the room), and as Cg(a),ve(a) as the
channel capacity and the for an attacker at location
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a € A. By denoting as |.A| the area value of A, we define the
area secrecy capacity as

1
CN =g /A(max{CM — Cp(a),0})da =

_ ﬁ.&loggli—:i%da, if var > ve(a),
0, if yor < vge(a).
(18)

The concept of area secrecy capacity offers a less-than-ideal
measure since, in contrast to the secrecy capacity delineated
in Eq. |17 it fails to account for the specific characteristics of
Eve’s channel. Instead, it relies on an aggregate approxima-
tion of discrete secrecy capacities computed across a range
of Eve’s presumed positions within a designated area of
interest.

However, by issuing with the presupposition regarding
the exact positioning of Eve, this metric extends enhanced
generalizability and practical relevance to contexts wherein
specifying Eve’s locale presents considerable difficulties.

6.2 Unknown Eve Location

In realistic situations, the precise whereabouts of the adver-
sarial eavesdropper, Eve, might elude the jammer. Conse-
quently, it becomes infeasible to fine-tune the to direct
the jamming signal accurately towards Eve. To navigate this
limitation, we eschew the optimization of secrecy capacity
predicated on a singular, known location of Eve. Instead, we
establish a matrix of potential Eve positions systematically
dispersed over a pre-established area of interest (A). In this
case, the objective function of our optimization problem is
given by the area secrecy capacity in (18), and we can write
the optimization problem as

max (19a)
3Cs(A)
st.op €[0,2n], Vk=1,--- | K. (19b)

The objective of the optimization problem is to find a con-
figuration of the that provides the best trade-off among
the secrecy capacities obtained evaluating the possible Eve’s
locations over A.

We notice that the contribution of the at the trans-
mitter’s side does not play any role in the optimization of
the[RIS|used for jamming. Therefore, our problem is the one
in [12], and we solve it using the same approach.

7 SIMULATIONS RESULTS

In this section, we evaluate the performance of the multi
architecture using numerical simulations.

Table (1| presents the parameters selected for the para-
metric analysis, encompassing the transmitted power, the
intensity of the jamming signal, and the orientation of the
transmitter and the receiver. We assumed that the em-
ployed by Alice, Bob, and Eve are homogeneous regarding
their specifications. The configuration presupposes Alice’s
installation on the ceiling and the unrestricted mobility of
Bob and Eve within the confines of the room.

To validate our proposed approach, we designed a
MATLAB-based simulator to investigate authentica-
tion mechanism, where we considered the indoor scenario
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TABLE 1: Simulation parameters.

Parameter Value
Alice’s RIS size (K¢) 0,1,2 x (1,2,3,4)
Bob’s RIS size (K;) 0,1,2 x (1,2,3,4)
P; 1w
P; = P,(M/N) (0.1,0.5) W
o 1077
Ay 1 em?
Yrov 120°
o1 70°
2
P 1
n 1.5
R 1A/w
Room (length, width, height) 5xb5xX4m
Alice coordinates (z,y,2) (0,0,2.5) m
Bob coordinates (z,y,2) (::01)m
Eve coordinates (z,y,z) (0.5~1.50.7~1.72.6) m
Grid dimension 11 x 11
Maximum number of phases for Bob’s RIS 256

with parameters reported in Table [I] We consider a
network with an having elements with unitary gain
and fully controllable phases organized at equally spaced
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Fig. 7: Misdetection probability (Pyvp) and False-alarm
probability (Pra) vs the size of [RI5]

positions along two lines. For challenge-response authenti-
cation, the phases (in radians) of the elements are ran-
domly set in an angular interval (modulus 27) around the
configuration, independently for each element. We resort
to the correlation coefficient test for authentication, with a
threshold achieving a target probability of false alarm Ppa
(i.e., the probability of wrongly authenticating a message
coming from Eve) and probability of misdetection Pyip (i-e.,
the probability of wrongly discarding a message from Alice).

To verify the performance of the proposed method, we
investigate the MD probability and FA probability accuracy
vs. Eve is a dynamic trajectory where moving from
(0.5,0.7,2.6) m to (1.5,1.7,2.7) m on XOY plane with
20 trajectories. We take the average channel results over
the entire trajectory, and we conduct 5000 Monte-Carlo
experiments. Th is set as {—10,—5,0,5,10,20} dB,
and the size of is 2 X 4, i.e, 2 rows and 4 columns.
From Figure [6| we see that higher generally provides
stronger security to a certain extent in the authen-
tication, and the proposed method can exhibit a stable
authentication performance even in the presence of Eve’s
dynamic locations.

Figure [7] shows the MD probability and the FA proba-
bility by comparing the size of the RIS element and
channel without [RIS|in [16]. We collect the 2000 samples for
the Alice-Bob communication link, another 2000 samples for
the Eve-Bob communication link, and the is set as 10
dB. Four sizes of [RTg are considered: 1 x 1, 2 x 1, 2 x 2,
2 x 3, and 2 x 4 are considered. We notice that a large size
significantly reduces the MD and FA probability, especially
compared to the implementation without RIS

We also investigate the case wherein Eve has perfect
knowledge of the of channels between the and
Alice/Bob and channels without With Eve can
continuously adjust her [RI§ phase to match as much as
possible the channel between Alice and Bob, and hence
impersonate Alice. However, in the case of channel
without Eve can easily mimic the behavior of the
legitimate channel due to the reduced diversity. Here, Eve
is located at (0.5,0.7,2.6), which is different from Alice.
Similarly, the position of the RIS is also different from
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Fig. 8: False-alarm probability (Pra) vs the threshold 7 of
the correlation coefficient.

Alice’s position. In addition, we consider the different
sizes o 1x1,2x1,2x2,2x 3,2 x4, and set the
as 0 dB. Figure [8 shows the FA probability vs the
threshold used at the receiver. Our aim is to show how
good Eve is at impersonating Alice and hence cause a
false alarm for varying threshold values at the receiver. We
observe that the size of [RIS increases the authentication FA
probability obtained by varying the size of Eve’s for
the random phase of each IRS element around the optimal
configuration. However, Eve is not able to attack the system
with probability 1.

Secrecy Analysis With the architecture proposed (see Fig-
ure [B), Bob’s jammer is installed close to the and the
jamming channel cannot be described using the far-field
assumption. For this reason, we assume that P; undergoes
a deterministic path-loss attenuation in the near-field region
at the We fix the location of Alice, Bob, the jammer,
and the while considering a grid A of Eve’s locations.
We validate our approach based on the outage probability
defined as

52 1 (Colm) = T+ Gl
Iy |

Pout = (20)

where C‘S|max = max és(n), V| denotes the cardinality

ne

of N, T, € [0,1] is a variable we select to define the
secrecy capacity threshold, and 1 is the indicator function,
ie, I(z) = 1if z > 0 and 0 otherwise. In other words,
the outage probability provides, given a selected T},
the fraction of points over Eve’s grid of location where
we achieve a secrecy capacity higher or equal than the 7},
percent of the highest achievable secrecy capacity Ciax.
Notice that, when computing F,.;, we use the secrecy
capacity to represent the worst-case scenario [12]. In the
following, we consider a scenario with of 15 dB. We
notice that, while the receiver RIS rotation should be opti-
mized to maximize the area secrecy capacity, the transmitter
RIS configuration should be randomized at each challenge
response. This ensures the non-predictability of the response
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Fig. 9: Outage probability (Fo,;) with different jamming

power values. size K, = K; = 2 x 4 and 15
dB.

and hence reduces the chances for the attacker to be able to
eventually mimic a legitimate response.

Figure f]shows the outage probability versus the thresh-
old value Tj, for different ratios between the transmit power
P, and the jamming power P;. In the simulations, we
considered both transmitting and receiving to have
size 2 X 4. We notice that when the ratio Pj/ P; increases,
the outage probability decreases. However, we also notice
that ratio values higher than 0.6 do not provide a significant
performance increase, meaning that it is sufficient to limit
the jamming power signal to approximately half of the
transmit power. We also notice that the outage probability
for Ty, < 0.5 is very low, thus meaning that the worst-
case secrecy capacity is always higher than half of the best-
recorded value.

Figure[I0]shows the outage probability versus the thresh-
old value T}, for varying sizes. We assume that both the
transmitter and receiver size coherently change (thus,
K, = K;). We notice that an increasing size provides
lower outage probabilities for a given threshold value. In
particular, we notice that, for the maximum considered size,
less than 10% of possible Eve locations achieve a secrecy
capacity lower than 0.8 times the maximum recorded value.

Results in both Figure [f]and Figure [I0] confirm that our
proposed optimization problem can guarantee high secrecy
levels despite the randomness of our proposed non-LOS
channel model (14).

8 SECURITY ANALYSIS

In the following, we discuss the security features of our
approach, and we state which of the attacks described in the
previous section can be prevented by each security property.
Note that these properties are achieved at the physical layer
level, allowing subsequent protection to all the above layers.

Authentication Attack Resistance. Sender authentication
refers to validating the sender’s identity of a specific com-
munication. This property is guaranteed by leveraging the
channel’s variability given by both the statistical channel
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model and the transmitter [RIS|configurability. Via numerical
simulations, we proved that the physical space separation
between Alice and Eve and the consequent channel realiza-
tion difference cannot be compensated by a proper Eve’s
configuration. Thus, our solution is effective against
impersonation attacks.
Confidentiality. The confidentiality of the message is en-
sured by the jamming phase. Indeed, only Bob knows the
jamming points and, therefore, can reconstruct the message.
Since Bob jams a maximum of M bits out of the total NV
bits transmitted by Alice, an attacker must calculate 2
combinations to force the message. This property protects
from Eavesdropping.
Integrity. Two potential strategies exist for an adversary to
modify the message: instantaneously during transmission or
subsequently. The former is unfeasible due to the anti-replay
characteristic. At the same time, the latter is likely to corrupt
the embedded watermark, resulting in discrepancies during
demodulation and watermark authentication. Our proposal
guarantees integrity, preventing Message Injection and Mes-
sage Modification attacks. Moreover, the integrity verification
feature can detect anomalous message alterations should the
attacker engage in jamming to disrupt the transmission.
Jamming Resistance. Leveraging the watermark, our pro-
tocol exhibits a fortified defense against Adversarial Jamming
attacks. In an optimal scenario, the adversary would jam up
to Ny frames selected for the watermark’s transmission;
Bob can still reconstruct the authentic message using the
algorithm.
Replay attack Resistance. Typically, protecting against
replay attacks requires synchronization and a nonce ex-
change between communicating entities. In our framework,
resistance to replay attacks is inherently built-in, as Bob
will randomly jam a selection of bits. This information
remains exclusively known to him, ensuring that each sub-
sequent message exchange involves a unique set of jammed
bits, thereby rendering the reuse of previous messages by
Eve futile. Consequently, this mechanism affords protection
against both Replay and Message Injection Attacks.

If Eve chooses to jam alternative frames that are not
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protected by the same knowledge that Bob possesses, our
mechanism may be susceptible to the adverse effects of such
interference. In other words, while the system is designed to
resist jamming to some degree, it is only partially immune
to some forms of jamming attacks, particularly those not
anticipated in the protection strategy.

9 CONCLUSION

represents an enabling technology for future wireless
communications and comes with peculiar security needs. In
this paper, we proposed the first multi{fRIStbased physical
layer solution to guarantee authenticity, confidentiality, and
integrity. Our study thoroughly examined the security fea-
tures of our approach, emphasizing its resilience to various
threats. Indeed, using sender authentication, our method-
ology defends against impersonation attacks and leverages
the statistical channel model and transmitter RIS reconfig-
urability. We ensure message confidentiality through jam-
ming and inhibiting eavesdropping. Our approach main-
tains message integrity, preventing injection and modifica-
tion attacks. Even amid adversarial jamming, our system
can reconstruct the original message. We also protect against
replay attacks with unique jamming patterns per message.
However, potential vulnerabilities exist, especially to spe-
cific jamming attacks on other frames.

We developed a novel model for the statistical char-
acterization of the non{LOS|[VLC| channel modelling light
reflected by the Through a probabilistic analysis using
the Pyp and Pra metrics, we showed that the physical
separation between transmitters implies the generation of
channels that are different enough to be used for authenti-
cating the transmitter. Whereas the secrecy analysis showed
that we can guarantee the confidentiality of the communica-
tion despite the randomness of the non{LOS|channel model.
Our work represents a first step towards more secure
communications and will open up a thread of subsequent
studies aiming at the validation on a real-world testbed and
further explorations of the security needs and implications
of multi{RIg architectures in [VLJ
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