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ABSTRACT
Within the dynamic realm of Intelligent Transportation Systems
(ITS), the Internet of Vehicles (IoV) marks a significant paradigm
shift. IoV is an interconnected network of vehicles, infrastructures,
and the Internet, driven by wireless communication technologies.
This paper dissects the privacy landscapes of ITS and IoV, exploring
gaps and redundancies in standards and academic literature. We
do so by leveraging European Telecommunications Standards Insti-
tute (ETSI) ITS G5 standards and IoV analyses from literature, and
building two relational models to depict said privacy landscapes. A
macroscopic analysis reveals structural and thematic differences:
ITS, governed by established standards, has a robust structure, while
IoV, in its nascent stage, lacks formalisation. A detailed analysis
highlights challenges in data collection, sharing, and privacy poli-
cies. As ITS transitions to IoV, increasing data volume demands
enhanced privacy safeguards. Addressing these challenges requires
collaborative efforts to develop comprehensive privacy policies, pri-
oritise user awareness, and integrate privacy-by-design principles.
This paper offers insights into navigating the evolving landscape
of transportation technologies, laying the groundwork for privacy-
preserving ITS and IoV ecosystems.
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1 INTRODUCTION
In the field of Intelligent Transportation Systems (ITS), the integra-
tion of cutting-edge communication technologies has been pivotal
in enhancing traffic management, safety, and the environmental
sustainability of transportation networks. ITS leverages a broad
array of technologies to facilitate the dynamic exchange of infor-
mation between vehicles, infrastructure, and pedestrian devices,
aiming to improve the transportation ecosystem’s efficiency and
responsiveness [7]. The European Telecommunications Standards
Institute (ETSI) has been instrumental in developing standards that
underpin various applications and technologies constituting ITS.

A notable example is ETSI ITS G5 [6], which focuses primarily
on vehicular communication systems designed to ensure interop-
erability and reliable performance across European roads. These
standards encompass protocols, application guidelines, and commu-
nication frameworks that dictate the efficacy of ITS deployments.

Despite the comprehensive framework provided by ETSI, rapid
advancements in vehicular technology and the rise of the Internet
of Vehicles (IoV) [23] present new challenges and opportunities. IoV
extends beyond traditional vehicular communication, incorporating
more extensive data exchange and connectivity that promise en-
hanced vehicular services and automation. However, this evolution
also introduces complexities in privacy, security, and data man-
agement, areas where existing standards may not fully align with
current technological capabilities and societal expectations [22].

As an example of privacy issues for IoV, the wireless transmission
of data between vehicles and infrastructure is vulnerable to inter-
ception, compromising personal and operational confidentiality.
Furthermore, continuous tracking of vehicles by malicious actors
can expose sensitive personal information, such as location habits
and routines. Data aggregation across ITS and IoV networks can
inadvertently create detailed individual profiles, potentially leading
to unintended privacy breaches [11]. Moreover, the complexity of
these networks introduces vulnerabilities that could be exploited,
threatening data integrity and the overall security of transportation
systems [10]. Additionally, attempts to use a temporary identifier
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instead of the station canonical’s one, as stated by ETSI [8] to
prevent linking attacks, often fall short as the detailed nature of
the data being transmitted between vehicles and between vehicles
and infrastructure allows for possible re-identification [1], a risk
intensified by the increasing volume of data in IoV.

This paper aims to dissect these complexities by analysing gaps
and redundancies in current standards and academic literature with
respect to both traditional ITS and the nascent IoV paradigm to
model their privacy landscapes.

1.1 Context
The Internet of Vehicles (IoV) represents a significant evolution in
the domain of Intelligent Transportation Systems (ITS), encompass-
ing a large-scale distributed system for wireless communication
and information exchange between vehicles, roads, humans, and
the Internet. This system needs standardised communication pro-
tocols and data interaction guidelines to facilitate intelligent traffic
management and Vehicle-to-Everything (V2X) communication [23].

The integration of 5G and edge cognitive computing (ECC) [4]
has significantly advanced intra-vehicle communications, enhanc-
ing the speed, intelligence, and stability of interactions between
wearable and vehicular devices. This improvement plays a criti-
cal role in ensuring the safety and comfort of individuals within
vehicles and enhances the overall safety of the traffic system.

Inter-vehicle networks, which include all communicative vehi-
cles sharing resources, add another dimension of complexity. On a
larger scale, the Cognitive Internet of Vehicles (CIoV) [4] analyses
data from a comprehensive network that includes intra-vehicle,
adjacent vehicle, and environmental road data to bolster road traffic
safety. The complexity of these systems necessitates stringent net-
work reliability to prevent issues like personal data breaches and
traffic system failures, highlighting the importance of joint physi-
cal and network space cognition. Furthermore, the IoV paradigm
faces considerable challenges in privacy and security, underlined
by the need for robust measures against potential cyber threats.
Promoting a human-centred approach [4] helps to ensure service
safety and the protection of personal information across these ve-
hicular networks, thus addressing essential security aspects such
as confidentiality, integrity, availability, and privacy [20].

Moreover, the absence of universally accepted standards presents
considerable challenges in Vehicle-to-Vehicle (V2V) and Vehicle-
to-Infrastructure (V2I) communications, impeding the scalability
and integration of IoV systems across different regions and tech-
nologies [19]. The staged roll-out of IoV systems, beginning with
low-risk implementations and advancing towards broader, systemic
deployments, highlights the critical need for robust regulatory
frameworks and widespread population adaptation. The integration
of IoV with other infrastructures is imperative to create a holistic
Internet of Things (IoT) ecosystem, enhancing collaboration and
interconnection across various sectors.

In Europe, the ETSI ITS G5 standards serve as a cornerstone for
ITS, aiming to ensure reliable V2V and V2I communications [6]. For-
mulated by the European Telecommunications Standards Institute
(ETSI), these standards utilise technology based on IEEE 802.11p
— a modification of the Wi-Fi standard tailored for automotive
applications. This forms the basis for the Dedicated Short-Range

Communications (DSRC) system, which operates within the 5.9
GHz band and is engineered for low-latency, high-reliability com-
munications critical to automotive safety applications. The ETSI
ITS G5 standards encompass protocols for various applications, in-
cluding Cooperative Awareness Messages (CAM) and Decentralised
Environmental Notification Messages (DENM). CAMs facilitate the
regular exchange of basic vehicle information to enhance situational
awareness, while DENMs alert drivers and automated systems to
hazardous situations or emergency conditions in real-time. Com-
paratively, the US counterpart to ETSI ITS G5 is Wireless Access in
Vehicular Environments (WAVE) [13], which also operates under
the IEEE 802.11p standard and is institutionalised by the US Federal
Communications Commission within the DSRC framework.

1.2 Motivation
Given the above context, it is crucial to model the current privacy
landscapes of both ITS and IoV. With the term “privacy landscape”,
we refer to the intricate scenario of privacy concerns, regulations,
and practices within a specific domain or technological ecosys-
tem. It encompasses the dynamic interplay between technological
advancements, regulatory frameworks, and societal expectations
regarding the protection of personal data and privacy rights. This
understanding is essential for evaluating the applicability and suffi-
ciency of standards in addressing the privacy and security require-
ments of both ITS and the forthcoming IoV contexts.

There is a pronounced need to evaluate how the privacy land-
scape influences the development and implementation of standards
within ITS and IoV. This involves conducting a systematic review of
the protocol stack, key message types such as CAM and DENM, and
the various application classes defined within these standards. For
these reasons, it becomes imperative to provide a comprehensive
overview of where the standards successfully support ITS and IoV
functionalities and where they may fall short or exhibit inefficien-
cies, particularly from a privacy perspective.

This analysis is not only critical for assessing current capabilities,
but also for anticipating the adjustments required to ensure that
privacy considerations are adequately addressed as we transition
from ITS to IoV.

1.3 Research Questions and Contributions
Building on the motivation given above, this paper addresses the
following research questions:

RQ1 How can we model the privacy landscape of the
Intelligent Transportation Systems?

RQ2 How can we model the privacy landscape of the
Internet of Vehicles?

RQ3What are the differences between the privacy land-
scape of the Intelligent Transportation Systems and the
Internet of Vehicles?

While answering such questions, we observe that there is a lack
of standards in the IoV domain, due to the novelty of this new
paradigm. In fact, existing standards are limited to the IoV prede-
cessor, i.e., the ITS framework. Hence, this paper first investigates
the privacy landscape of ITS, in particular at the European level,
analysing the ETSI ITS G5 standards. Furthermore, with the IoV



Modelling the privacy landscape of the Internet of Vehicles ARES 2024, July 30–August 02, 2024, Vienna, Austria

paradigm emerging to replace ITS, this paper extends the initial
exploration on ITS by analysing recent academic literature, so as
to comprehensively obtain an overview of the privacy landscape
for the IoV.

The main contributions of this paper are summarised as follows:
• A relational model that illustrates the privacy landscape of
ITS, grounded in the ETSI ITS G5 standards.

• A relational model that illustrates the privacy landscape of
IoV, informed by available academic research and potential
standardisation gaps.

• A contrastive analysis between the privacy landscapes of
ITS and IoV, highlighting the continuity and divergence in
privacy as the technology transitions from ITS to IoV.

The remainder of this paper follows a linear structure. Section 2
reviews related work. Section 3 describes the modelling method
adopted for designing the relational models presented in Section 4.
Section 5 advances a contrastive analysis between the relational
models, and Section 6 offers concluding remarks on our work.

2 RELATEDWORK
The convergence of Intelligent Transportation Systems (ITS) and
the Internet of Vehicles (IoV) has precipitated numerous privacy
and security concerns addressed in various research studies. This
Section reviews notable works in the field.

Ometov et al. [16] provided a comprehensive overview of posi-
tioning information privacy within ITS, highlighting the impact of
European Union regulations and suggesting directions for future
privacy strategies. Their discussion encapsulates the regulatory
landscape and its implications for privacy in ITS.

Sadiku et al. [18] explored the ITS standards in relation to IoV.
They discuss the privacy issues that emerge when tracking vehicles
and individuals, emphasising the need for robust privacy-preserving
mechanisms in ITS developments.

Butt et al. [3] reviewed privacy management challenges within
the social aspects of IoV. They proposed the use of blockchain
technology as a novel solution to enhance privacy and security in
vehicular networks, providing a detailed analysis of blockchain’s
potential to address inherent privacy issues.

Hahn et al. [12] classified and analysed prevalent security and
privacy issues in ITS. Their study employs a model-driven approach
to better understand and mitigate the challenges faced in securing
ITS architectures.

Sun et al. [21] focused on the integration of security and privacy
requirements in IoV systems. They provided insights into the nec-
essary frameworks that need to be established to support the safe
deployment of ITS services.

Boualouache et al. [2] examined pseudonym changing strategies
in Vehicular Ad-Hoc Networks (VANETs), identifying them as essen-
tial for protecting location privacy. Their review categorises these
strategies and discusses their effectiveness against pseudonyms
linking attacks, highlighting the ongoing need for robust solutions
to prevent adversaries from tracking vehicles.

Petit et al. [17] systematically categorised and compared pseudo-
nym schemes based on cryptographic approaches. They also offered
insights into the state of standardisation in the field, along with
identifying open research challenges that need to be addressed.

Zavvos et al. [24] explored privacy and trust challenges inherent
in the IoV, emphasising the need for a holistic approach to address
privacy concerns at the service level. As we shall see below, our
paper builds on this work for the design of the relational model for
the privacy landscape of IoV.

Each of these studies contributes to the state of the art by propos-
ing frameworks, identifying challenges, and suggesting potential
solutions to enhance privacy and security in ITS and IoV ecosys-
tems. However, to the best of our knowledge, this paper presents
the first work that uses relational models to analyse the privacy
landscape of the Intelligent Transportation Systems and the In-
ternet of Vehicles, and the first to perform a contrastive analysis
between them.

3 OUR MODELLING METHOD
Our literature analysis covers the available European standards and
recent scientific contributions that are relevant to both the ITS and
IoV domains. In our modelling method, we adopt the Crow’s foot
notation [15], which is a standard diagramming technique used
for representing relational database structures. The distinguishing
feature of this notation lies in the graphical symbols denoting the
“more” (one or more) side of relationships. Resembling a crow’s foot,
these symbols are the hallmark of this notation, hence its name.

A brief recall of the key components and their meanings in
Crow’s foot notation is given below:

• Entities: Represented by rectangles, entities are the objects
or concepts about which data is stored, such as “Customer”
or “Order”. The entity’s name is positioned at the top of the
rectangle.

• Attributes: Below the entity’s name, attributes are the prop-
erties or details of an entity, such as “Customer Name” or
“Order Date”.

• Relationships: Depicted by lines connecting entities, relation-
ships illustrate how entities interact with one another. The
nature of the relationship is indicated by symbols at each
end of the line.

• Cardinality: Specifies how many instances of one entity can
or must be associated with each instance of another entity.
Cardinality is indicated by symbols such as:
– A single line (|) for “one”.
– A three-pronged “crow’s foot” for “many”.
– An optional circle or zero (O) to represent “zero or more”.
– A vertical bar (|) combined with a crow’s foot to indicate
“one or more”.

• Participation: Denotes whether the relationship is optional
or mandatory. Mandatory participation is shown by a line
without a circle, whereas optional participation is indicated
by adding a circle.

Briefly, our modelling method examines the relevant entities
and their relationships in state-of-the-art documents, focusing on
potential privacy gaps.

4 MODELLING THE LANDSCAPE
This Section presents the relational models for the privacy land-
scape of the Intelligent Transportation Systems and the Internet
of Vehicles, hereafter referred to as the (relational) models for ITS
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and IoV. The description of our relational models is conveniently
structured into two subsections below.

4.1 A Relational Model for ITS
The relational model for Intelligent Transportation Systems com-
prises a total of ten entities, each representing a distinct aspect
of the ITS ecosystem. The model builds upon the ETSI ITS G5
standards [6] and is depicted in Figure 1.

The choice of standards at the European level clearly affects the
resulting model, as we shall detail below, and is founded upon two
key factors: firstly, the significant similarities between ETSI ITS
G5 and its American counterpart IEEE WAVE, particularly in their
fundamental aim of enhancing road safety and facilitating intelli-
gent transportation systems; and secondly, the profound influence
of GDPR within the European Union, emphasising the paramount
importance of privacy and data protection.

The first entity that we consider is Intelligent Transportation
System (ITS) Domain, which represents the overarching context of
the model, encompassing all components related to transportation
systems that utilise information and communications technology
to improve safety, efficiency, and the environment.

ITS Domain has two relationships with the ETSI standards that
are conveniently divided into two separate entities. One is ETSI ITS
G5 Basic Set of Applications [5], which contains a catalogue of V2X
applications and use cases, grouped respectively by Applications
Class and Application. The other is ETSI ITS G5 Other Standards,
which gathers the list of documents that specify the five layers of
the ETSI ITS G5 Protocol Stack, as presented by Fernandes et al. [9].
Both the ETSI ITS G5 entities refer to ITS Domain.

Finally, since ETSI has standardised two fundamental types of
messages, we specialise the entity Message with CAM and DENM
entities, both supporting more than a Use Case. Notably, all entities
have no attributes, with the only exception for CAM and DENM.

4.2 A Relational Model for IoV
The relational model for Internet of Vehicles includes a total of five
entities, each representing a distinct aspect of the IoV ecosystem.
The model relies on the list of IoV services, information categories
and privacy concerns presented by Zavvos et al. [24] and is depicted
in Figure 2.

The choice of Zavvos et al. as the only document for IoV clearly
affects the resulting model, as we shall detail below, and derives
from the comprehensiveness and depth of their analysis regarding
privacy concerns in IoV services and the absence of consolidated
IoV standards. Their work offers valuable insights into the potential
risks and implications associated with the collection, processing,
and sharing of vehicular data.

The first entity is Internet of Vehicles (IoV) Domain, which en-
capsulates the interconnectedness of vehicles, infrastructure, and
devices through network technologies to enhance transportation
efficiency and safety.

The Zavvos et al. entity refers to the IoV Domain entity and
also has a relationship with the IoV Service entity, as the work by
Zavvos et al. [24] contains a list of services whose privacy concerns

are systematically categorised by the authors into four basic cat-
egories: personal information privacy, multi-party privacy, trust,
and consent to share information [24]:

• Personal information privacy raises significant challenges
as users are required to share personal data to access IoV
services, while facing risks of exploitation due to extensive
data collection and storage. Achieving a balance between
the provision of high-quality services and the minimal use
of user data becomes a complex and nuanced endeavor.

• Multi-party privacy arises as a pressing issue, since the
interconnected nature of the IoV heightens fears of breach-
ing third-party privacy. In fact, the seamless exchange of
information across multiple entities can lead to inadvertent
privacy violations, and the monitoring of activities across
IoV networks could severely undermine trust in the system.

• Trust assumes various forms within the IoV ecosystem, en-
compassing user-provider trust, inter-user trust, and trust
in the IoV infrastructure itself. Ensuring trust is vital for the
widespread adoption of IoV technologies, as a lack of trust
may impede users from sharing information or engaging
with IoV services.

• Obtaining consent for data sharing presents a complex
challenge, as users grapple with unclear privacy trade-offs
and the need for real-time consent management, which po-
tentially disrupts user experiences in the IoV environment.

The last entity of the model for IoV is called Information Cat-
egory. In fact, information has been arranged by Zavvos et al. ac-
cording to its typical uses and into categories that, when combined,
may present hazards to the user if not properly managed.

For example, the ID category pertains to uniquely identifying
elements, such as vehicle details, user credentials, or third-party en-
tities. Said identification is crucial for the functionality and security
of IoV services. The GPS category offers insights into geolocation,
velocity, direction of the vehicle at any point in time, and it is
crucial for tracking movement. The Route Information category
encompasses the origin, destination, and path of travel for a vehicle.
The Multimedia Feeds category encompasses visuals and audio ob-
tained from onboard sensors or external devices, and can enhance
situational awareness and safety. The Profiles category is built from
diverse data like behavioural patterns, health records, and emo-
tional states. The Interests and Relationships category sheds light
on personal preferences and social connections, enriching the user
experience. Finally, the Other category encompasses information
from sensors like RADAR or LIDAR, expanding the scope of data
collection beyond the mentioned categories.

These facets collectively provides a thorough understanding of
individuals, vehicles, and their interactions within various contexts.

5 CONTRASTIVE ANALYSIS
The relational models presented in Section 4 serve as the foun-
dation for conducting a contrastive analysis between the privacy
landscapes of ITS and IoV. For the sake of clarity, this Section is
conveniently structured into two subsections. The first subsection
provides a contrastive analysis of the two relational models at a
macroscopic level, outlining their broad structural and thematic
differences. The second subsection delves into a detailed contrastive
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Figure 1: Relational Model for ITS.
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Figure 2: Relational Model for IoV.

analysis, examining the specific elements and implications of each
model in depth, along with privacy considerations.

5.1 Macroscopic Analysis
We undertake an initial comparative analysis at a macroscopic level
between the relational models. As stated in Section 4, both the rela-
tional models are affected by the selected documents, i.e. the ETSI
standards and the work by Zavvos et al., which clearly imply some
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restrictions in terms of completeness, a well-known open problem
in the field of modelling. In particular, the model for ITS reflects the
European landscape as it leverages the ETSI ITS G5 standards. By
contrast, the model for IoV is based on the contribution by Zavvos
et al. Both choices introduce inherent limitations to the models, as
they may not fully encapsulate global ITS and IoV privacy issues.
Additionally, the relational models depend on the availability and
accuracy of current literature, which may not completely represent
the rapidly evolving IoV landscape. Nevertheless, their structured
approach facilitates a comprehensive understanding and analysis,
enabling effective navigation through the complexities of ITS and
IoV, and ultimately fostering innovation in these domains.

Moreover, a disparity in dimensionality between the two mod-
els exists, attributable to the comprehensive structure provided
by ETSI standards in contrast to the nascent IoV paradigm. The
relational model for ITS exhibits a considerable breadth of entities
and relationships, indicative of a robust and well-defined structure.
Conversely, the relational model for IoV, existing solely as a par-
adigm, lacks the formalised structure and depth characteristic of
established standards such as those promulgated by ETSI.

The originality of the model for IoV lies in its capacity to adapt
within the evolving landscape of transportation technologies, lever-
aging the embryonic state of IoV to pioneer novel approaches and
address emerging challenges with agility and foresight.

5.2 Detailed Analysis
By analysing the relational models for ITS and IoV at a microscopic
level, both similarities and disparities emerge. A first similarity is
the inclusion of the documents in both the models: in the model
for ITS we have the ETSI standards, while in the model for IoV just
the contribution by Zavvos et al.. In Figures 1 and 2, the entities
representing these documents are highlighted in yellow.

It is noteworthy to highlight that the entities Application and Use
Case, included in the model for ITS, are missing in the model for IoV.
In fact, both these entities are integrated into the IoV Service entity.
For example, the IoV service “Driver Assistance” is comparable with
the application “Driving assistance”. By contrast, the IoV service
“Safety Warnings” can be mapped to the use case “Wrong way
driving warning”. The double nature of IoV Service is illustrated
in Figure 2, where the entity has a double colour of green-red,
with green representing the equivalence with Application and red
with Use Case. Hence, the lack of rigour in the classification of the
IoV services from Zavvos et al. finds a mitigation in our relational
models. The remaining entities of the models for ITS and IoV are
coloured differently, as we cannot identify any similarities.

Moreover, a notable absence in the relational model for IoV is
the concept of Application Class, which holds significance in the
ITS framework. In fact, the ETSI ITS G5 Basic Set of Applications
groups Applications into distinct classes, i.e., Active road safety and
Cooperative traffic efficiency, Co-operative local services, Global
internet services, to facilitate organised categorisation. However,
in the IoV context, the conventional notion of an Application un-
dergoes a transformative shift. As described above, Application is
redefined under IoV Service, encompassing a broader spectrum of
functionalities and services tailored to the IoV ecosystem.

Unlike the ETSI ITS G5, where the delineation and standard-
isation of a Protocol Stack play a pivotal role, the IoV paradigm
lacks a definitive network architecture.While numerous researchers
propose various design schemes for IoV architectures [14], a unani-
mous consensus remains elusive. Consequently, the absence of an
accepted Protocol Stack precludes its inclusion in the relational
model for IoV.

Furthermore, in contrast to the relational model for ITS, where
Message types, such as Cooperative Awareness Message (CAM)
and Decentralised Environmental Notification Message (DENM),
serve as integral components within the Protocol Stack hierarchy,
their absence in the relational model for IoV is conspicuous. This
omission is intrinsically linked to the absence of an established
Protocol Stack in the IoV domain.

Finally, the entity Privacy Concern is present only in the model
for IoV, reflecting Zavvos et al.’s inclusion of privacy concerns in
their treatment of IoV. By contrast, the ETSI ITS standards lack of
a thorough consideration of privacy, as evidenced by the missing
Privacy Concern entity in the model for ITS.

When observing the specific applications and use cases included
in the ETSI ITS G5 Basic Set of Applications alongside the IoV
services provided in Zavvos et al., the transition from ITS to IoV
translates to an increase in the number of applications, which in
turn implies an extension of the use cases. Consequently, we iden-
tify a set of IoV services with no counterpart in the ITS domain.
These IoV services are: Parking Finder, Intention-aware routing,
Cooperative charging, Vocal warnings, Sensing tasks, Voice chat.

From the above considerations, several privacy issues that re-
quire attention can be identified:

• Data collection and storage: In the transition from ITS to
IoV, there arises a pressing need for the collection of an
expanding volume of data. This encompasses a spectrum
ranging from vehicle location and speed to driver behaviour
and environmental conditions. However, the proliferation of
connected devices and sensors in IoV exacerbates concerns
regarding the scope and sensitivity of data being gathered.
This influx of data raises questions about the necessity and
proportionality of data collection practices, as well as the
adequacy of measures to anonymise or pseudonymise per-
sonally identifiable information. Furthermore, storing this
data poses risks of security breaches leading to unauthorised
access, and raises concerns about long-term retention.

• Data sharing and access control: The seamless connectivity
inherent in IoV facilitates the sharing of data among various
stakeholders, including government agencies, transporta-
tion operators, and third-party service providers. While data
sharing holds promise for enhancing traffic management
and fostering innovation, it also heightens concerns about
data security and privacy. Issues such as inadequate access
controls, insufficient encryption, and unclear data owner-
ship rights can lead to unauthorised data access and misuse,
potentially compromising individuals’ privacy.

• Privacy policies and consent mechanisms: Effective privacy
protection requires clear and comprehensive privacy poli-
cies that outline how data will be collected, used, and shared
within IoV ecosystem. Addressing the lack of transparency
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and specificity in these policies is crucial [3]. Moreover, con-
sent mechanisms for data collection and processing may be
insufficient, leaving users unaware of the extent to which
their data is being utilised and without meaningful options
to exercise control over their personal information.

• Privacy-by-design: Privacy-by-design principles advocate for
the integration of privacy safeguards into the design and de-
velopment of IoV systems from their inception. While such
principles hold promise for mitigating privacy risks, their im-
plementation remains uneven across different applications
and contexts. Inadequate attention to privacy considerations
during system design can result in vulnerabilities and loop-
holes that undermine individuals’ privacy rights.

• User awareness and control: Central to ensuring privacy in IoV
environment is the empowerment of users with awareness
and control over their personal data. Yet, user awareness cam-
paigns and educational initiatives regarding privacy risks
and protective measures are often lacking. Moreover, the ab-
sence of user-friendly tools and interfaces for managing data
preferences and consent settings further diminishes users’
ability to exert control over their privacy.

6 CONCLUSIONS
This paper addressed the challenge of modelling the privacy land-
scape of the Internet of Vehicles. It did so by adopting a modelling
approach that involved designing two relational models for the
privacy landscapes of the Intelligent Transportation Systems and
the Internet of Vehicles. This answered RQ1 and RQ2.

Furthermore, this paper advanced a contrastive analysis between
the privacy landscapes of ITS and IoV. The analysis revealed struc-
tural and thematic differences between ITS and IoV, and highlighted
gaps and redundancies that are present in the current European
standards and literature. This answered RQ3.

The findings suggest an urgent need for policymakers and in-
dustry stakeholders to revisit and revise existing standards to align
with the advanced privacy requirements of IoV. The standardisation
of IoV will not only mitigate privacy risks but also foster aware-
ness and trust among users, which are essential for the broader
acceptance and success of IoV technologies.
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