
International Journal of Information Security (2025) 24:86
https://doi.org/10.1007/s10207-025-00999-0

REGULAR CONTRIBUT ION

The SPADAmethodology for threat modelling

Mario Raciti1,2 · Giampaolo Bella2

Published online: 1 March 2025
© The Author(s) 2025

Abstract
As individuals engage with innovative technologies, including smart cars and smart homes, a comprehensive treatment of
the threats to their privacy becomes increasingly urgent. This article recognises the relevance of security and, in particular,
privacy threat modelling, especially under the umbrella of GDPR compliance, and addresses the challenge of the pursuit of
completeness in eliciting security and privacy threats. The core contribution is SPADA, a methodology for threat modelling
revolving around five key variables (whose initials form the acronym that names the methodology). These are: “Source of
documentation”, “Property”, “Application domain”, “Detail (level of)” and “Agent(s) raising the threats”, and clarify the
essential variable elements of the threat modelling activity. SPADA requires the analyst to duly instantiate each variable but
offers increased structure and automation in return. The methodology is applied to the domains of smart cars and smart homes,
considering both soft and hard privacy. This yields 23 domain-independent threats for soft privacy, and 29 domain-independent
threats for hard privacy. Both these lists of threats are then tailored to the smart car domain by appropriate combination with
the 43 identified assets, producing a total of 785 privacy threats for smart cars. Similarly, appropriate combination with the
127 assets identified in the smart home domain produces a total of 1502 privacy threats for smart homes.

Keywords Risk assessment · Smart car · Smart home · ENISA · LINDDUN

1 Introduction

The rapid adoption of technology inmodern society has given
rise to an intricate network of devices, each communicat-
ing and sharing data to facilitate seamless user experiences.
While offering unprecedented convenience, this pervasive
interconnectivity has also magnified the potential for privacy
breaches. As a consequence, it has become essential to iden-
tify, understand, and ultimately mitigate the risks associated
with data exposure and privacy infringements. Within this
landscape, from connected vehicles transmitting geolocation
information to service providers offering personalised rec-
ommendations, the ingredients required to prepare a perfect

MarioRaciti andGiampaoloBella have contributed equally to thiswork.

B Mario Raciti
mario.raciti@imtlucca.it

Giampaolo Bella
giampaolo.bella@unict.it

1 IMT School for Advanced Studies Lucca, Piazza S. Ponziano,
6, 55100 Lucca, Italy

2 Università degli Studi di Catania, Viale Andrea Doria, 6,
95125 Catania, Italy

recipe for a comprehensive privacy threat modelling need
additional scrutiny. Privacy is a complex and multifaceted
concept that may be interpreted in different ways in different
contexts, yet in the first place it is considered a fundamental
human right by many. NIST defined it as “the right of a party
to maintain control over and confidentiality of information
about itself ” [41]. In a General Data Protection Regulation
(GDPR) fashion,wemay summarise privacy as the right of an
individual, i.e., the data subject, to control or influence what
information related to them may be collected, processed and
stored, and by whom and to whom that information may be
disclosed.

Hard privacy is based on an interpretation of privacy that
is tied to the confidentiality of a subject’s personal data [14,
29]. Briefly, hard privacy concerns the various techniques to
protect a subject’s personal data from everyone else, hence
it calls for measures such as anonymisation and minimisa-
tion. By contrast, soft privacy represents the ability to control
what happens with a data subject’s personal data [14, 29].
Consequently, soft privacy pertains to the range of practices
to be followed for the subject to share their personal data
with someone else while keeping full control, thus measures
such as consentmechanisms and impact assessments are suit-
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able. The pursuit of completeness in eliciting (hard and soft)
privacy threats necessitates guidelines to steer the analyst
through the process of threat elicitation.

Furthermore, the imperative for a complete enumera-
tion of privacy threats is reinforced by the backdrop of the
GDPR’s ascendancy as a global benchmark. The so-called
“Brussels effect” is in full force, orienting nations, indus-
tries, and researchers to elevate their privacy governance
paradigms to meet or exceed the stringent benchmarks set
forth by the GDPR. As this effect pervades the international
privacy discourse, the quest for a comprehensive list of pri-
vacy threats gains added resonance.

Moreover, the 2024 Global Automotive Consumer Study
by Deloitte [15] confirms the awareness raised by the GDPR
in the particular domain of smart cars. The study reports that
trust issues are hindering consumers, especially in Europe,
from sharing their personal data. This also witnesses that
SmartCars [19], SmartRoads [47] andSmartCities [58] have
gained significant attention, as they generate vast amounts of
data that require secure storage, transmission, and process-
ing.Additionally, the integration of various sensors, cameras,
and communication systems in modern vehicles creates new
opportunities for privacy breaches, raising concerns about
data protection measures and corresponding risks.

Nevertheless, the smart car domain is not the sole area
drawing attention from a privacy perspective. As a par-
allel subset of the IoT domain, smart homes hold con-
siderable implications for individual privacy across vari-
ous dimensions. These may encompass personal informa-
tion, behavioural patterns, communication channels, data
integrity, visual content, geographical particulars, and asso-
ciations. In the trajectory towards pervasive computing, the
role of privacy takes onheightened significance.Within smart
home systems, concealed functionalitiesmay operate beyond
user awareness, omitting essential updates and transparency,
thus raising privacy concerns [8]. Notably, smart homes
can incorporate sensitive components tied to inhabitants’
well-being, financial transactions, and mechanisms pivotal
to household security-areas that potentially invite malicious
manipulation from (external) adversaries.

Our research rests on the observation that the process of
modelling privacy threats has not obtained the same atten-
tion as the traditional, cybersecurity threat modelling so far.
Moreover, at least GDPR compliance demands a privacy risk
assessment, which in turn demands privacy threat modelling,
hence the general motivation for this article.

1.1 Context

Privacy is frequently intertwined with security, as privacy
concerns frequently arise in relation to security matters.
While, as we shall see below, threat modelling has tradi-
tionally been tackled from a security perspective, it should

be emphasised that privacy and security are two distinct
concepts, hence they cannot be used interchangeably. A
challenge for privacy threat modelling in general is how to
consider the impact on data subjects involved in the privacy
threat. This aspect is stressed in law and regulations compli-
ance, e.g., in theData Protection Impact Assessment (DPIA),
required under the GDPR, to help identify, assess, and miti-
gate privacy risks associated with data processing activities.
From a data subject’s perspective, a DPIA is an important
aspect of privacy threat modelling. It ensures that organisa-
tions consider the potential impact of their data processing
on individuals’ privacy rights and take appropriate measures
to address any risks. Obviously, a DPIA would benefit from
a privacy threat model.

Furthermore, threat modelling is challenging as the ana-
lyst faces various problems, such as completeness and threat
explosion. On the one hand, completeness may be impactful
because failing to account for specific threats would cause
pitfalls to the subsequent risk assessment. On the other hand,
the pursuit of completeness can result in a phenomenon
known as threat explosion, characterised by an overwhelm-
ing number of threats that may be irrelevant, infeasible, or
redundant with each other. Completeness and redundancy
are considered by our previous work that features threat
embracing [49]. Briefly, if two or more threats descriptions
are deemed redundant in terms of their semantic similarity by
the analyst’s scrutiny, then these threats can be semantically
merged into one.

In addition, as we shall see below, while security threats
to smart cars and smart homes have been widely analysed,
there is a lack of privacy threat taxonomies that focus on a
comprehensive treatment of both hard and soft privacy for
smart cars and smart homes in the state of the art, hence
a clear motivation to push towards the advancement of a
security and privacy threat modelling framework that can
be specifically tailored to both domains. We built an early
version of soft privacy threats for smart cars by taking a
domain-dependent approach and by leveraging the threats
from various sources [50]. These included the LINDDUN
state-of-the-art privacy threat modelling framework [60] and
ENISA’s “Good practices for security of smart cars” [19].
In particular, although ENISA’s report is among the most
relevant sources about car cybersecurity in Europe, its treat-
ment of privacy is very limited, hence the need for a deeper
close-up. Moreover, the situation for smart homes is even
more challenging. Unlike cybersecurity, where frameworks
and taxonomies have gained significant traction also for the
smart home domain, this remains relatively underrepresented
in terms of dedicated privacy threatmodels and privacy threat
knowledge. Also in this case, ENISA provides a report, i.e.,
“Threat Landscape andGoodPracticeGuide for SmartHome
and Converged Media” [17], with a rather scarce treatment
of privacy.
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Another element of context is that LINDDUNhas recently
been significantly updated, hence the results from our pre-
vious work for the smart car domain demand accurate
revision. More precisely, LINDDUN has raised the num-
ber of soft privacy threats and, in consequence, we started
to work an up-to-date list of soft privacy threats for the smart
car domain [51]. This could be pursued by leveraging the
new version of the LINDDUN methodology, and it would
bring the useful by-product of checking how LINDDUN has
evolved over time, particularly whether in the same direction
we advocated [49].

Remarkably, hard privacy has not received the same atten-
tion as soft privacy so far, hence the motivation to apply the
same methodology to provide an exhaustive soft-and-hard-
privacy threat taxonomy for the smart car and smart home
domains. This would strengthen the baseline for a threat
modelling framework that is general for security and privacy
and that can be tailored in the future to specific application
domains.

1.2 Research question

Following the motivations and context given above, this arti-
cle focuses on both soft and hard privacy from the threat
modelling perspective. With the aim of advancing previous
research, this article addresses the core research question:

RQ How to model (soft and hard) privacy threats?

To go about such a question, we observe that the men-
tioned LINDDUN methodology is widely established [16].
So, an answer could be found, potentially, in such a method-
ology. However, LINDDUN has two major drawbacks. The
first is that it ismeant to be domain-independent, a feature that
is bound tokeep its threat descriptions only at an abstract level
of detail. The second is that the LINDDUN threat knowledge
base may not be comprehensive and exhaustive, as demon-
strated by our previous work [49] for soft privacy. Moreover,
we question whether we can obtain a comprehensive threat
knowledge base for two timely and relevant domains, i.e.,
smart car and smart home, hence we set the following spe-
cific research questions:

SRQ1. What are the soft and hard privacy threats for
the smart car domain?

SRQ2. What are the soft and hard privacy threats for
the smart home domain?

1.3 Contributions

This article answers the research questions by advancing the
SPADA methodology for threat modelling, a refinement of
the methodology proposed in our previous work [50], and

by applying it to the current landscape of the smart car and
smart homedomains.By incorporatingfivevariable elements
into the analysis, the SPADA methodology ensures that the
direction pursued by the analyst remains focused and aligned
with the desired outcome. The variables act as guiding princi-
ples, allowing the analyst to make informed decisions based
on relevant and reliable information. In addition, we apply
the SPADAmethodology for threat modelling to address the
research questions. In particular, we propose two exercises
for each domain (thus a total of four exercises) to focus on
both soft privacy and hard privacy with the new version of
LINDDUN. The contributions presented in this article are
manyfold.

1.3.1 Extension of domain-independent threats

SPADA adopts, in particular, the mentioned ENISA reports
on smart cars and smart homes as sources of specific and com-
prehensive knowledge on the target domains, and OWASP’s
“Calculation of the complete Privacy Risks list v2.0” [42].
These sources are augmented with the new version of LIND-
DUN and with an additional representative of the state of
the art, i.e., the ENISA “Threat Taxonomy v2016” [18].
Therefore, SPADA rests on a significantly extended, domain-
independent threat knowledge base. In particular, this article
provides an updated list of 23 soft privacy threats that are
domain-independent, thereby extending the 17 that we made
available when we adopted the previous version of LIND-
DUN [50]. Because LINDDUN’s soft privacy threats have
increased from 9 to 17 over its two versions, our proposed
extensions of it have decreased from 8 to 6. As we shall detail
below, this can be taken as an indication that LINDDUN has
evolved in the direction we advocated.

1.3.2 Soft privacy threats for smart car and smart home

Our novel 23 domain-independent soft privacy threats are
also appropriately combined with 43, rather than 41 as
before [50], specific assets of the smart car domain, so as to
produce a total of 525 domain-dependent soft privacy threats
for the smart car domain. In addition to the extended list of
domain-dependent threats for smar cars, our novel, extended
23 domain-independent threats are appropriately combined
with 127 specific assets of the smart home domain, thus pro-
ducing a total of 1158 domain-dependent soft privacy threats
for the smart home domain. Each combination instantiates
a given threat to each of the assets that are deemed affected
by the threat. These represent a substantial extension to the
threat taxonomies existing in the state of the art, as multiple
sources are combined, thereby supporting the argument that
a better understanding of (soft) privacy within both the smart
car and smart home domains is achieved.
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1.3.3 Hard privacy threats for smart car and smart home

This article also provides, for the first time, a list of 29 hard
privacy threats that are domain-independent. These threats
are also appropriately combined with the 43 specific assets
of the smart car domain, so as to produce a total of 260
domain-dependent hard privacy threats for the smart car
domain. In addition, our novel 29 threats are appropriately
combined with the 127 specific assets of the smart home
domain, thereby producing a total of 344 domain-dependent
hard privacy threats for the smart home domain. Also in this
case, each combination instantiates a given threat to each of
the assets that are deemed affected by the threat. Also for hard
privacy, these represent a substantial extension to the threat
taxonomies existing in the state of the art, thereby expanding
the argument that a better understanding of (hard) privacy,
hence privacy in its entirety, within both the smart car and
smart home domains is achieved.

1.3.4 Repository of privacy threats

This article releases, for the first time, a repository available
online [48] containing the extended domain-independent
threat knowledge base for both soft and hard privacy. The
repository includes the lists of assets collected in the smart
car and smart home domains, along with domain-dependent
threat knowledge bases for soft and hard privacy in these
domains. Further detailed information is available in the
repository readme file.

1.4 Article summary

Early components inherited by the SPADA methodology
were introduced in two conference papers [50, 51]. The
present article incorporates them, develops the full method-
ology and provides in-depth justification and detail. In par-
ticular, the final list of hard privacy threats for smart cars and
both the lists of soft and hard privacy threats for smart homes
are unpublished. The rest of the manuscript is organised as
follows. Section2 outlines the related work, and Sect. 3 gives
an overview of LINDDUN and its latest changes. Section4
provides the scientific reasoning behind the development of
the SPADAmethodology. Section5 presents the variable ele-
ments of threat modelling. Section6 describes the SPADA
methodology for threat modelling. Section7 demonstrates
the methodology by applying it, respectively, to the smart
car domain and smart home domain. Section8 presents a
partial validation to confirm the practicality and relevance
of the results, and Sect. 9 evaluates the results. Section10
concludes.

2 Related work

This Section conveniently treats related work in three cate-
gories, i.e., general, smart car, and smart home. As we shall
see, the following works addressed crucial topics such as
threat elicitation, threat knowledge base, security and pri-
vacy threat analysis and risk assessment, both in general and
somewhat tailored to the smart car and smart home domains.
However, to the best of our knowledge, there are no works
advancing threat modelling considering its variable elements
with the aim of comprehensively eliciting both domain-
independent and domain-dependent, security, soft and hard
privacy threats, for example upon the basis of the de-facto
standard LINDDUN methodology in its new version. These
are the distinctive features of the present contribution.

2.1 General

The challenges implicated by threat modelling led Wuyts
et al. [66] to highlight the problems of current knowledge
bases, such as limited semantics and lack of instantiating
logic. Also, the authors discussed the requirements for a pri-
vacy threat knowledge base that streamlines threat elicitation
efforts. Furthermore, it is also noteworthy to recall that the
process of threat modelling inherently implies assumptions
and arbitrary decisions. Landuyt et al. [60] highlighted the
influence of assumptions to the outcomes of the analysis dur-
ing the risk assessment process, more precisely in the threat
modelling phase in the context of a LINDDUNprivacy threat
elicitation.

Moreover, threat elicitation and, more in general, threat
modelling can support security and privacy requirements
elicitation methods [1, 39], which are crucial for developing
systems that incorporate security-by-design and privacy-by-
design to protect users effectively. Several methodologies
have been proposed to identify these requirements,with some
integrating privacy principles [37].While Pattakou et al. [44]
and Canedo et al. [9] reviewed security and privacy require-
ment engineering and elicitation methods to highlight the
necessity of integrating these requirements from the early
stages of system design, Islam et al. [31] were among the
first who attempted to leverage relevant laws and regulations
as a source for the elicitation of security and privacy require-
ments. In particular, the authors highlighted the challenging
deriving from concepts and terminology used for require-
ments engineering, which are mostly different to those used
in the legal domain, and the lack of appropriate modelling
languages and techniques to support such activities. Natu-
rally, the same challenges reflect to the process of threat
elicitation as well.
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2.2 Smart car

In addition, several attempts were made for the purposes
of threat modelling in the smart car domain. Vasenev et
al. [61] were among the first to apply an extended version of
STRIDE [38] and LINDDUN [16] to conduct a threat anal-
ysis on security and privacy threats in the smart car domain.
In particular, the case study is specific to long term support
scenarios for over-the-air updates, which means the threat
analysis lacks of broader attention to the general picture in
the smart car domain. Moreover, this work suggests that the
privacy topic in the smart car domain has not reached the
same level of maturity as cybersecurity.

In general, threat modelling is part of the wider process
that is risk assessment. Wang et al. [62] proposed a threat-
oriented risk assessment framework tailored for the smart
car domain, with the aim, among the others, of overcoming
assumptions and subjectivity. This framework can be consid-
ered a precursor to ISO/IEC:21434 [32], which was defined
a year later. Also, the authors applied STRIDE and the attack
tree method for the threat modelling. In addition, De Gus-
mão et al. [27] proposed a risk analysis framework that adopts
fault tree analysis. However, in both cases the focus lies more
on cybersecurity than privacy aspects.

Moreover, Chah et al. [10] applied the LINDDUN
methodology to elicit and analyse privacy requirements of
CAV system, while respecting the privacy properties set by
the GDPR. Such attempt represents a solid baseline for the
broader process of privacy risk assessment tailored for the
smart car domain. Despite the application of LINDDUN,
which tailored the analysis to privacy, the descriptions of the
(limited and) available threats seem to predominantly focus
on cybersecurity aspects or, at most, hard privacy. In addi-
tion, the CAV system only represents a subset of the broader
smart car domain.

Finally, Bella et al. [4] advanced a dedicated risk assess-
ment framework for privacy risks in smart cars. They
proposed a double assessment, combining an asset-oriented
ISO approachwith a threat-oriented STRIDE approach. Also
in this case, even though the treatment was fully tailored to
the smart car domain, the privacy threats that were elicited
appear to be more on cybersecurity aspects or, at most, hard
privacy.

2.3 Smart home

For what concerns the smart home domain, Ghirardello et
al. [25] introduced a reference architecture for smart homes
through an exploration of three distinct perspectives within
the ecosystem: (i) the functional perspective, encompassing
essential operations required for the smart home’s regu-
lar functioning; (ii) the physical perspective, detailing the
physical elements crucial for executing the smart home’s

functions; and (iii) the communication perspective, out-
lining the essential protocols for transmitting control and
information flows among these components. This reference
architecture was then leveraged by Kavallieratos et al. [33],
who examined existing dynamic risk assessment methodolo-
gies and identified security risks of a smart home’s physical
and communication viewpoints. Moreover, the relevance of
IoT risks was analysed by Brous et al. [7], featuring a review
focused on risks deriving from the adoption of IoT devices
by organisations.

From a pure threat-elicitation point of view, Ziegeldorf et
al. [67] were among the first to analyse privacy threats and
challenges faced by the IoT. Geneiatakis et al. [24] proposed
a security and privacy threat analysis for a typical smart home
architecture, with a focus on the flaws introduced in smart
homes through interactions among different devices. How-
ever, the majority of the elicited threats target cybersecurity
aspects, with just two threats touching hard privacy. Further-
more, Heartfield et al. [26] classified cyber threats targeting
smart homes according to a novel taxonomy that focuses not
only on the attack vectors that can be used, but also on the
potential impact on the systems and the occupants. Yet, the
taxonomy lacks of privacy threats, rather including cyberse-
curity.

In addition, Siwakoti et al. [55] provided a reviewof recent
advances in vulnerabilities, threats, and attacks in the most-
generic field of IoT (thus covering both smart car and smart
home, among the others sub-application domains), includ-
ing a study on criminal services leveraging such elements.
Finally,Anwar et al. [2] proposed a threat taxonomy for smart
homes, yet limited to a cybersecurity perspective rather than
privacy.

3 A primer on (the new) LINDDUN

It is convenient to provide an introduction to LINDDUN
before proceeding with the description of the SPADA
methodology for at least two reasons. The first is that
LINDDUN is a de-facto standard privacy threat modelling
methodology. The second is that SPADA leverages LIND-
DUN as one of the sources for threat knowledge base.
Inspired by STRIDE, LINDDUN supports analysts in the
systematical elicitation and mitigation of privacy threats in
software architectures. LINDDUN privacy knowledge base
represents one of its main strengths, and it is structured
according to the seven privacy threat categories encapsulated
within LINDDUN’s acronym [16]. Recently, LINDDUN has
been updated, and it is now available under three progres-
sively deeper flavours: LINDDUN GO, LINDDUN PRO
and LINDDUN MAESTRO. In particular, LINDDUN GO
comes in the form of a card deck representing the most com-
mon privacy threats; LINDDUNPRO ismore systematic and
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exhaustive, supported by the knowledge base; LINDDUN
MAESTRO targets an enriched system description to enable
more precise threat elicitation, yet it is still under develop-
ment.

The first notable difference with the old version lies in
the acronym, which puts more emphasis on the privacy
threat types rather than on the privacy properties affected
by threats. In fact, for the sake of comparison, the acronym
that was previously expanded as Linkability, Identifiability,
Non-repudiation, Detectability, Disclosure of information,
Unawareness, and Non-compliance, has now been revised
as follows:

• Linking Associating data items or user actions to learn
more about an individual or group.

• Identifying Learning the identity of an individual.
• Non-repudiation Being able to attribute a claim to an
individual.

• Detecting Deducing the involvement of an individual
through observation.

• DataDisclosureExcessively collecting, storing, process-
ing or sharing personal data.

• Unawareness &Unintervenability Insufficiently inform-
ing, involving or empowering individuals in the process-
ing of personal data.

• Non-compliance Deviating from security and data man-
agement best practices, standards and legislation.

The framework considers the state-of-the-art privacy
threat types according to the privacy threat properties intro-
duced by Pfitzmann [46]. These are categorised as hard
privacy and soft privacy properties. In particular, unlinka-
bility, anonymity and pseudonymity, plausible deniability,
undetectability and unobservability, and confidentiality (hid-
ing data content, including access control) are under the
umbrella of hard privacy; user content awareness (includ-
ing feedback for user privacy awareness, data update and
expire) together with policy and consent compliance are, on
the other hand, soft privacy properties.

LINDDUN provides a set of threats specific to privacy,
named as “threat catalogue”, in the formof threat trees. These
privacy threat trees are inspired by the Security Development
Lifecycle (SDL) [30] and reflect common attack patterns [64]
on the basis of state-of-the-art privacy developments, struc-
tured according to LINDDUN or STRIDE threat category
and, in the previous version of LINDDUN, also to Data Flow
Diagram (DFD) element type. In fact, the consideration of
the DFD interactions has become more implicit in the new
version of the framework, as the threat trees have become
independent from the DFD element type, thus resulting in a
significant diminution of the number of nodes as a side effect.
The new guidance on how to link the Data Flow Diagram

interactions rests now solely on the LINDDUN mapping
table.

Threat trees provide a formal way to describe the secu-
rity of systems based on a variety of attacks. Basically, the
root node represents the ultimate goal, e.g., the threatening
to a property, the children nodes embody different ways of
achieving that goal, i.e., refinements, hence leaves represent
basic-level attacks that can not be further refined. In addition,
non-leaf nodes can be conjunctive (logicAND) or disjunctive
(logic OR) [54].

In the new version of LINDDUN, threat trees provide
support to reason about applicability (criteria), factors that
determine threat impact (impact), and examples of each char-
acteristic pertaining to the threat (examples). The framework
provides a different view of the threat trees in terms of detail,
as it is possible to consult each tree at three different levels:
Basic, Examples, All details.

An example tree is presented in Fig. 1 for the Linking
threat, which can be achieved through L.1 “Linked data”,
e.g., IP address, and L.2 “Linkable data”, e.g., browser fin-
gerprint. Both of these provide various attack paths which are
not necessarily limited to the LINDDUN property analysed,
i.e., Linking could lead to Identifying threats if we consider
L.1.1 “Unique identifier”.

Our previous work [51] confirmed that the new ver-
sion of LINDDUN represents a step forward from a GDPR
perspective, as we can identify an increment of nodes in
two LINDDUN privacy threat types, i.e., Unawareness &
Unintervenability (threats against data subject rights) and
Non-compliance (violations against data protection princi-
ples), which tightly align with the European regulation by
including as many as 17 threats. In the previous version of
LINDDUN, these two types were already bound to soft pri-
vacy, but only included 9 threats.Moreover, these soft privacy
threats were lacking relevant aspects, such as those related to
data subject controls, consent, and violation of regulations,
which are now caught by the new threat knowledge base. On
the other hand, the remaining types target more technical pri-
vacy threats, gathered under the umbrella of hard privacy, and
as such contribute more directly to the selection of “appro-
priate technical and organisational protection measures”.

Despite LINDDUN threat trees may lack some formal
semantics and have minimal selection criteria to express
potential threats [66], they still provide a valuable overview
of potential threat types that seeks to be general, hence
are suitable for a privacy threat analysis of any applica-
tion domain. Moreover, the application of LINDDUN may
lead to a high number of threats that may not be rele-
vant, feasible, or important, thereby being labor-intensive
and time-consuming, especially for complex or large sys-
tems [65]. Hence, the advantage of having a catalogue of
privacy threats, which are broad and applicable to various
domains, may result in the problem of threat explosion.
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Fig. 1 Example of a LINDDUN threat tree: linking

4 The development and scientific reasoning
of SPADA

This Section presents the scientific reasoning behind the
development of the SPADA methodology. The development
of SPADA is guided by principles from Design Science
Research (DSR) [28, 45]. This approach emphasises the cre-
ation and iterative refinement of artefacts designed to solve
identified problems. In the following, we shall leverage the
steps inspired by DSR and specifically take them towards the
development of SPADA, namely: Problem Identification and
Motivation, Definition of Objectives, Design and Develop-
ment, Demonstration, Evaluation, Communication.

4.1 Problem identification andmotivation

We conducted a literature review to identify existing gaps in
threat modelling studies and frameworks (§2), specifically
their limitations in addressing both soft and hard privacy
threats comprehensively. Existing methodologies such as
LINDDUN and best-practices documents such as the reports
from ENISA either lack of a focus on the target domain in its
entirety (focus only on domain-independentness) or mainly
consider cybersecurity aspects rather than privacy ones.

4.2 Definition of objectives

On the basis of the identified gaps, we set out to develop
a methodology that is modular, comprehensive, and aligned
with GDPR requirements. The primary objective is to create
a flexible framework that can be adapted to various domains,
such as smart cars and smart homes, yet at the same time
providing a domain-independent threat knowledge base.

4.3 Design and development

As we shall detail below, the design of the SPADA method-
ology involves selecting the variable elements of threat
modelling, defining the operations to handlemultiple sources

of documentation with attention to redundancy, and eliciting
the steps for the proper execution of SPADA.

4.4 Demonstration

As we shall detail below, we apply the SPADAmethodology
to two timely and relevant domains, i.e., smart cars and smart
homes, to demonstrate the practical applicability of SPADA.
An initial partial validation of the demonstrations provides
feedback for the practicality and tangibility of the results.

4.5 Evaluation

The SPADA methodology and its demonstration are evalu-
ated to compare the results with prior work and analyse how
SPADA changes the state of the art, as we shall detail below.

4.6 Communication

The SPADA methodology and the results of its demonstra-
tion are documented and communicated through the present
manuscript and the repository available online [48].

5 The variable elements of threat modelling

This Section identifies the variable elements of threat mod-
elling, i.e., the elements that contribute to model threats in
general. The variable elements are the Source of documenta-
tion, the Propertywithin privacy, theApplication domain, the
Detail (level of), and the Agent(s) raising the threats. Each
of the variable elements is discussed below.

5.1 The source of documentation

In threat modelling, the knowledge base is crucial for
both threats and assets to be elicited. Threats and assets
may be derived from different sources, e.g., state-of-the-art
reports, scientific contributions, guidelines, et cetera. There-
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fore, the Source of documentation (or document source) of
the threats/assets that the threat modelling seeks to gather
can be either internal or external to the analyst’s institution.
In the case of internal document source, threats/assets may
arise from the analyst’s expertise, knowledge of the particular
institutional context, or insights into the specific system or
domain being assessed. On the other hand, the external doc-
ument source involves gathering threats/assets from external
references, such as established best practices or recognised
industry standards. This allows the analyst to leverage exist-
ing knowledge and insights from a broader community of
experts.

Amix of both internal and external document sourcesmay
also be possible, for example, when the analyst enucleates a
new threat/asset being inspired from one or more external
sources. In such a case, we refer to the document source of
that threat/asset as hybrid. Furthermore, the document source
variable provides the means to keep track of the version of
the threats, for example, the year in which the specific threat
list is published. Moreover, when considering two or more
different document sources, it may likely happen that some
threats within such lists are inherently embraceable. Hence,
as we shall see below, the embrace operation remains crucial
for leveraging various document sources.

5.2 The property

Privacy relates to the control that individuals have over their
personal information, including how it is collected, used, and
shared. According to the state of the art [13, 16], we can
distinguish between two degrees of privacy, i.e., hard privacy
and soft privacy. We identify in such properties the second
variable element to build a privacy threat model, and contend
that each of them deserves a specialised treatment.

Hard privacy refers to data minimisation, based on the
assumption that personal data is not disclosed to third parties.
The threat model includes service provider, data holder, and
adversarial environment, where strategic adversaries with
certain resources are motivated to breach privacy, similar
to security systems [16]. Examples of hard privacy mea-
sures include anonymisation of data, data minimisation, and
data retention policies, including the use of algorithms such
as k-anonymisation, t-closeness and differential privacy. For
example, a company that collects user data may anonymise
the data before sharing it with third parties, ensuring that the
users’ identities remain protected. Similarly, a company may
limit the amount of data it collects, processes, or stores to a
minimum, and may have policies in place for deletion once
processing those data are no longer necessary.

Soft privacy, on the contrary, is based on the assumption
that the data subject lost control of their personal data and has
to trust the honesty and competence of data controllers [16].
Examples of soft privacy measures include transparency and

consent mechanisms, data subject access rights, and privacy
impact assessments. For example, a company may provide
clear and concise privacy notices to inform users about how
their data will be used and shared. They may also obtain
users’ consent before using their data for purposes beyond
the original scope.Additionally, companiesmay (and should,
to beGDPR-compliant) provide userswith the right to access,
modify, or delete their personal data.

In summary, while hard privacy focuses onminimising the
risks associated with the collection and retention of personal
data, soft privacy focuses on the appropriate use and shar-
ing of personal data while respecting individuals’ rights to
control their data. It is clear that, in addition to hard privacy
and soft privacy, cybersecurity plays amajor, complementary
role in terms of protection against the unauthorised access of
data.

As we shall see below, the SPADA methodology pays
specific attention to both incarnations of privacy.

5.3 The application domain

The application domain in threat modelling identifies two
prevailing approaches, i.e., the domain-dependent anddomain-
independent ones. Domain-dependent threat modelling is
specific to a particular application domain, such as health-
care, finance, or automotive, and it takes into account the
unique characteristics of the domain itself, thus it may be
more accurate and effective. On the other hand, domain-
independent threatmodelling is not specific to the application
domains and can be applied to a wide range of systems. It
uses general threat categories, such as spoofing, tampering,
and repudiation in STRIDE, to identify and prioritise threats.

A general threat knowledge base comes particularly use-
ful in situations where there is no prior knowledge of the
system or domain. LINDDUN, for example, currently takes
a domain-independent approach. Domain-dependedness can
be achieved by starting from a general threat knowledge base
and by associating it to domain-specific characteristics, i.e.,
assets. This is what, for example, ENISA did in the stud-
ies reported in “Threat Landscape and Good Practice Guide
for Smart Home and Converged Media” [17] and in “Good
practices for security of smart cars” [19]. They addressed
the domain-dependent vs domain-independent dilemma by
using the combine operation that, as we shall see below, also
SPADA adopts.

In consequence, the analyst has the possibility to follow
two directions. The first direction implies the elicitation of
domain-dependent threats starting fromdomain-independent
threats. The other direction is the opposite, implying the elic-
itation of domain-independent threats starting (also) from
domain-dependent threats. As we shall see below, SPADA is
demonstrated on the first direction in the present manuscript.
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5.4 The detail (level of)

Another variable element of threat modelling derives from
the level of detail—of the statement describing a threat/asset.
For example, “Unchanged default password” is certain to
be more detailed than (the more abstract) threat “Human
error”, and clearly the former would be chosen should the
analyst prefers a detailed level of granularity, whereas the
latter would be selected if the focus were on a more abstract
level. Normally, the analyst strives to choose a consistent
level of detail till the end of the exercise. The level of detail
becomes relevant in the context of threat modelling and, sub-
sequently, in risk assessment exercises with respect to the
likelihood estimation of a threat.

The concepts of hyponym and hypernym play an important
role in understanding the level of detail in a statement, and
refer to the “type of” semantic relation between terms [63].
The relationship is asymmetric, meaning that while a hyper-
nym may include many hyponyms, i.e., a hypernym is an
umbrella term, a hyponym with a clear semantics may only
have one direct hypernym, which, in turn, is a hyponym
for another hypernym, in a transitive relation. For example,
Ferrari and Lamborghini are hyponyms of the automobile
hypernym, itself a hyponym of the vehicle hypernym.

Analogously,meronym and holonym refer to the “part of”
semantic relation,which is asymmetric and transitive too. For
example, oven and dishwasher are meronyms of the kitchen
holonym, itself a meronym of the house holonym.

In the case of threats, a higher level of detail demands
the choice of a hyponym/meronym rather than a hyper-
nym/holonym, possibly over several rounds, which implies
that the analyst is able to estimate the likelihood of the given
threat with more precision. However, an excessive level of
detail leads to the degeneration of the threat to a “measur-
able event”, hence to an exact assignment of the likelihood,
that is either the bottom or the top in the given range. If the
analyst’s aim is to obtain a checklist of measurable events, a
higher level of details represents the best option. Therefore,
themost appropriate level of detail, i.e., the choice of employ-
ing hyponyms/meronyms or hypernyms/holonyms, should
be considered within the main picture, and the analyst will
choose it with some inevitable bias. As we shall see below,
the SPADAmethodology addresses this variable by support-
ing the definition of a target level of detail, which may, for
example, be set to eitherAbstract orDetailed. This allows the
analyst to choose the level of detail, thus they can adjust the
threats/assets from the document sources that they consid-
ered towards that level of detail. The target level of detail can
be tailored using the operations of embrace, rename, and dis-
card defined by SPADA, as we shall see below. This process
can be iterative, meaning the analyst explores semantic rela-
tionships between terms in multiple rounds, so as to produce
a list of threats/assets with a consistent and coherent level

of detail that aligns with their specific objectives. In fact,
when considering multiple threats/assets, understanding the
semantic relations between them helps determine the appro-
priate level of detail for analysis and response. By leveraging
the semantic relationsmentioned above, the analyst can focus
more comprehensively on higher-level threat/asset categories
or overarching threat scenarios.On the other hand, all this can
also guide the analyst towards specific threat/asset instances
or components, enabling a more targeted and detailed inves-
tigation.

5.5 The agent(s) raising the threats

The agent(s) raising the threats, or more commonly known
as threat agents, are individuals, groups, or systems that have
the capability to exploit vulnerabilities and cause harm to a
system or organisation. In threat modelling, understanding
the capabilities, motivations, and objectives of threat agents
is crucial for identifying and prioritising threats. There are
different types of threat agents, including insiders, outsiders,
script kiddies, hacktivists, cybercriminals, and nation-state
actors.

In the context of privacy threat modelling, we refer to a
threat agent as any entity, individual or group, who poses a
threat to an individual’s privacy.Unlike the security literature,
which traditionally refers to such entities as “adversaries” or
“attackers”, here the term threat agent is broader, i.e., not
limited to malicious actors only. In fact, we also consider
three additional actors directly from GDPR: data controller,
data processor, and third party as threat agents. Therefore, a
threat agent can be one or more of the following entities:

• Attacker Anyone, including an insider, or anything,
including malware, acting with malicious intent to com-
promise a system to breach users’ privacy.

• Data controller The natural or legal person, public
authority, agency or other body which, alone or jointly
with others, determines the purposes and means of the
processing of personal data;

• Data processor A natural or legal person, public author-
ity, agency or other body which processes personal data
on behalf of the controller;

• Third party A natural or legal person, public authority,
agency or body other than the data subject, controller,
processor and persons who, under the direct authority
of the controller or processor, are authorised to process
personal data.

This taxonomy allows us to better model the data subject’s
perspective during the threat modelling exercise. For exam-
ple, it might be relevant to understand whether to classify
a threat against data as a data breach or data leak. Article
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4.12 of GDPR defines “any breach of security leading to the
accidental or unlawful destruction, loss, alteration or unau-
thorised disclosure of or access to personal data transmitted,
stored or otherwise processed”,while ENISA specifies a data
leak as an event that can cause the unintentional release of
sensitive, confidential or protected data due to, for example,
misconfigurations, vulnerabilities or human errors [20].

As we shall see below, the SPADAmethodology assumes
that one or a mix of multiple threat agents may be involved
in the threat scenario.

6 The SPADAmethodology

This Section advances the SPADAmethodology for threat
modelling. SPADA incorporates both domain-independent
and domain-specific knowledge and considers the potential
consequences on the security and privacy of individuals as its
cornerstone. The SPADA methodology consists in the exe-
cution of methods of threat elicitation and asset collection. It
rests on variables to define operations to take through precise
steps. By leveraging the specific principles discussed above
(§4), this Section details SPADA with its five variables, four
operations and four steps.

6.1 The SPADA variables

The SPADA methodology adopts all the five variable ele-
ments, detailed in Sect. 5, that contribute to model (security
and privacy) threats and names them variables. These vari-
ables compose the acronym of SPADA itself:

• Source of documentation: the source(s) from which
threats and assets may be derived, i.e., internal, external,
or hybrid.

• Property: the specific version of the target property, i.e.,
soft privacy, hard privacy, or cybersecurity.

• Application domain: the domain dependentness, i.e.,
domain-indepedent or domain-dependent (e.g., smart car,
smart home, etc.).

• Detail (level of): the style of the statement describing a
threat/asset, which can be either abstract or detailed.

• Agent(s) raising the threats: typically including agents
such as attacker, data controller, data processor, and/or
third party, while a mix of them is also possible.

The inclusion of five essential variables in the SPADA
methodology orients the analysis, thus providing practical
guidance to the analyst.

6.2 The SPADA operations

SPADA adopts the following four operations:

• Combine It instantiates a domain-independent threatwith
the domain-specific assets that may be affected by such
threat, typically by continuing the threat description with
an explicit reference to the asset. This operation allows
for the elicitation of both a general threat knowledge
base and domain-dependent threats, which are derived
from the first. An application of the combine operations
is referred to as combination.

• Embrace It merges multiple threats into a single threat,
typically by a new threat description that embodies
the semantics of the given threats. The resulting threat
description is determinedby the input threatwith themost
pertinent level of detail, or it defaults to the description of
the first threat if detail levels are similar. This operation
can be used iteratively. An application of the embrace
operation is hereby referred to as embracing.

• Rename It modifies the description of a threat. If the
default description is considered incomplete or requires
adjustment, the renameoperation provides away to refine
the level of detail in the threat description. This results
particularly useful when the analyst wants to further
refine a threat description produced by the embrace oper-
ation.

• Discard It excludes a threat from the current analysis. The
discarded threat may be kept in a reserve list for potential
future review. This operation is essential when a threat is
deemed irrelevant or inapplicable to the domain, e.g., it
pertains strictly to a property that is not the target property
or is not relevant to the specific target system.

6.3 The SPADA steps

Figure 2 depicts the SPADA methodology, and in particular
its very steps are defined as follows:

Step 1 Variable setup
Step 2 Domain-independent threat elicitation
Step 3 Domain-dependent asset collection
Step 4 Domain-dependent threat elicitation

The methodology starts with Step 1, which consists in the
choice of the values of the five variables. Step 2 involves
the collection of domain-independent threats from relevant
document sources. The variables that influence this step are
document source, specific property, threat agents, and level
of detail, whilst the operations that may be involved during
this step are embrace, rename and discard. At this point, if
the analyst is interested in eliciting threats that are specific
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Fig. 2 Diagram of the SPADA methodology for threat modelling

to the application domain, i.e., the application domain vari-
able is chosen to be domain-dependent, then the execution
of the remaining steps continue. Step 3 consists of the col-
lection of a list of assets for the target domain from relevant
document sources. The variables that influence this step are
document source, specific property, and threat agents. Also
this step applies operations embrace, rename and discard.
Finally, Step 4 aims at producing a list of domain-specific
threats. In particular, for each domain-independent threat
elicited in Step 2, this step associates to it the assets that
were enumerated in Step 3. The sheer association expresses
the object of the threat that was domain-independent in the
first place, thereby making it domain-dependent. In other
words, the domain-independent threat is instantiated appro-
priately, i.e., over each of the assets it affects, not necessarily
all assets, ultimately producing a domain-dependent threat.
The only variable that influences the execution Step 4 is the
application domain, while the only operation that is needed
is the combine one.

In summary, SPADA produces either a list of domain-
independent threats, at Step 2, or adds a list of domain-

dependent threats, at Step 4. While relevant examples will
be given below, if dit1, . . . , ditn is the list of domain-
independent threats produced by Step 2, then the number
of domain-dependent threats that arise can be calculated as
follows:

affected_assets(dit1) + . . . + affected_assets(ditn).

7 Demonstration

This Section demonstrates the SPADAmethodology accord-
ing to the following strategy. We choose to apply SPADA to
two timely and relevant application domains, i.e., smart car
and smart home.

In particular, we select external document sources for
both domains. For the sake of abbreviation, “ENISA TT”
stands for the ENISA “Threat Taxonomy v2016” [18] report,
“ENISA SC” for the “Good practices for security of smart
cars” [19] report, “ENISA SH” for the “Threat Landscape
and Good Practice Guide for Smart Home and Converged
Media” [17] report, “OWASP” for the “Calculation of the

123



86 Page 12 of 29 Mario Raciti et al.

complete Privacy Risks list v2.0” [42] document, with the
remaining labels “LINDDUN” [60], “Bella et al.” [4] and
“Kavallieratos et al.” [33] being self-explanatory.

Thedocument sources for the smart car domain areENISA
TT, ENISA SC, OWASP, Bella et al. and LINDDUN. The
rationale behind these choices is that ENISA TT, OWASP,
and LINDDUN offer domain-independent privacy threats,
hence they can be leveraged for Step 2 in SPADA. Further-
more, Bella et al. as described in Sect. 2.2, proposed a double
assessment, combining an asset-oriented ISO approach with
a threat-oriented STRIDE approach. The asset-oriented ISO
approach provided a categorisation of assets in the smart car
domain, hence Bella et al. can be leveraged for the collec-
tion of the assets in Step 3. Moreover, ENISA SC provides
a taxonomy of threats and assets for smart cars. Notably,
ENISA adopts an approach similar to Step 4 in SPADA, i.e.,
the proposed domain-independent threats are associated by
combination to the assets. For such reason, ENISA SC can be
leveraged in Step 2 for the elicitation of domain-independent
threats, yet also in Step 3 for the collection of the assets.

The document sources for the smart home domain are
ENISA TT, ENISA SH, OWASP, Kavallieratos et al., and
LINDDUN. While the same considerations for the smart car
domain apply for ENISA TT, OWASP, and LINDDUN, the
rationale behind the choice of ENISA SH is that it includes
a taxonomy of the key assets in the smart home domain,
useful for Step 3 in SPADA, together with Kavallieratos et
al. that, as described in Sect. 2.3, examined existing dynamic
risk assessment methodologies and provided a taxonomy of
assets for smart homes.

In addition, for each of the two domains, we want to anal-
yse both soft and hard privacy, hence the property must be
flipped to consider soft privacy first and hard privacy sec-
ondly. As a result, a total of four exercises compose thewhole
demonstration.

As we identify the specific domains, i.e., smart car and
smart home, it follows that the application domain is domain-
dependent.

Also, we want to analyse threats with a lower level of
detail to cover both the smart car and smart home domains
at a macroscopic level.

In the pursuit of completeness, we consider all of the threat
agents advanced in Sect. 5.5, i.e., attacker, data controller,
data processor, and third party.

The full results of the demonstration are available online
[48] and are conveniently structured as follows: an Excel file
containing the list of threats extracted from the document
sources (before applying theSPADAmethodology); anExcel
file containing the list of the elicited domain-independent
threats for soft and hard privacy; an Excel file containing
the list of the collected smart car assets along with a table
presenting the list of the elicited domain-dependent threats
for smart cars; an Excel file containing the list of the collected

Fig. 3 Variable setup for smart car—soft privacy

smart home assets along with a table presenting the list of
the elicited domain-dependent threats for smart homes.

7.1 Smart car—soft privacy

7.1.1 Variable setup

The first application for the smart car domain sets the vari-
ables discussed through Sect. 6 as depicted in Fig. 3.

7.1.2 Domain-independent threat elicitation

Soft privacy is the target property, therefore we must con-
sider the LINDDUN threats that refer to such property, i.e.,
U(nawareness & unintervenability) and N(on-compliance),
as a first external document source. For each node of the U-N
property trees, we annotate the pertaining threat in a table.
It is convenient to provide a brief and general explanation of
these threats, referring to the new descriptions provided by
their sources. In particular, U(nawareness & unintervenabil-
ity) refer to situations where individuals are not adequately
informed, involved, or empowered in the processing of their
personal data. N(on-compliance) refers to situations where
a system deviates from security and data management best
practices, standards, and legislation. It primarily focuses on
the organisational and operational management context in
which a system or service operates.

Furthermore, we extend the list of domain-independent
threats by adding other external document sources. In partic-
ular, our previous work [50] included the 8 threats that were
found [49] to be outstanding with respect to the old version
of LINDDUN. In detail, they account for the 2 threats from
the ENISA SC report that fall under the “Legal” category,
i.e., “Failure to meet contractual requirements” and “Vio-
lation of rules and regulations/Breach of legislation/Abuse
of personal data”, and the 6 threats from the OWASP doc-
ument, i.e., “Consent-related issues”, “Inability of user to
access andmodify data”, “Insufficient data breach response”,
“Misleading content”, “Secondary use”, “Sharing, transfer or
processing through 3rd party”.

These threats relate to soft privacy as per the definition of
soft privacy that we covered previously in Sect. 6. Moreover,
some of them are embraceable with the new threat catalogue
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proposed by LINDDUN. In particular, we notice that “Viola-
tion of rules and regulations/Breach of legislation/Abuse of
personal data” is now embraceable with several threats such
as “Regulatory non-compliance” and “GDPR”; “Consent-
related issues” is now embraceable with “Invalid consent”;
“Inability of user to access and modify data” with “Lack
of data subject control”; “Insufficient data breach response”
with “GDPR”. Hence, we can discard those threats, since
they are already contemplated in the new LINDDUN threat
trees, and keep the following ones: “Failure to meet contrac-
tual requirements”, “Misleading content”, “Secondary use”,
“Sharing, transfer or processing through 3rd party”.

Moreover, we also consider here the ENISA TT report
as another external document source, as it is relevant to
enrich the domain-independent threat knowledge base. We
pick the threats that specifically target soft privacy. These
can be found under the “Legal” category, i.e., “Violation
of laws or regulations/Breach of legislation”, “Failure to
meet contractual requirements”, “Unauthorized use of IPR
protected resources”, “Abuse of personal data”, and “Judi-
ciary decisions/court orders”. Again, three of such threats
are already included in the more recent ENISA SC report. In
fact, “Failure to meet contractual requirements” is repeated
and “Violation of laws or regulations/Breach of legislation”
is embraced with “Abuse of personal data” into one single
threat.Hence,wecan add the following threats to thefinal list:
“Unauthorized use of IPR protected resources”, “Judiciary
decisions/court orders”. It is noteworthy that these additions
are still possible without consequences on the domain vari-
able, as such threats are general privacy threats, i.e., they
ignore domain-specific entities. Hence, such threats can be
analysed in relation with (virtually) any application domain.

For the sake of simplicity, we left the level of detail of
the threats’ descriptions unvaried. Arguably, the document
sources that we considered share a level of detail that is com-
parable. In summary, we elicited a total of 23 soft privacy
threats from the selected document sources, i.e., LINDDUN,
ENISA (bothENISATTandENISASCandOWASP.Table 1
shows such threats—the 6 that are highlighted are those that
we do not deem embraceable with the current LINDDUN
threats, hence represent our updated proposal for an exten-
sion to it. Moreover, while the 2 threats in italics are actually
new (as they originate from the newly considered ENISA
source, i.e., ENISATT), the remaining 4 alreadywere among
the 8 that we suggested before [49]. It means that we man-
aged to embrace half of the previous suggestions to current
LINDDUN threats, something that we interpret as evidence
that LINDDUN has been extended coherently with what we
advocated.

Table 1 Domain-independent soft privacy threats elicited in Step 2

S Domain-independent soft privacy threat

U Unawareness of processing

Unawareness as data subject

Unawareness as a user sharing personal data

Lack of data subject control

Lack of data subject control–preferences

Lack of data subject control–access

Lack of data subject control–rectification/erasure

N Regulatory non-compliance

GDPR

Insufficient data subject controls

Violation of data minimization principle

Unlawful processing of personal data

Invalid consent

Lawfulness problems not related to consent

Violation of storage limitation principle

Improper personal data management

Insufficient cybersecurity risk management

ENISA Failure to meet contractual requirements

Unauthorized use of IPR protected resources

Judiciary decisions/court orders

OWASP Misleading content

Secondary use

Sharing, transfer or processing through 3rd party

7.1.3 Domain-dependent asset collection

For Step 3, we leverage two external document sources from
the state of the art, i.e., the assets identified in the work pro-
posed by Bella et al. [4] and ENISA’s taxonomy of the key
assets in the smart car domain included in ENISA SC. Bella
et al. present the following list of assets:

• Personally identifiable information Any data that could
potentially be used to identify a particular individual,
such as full name, date, and place of birth, driving licence
number, phone number, mailing, and email address.

• Special categories of personal dataData about the driver,
e.g., racial or ethnic origin, political opinions, religious
or philosophical beliefs, trade unionmembership, genetic
data, biometric data, data concerning health or data con-
cerning sex life or sexual orientation (Article 9 ofGDPR).

• Driver’s behaviour Driver’s driving style, e.g, the way
the driver accelerates, speeds up, turns, brakes.

• User preferences Data regarding cabin preferences, e.g.,
seating,music, windows, heating, ventilation and air con-
ditioning (HVAC).

• Purchase information Driver’s financial information,
such as credit card numbers and bank accounts.
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• Smartphone data Data that the vehicle and driver’s
smartphone exchange with each other via the mobile
application and short-range wireless connections such as
Wi-Fi andBluetooth (contact book, phone calls, textmes-
sages).

• GPS dataVehicle geolocation history and route tracking.
• Vehicle information Vehicle information such as car-
maker, model, vehicle identification number (VIN),
licence plate and registration.

• Vehicle maintenance data Data about the maintenance
and status of vehicle components such as kilometres trav-
elled, tyre pressure, oil life, brake, suspension, and engine
status.

• Vehicle sensor data Data analysed and calculated by car
sensors, such as distance sensors, crash sensors, biomet-
ric sensors, temperature sensors and internal and external
cameras.

The ENISA SC report focuses on Automated Driving
System-Dedicated Vehicle (ADS-DS) [53], i.e., semi-auto-
nomous and autonomous cars, and V2X communications,
pertaining to SAE Level 4 and Level 5. The focus of the
study is on smart cars that, as connected systems, have the
necessary capabilities to autonomously perform all driving
functions under certain (or all) conditions, and are able to
communicate with their surroundings including other vehi-
cles, pedestrians and Road-Side Units (RSU). Moreover, the
key concepts analysed by ENISA do not only concern pas-
senger cars but also commercial vehicles (e.g. buses, coaches,
etc.), including self-driving, ride-sharing vehicles that can be
shared with other users.

The assets proposed by ENISA are categorised in: “Car
sensors and actuators”, “Decision Making Algorithms”,
“Vehicle Functions”, “Software management”, “Inside vehi-
cle Communication Components”, “Communication Net-
works and Protocols”, “Nearby External Components”,
“Network and Domain Isolation Features”, Servers”, “Sys-
tems and Cloud Computing”, “Information”, “Humans”,
“Mobile Devices”. For the sake of brevity, we only quote the
descriptions of the assets under the “Information” category:

• Sensors data Refers to data that is gathered by the dif-
ferent smart car sensors and which will be transmitted to
the appropriate ECU for processing.

• Keys and certificates Refers to the different keys and
certificates used for security purposes (such as authen-
tication, securing the exchanges, secure boot, etc.). Keys
are stored in devices embedded in the vehicle (e.g. ECU)
and/or in servers depending on their use.

• Map data Refers to the information about the car envi-
ronment. Map data allows us to increase the passenger
safety by correlating its information with the sensor data.

Contrary to GNSS, which gives only information about
the geolocalisation, map data gives information about the
surrounding environment.

• V2X information Refers to the various information
exchanged via V2X communications (e.g. emergency
vehicle approaching, roadworks/collision warning and
traffic information).

• Device information Refers to the various information
related to a device embedded in a smart car (e.g. ECU,
TCU) or connected devices (e.g. smartphones, tablet).
This includes information such as type, configuration,
firmware version, status, etc., of different smart car sen-
sors andwhichwill be transmitted to the appropriateECU
for processing.

• User information Refers to smart cars user (e.g. driver,
passenger, etc.) information such as name, role, privileges
and permissions.

During the execution of this step, within the list proposed
byBella et al., we identified some assets that are embraceable
with the ENISA taxonomy. In particular, “Personally Identi-
fiable Information” is embraceablewith “User information”;
“Smartphone data” with “Device information”; “GPS data”
with “Map data”; “Vehicle sensor data” with “Sensor data”.
Thereby, we explicitly picked the following assets from the
article contribution: “Special categories of personal data”,
“Driver’s behaviour”, “User preferences”, “Purchase infor-
mation”, “Vehicle information’, “Vehiclemaintenance data”.
The last two were not available before. The remaining assets,
according to our scrutiny, are already contemplated in the
ENISA taxonomy.

For the sake of simplicity, also in this case, we left the
level of detail of the assets’ descriptions unvaried, as the
document sources that we considered share a level of detail
that is comparable. Overall, we elicited a total of 43 assets,
a small increase on the 41 that we had before [50].

7.1.4 Domain-dependent threat elicitation

In the last step, we conjugate the findings from the previous
steps. For each domain-independent threat elicited in Step 2,
we assign the assets from Step 3 that we deem to be poten-
tially affected by that particular threat. In general, a threat
may apply to multiple assets, therefore for some threat-asset
pairs we annotate multiple assets or, in case all assets are
affected, we add the description “All assets” for the sake of
brevity. In particular, most assets that we deem to be poten-
tially affected by the soft privacy threats fall under theENISA
category “Information”.

While the full results are available online [48], we present
an exemplification of some noteworthy domain-dependent
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threats, with the additional aim of providing the rationale
behind the related threat-asset(s) associations:

dit_sc_si1 —Unawareness of processing refers to the lack of
awareness or understanding about how personal
data is being processed. It affects various assets,
such as sensors data, map data, V2X informa-
tion, device information, user information, special
categories of personal data, user preferences,
purchase information, vehicle information, and
vehicle maintenance data.

dit_sc_si2 —Lackof data subject control—preferences specif-
ically refers to the lack of control individuals have
over their preferences. It affects assets such as
user preferences and purchase information.When
individuals cannot control or manage their prefer-
ences effectively, their privacy in relation to their
preferences can be at risk.

dit_sc_si3 —Regulatory non-compliance encompasses all
assets. It refers to the failure to comply with
relevant privacy regulations or laws.When organ-
isations do not adhere to the required privacy
standards, all assets can be affected, leading to
potential privacy breaches.

dit_sc_si4 —GDPR is also associated with all assets. It
specifically refers to non-compliance with the
General Data Protection Regulation (GDPR), a
data protection law in the European Union. Vio-
lations of GDPR can lead to severe penalties and
legal consequences.

dit_sc_si5 —Violation of data minimization principle refers
to the violation of collecting and processing only
the necessary data. It affects assets such as sen-
sors data, map data, V2X information, device
information, user information, special categories
of personal data, user preferences, and purchase
information, vehicle information, and vehicle
maintenance data.

dit_sc_si6 —Unlawful processingof personal data covers all
assets. It occurs when personal data is processed
unlawfully or without a legal basis. When per-
sonal data is processed in violation of applicable
laws or regulations, it poses a significant privacy
risk to all assets involved.

dit_sc_si7 —Lawfulness problems not related to consent is
associated with all assets. It highlights issues of
lawfulness in data processing that are not specif-
ically related to consent. These problems may
include processing of personal data without a
valid legal basis or exceeding the scope of per-
mitted processing activities, such as automated
decision-making on sensitive personal data.

Fig. 4 Variable setup for smart car—hard privacy

dit_sc_si8 —Improper personal data management is associ-
ated with user information and special categories
of personal data. It signifies improper manage-
ment practices regarding personal data, including
inadequate safeguards, inappropriate handling, or
unauthorised access. Improper data management
can lead to privacy breaches, data leaks, or unau-
thorised use of sensitive information.

dit_sc_si9 —Failure tomeet contractual requirements refers
to a breach of contractual requirements by Tier 1
and/or Tier 2 car components or software sup-
pliers, thus encompassing all assets. Such threat
may lead to financial, safety, privacy and/or oper-
ational impacts.

dit_sc_si10 —Sharing, transfer or processing through 3rd
party refers to the sharing or transferring of
various assets to third parties that increases
the likelihood of unauthorised access, misuse,
or breaches. It is clear that the affected assets
belong to the ENISA “Information” category
and include special categories of personal data,
driver’s behaviour, user preferences, purchase
information, vehicle information, and vehicle
maintenance data.

As an outcome of this exemplification, the resulting num-
ber of domain-dependent threats would be:

affected_assets(dit_scs1) + . . .+
+ affected_assets(dit_scs10 ) = 10 + 2 + 43 +
+ 43 + 10 + 43 + 43 + 2 + 43 + 12 = 251

7.2 Smart car—hard privacy

7.2.1 Variable setup

The second application for the smart car domain sets the
variables discussed through Sect. 6 as depicted in Fig. 4.

7.2.2 Domain-independent threat elicitation

Hard privacy is the target property, therefore we must con-
sider the LINDDUN threats that refer to it, i.e., L(inking),

123



86 Page 16 of 29 Mario Raciti et al.

I(dentifying), N(on-repudiation), and D(etecting). For each
node of the L-I-N-D property trees, we annotate the per-
taining threat in a table. It is convenient to provide a brief
and generic explanation of these threats, referring to the new
descriptions provided by their sources.

In particular, L(inking) refers to the process of associating
data items or user actions in order to gain a better understand-
ing of an individual or a group. I(dentifying) refers to the
process of learning the identity of an individual. While many
systems require the identification of data subjects, identify-
ing threats emerge when the identity can be unintentionally
or undesirably revealed through leaks, deduction, or infer-
ence. N(on-repudiation) refers to the ability to attribute a
claim, such as an action, statement, or event, to an individ-
ual. This eliminates the possibility of plausible deniability,
leaving individuals exposed to potential consequences, such
as legal prosecution, particularly in cases involving whistle-
blowers.D(etecting) involves deducing the involvement of an
individual through observation. Unlike other threats, detect-
ing does not necessarily require access to the actual data
itself. Simply knowing that the data exists is often sufficient
to infer additional sensitive information.

Furthermore, we extend the list of domain-independent
threats by adding other external document sources. In par-
ticular, we leveraged again the OWASP document as an
additional document source. We identified two threats, i.e.,
“Insufficient data quality” and “Data aggregation and pro-
filing”, that refer to hard privacy as per the definition
of hard privacy covered previously in Sect. 6. Moreover,
“Data aggregation and profiling” is embraceable with the
new threat catalogue proposed by LINDDUN, in particu-
lar with “Linkable data—Through profiling, derivation, or
inference”. Hence, we only added “Insufficient data quality”
to the domain-independent hard privacy threat list. Again,
these additions are still possible without consequences on the
domain variable, as such threats are general privacy threats,
hence they can be analysed in relation with (virtually) any
application domain.

For the sake of simplicity, we left the level of detail of
the threats’ descriptions unvaried again, since the document
sources that we considered share a level of detail that is com-
parable. In summary, we elicited a total of 29 hard privacy
threats from the selected document sources, i.e., LINDDUN
and OWASP. Table 2 shows such threats.

7.2.3 Domain-dependent asset collection

For the sake of brevity, we omit repetition with the previous
exercise. In particular, Step 3 considers the same domain-
dependent assets that we already discussed in Sect. 7.1.

Table 2 Domain-independent hard privacy threats elicited in Step 2

S Domain-independent hard privacy threat

Linked data

Linked data—unique identifier

Linkable data

Linkable data—through combination

Quasi-identifier combining data of a single individual

Combining data of different individuals

Linkable data–through profiling, derivation, or inference

Profiling an individual

Profiling a group of individuals

L Profiling an individual through (dis)similarity

Identified information

Processing of identified information

Identified information in metadata

Identifiable information

Pseudonym

Pseudonym—identifier

Pseudonym—quasi-identifier

Revealing attributes

I The data subject is distinguishable from others

Attributable data evidence

Attributable data evidence—data

Attributable data evidence—signed data

Attributable data evidence—metadata

Attributable data evidence—embedded/Hidden data

N Attributable action side-effect evidence

Observed communications

Application side-effect

D System responses

OWASP Insufficient data quality

7.2.4 Domain-dependent threat elicitation

In the last step, we conjugate the findings from the previous
steps. For each domain-independent threat elicited in Step 2,
we assign the assets from Step 3 that we deem to be poten-
tially affected by that particular threat.

While the full results are available online [48], for the sake
of brevity we leave the exemplification of some noteworthy
domain-dependent threats in Appendix A.

7.3 Smart home—soft privacy

7.3.1 Variable setup

The first application for the smart home domain sets the vari-
ables discussed through Sect. 6 as depicted in Fig. 5.
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Fig. 5 Variable setup for smart home—soft privacy

7.3.2 Domain-independent threat elicitation

For the sake of brevity, we omit repetition with the previous
exercise. In particular, Step 2 considers the same domain-
independent threats that we already discussed in Sect. 7.1.

7.3.3 Domain-dependent asset collection

For Step 3, we leverage two external document sources from
the state of the art, i.e., the assets identified in the work pro-
posed by Kavallieratos et al [34] and ENISA’s taxonomy of
the key assets in the smart home domain included in ENISA
SH. The former presents the following list of assets:

• User credential Credentials that grant access to the smart
home system and its functionalities. These may include
usernames, passwords, and authentication tokens.

• Information collected by smart devices Data gathered
from various sensors and devices within the smart home,
providing insights into environmental conditions, usage
patterns, and user behaviour.

• Smart home status information Real-time updates about
the operational status of the smart home’s systems,
devices, and components, helping usersmonitor and con-
trol their home remotely.

• Information about the installed assets Details about the
types, models, and configurations of devices and systems
integrated into the smart home ecosystem.

• Logs information Records of activities, events, and inter-
actions within the smart home environment, aiding in
troubleshooting, analysis, and security monitoring.

• Location tracking information Data that tracks the phys-
ical location of occupants and objects within the smart
home, enabling personalised services and context-aware
automation.

• Video, picture, voice information Multimedia content
captured by cameras, microphones, and other sensory
devices, serving purposes such as surveillance, commu-
nication, and entertainment.

• Health information Sensitive data related to occupants’
health, well-being, and medical conditions, often used to
enable personalised healthcare services.

• Billing data Information related to payment transactions
and usage charges for smart home services, including
utility consumption and subscription fees.

• Profile data Personalised user profiles that store prefer-
ences, settings, and usage history to tailor the smart home
experience to individual needs.

• IoT smart devices Devices equipped with sensors, actua-
tors, and communication capabilities, contributing to the
smart home’s interconnected ecosystem.

• IoT hubs Centralised devices that facilitate communica-
tion and coordination amongmultiple IoT devices within
the smart home network.

• IoT gateways Devices that connect the smart home net-
work to external networks, such as the Internet, enabling
remote access and control.

• Sensors/actuators Devices that sense and measure phys-
ical properties (sensors) or perform actions based on
received instructions (actuators), contributing to automa-
tion and control.

• Cloud server Remote servers hosted in the cloud that
store data, provide processing power, and enable remote
access to and management of smart home services and
devices.

The ENISA SH report focuses on smart homes in a broad
manner, as smart homes are equipped with interconnected
sensors, systems, and devices to provide automation, moni-
toring, and control through various means, such as comput-
ers, smartphones, and the internet. The report highlights three
different models for smart homes, yet common installation
of smart homes is likely to involve a blend of these three
models.:

• Fully decentralised model In this model, each smart
device operates autonomously and connects to the inter-
net via the home network. Data transmission occurs
through secure channels. Services may interact through
communication between different providers or direct
peer-to-peer integration. Security and privacy are not
guaranteed by a single manufacturer, but rather rely on
the overall network’s considerations.

• Local connectivity model This option envisions smart
devices connecting locally without relying on cloud ser-
vices or a central gateway. Devices self-identify and form
a solution by recognising each other’s capabilities. How-
ever, this model faces technological barriers, a lack of
shared protocols, and challenges in incorporating devices
designed for internet connectivity.

• Central hub or gateway model A central hub or gateway
coordinates various devices, integrating their services to
offer advanced functionalities and value. This model,
based on a central software system, can ensure secu-
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rity and privacy since data remains confined to the home
environment. Multiple devices, including smart TVs,
smartphones, tablets, and wearables, can contribute to
controlling the smart home.

The assets proposed by ENISA are categorised in: “Sen-
sors”, “Software”, “Human–machine interface devices”,
“Home networking”, “Audio/Visual”, “Information Stor-
age”, “Home appliances”, “Integrated Home services”,
“Robotics”, “Tags and markers”, “Building security”, “Con-
nected transportation”, “Medical”, “Information”, “Manage-
ment/operation”, and “People/living”.

From the latter category, we discarded “Pets” and “Plants”
under the lines of GDPR appliance to only living individuals
and, in terms of privacy, the inclusion of these two assets
may require additional ethical reasoning that is out of scope
in our study.

During the execution of this step, within the list pro-
posed by Kavallieratos et al., we identified some assets
that are embraceable with the ENISA taxonomy. In par-
ticular, “User credential” is embraceable with “Passwords”
and “Access and payment credential for external accounts”;
“Information collected by smart devices” with “Smart home
setup/structure/inventory information”; “Smart home status
information” is repeated; “Information about the installed
assets” is embraceablewith “Smart home setup/structure/inventory
information”; “Video, picture, voice information” with the
assets under the “Resources” category; “Health information”
with “Medical”; “Billing data” is repeated as “Billing”; “IoT
smart devices” is embraceable with “Home appliances”;
“IoT hubs” with “Human–machine interface devices”; “IoT
gateways”with “Interface to home gateway” and “Gateway”;
“Sensors/actuators” with “Sensors” and “Actuators/Motors”.

Also in this case, for the sake of simplicity, we left the
level of detail of the assets’ descriptions unvaried. Overall,
we elicited a total of 127 assets.

7.3.4 Domain-dependent threat elicitation

In the last step, we conjugate the findings from the previous
steps. For each domain-independent threat elicited in Step 2,
we assign the assets from Step 3 that we deem to be poten-
tially affected by that particular threat. In general, a threat
may apply to multiple assets, therefore for some threat-asset
pairs we annotate multiple assets or, in case all assets are
affected, we add the description “All assets” for the sake of
brevity.

Also in this case, while the full results are available
online [48], for the sake of brevity we leave the exem-
plification of some noteworthy domain-dependent threats
in Appendix A.

Fig. 6 Variable setup for smart home—hard privacy

7.4 Smart home—hard privacy

7.4.1 Variable setup

The second application for the smart home domain sets the
variables discussed through Sect. 6 as depicted in Fig. 6.

7.4.2 Domain-independent threat elicitation

For the sake of brevity, we omit repetition with the previous
exercise. In particular, Step 3 considers the same domain-
independent threats that we already discussed in Sect. 7.1

7.4.3 Domain-dependent asset collection

For the sake of brevity, we omit repetition with the previous
exercise. In particular, Step 3 considers the same domain-
dependent assets that we already discussed in Sect. 7.3.

7.4.4 Domain-dependent threat elicitation

In the last step, we conjugate the findings from the previous
steps. For each domain-independent threat elicited in Step 2,
we assign the assets from Step 3 that we deem to be poten-
tially affected by that particular threat.

Also in this case, while the full results are available
online [48], for the sake of brevity we leave the exempli-
fication of some noteworthy domain-dependent threats in
Appendix A.

8 Partial validation

This Section presents a partial validation of the demon-
stration described above. The partial validation seeks to
understand the practicality and relevance of the resulting
threats by relying on the latest breaking news and articles
about privacy incidents in the target domain. In particular, we
employ classical web searches as a source of relevant infor-
mation by building queries as “privacy smart car”, “smart
car breach”, “smart car privacy”, et similia for the smart
car domain, and queries as “privacy smart home”, “smart
home breach”, “smart home IoT privacy”, et similia for the
smart home domain, in the News search filter offered by
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Google. The partial validation is conveniently structured in
subsections reflecting each of the four applications from the
demonstration above. Furthermore, we present some illustra-
tive examples of news that matched with one or more of the
proposed threats resulting from each exercise. The follow-
ing examples extend our previous partial validation [50] and
provide a different reading of the pieces of news in common,
in light of the new threat list. For the sake of brevity, only the
partial validation of the first exercise is given below, with the
remaining left in Appendix B.

8.1 Partial validation of smart car—soft privacy

A data breach at Toyota Motor’s Indian business [52] might
have exposed some customers’ personal information. “Toy-
ota Kirloskar Motor (TKM) has been notified by one of its
service providers of an incident that might have exposed
personal information of some of TKM’s customers on the
internet”. This perfectly embodies a threat that we find
in Table 1, i.e., “GDPR”, stemming from an inadequate
response to a data breach that does not comply with GDPR.

Furthermore, we find another news that represents mul-
tiple threats: “GDPR”, “Lack of data subject control”,
“Insufficient data subject controls” and “Violation of data
minimization principle”. The Dutch Data Protection Author-
ity (DPA) investigated Tesla’s camera-based “Sentry Mode”
security system [21], which is designed to protect the vehi-
cle against theft or vandalism while it is parked. It does this
by taking footage with four cameras on the outside of the
vehicle. This specific threat has now received a mitigation
measure from themanufacturer, as the company altered secu-
rity cameras to be more privacy-friendly and avoid GDPR
violations. Originally, when Sentry Mode was enabled, this
system was on by default. According to the news, the cam-
eras continuously filmed everything around a parked Tesla
and stored the last hour of footage each time.

In addition, we also found a review [59] that perfectly
matched with the implications related to several soft pri-
vacy threats from the previous exercise. The article discusses
a suggestion for a new feature to be added to the Ring
Car Cam. The author proposes an Alexa-based voice com-
mand that would temporarily turn off the interior camera and
microphone. This suggestion is based on the author’s wife’s
volunteer work, which involves discussing private and privi-
leged information about children’s legal cases on the phone.
The author’s wife currently uses the physical privacy shutter
to prevent the camera from recording video and audio inside
the car. However, she sometimes forgets to flip the shutter up
or down. Therefore, the author proposes a hands-free privacy
trigger that would allow the user to enable or disable privacy
mode with a voice command. This feature would eliminate
the need for the user to physically manipulate the shutter,
making it easier to maintain privacy while driving.

Moreover, we found a match for the “Improper personal
data management” threat, as Toyota Japan [56] disclosed a
significant data breach that occurred due to a cloud miscon-
figuration, resulting in the exposure ofmillions of customers’
vehicle details over a decade. The exposed data included per-
sonal information, vehicle details, and videos.

Another discovery [12], related at least to the “Insufficient
cybersecurity risk management” threat, revealed that BMW
may have potentially exposed sensitive files and client data,
including customer information, as a result of an unprotected
environment and the exposure of configuration files on the
official BMW Italy website. Although the information alone
may not compromise the website, it could be used for recon-
naissance purposes by attackers. As a typical example of
interconnection between privacy and security, the exposed
configuration file could have allowed threat actors to find
other vulnerabilities and access the site’s source code.

The same interconnection between privacy and security
is also tangible in the National Highway Traffic Safety
Administration (NHTSA)warning [35] to carmakers inMas-
sachusetts not to complywith a state law that requires them to
share more vehicular telematics data with third parties. This
naturally embodies the “Judiciary decisions/court orders”
threat. TheNHTSA argues that the state law is pre-empted by
federal law and could potentially allow attackers to remotely
access and control cars, leading to safety risks. The law,
known as the “right to repair” law, has been the subject of a
court battle between carmakers and the state. The NHTSA’s
letter represents the federal government’s direct involvement
in the case and raises concerns about the potential dangers
of open access to vehicle telematics. The litigation is likely
to face further delays due to the NHTSA’s intervention.

9 Evaluation

In this Section, we evaluate the main findings from the
previous experiments, whose full versions are available
online [48]. In summary, as a first key result, we pro-
duced a novel, refined list of soft privacy threats that are
domain-dependent. In fact, we associated the general threat
knowledge base pertaining to soft privacy, collected at the end
of Step 2,with the smart-car-/smart-home-specific assets col-
lected at the end of Step 3, thus obtaining domain-specific
soft privacy threats for smart-car/smart-home devices with
a homogeneous level of detail and dependent on the smart-
car/smart-home domain, at the end of Step 4. For the sake of
comparison between the two application domains, Table 3
summarises the results in terms of number of assets and
domain-dependent threats elicited. As we may notice, the
numbers of domain-dependent soft privacy threats for both
smart cars and smart homes are significantly greater than hard
privacy threats. Soft privacy encompasses legal and compli-
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ance aspects, thereby threats related to this specific property
target most of the assets and, as a consequence, the combina-
tions produce a larger amount of domain-dependent threats.

It is important to emphasise that a crucial difference
between the new list and the old list of threats was found:
among the 8 threats added to the list in our previous work,
4 were deemed to be embraceable with the new LIND-
DUN threat catalogue. Hence, LINDDUN is clearly moving
towards the direction that we hoped for, and we are confident
that their threat knowledge base will continuously improve
in such a positive direction. Also, this supports the case that
embracing is relevant and useful, especially when the ana-
lyst considers different document sources. Table 4 presents
a comparative analysis between the prior work [51] and the
present work in terms of the number of domain-independent
soft privacy threats elicited and the number of possible candi-
dates for a LINDDUN extension for soft privacy. In detail, as
stressed in Sect. 1.3, the 17 soft privacy threats that we made
available when we adopted the previous version of LIND-
DUN are now extended to a total of 23. In consequence,
because LINDDUN’s soft privacy threats have increased
from 9 to 17 over its two versions, as described in Sect. 3,
our proposed extensions of LINDDUN have decreased from
8 to 6. This can be taken as an indication that LINDDUN has
evolved in the direction we advocated.

As a secondkey result, hard privacywas treated byproduc-
ing a list of hard privacy threats that are domain-independent.
Similarly to our soft privacy threats list, we associated the
general threat knowledge base pertaining to hard privacy
(Step 2), with the smart-car/smart-home-specific assets col-
lected (Step 3), thus obtaining domain-specific soft privacy
threats for modern cars/smart home devices with a homoge-
neous level of detail and dependent on the smart-car/smart
home domain (Step 4).

A confirmation of the practicality and relevance of both
these soft and hard privacy threats for both the smart car and
smart home domains was proven by means of web searches.
This answers the research questions.

Our new lists of threats enriches the broader threat knowl-
edge base in the smart car domain over both soft and hard
privacy. Also, the smart home domain finally obtains a threat
knowledge base over (soft and hard) privacy, thus filling
the gap with the state-of-the-art threats that were merely
security-oriented. In detail, Table 5 illustrates the document
sources that compose our domain-independent threat knowl-
edge base.

We recall that “ENISA TT” stands for the ENISA “Threat
Taxonomy v2016” [18] report, “ENISA SC” for the “Good
practices for security of smart cars” [19] report, “ENISASH”
for the “ThreatLandscape andGoodPracticeGuide for Smart
Home and Converged Media” [17] report, “OWASP” for the
“Calculation of the complete Privacy Risks list v2.0” [42]
document, with the remaining labels being self-explanatory.

Notably, the ENISA TT report, OWASP and LINDDUN are
in common for both the application domains as a further
demonstration of their domain-independent nature,whilst the
other document sources strictly refer to the specific applica-
tion domain.

Whilewe cannot claim that nomore valid candidates exist,
our final list of threats is complete with respect to the state-
of-the-art knowledge base on soft and hard privacy threats.
Our output is nowavailable for the international community’s
evaluation.

9.1 How SPADA changes the SOTA

Prior to SPADA, existing methodologies such as LIND-
DUN and studies such as ENISA best practices and various
academic contributions offered foundational approaches to
threat modelling. However, these methodologies and stud-
ies have notable limitations. For example, while robust in
certain areas and the recent focus on supporting domain-
specific refinements, LINDDUN mostly remains domain-
independent and often lacks the granularity needed for
specific application domains (§3). Similarly, ENISA best
practices and academic studies provide valuable insights but
are not exhaustive in covering privacy threats, as they often
focus more on cybersecurity aspects rather than comprehen-
sive privacy concerns (§2).

SPADA addresses these limitations through guiding prin-
ciples, i.e., its variables, thus ensuring a comprehensive
modelling of security and privacy threats that is also adapt-
able to specific contexts. SPADA reduces the reliance on
arbitrary decisions, thus enhancing the objectivity and reli-
ability of the threat models. This adaptability marks a
significant advancement in the field of security and privacy
threat modelling, as it contributes to the elicitation of both
domain-independent and domain-dependent threats, with a
concrete support in the decision-making process. By collect-
ing assets and combining them with domain-independent
threats and the options for refiniment, SPADA provides a
highly specific threat model for each target domain.

While other existing methodologies could, in principle,
leverage the same variables as SPADA, it is a distinctive
contribution of SPADA to provide clear guidelines for apply-
ing the five variables to tailor the threat elicitation process
as the analyst demands. Table 6 provides a comparative
analysis between SPADA and state-of-the-art methodologies
referred from OWASP Threat Modelling Cheat Sheet [43],
i.e., STRIDE, LINDDUN, OCTAVE, PASTA, and VAST.
The comparison is based on the attention given to five key
variables. Specifically, the symbol � indicates full support
for the variable, as it is a fundamental or inherent part of
the methodology; � represents partial support for the vari-
able, either introduced as an add-on in later versions or lightly
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Table 3 Assets and
domain-dependent threats
elicited over considered
application domains

Domain # Assets # Soft privacy dd_t # Hard privacy dd_t # Total dd_t

Smart car 43 525 260 785

Smart home 127 1158 344 1502

Table 4 Comparisons of soft
privacy threats and candidates
for LINDDUN extension
between prior and present work

# Soft privacy threats # Candidates for LINDDUN extension

Prior work 17 8

Present work 23 6

Table 5 Document sources distribution over considered application domains

Domain Document source
smart car ENISA TT ENISA SC OWASP Bella LINDDUN
smart home ENISA SH Kavallieratos

Year 2014 2016 2019 2021 2023

Table 6 Comparative Analysis of SPADA with SOTA methodologies
based on the five variables

Methodology S P A D A

SPADA � � � � �
STRIDE × � × � �
LINDDUN × � � � ×
OCTAVE � � � × ×
PASTA × × � × �
VAST × × × × �

touched upon in themethodology;× denotes no explicit sup-
port for the variable.

SPADA is the first methodology to fully leverage the
Source of documentation variable to gather, combine, and
refine threats and assets. While OCTAVE’s mere account for
“detailed worksheets and questionnaires” indicates consider-
ation of information sources, SPADA emphasises the general
role of sources, which are not limited to working documents,
but extend to all relevant existing documentation. The other
methodologies do not achieve this.

Both STRIDE and LINDDUN define threat types (i.e.,
spoofing, tampering, etc. and linking, detecting, etc. respec-
tively), yet they respectively focus on security and (both hard
and soft) privacy. As such, they partially support the Property
variable. OCTAVE, with its emphasis on security properties
to protect critical assets, offers partial support for this vari-
able, while PASTA and VAST, on the other hand, do not
explicitly address the Property variable.

Both STRIDE and LINDDUN lack the capacity to tailor
the threatmodeling process to a specific domain, thereby they
do not fully leverage theApplication domain variable, as they
remain domain-independent. Although LINDDUN was ini-

tially conceived as adomain-independentmethodology, it has
since evolved to support domain-specific refinements, thus
offering partial support for the Application domain variable.
OCTAVE, by focusing on organizational contexts and critical
assets, and PASTA, by offering a stage-driven approach that
integrates business objectives with technical details, partially
support this variable. VAST, however, does not explicitly
guide the adaptation of the methodology to specific appli-
cation domains.

The Detail level for the description of threats and assets
is explicitly guided only in SPADA, whereas STRIDE and
LINDDUN do not consider semantic detail explicitly, as
they only offer partial differentiation of detail levels indi-
rectly within their threat catalogues (§3). OCTAVE, PASTA
and VAST lack explicit mechanisms for addressing seman-
tic detail in the description of threats and assets, leaving this
variable unsupported.

While STRIDE allows some flexibility to consider threat
agents during the process, LINDDUN does not explicitly
address Agent(s) raising the threats as part of the threat elic-
itation process. OCTAVE, while identifying vulnerabilities
and evaluating attack likelihood, does not consider specific
adversaries. Conversely, PASTA and VAST adopt attacker-
centric approaches, thus providing partial support for the
Agent(s) raising the threats variable, without providing a
fixed set of options as SPADA does.

10 Conclusions

This article faced the challenge of modelling privacy threats
and addressed it by advancing the SPADA methodology for
threat modelling. SPADA is general for security and pri-
vacy, and revolves around five variables that help the analyst
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to make well-informed decisions based on a solid founda-
tion of relevant and reliable data. A key advantage of our
methodology is that it produces a set of domain-independent
threats but, at the same time, it can be tailored towards a
set of domain-dependent threats. The SPADA methodol-
ogy answers the core research question (RQ) stated at the
beginning of this article. Precisely, SPADA ensures that the
direction pursued by the analyst in modelling security and
(soft and hard) privacy threats remains focused and aligned
with the desired outcome, as it incorporates the variable ele-
ments of threat modelling. These act as guiding principles,
allowing the analyst to make informed decisions based on
relevant and reliable information.

The specific research questions found an answer in the
application of SPADA to the smart car and smart home
domains. In particular, SPADA is demonstrated on soft pri-
vacy, yielding 23 domain-independent threats, and on hard
privacy, yielding 29 domain-independent threats. Each of
these lists of threats can be tailored to 43 assets to become
smart car domain-dependent (thus answering SRQ1), and to
127 assets to become smart home domain-dependent (thus
answering SRQ2). We argue that both soft and hard privacy
have not received such an in-depth treatment thus far, con-
sidering that our sets of threats are appreciably larger than
both LINDDUN’s and ENISA’s, and they clearly introduce
more facets of soft and hard privacy.

Furthermore, the SPADA methodology serves as a valu-
able tool for risk assessment, as threat modelling lays the
groundwork for subsequent risk assessment activities. The
process of risk assessment is inherently dynamic, involving
continual reassessment of risk levels for acceptance and the
implementation of appropriate risk mitigation strategies. In
this context, SPADA may practically contribute to dynam-
icity of risk assessments thanks to a systematic iteration of
Step 1, for the setup of its variables, which may be reviewed
over the various rounds of the risk assessment activity.

In addition, the SPADAmethodology can practically sup-
port a DPIA, which is only prescribed by Article 35 of the
GDPR in an abstract manner without guidance on imple-
mentation. In fact, by contributing to model (soft and hard)
privacy threats, SPADA can help organisations in demon-
strating their commitment to compliance, in particular to
GDPR requirements.

A natural follow-up of our work is to analyse the appli-
cation of the SPADA methodology to different tuples of
variables, for example addressing soft/hard privacy by lever-
aging internal document sources at a very high level of detail.
Regarding the level of detail, we look at the definition of a
similarity mapping function to establish a scalable spectrum,
rather than limiting it to the two extremes of Detailed and
Abstract. Such a function could be defined, for example, by
leveraging an absolute reference point, such as a hypernym,
to calibrate the mapping. For any candidate threat or asset

whose level of detail should be determined, a semantic sim-
ilarity measure could be calculated relative to this reference
point. Then, the resulting similarity values could be mapped
to a linearly ordered range (e.g., from1 to5), thereby enabling
the analyst to consistently choose their target level of detail
in the range, e.g., 2.

Also the elicitation of domain-independent threat starting
from domain-dependent threats represents a spark for further
investigation, specifically in the pursuit of methods that can
automate the extraction of domain-independent information
from specific threats.

Moreover, because SPADA uses the embrace operation,
which is not fully formalised and/or automated, the SPADA
methodology is affected by inherent subjectivity by the
analyst, hence this represents a main limitation. There-
fore, an investigation on the reduction of subjectivity over
the embrace operation represents an interesting direction
towards a yet more objective threat modelling methodology.
As the execution of SPADA relies on document sources, an
inherent limitation stems from the quality of such sources,
particularly in terms of the clarity and potential ambiguity of
the textual descriptions of the threats and assets they include.
Arguably, by augmenting the extracted threats and assetswith
richer contextual information derived from the same sources
(when available), the clarity and precision of the identified
elements can be improved, thereby minimising potential tex-
tual ambiguities of the identified threats and assets. Hence, a
future direction involves the use of Large Language Models
(LLMs) to address this challenge, given their promising capa-
bilities in text manipulation, ultimately improving the overall
robustness of ourmethodology. In fact, our future work looks
at the implementation of an automated tool for the SPADA
steps. Such a tool would not only support the execution of
the methodology from scratch, but also streamline subse-
quent iterations, thus enabling efficient updates to the lists of
threats and assets—tasks that are otherwise time-intensive in
the manual process. Moreover, such automation would allow
for cross-validation between manual and automated results,
thereby extending the current partial validation.

An interpretation of the findings of this article is that (soft
and hard) privacy is finally threat-modelled as extensively as
it deserves and, in particular, as cybersecurity traditionally
has been. In particular, the risks for “natural persons with
regard to the processing of personal data and on the free
movement of such data” [23], especially when those natu-
ral persons drive smart cars or inhabit smarts, can be now
assessed much more precisely than before.
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Appendix A Domain-dependent threat
elicitation

A.1 Smart car—hard privacy

We present an exemplification of some noteworthy domain-
dependent threats, with the additional aim of providing the
rationale behind the related threat-asset(s) associations:

dit_sc_hi1— Linked data—unique identifier refers to the
linkage of assets using a unique identifier.
Such a linkage poses privacy risks, as it
enables tracking and profiling of individ-
uals or vehicles. Affected assets are stan-
dard sensors, sensors for autonomous vehi-
cles, telematics box, vehicle ITS station,
in-vehicle infotainment (IVI), OBD-II port,
back-end systems, database servers, maps
servers, third-party service providers servers,
sensors data, map data, V2X information,
device information, vehicle information, and
vehicle maintenance data.

dit_sc_hi2— Combiningdataof different individuals specif-
ically impacts user information. The fusion
of data from different individuals might lead
to privacy breaches and identification risks.

dit_sc_hi3— Profiling an individual through (dis)simil-
arity involves profiling an individual based
on the similarity or dissimilarity of their data.
The assets affected by this threat include sen-
sors data,mapdata,V2X information, device
information, user information, special cate-
gories of personal data, driver’s behaviour,
user preferences, vehicle information. By
analysing patterns and characteristics in an
individual’s data, it is possible to create a pro-
file that reveals detailed information about
them, their preferences, and their behaviour.

dit_sc_hi4— Identified information refers to the expo-
sure of identified information, which directly
identifies an individual. The assets affected
by this threat include sensors data, keys
and certificates, map data, V2X informa-
tion, device information, user information,
vehicle information. Identified information,
when compromised, can directly link per-
sonal data to an individual, leading to privacy
risks.

dit_sc_hi5— Pseudonym involves assets such as sen-
sors data, keys and certificates, map data,
V2X information, device information, user
information, and special categories of per-
sonal data. Pseudonymisation replaces direct

identifiers with pseudonyms, but if these
pseudonyms can be linked back to individu-
als, it poses a privacy risk.

dit_sc_hi6— Revealing attributes involves assets such as
sensors data, keys and certificates, map data,
V2X information, device information, user
preferences, purchase information, vehicle
information, and vehicle maintenance data.
Certain attributes or data points may inad-
vertently reveal sensitive information, even
if other identifiers are not present.

dit_sc_hi7— The data subject is distinguishable from
others affects user information, special cate-
gories of personal data, driver’s behaviour,
and user preferences. This threat occurs
when data contains attributes that distinguish
an individual from others in a group, making
them easily identifiable.

dit_sc_hi8— Attributable data evidence–Metadata involves
assets such as sensors data, map data, V2X
information, driver’s behaviour, user prefer-
ences, and vehicle maintenance data. Meta-
data containing identifiable information can
inadvertently disclose private details about
users or vehicles.

dit_sc_hi9— Observed communications involves theobser-
vation of communications and affects assets
such as communication components, in-
vehicle infotainment (IVI), OBD-II port,
in-vehicle networks, back-end systems, and
third-party service providers servers. By
intercepting or monitoring communications,
adversaries can potentially gain access to
sensitive information transmitted between
various components or systems.

dit_sc_hi10— Insufficient data quality involves the use
of outdated, incorrect or bogus user data,
including failure to update or correct the data.
The assets affected by this threat include sen-
sors data, keys and certificates, map data,
V2X information, device information, user
information, special categories of personal
data, driver’s behaviour, user preferences,
purchase information, vehicle information,
and vehicle maintenance data.

As an outcome of this exemplification, the resulting num-
ber of domain-dependent threats would be:

affected_assets(dit_sc_hi1) + . . .+
+ affected_assets(dit_sc_hi10 ) = 16 + 1 + 9 +
+ 7 + 7 + 9 + 4 + 6 + 12 = 71
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A.2 Smart home—soft privacy

We present an exemplification of some noteworthy domain-
dependent threats, with the additional aim of providing the
rationale behind the related threat-asset(s) associations:

dit_sh_si1— Unawareness as data subject describes the
situation where individuals are unaware that
their personal data is being collected and
processed. This threat affects assets such as
access and payment credentials for external
accounts, users preferences, passwords, user
identification, user biometrics, A/V media,
documents, pictures,medical, location track-
ing information, and profile data.

dit_sh_si2— Lack of data subject control—preferences
focuses on the inability of individuals to
control their ownpreferences.This threat pri-
marily affects users preferences.

dit_sh_si3— Lack of data subject control—access refers
to individuals being unable to control who
has access to their personal data. This threat
impacts digital rights management, access
andpayment credentials for external accounts,
smart home setup/structure/inventory infor-
mation, smart home status information, users
preferences, passwords, A/V media, docu-
ments, pictures, medical, logs information,
location tracking information, and profile
data.

dit_sh_si4— Lack of data subject control—rectification/
erasure involves individuals lacking con-
trol over rectifying or erasing their personal
data. This threat affects digital rights man-
agement, access and payment credentials
for external accounts, smart home setup/
structure/inventory information, smart home
status information, users preferences, pass-
words, user identification, user biometrics,
medical, logs information, location tracking
information, and profile data.

dit_sh_si5— Insufficient data subject controls indicates
inadequate mechanisms for users to control
their personal data. Similarly to the previous
case, this threat affects digital rights man-
agement, access and payment credentials for
external accounts, smart home setup/structure/
inventory information, smart home status
information, users preferences, passwords,
user identification, behavioural patterns and
trends, user biometrics, medical, logs infor-
mation, location tracking information, and
profile data.

dit_sh_si6— Invalid consent pertains to obtaining consent
that is not legally valid. This threat affects all
assets within the smart home environment.

dit_sh_si7— Violation of storage limitation principle
involves retaining personal data for longer
than necessary. This threat impacts access
andpayment credentials for external accounts,
smart home setup/structure/inventory infor-
mation, smart home status information, users
preferences, passwords, user identification,
user biometrics, medical, logs information,
location tracking information, and profile
data.

dit_sh_si8— Insufficient cybersecurity risk management
indicates a lack of adequate management
of cybersecurity risks. This threat primarily
affects security management and operation
within the smart home environment.

dit_sh_si9— Unauthorized use of IPR protected resources
involves using intellectual property rights
(IPR) protected resources without authori-
sation. This threat affects Value/IPRs within
the smart home environment.

dit_sh_si10— Judiciary decisions/court orders pertains to
legal decisions or orders that affect privacy
and data handling. This threat impacts all
assets within the smart home environment.

As an outcome of this exemplification, the resulting num-
ber of domain-dependent threats would be:

affected_assets(dit_sh_si1) + . . .+
+ affected_assets(dit_sh_si10 ) = 11 + 1 + 13 +
+ 12 + 13 + 127 + 11 + 1 + 1 + 127 = 317

A.3 Smart home—hard privacy

we present an exemplification of some noteworthy domain-
dependent threats, with the additional aim of providing the
rationale behind the related threat-asset(s) associations:

dit_sh_hi1— Linkable data—throughcombination involves
linking data items through combinations.
This threat impacts access and payment cre-
dential for external accounts, user identifi-
cation, behavioural patterns and trends, user
biometrics, medical, logs information, loca-
tion tracking information, and profile data.

dit_sh_hi2— Linkable data—through profiling, deriva-
tion, or inference entails linking data items
through profiling, derivation, or inference.
This threat affects access and payment cre-
dential for external accounts, smart home
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setup/structure/
inventory information, smart home status
information, users preferences, user identifi-
cation, behavioural patterns and trends, user
biometrics, medical, logs information, loca-
tion tracking information, and profile data.

dit_sh_hi3— Profiling a group of individuals involves pro-
filing a group of individuals. Similarly to the
previous case, this threat impacts access and
payment credential for external accounts,
smart home setup/structure/inventory infor-
mation, smart home status information, users
preferences, user identification, behavioural
patterns and trends, user biometrics,medical,
logs information, location tracking informa-
tion, and profile data.

dit_sh_hi4— Processing of identified information refers to
processing, in a broader-GDPR-like sense, of
identified information for various purposes.
This threat impacts billing, ordering, digital
rights management, identification, authenti-
cation, security, trouble shooting/diagnosis,
service personnel access, access and pay-
ment credential for external accounts, user
identification, user biometrics, medical, con-
nected transportation, specialised terminal,
smart phone, tablet computer, desktop com-
puter/pc, and profile data.

dit_sh_hi5— Identified information in metadata involves
the presence of identified data present in
metadata. This threat affects access and pay-
ment credential for external accounts, medi-
cal, and profile data.

dit_sh_hi6— Identifiable information pertains to informa-
tion that can be easily identified. This threat
impacts access and payment credential for
external accounts, user identification, user
biometrics, medical, and profile data.

dit_sh_hi7— Pseudonym–identifier involves the use of
pseudonyms linked to identifiers. This threat
impacts access and payment credential for
external accounts, user identification, user
biometrics, medical, and profile data.

dit_sh_hi8— Attributable data evidence pertains to evi-
dence that attributes data to a specific indi-
vidual. This threat affects access and pay-
ment credential for external accounts, smart
home setup/structure/inventory information,
smart home status information, users pref-
erences, passwords, user identification, user
biometrics, A/V media, documents, pic-
tures, medical, external cloud storage, net-
work attached storage, removable media,

logs information, location tracking informa-
tion, and profile data.

dit_sh_hi9— Application side-effect refers to thedetectabil-
ity of relevant information by side-effects
caused by applications. This threat impacts
operating system(s), device drivers, applica-
tions, firmware, specialised terminal, inter-
face to home gateway, and cloud server.

dit_sh_hi10— System responses relates to the (malicious)
analysis of responses generated by systems.
This threat affects billing, ordering, digital
rights management, identification, authenti-
cation, security, trouble shooting/diagnosis,
service personnel access, updates, connected
transportation, vacuumcleaner, lawnmower,
mobile robotics telepresence, temperature,
light, microphones, humidity/moisture, gas/
smoke/CO2 detectors, motion, face recog-
nition/biometrics, electrical current/on-off,
door (magnet), lock, physiological sensor,
wearable, specialised terminal, switch, router,
bridge, repeater, modem, gateway, firewall,
smart TV, displays, speakers, digital photo
frame, refrigerator, washing machine, dish
washer, oven, humidifier/dehumidifier, food
processor, drinks makers, and cloud server.

As an outcome of this exemplification, the resulting num-
ber of domain-dependent threats would be:

affected_assets(dit_sh_hi1) + . . .+
+ affected_assets(dit_sh_hi10 ) = 8 + 11 + 11 +
+ 18 + 3 + 5 + 5 + 17 + 7 + 45 = 130

Appendix B Partial validation

B.1 Partial validation of smart car—hard privacy

The Hacker News [40] reported that multiple bugs affecting
millions of vehicles from 16 different manufacturers could
be abused to unlock, start, and track cars, plus impact the
privacy of car owners. The vulnerabilities were found in the
automotive APIs powering several brands, including, among
the others, BMW, Ferrari, Mercedes and Toyota. The arti-
cle mentions vulnerabilities that could permit user account
takeover and the disclosure of sensitive information, indicat-
ing the potential for attributes to be revealed. This falls under
the “Revealing attributes” threat from Table 2. Furthermore,
the vulnerabilities found in connected vehicle services, such
as those providedbySiriusXMandSpireon, could potentially
allow for remote attacks and the ability to issue arbitrary com-
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mands. This indicates the potential for detecting involvement
through “Observed communications”.

In addition, CPO Magazine [36] revealed that personal
information of over 2 million Aflac life insurance and Zurich
auto insurance policyholders in Japan was leaked online in a
third-party data breach. If we consider the insurance compo-
nent within the entire automotive ecosystem, which is thus
not limited to smart cars only, this breach indicates the poten-
tial for linking data items (policyholder information) to gain
unauthorised access and potentially track individuals, thus
resulting into the “Linked data” threat.

Moreover, an article by BleepingComputer [5] mentions
a data breach at Toyota Motor Corporation where the car-
location information of 2,150,000 customers was exposed.
The breach resulted from a misconfiguration of the cloud
environment, allowing unauthorised access to the data.While
the exposed information includes in-vehicle GPS naviga-
tion terminal ID numbers, chassis numbers, and vehicle
location information with time data, it is stated that this
does not constitute personally identifiable information (PII)
unless the attacker knows the vehicle identification number
(VIN). Nonetheless, the exposure of this information still
raises concerns about potential identifying threats, specifi-
cally “Identified information”, if combined with other data
sources.

B.2 Partial validation of smart home—soft privacy

Threatpost [57] reported that researchers from Cisco Talos
have discovered 20 vulnerabilities in Samsung’s Smart-
Things Hub, a centralised controller used to manage various
IoT devices. These vulnerabilities could potentially allow
attackers to gain unauthorised access to the connected
devices, control them remotely, and performmalicious activ-
ities. The vulnerabilities are located in the SmartThings
Hub’s Linux-based firmware, which communicates with IoT
devices via Zigbee, Z-Wave, and Bluetooth protocols. In par-
ticular, the compromised devices could include smart locks,
cameras, motion detectors, and thermostats, among others.
This incident may reflect the need to address an “Insufficient
cybersecurity risk management”, which may be related to
privacy concerns along with the cybersecurity aspects.

In addition, CNET [11] reported that Amazon was fined
by the Federal Trade Commission (FTC) for privacy viola-
tions related to its smart home products, specificallyRing and
Alexa. Amazon was asked to pay $25 million for not delet-
ing children’s data collected through Alexa and $5.8 million
for failing to restrict employee and contractor access to Ring
security videos. The FTC alleged that Amazon stored chil-
dren’s voice and geolocation data acquired through Alexa,
using it to improve the Alexa algorithm, which put the data
at risk. Furthermore, Ring, a company owned by Amazon,
was penalised for allegedly allowing employees and contrac-

tors to access customer videos without proper consent, and
for not implementing adequate security measures. The fines
will be used to refund customers, and both Amazon and Ring
have stated their disagreements with the FTC’s claims. Such
piece of news encompasses multiple soft privacy threats that
we elicited in our demonstration, i.e., “Unawareness of pro-
cessing”, “Lack of data subject control”, and “Violation of
data minimization principle”.

B.3 Partial validation of smart home—hard privacy

Forbes [22] reported a breach involving a Chinese com-
pany called Orvibo, which manages an IoT platform for
smart home devices. The company’s user database, contain-
ing over 2 billion logs, was left exposed on the internet
without password protection. The database included sensi-
tive information such as email addresses, passwords, account
reset codes, geolocation, IP addresses, and more. This inci-
dent, apart from traditional cybersecurity threats, involved
“Linked data” and/or “Linkable data” threats as the breach
exposed a variety of data, including user passwords, prefer-
ences, account reset codes, geolocation, and more, that could
be potentially linked/linkable. Furthermore, it appears clear
that the breach also provided an “Attributable data evidence”
threat.

Moreover, researchers from Italy and the UK have dis-
covered a vulnerability [6] in TP-Link smart bulbs that could
be exploited by cybercriminals to gather Wi-Fi credentials.
The researchers used Vulnerability Assessment and Pene-
tration Testing (VAPT), specifically following the PETIoT
IoT-focused Kill Chain [3], to assess the security of the Tp-
Link Tapo Smart Wi-Fi Multicolor Light Bulb (L530E). The
threats arising from such vulnerabilitymainly concern cyber-
security as a target property, yet some of the hard privacy
threats that we elicited may be involved as well, i.e., “Linked
data” and/or “Linkable data”. The adoption of PETIoT also
led to a breach of motion detection on the TP-Link TAPO
C200, namely the best-selling IP camera on Amazon Italy.
It means that a threat agent can infer whether the cam-
era detects motion despite the fact that the corresponding
notifications are encrypted. This naturally materialises into
the “Attributable action side-effect evidence” and “Observed
communications” hard privacy threats.
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