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Abstract. Memory corruption is one of the oldest and most disruptive
problems in computer security, through which attackers may maliciously
alter the program control flow. Unsafe languages, such as C and C++,
are prone to these types of vulnerability. A promising alternative is Rust,
which ensures memory safety through proper compile-time checks with
no penalties at run-time. However, the Rust compiler is not able to pro-
vide these guarantees when programmers use Rust unsafe features or
integrate code written in an unsafe language through the Foreign Func-
tion Interface mechanism. If the unsafe features and the integration of
unsafe code are not handled with extreme care, the memory errors that
Rust aims to eliminate may be reintroduced. Here, we define a static taint
analysis that targets both Rust and foreign code to detect the common
memory errors use-after-free, never-free, and double-free, and implement
it in the tool CREMA. Our experimental evaluation on real cases from
GitHub shows that CREMA detects memory errors effectively.

Keywords: Bug Detection - Unsafe Rust - Static Taint Analysis.

1 Introduction

Memory corruption vulnerabilities are one of the oldest and most disruptive
problems in computer security. They often occur in programs written in unsafe
languages such as C and C++, which typically expose raw pointers and allow
programmers to manage the memory manually, making it easy to introduce
memory errors. Exploiting these errors enables attackers to maliciously alter the
program’s behavior or take full control over the program’s control flow.

Rust is an emerging programming language developed to ensure memory
safety using a strong type system and proper compile-time checks with no penal-
ties at runtime. To achieve that, Rust implements an automatic ownership-based
memory management mechanism with no garbage collector, making it suitable
for system-level applications [29]. The promise of providing safety with no cost
at runtime has led many companies and open source communities to rewrite
their software in Rust, among which Firefox [16] and the Linux kernel [25]. How-
ever, this porting is happening gradually: developers are integrating the existing
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code with Rust, making their codebase multi-language. However, if this gradual
porting is not done with extreme care, it can be detrimental to security [30].

Rust offers the mechanisms of unsafe blocks and of Foreign Function In-
terface (FFI) for the integration of different languages. The first mechanism
temporarily suspends the safety checks performed by the Rust compiler and al-
lows memory manipulation through raw pointers. A careless use of the unsafe
features may lead to subtle memory issues. While FFI allows linking foreign code
to a Rust program. Since the foreign code is likely to be written in a memory un-
safe language, its inclusion may reintroduce memory corruption vulnerabilities,
making FFI the most common cause of memory issues in Rust [51].

When programmers use one of the above mechanisms, they also have the
burden to verify that their code is still safe. It is therefore important to support
them in mechanically detecting potential vulnerabilities in these situations. To
this aim, we propose a sound static analysis, namely a taint analysis, that targets
both Rust and foreign code. Our taint analysis can be easily tailored to various
different cases, but here we restrict ourselves to C as the external language and
to the common memory errors use-after-free, never-free, and double-free.

More precisely, to define our analysis we proceed as follows. First, we con-
struct an inter-procedural Control Flow Graph (ICFG) capturing the interactions
between Rust and C functions. To build such a graph, we exploit the informa-
tion that Rust and C compilers make us available: the Mid-level Intermediate
Representation for Rust [39], and the intermediate representation of LLVM for
C [1]. Then, we define an abstract domain to track taint information related to
heap management, focusing specifically on memory objects passed through FFI
and their ownership. An abstract state is defined by associating an element of
this domain with each variable and basic block. As usual, the analysis models
abstractly the effect of executing a statement using a transfer function [50]. This
function updates the taint information in the abstract state by accounting for
changes in heap allocations and ownership transfers, as dictated by the seman-
tics of the language. We then use a fixed-point algorithm to iteratively propagate
the taint information across the ICFG nodes. By analyzing the resulting taint
information, we detect possible memory issues.

We implement our analysis in the tool CREMA and apply it to scrutinize
several Rust projects using FFI from GitHub, as well as in pure Rust code
when unsafe blocks are present. OQur experiments show that the tool is effective
in detecting memory errors: CREMA detected 17 new memory leaks in some of
these projects.

Summing up, the main contributions of this paper are:

— a generic analysis schema to detect memory errors in Rust programs using

FFI and unsafe blocks;

the application of the above schema to detect use-after-free, never-free, and

double-free memory errors when C is used as a foreign language;

— the algorithms for program analysis and vulnerability detection;

— the analysis tool CREMA and the assessment of its effectiveness on 20 Rust
projects from GitHub, where it detects 17 new memory leaks.
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The rest of the paper proceeds as follows. In Section 2 we outline how our tool
detects memory errors. In Section 3, we briefly recall the basics of Rust, its
compiler, and its intermediate representations. The same section also provides
an overview of abstract interpretation and taint analysis. Section 4 describes
the algorithm to build the ICFG, defines our abstract domain with the needed
transfer functions, and presents the analysis and the detection algorithms. In
Section 5 we present the experimental evaluation on the real Rust projects. In
Section 6 we compare our proposal with the relevant related work, while in
Section 7 we conclude and discuss possible future work.

Code and data availability: The code of the tool, the datasets, and the
scripts used for our experiments are available on the online repository [21].

2 CREMA at Work

We provide two examples of memory issues, namely a never-free, aka memory
leak, and a use-after-free, that arise when we use the unsafe features of Rust
carelessly. Moreover, we show how the analysis implemented in CREMA can help
discover these issues statically.

First, consider the code of Figure 1, where we allocate a memory cell in the
heap through a smart pointer represented by the datatype Box (line 4). After
converting it to a raw pointer z_raw and forgetting its ownership (line 6), we pass
z_raw to a C function through an FFT call. The C function casts its argument
into an integer pointer and frees the corresponding memory. When the Rust
code accesses the value pointed by z_raw (line 12), the operation produces a
use-after-free error since the C function has deallocated the memory.

CREMA detects this issue and reports the line of code where the access to
the deallocated memory occurs. Intuitively, to uncover this flaw, the analysis
first builds the relevant ICFG recording that the control flow passes from Rust
code to C code at line 8. Then, the analysis assigns the abstract value ALLOC
to the variable z, indicating that a cell has been allocated in the heap. Due
to the statement Box::into_raw(z), the abstract state is updated to associate
z with the abstract value MV, thus the ownership of the value is forgotten,
and the compiler will not deallocate it when exiting its scope at line 14. The
analysis finds then a path in the ICFG where the control reaches a call to the
free function on that allocated heap cell, causing its deallocation. Moreover,
the analysis also discovers that the same memory cell is used again in another
Rust statement later on. As a result, a use-after-free is detected.

Our second example is taken from the “Napkin Math” repository available on
GitHub [42], a project with 4.4K stars and 180 forks. This project consists of a
command-line tool for computing benchmark performances. A snippet of its code
is in Figure 2. CREMA uncovers a memory leak within the syscall_getrusage
function. This function is a wrapper for invoking the C function getrusage ()
that returns resource usage statistics for the calling process. After user and sys-
tem CPU time initialization (line 2), the function syscall_getrusage allocates
on the heap the data structure needed by the function getrusage () using a Box
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use std::ffi::c_void;
extern "C" {fn cast_and_free_pointer(ptr: *mut c_void);}
fn main() {
let z = Box::new(90); // heap allocation: z -> ALLOC
// convert Box to a raw pointer, forgetting the ownership
let z_raw: *mut c_void = Box::into_raw(z) as *mut c_void; // z -> MV
unsafe {
cast_and_free_pointer(z_raw); // pass raw pointer to FFI
} // use the pointer after it has been freed
unsafe {
if !z_raw.is_null() {
let int_ptr = z_raw as *mut i32;
println! ("Value after free: {}", *int_ptr);
3

#include <stdio.h>
#include <stdlib.h>
void cast_and_free_pointer(void *ptr) {
if (ptr != NULL) {
int *int_ptr = (int *)ptr;
printf("Value: %d\n", *int_ptr);
free(int_ptr); // free the allocated memory
1}

Fig. 1. The Rust code (top) calls a C function (bottom) passing the address of a cell
on the heap. The C function frees the memory, causing a use-after-free error in the
Rust code.

smart pointer. This smart pointer is then transformed into a raw pointer using a
call to Box: :into_raw (line 10). (Again, the compiler forgets ownership and will
not deallocate.) Therefore, the caller is the only one responsible for the mem-
ory, which was previously managed by the Box. At line 14, the raw pointer is
passed to the 1ibc: :getrusage, which does not free the memory either. Because
the raw pointer is never converted back into a Box smart pointer to reclaim its
ownership, the function syscall_getrusage leaks memory at each execution.

Intuitively, CREMA first builds the ICFG; then assigns the value ALLOC to
the variable rusage and the value MV to the variable ptr; finally, the analysis
passes ptr to the function libc: :getrusage, abstractly mimicking line 8. Since
the analysis finds no path in the ICFG from the allocation point of rusage to a
call to a drop or free function, CREMA reports a memory leak.

3 Background

The Rust language. Rust’s most distinctive feature is the so-called ownership
model that enables safe memory management without a garbage collector. It
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fn syscall_getrusage() {
let time = libc::timeval { tv_sec: 0, tv_usec: 0, };
let rusage = Box::new(libc::rusage { // heap allocation
ru_utime: time, /* fields population */ ru_nivcsw: 0, });
let ptr = Box::into_raw(rusage); // ownership forgotten
let result = benchmark(|| {}, [_test| {
unsafe {
// ptr passed to getrusage (C) function
libc: :getrusage(0, ptr);
}
true},) .unwrap() ;
result.print_results("Sycall getrusage(2)", 0);
// heap memory allocated never freed either in C or in Rust

Fig. 2. Memory leak Napkin Math

consists of a set of rules that govern how a program manages memory [24], en-
suring that memory allocations and deallocations are handled at compile time. In
Rust, each value has a unique owner that governs its lifetime: when the owner
goes out of scope, the owned value is dropped. To allow structures, functions
and threads to share values, Rust offers the borrowing mechanism that allows
creating immutable or mutable references to values (borrows). Immutable refer-
ences allow aliasing, but all memory locations reachable through them remain
unchanged along with the borrow. These references can be copied, possibly orig-
inating new immutable borrows. Instead, mutable references allow changing the
referenced memory location. In this case, Rust enforces exclusivity: no other
references (mutable or immutable) can access the memory while the mutable
borrow is active. Rust enforces the ownership rules through the mechanism of
lifetimes that are named regions of code in which a reference is valid during the
execution of the program [2], therefore preventing dangling references [24]. The
so-called borrow checker statically enforces the above rules. Technically, it com-
pares scopes to determine whether all borrows are valid, and it operates on the
Mid-level intermediate representation (MIR), an internal representation of the
Rust compiler rustc. However, the borrow checker suspends its checks within
unsafe blocks, assuming that they are fine, and ignores foreign code.

Table 1 shows the syntax of the core Rust MIR considered here. A basic block
bb consists of a possibly empty sequence of statements followed by a terminator
ending the block and changing the program flow. The binary operations @ are
the usual ones, and their operands o are constant values z € Z or places x@p.
The set Lifetime of lifetimes [ is partially ordered by inclusion of the code regions
they denote. A local v corresponds to a stack location, i.e., function arguments,
temporaries and local variables. The distinguished local vy stores the return value
of a function. A qualifier ¢ indicates whether a variable is mutable or immutable.
A place x@p refers to a memory location of a variable x and a path p to reach
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Table 1. The syntax of a core of Rust MIR.

Constant z c 7

BasicBlock bb = st |t

Operation @ =4 x|...

Operand 0 n= z|zQ@p

Lifetime l c L

Local v € {vo,...,un}

Qualifier q = imm | mut

Place xz@p = v | 2Q@p[v] | *zQp | 2Q@p. field
Rvalue e = &lgxQ@plo|loi@oz] ...
Statement s n= $1.82 |nop | z@p<+e]| ...
Terminator ¢ x= call(F, o01,...,0,) | z@p < new | drop(z@p) | ...

it, and provides the means to access or modify the content of the variable z. A
place may either be a local v or a projection, i.e., an operation to project out
from a base place, typically used to refer to an array element x@p[v] or to a
field (z@p.field), or to dereference a pointer (*z@p). Rvalues produce a value,
and they can be plain expressions 01 @ 02 or references to mutable or immutable
places & [ g x@p. The statements we consider are standard and include the no-
operation nop; sequencing si.se; assignment; heap allocation x@Qp = new that
initializes a fresh pointer to the new object. The terminators include the default
function drop(z@p) that explicitly deallocates the memory of z@p, function calls
(F,o01,...,0,), which invokes the function F' and stores the return value in the
local vg, and jumps and branches that we omit here for brevity.

Abstract Interpretation. Abstract interpretation is a theory for designing ap-
proximate semantics of programs that can be used to provide sound answers to
questions about their run-time behavior [11]. Abstract interpretation is grounded
in lattice theory and Galois connections [41]. A lattice (L,C, L, M) is a partially
ordered set (L, C) such that Vv, w € L there exists a least upper bound vUw and
a greatest lower bound vMw. Let (L1, C2) and (La,Cs) be posets, («, ) is a Ga-

lois connection between L; and Lo, in symbols (L1, Cy) uR (Ly Cy), if and only if

a €Ly — Ly,y € Ly = Ly and Yo € Ly,Vw € La,a(v) Ey w <= v C; y(w).
The two properties a(v) Co w and v £y y(w) both mean that w is a correct
approximation of the concrete element v and that a(v) is the most precise ap-
proximation of v € Ly in Ls and «(w) is the least precise element of L; which
can be correctly approximated by w € L. Abstraction allows static analysis to
work with manageable approximations of complex properties of a program, while
concretization ensures that these approximations can be translated back into
meaningful, concrete terms. In this approach, program states are represented in
an abstract domain [33], where each abstract element represents a set of possible
concrete states. Abstract operations [34], called transfer functions, are defined
on the abstract domain to describe how program statements transform states.
The result of an analysis is typically defined as the fized point of a monotonic
transfer function [8] f: L — L, where L is a complete lattice [15]. When L satis-
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Fig. 3. An overview of our cross-language static taint analysis.

fies the ascending chain condition [22], i.e., every ascending sequence of elements
of L eventually stabilizes, the least fixed point of f is computed through an itera-
tive process (f"™(L)), until further iterations do not yield any new information.
When L does not satisfy the ascending chain condition, an approximation of the
least fixed point can be computed anyway through a widening operator [10].

Taint analysis. Taint analysis is a common information-flow analysis [47] that
captures mainly the explicit flows. It can be both static and dynamic [4]. The
analysis reasons on the control and data dependence arising from a source state-
ment to a sink statement [49]. The source-sink analysis inspects explicit infor-
mation flow to detect software bugs via value-flow reachability [45]. In brief, the
analysis is formalized as follows: let Var be the set of all variables of a program
and S be the set of all statements. A source is a pair, written vs..@Qsg.., where
Ssre is the statement that introduces the variable vg,... Similarly, a sink is a pair
Vsnk @Sgnr Where vy, 18 a variable and s, is the statement that uses it. Trav-
eling along the control flow, one checks the reachable sinks from a given source
and analyzes the (abstract) effects caused by the current (abstract) execution.

4 Analysis Design

Figure 3 shows the pipeline stages we use for computing our taint analysis and
for detecting possible memory errors. First, we exploit the Rust compiler for
extracting the MIR from the Rust code, and we use SVF [45] for extracting
the LLVM IR from the C code. Then, we compute the CFGs from these IR
representations and combine them into a single ICFG by our Algorithm 1. We
analyze the resulting ICFG through Algorithm 2 that iteratively propagates the
taint information to each node. Finally, we inspect the obtained ICFG annotated
with the analysis results by Algorithm 3, which discovers those variables, if any,
that are either freed multiple times, used after being freed, or never freed at all.
We detail each step below.

Inteprocedural Control-flow Graph Construction. The starting point of our anal-
ysis is the interprocedural CFG that captures the transfer of control between
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the basic blocks of Rust and C functions. Algorithm 1 combines the CFGs of the
Rust and the C code generated by the corresponding compilers as follows. For
each FFI call in the Rust CFG, the algorithm first links the corresponding entry
point of the C CFG, and then ensures that the execution flow returns correctly
to the Rust CFG after the C function has completed its execution. (Actually, a
couple of dummy nodes are inserted for a better control of the jump to/return
from the foreign code CFG, these nodes store the association between variables
of the two IRs). Finally, the algorithm returns the ICFG, which represents the
combined control flow of both the Rust and C components.

Algorithm 1 GenerateICFG

1: function GENERATEICFG (rust_code, c_11lvmIR)
: ffi_funcs < GETRUSTFFI(rust_code)

2
3 rust_mir < COMPILETOMIR (rust_code)
4 c_cfg + PARSELLVMIRTOCFG (c_11vmIR)
5: icfg < rust_cfg

6: for all block b in rust__cfg.blocks do

7 t < b.terminator

8 if ¢ is Call then

9 if callee € fii_ funcs then

10: d. + CREATEDUMMYCALL(t, callee)

11: ein < GETENTRYPOINTBODY(c_1lvmIR, callee)
12: ADDEDGE(icfg, b — d. — €in)

13: eout < FINDEXITPOINT(ejy)

14: dy +— CREATEDUMMYRET (€out)

15: ADDEDGE(icfg, eout — dr — b.return_target)
16: else

17: d. + CREATEDUMMYCALL(t, callee)

18: dy < CREATEDUMMYRET(t)

19: ADDEDGE(icfg, b — d. — d,, — b.return_target)
20: end if

21: for all w in t.targets do

22: ADDEDGE(icfg, b — u)

23: end for

24: end if

25: end for
26: return ICFG
27: end function

Abstract domain for memory management. Our analysis over-approximates the
program behavior by running it on an abstract domain, each element of which
represents an abstract state of the execution. This abstract state tracks the own-
ership of the heap memory cell assigned to each variable in each basic block
— recall that heap references passed to a foreign function are either related by
mutable or immutable borrows, or otherwise, the ownership is forgotten.

Before defining our abstract states, we introduce an abstract representation
for the value of a memory cell in the heap, giving rise to a value abstract domain.
To achieve that, we define the lattice Cell _value

Cell_value = ({1, ALLOC, FREED, MB,IMMB, MV, T},C)

ordered according to the Hasse diagram of Figure 4 [18]. The bottom element
L (the minimum element of the lattice) represents the undefined value; the al-
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ALLOC FREED
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Fig.4. Cell_wvalue partial order.

location abstract value ALLOC represents the case when a variable is assigned
to a heap memory cell, while FREED stands for a cell allocated to a variable
and then freed; the borrowed abstract value MB (IMMB, resp.) represents the
case when the heap memory cell is passed through an FFI function as a mutable
(immutable, resp.) reference; the moved abstract value MV records that a heap
memory cell is passed to a foreign function, forgetting its ownership (recall that
rustc is not responsible for errors and side effects involving that variable). Fi-
nally, the element T (the maximum element of the lattice) represents the case
when we do not have precise information on the status of the heap cell.

An abstract memory is a mapping o: Var — Cell_wvalue that associates
each variable v with a cell value. Let the set of abstract memories A mem be
pointwise ordered according to the partial ordering relation C (overloading the
notation) defined as Voi,00 € A_mem,o1 C 0y <= Yv € Var,o1(v) C o1(v).
Similarly, the join operator LI combines two abstract states 1,00 € A_mem in
a pointwise manner: Yv € Var (o1 Uog)(v) = 01(v) U o2(v). By returning the
least upper bound of the memory values associated with each variable v, the join
operator combines the information of both ¢; and oy, and represents the most
precise state that conservatively includes both.

Finally, we define an abstract state as: B — A__mem as a mapping from
basic blocks b € B to abstract memories describing the memory cell in the
heap assumed by the variables in b. Once more, the lattice of abstract states
(Abs__state,C) is pointwise partially ordered.

Transfer functions. The transfer functions update the abstract states of a pro-
gram according to the semantics of the statement under execution [50]. To define
our transfer functions, we proceed as follows. First, we display in Table 2 (left
part) the abstract semantics of expressions, given an abstract memory o. If the
expression is a place, it returns the corresponding abstract value in the mem-
ory; if the expression is an immutable (resp. mutable) reference, the function
returns the corresponding abstract value IMMB (resp. MB). Otherwise, it re-
turns the bottom element to denote that its value concerns no references in the
heap. (Also, there are trivial transfer functions for the auxiliary dummy nodes
inserted by Algorithm 1.)

We then define the transfer functions for the statements that are relevant
to our analysis in Table 2 (right part). We briefly comment on their definition
below. A nop statement does not operate on the heap, so its transfer function is
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Table 2. Abstract semantics for Rvalues (left) and transfer functions for statements
(right).

[e]2 = o(e) Slnopl? =

[& ! imm z@p]g = IMMB S[s1.52]5 = S[s2]5s172

[& 1 mut z@p]g = MB S[x@Qp < new]g = o [xQp — ALLOC]

le]o =L S[x@Qp + e]s = o [zQp > [e]a]
S[drop z@p]s = o [z@Qp — FREED]
Slcall(F,o1,...,00)]5 = o' [vo — 1]

where (v,0") = S/[[BF}]Z[

z1—~[01]%,...,xn—[on]g]

simply the identity. As expected, the transfer function for the sequential com-
position s1.s2 composes the results of its components. The transfer function for
the new statement for allocating heap memory assigns the place x@p the ab-
stract state ALLOC. An assignment xQp < e causes the entry for the place
x@p in the current abstract memory to be updated to the abstract value of the
evaluated rvalue e. The execution of the primitive function drop deallocates the
memory cell assigned to x@p, so its entry in the abstract memory o is assigned
the abstract value FREED. The transfer function for a statement calling the
function F requires a few steps, in a call-by-value fashion. First, the actual pa-
rameters o; are abstractly evaluated in the current abstract state o, and the
formal parameters x; are assigned the computed abstract values [o;]%. Then,
the body By of F is evaluated with the transfer function S’[ ] (similar to S[_]
but that additionally produces the returned value), resulting in a value v and in
a (possibly) new abstract state oj. The final result is this new abstract memory
updated by assigning the abstract value v to the reserved local vyg.

Propagating and checking taint information. We rely on the results of a taint
analysis to detect whether a memory cell is accessed after being freed, freed
multiple times, or never freed at all. To compute the taint analysis, we leverage,
as usual, a worklist algorithm to iteratively propagate taint information across
the ICFG. Intuitively, Algorithm 2 works as follows. Each variable in a basic
block is associated with an abstract state and a multi-set of taint values. The
taint value is one of the following: assign, free, use, and indicates how the
variable is affected by the instructions in the basic block.

Initially, we set the abstract state and the taint value to L and @, respectively,
to indicate the default state and no taint. Since the worklist will contain the
nodes of the ICFG to be processed, we also initialize it with the ICFG entry
node, the dummy node main standing for the main function. Until the worklist
is not empty, the algorithm dequeues the node and processes it by computing
the corresponding transfer function.

The inter-procedural analysis is triggered when a dummy call node in the
ICFG is encountered: if the dummy call node is for an internal (Rust) function,
the processing order of the ICFG nodes is frozen, and the entry node of the callee
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body is visited, as well as its successors. When all callee nodes are completely vis-
ited, the previous execution order is resumed (the next node will be the dummy
return node). Concerning external function, during the ICFG construction, each
FFI invocation is handled by inserting its body between dummy call and dummy
return nodes. So, the visit order is the one reflected by the ICFG. The tool also
achieved intra-procedural analysis by setting the desired function entry node.
Once the fixed point is computed, the memory issues detection phase begins by
analyzing the taint (basic block) sources. During the path evaluation, it manages
the aliases encountered by inserting them into the allocation set they refer to,
relying on a union-find data structure.

For each successor node, the algorithm checks if the new abstract state differs
from the current state in which case it gets updated, as well as the taint state
according to the new abstract state. Finally, it enqueues the current successor
node in the worklist for further processing. The loop continues until the worklist
is empty, meaning that the fixed point has been reached because no more updates
are being propagated through the ICFG.

The memory bug detection phase associates a set of sources and sinks to
each node of the ICFG. In this way, given a tainted source vg..@Qs4.. in a node
of the ICGF, a sink vy, @Qs,,% in another node is also tainted if there is a path
in the ICFG from the node that contains the statement s,.. to the node that
contains the statement sg,x. This sort of reachability analysis is the basis of our
detection Algorithm 3 that works as follows. The detect_mem_issue function
inspects the entries of the TaintStates dictionary, where each entry corresponds
to a program basic block, and it classifies them into different types of memory-
related issues. The algorithm iterates over each path p starting from a basic
block b, and examines the taint state of each variable v in b. If v occurs in a
successor of b in p and is associated in both with free, we detect a double-free
error because it has been deallocated more than once. Similarly, if v is associated
with a non-empty multi-set with no free, we discover that the variable has been
allocated but never freed. Finally, a user-after-free error is detected when v is
freed in b and used in a successor of b in p. The returned multisets identify the
variables that may potentially cause the corresponding memory errors.

5 Implementation and Evaluation

Tool internals. CREMA [21] is mainly implemented in Rust and consists of about
5000 lines of code that exploits the Rust compiler APIs to obtain the HIR and
MIR representations of a source file. It also includes a small module written in
C++ that analyzes C functions, extracts their LLVM representation, and builds
their CFG through the SVF [45] static analysis tool. Given as input a directory
containing a Rust project, the tool starts from the program entry point, i.e., from
the main function, and proceeds as follows. It first invokes the compiler APIs
to generate the HIR representation of the code, inspects it to collect the FFI
function invocations, and retrieves the corresponding CFGs; it then extracts the
corresponding MIR and builds the ICFG implementing Algorithm 1. In addition,
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Algorithm 2 Fixed-point algorithm(ICFG)

1: function rixep_poINT(ICFG)

2: AbstState <+ Dict() > Contains o, € A__mem for each block b
3: TaintStates < Dict() > Contains the taint of each variable in each block
4: Worklist <+ Queue(main) > Initialize the Worklist with the main block
5: for each basic block b in ICFG do

6: for each variable v in b do

T AbstState[b][v] + L > Initialize abstract states
8: TaintStates[b][v] < 0 > Initialize taint states as empty set
9: end for

10: end for
11: Worklist.enqueue(entry__node)
12: while Worklist is not empty do

13: curr__node < Worklist.dequeue()

14: for each succ__node in curr__node.successors do

15: for each variable v in succ__node do

16: new__abst_ state <— S[curr_node]*AbstState > where S is the code of succ_node
17: if new__abst_ state # AbstState[curr_node][v] then

18: AbstrStates[succ_node][v] < new__abst__state

19: end if

20: new__taint__st < UPDATE_TAINT_STATE(v, curr_node, TaintStates, AbstState)
21: if nw__taint__st # TaintStates[curr_node][v] then

22: TaintStates[succ_node][v] + new_ taint_ st

23: end if

24: end for

25: W orklist.enqueue(succ__node)

26: end for

27: end while

28:  return perecT_MmEM_1ssues(ICFG, TaintStates)

29: end function

CREMA can be invoked to analyze a specific function by just passing its name,
besides considering a whole Rust project. In practice, the analysis proceeds by
applying Algorithms 2 and 3, described previously, with some additional mech-
anism to deal with aliasing. More precisely, the implementation keeps track of
memory cell aliases by inserting them into the same allocation set they refer to.

Once the analysis is performed, CREMA outputs a report indicating possible
memory errors affecting the analyzed Rust project together with a graphviz [19]
representation of the ICFG, where the nodes are colored according to the memory
operations performed therein. Besides the standard memory errors, CREMA also
generates a warning when a Rust heap allocation is freed by the FFI code. This
is because Rust code and C code may use different memory allocator implemen-
tations, e.g., jemalloc and libc malloc. Mixing memory allocators is considered
undefined behavior [27], so CREMA raises a warning.

Tool evaluation. We evaluate CREMA effectiveness by answering the following
research questions:

RQ1 Can CREMA detect common memory errors and with what precision?
RQ2 Can CREMA detect memory issues in real-world codebases?

To reply to RQ1, we prepare a dataset consisting of 73 Rust tests, which
present 68 memory issues broken down as follows: 22 never frees/memory leaks;
26 double frees; and 20 use-after-frees/undefined behaviors. Of these issues, 56
occurred in pure Rust code and 12 in Rust interacting with C FFI. These tests
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Algorithm 3 Detect memory issues

1: function peETECT_MEM_1ssUES(ICFG, TaintStates)

2: use-after-free <— MultiSet ()

3: double-free < MultiSet ()

4: never-free < MultiSet ()

5: for each path p starting from block b in icfg do

6: for each variable v in T'aintStates[b] do

7 if 3" # b in p s.t. TaintStates[b][v] N TaintStates[b’|[v] D {free} then
8: double_free.add(v)

9: else if TaintStates[b][v] # 0 A VD' # b in p free ¢ TaintStates[b’][v] then
10: never_free.add(v)

11: else if TaintStates[b][v] # 0 A 3b’ # b in p use € TaintStates[b’][v] then
12: use_after_free.add(v)

13: end if

14: end for

15: end for

16: return use_after_free, double_free, never_free

17: end function

are especially designed to uncover typical weaknesses, aiming to stress the tool
on corner cases leading to over-approximation. Using this dataset, we perform a
quantitative assessment using standard classification metrics: Precision, Recall,
Accuracy, F1-score, Specificity, and Fualse Negative Rate. These metrics are in
Table 3 and provide a comprehensive overview of CREMA’s detection capability
and its tendency to produce false alarms. The table uses the following notation:
TP (True Positive) denotes the number of memory errors correctly reported; FP
(False Positive) is the number of non-existent errors incorrectly reported; FN
(False Negative) means the number of actual memory errors that the tool failed
to detect; and TN (True Negative) denotes the number of correct identifications
of safe code with no errors. Recall that our analysis is sound, thus our tool reports
no false negatives (FN is always 0), which are then not displayed in the table. The
row Precision displays the proportion of reported memory errors that are truly
erroneous: CREMA correctly reports an issue 97.14% of times and generates a
false positive only in 2,86% of the reported notices. Of course, false positives are
unavoidable because of over-approximation, typically spawn when processing a
branching node, e.g., see the code of cstr_cargo_df_£fi in the repository. The
Accuracy measures all correct reports (memory error found or no report) over

Table 3. CREMA performances over 73 Rust test projects with 68 memory issues.
FP: False Positives, FN: False Negatives, TP: True Positives, TN: True Negatives.

Metric Formula Value
TP
Precision ——— 97,14 %
TP+ FP
TP
Recall _ 100 %
TP+ FN
TP+ TN
Accuracy + 97,5 %
TP+ TN+ FP+ FN
TP
Fl-score 98,55 %

TP +0.5(FP + FN)
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Table 4. Memory issues reported by CREMA on analyzed Rust projects.

Project Name Reported Issue Alarms False Alarms Actual Issues Execution Time
noGenerator [36] Memory leak 2 1 1 1.551s
wasm-demo [14] Memory leak 1 — 1 1.573s
skip-list-test [3] Memory leak 10 — 10 1.661s
rusant [23] Memory leak 1 — 1 1.673s
napkin-math [42] Memory leak 1 - 1 1.491s
shared-register [32] Memory-leak 1 - 1 3.099s
shared-register [32] Double-free 1 1 - 3.099s
whisper-rs-example [9] Memory leak 2 1 1 2.078s
lock-free [17] Memory leak 1 — 1 1.561s
rust-memory [48] Memory leak 4 4 - 0.608s
unsized__struct [31] Memory leak 1 1 - 1.497s

CREMA reported no alarm for the following projects: rust-boks [7]. unsafely-created-owned-type [28],
lock_ free_non_ blocking_linked_ list [40], c-callback-rust-closure [52], concurrent-verification [43],
stackswap-coroutines [37], rc-playground [35], square [20], rust__hw3 [38], openapi-client-gen [5].

total test cases: CREMA correctly classifies 97,5% of cases. F1-score estimates
the predictive performance between Precision and Recall as a harmonic mean.
In summary, our answer to RQ1 is positive: CREMA successfully detects common
memory issues with a good true detection rate, as Table 3 shows.

To answer RQ2, we implement an automated script (available in the online
repository [21]) to search on GitHub Rust projects that use potentially unsafe
operations (e.g., into_raw, mem: : forget, mem: :drop) in their code. We evalu-
ated CREMA on 20 projects found by our script, which range from concurrent
data structures to benchmarking and testing libraries. Table 4 reports the names
of the analyzed projects, the type of memory issues discovered, the total number
of alarms raised, the count of false alarms, the number of actual memory issues
discovered and the execution time required by the analysis. CREMA detected 17
new memory leaks on 8 projects, and each project was analyzed in just a few sec-
onds. Note that false positives concern heap allocation aliases. Moreover, some of
the analyzed projects depend on external code implemented in languages other
than C, e.g., napkin-math [42] and rusant [23]. For this reason, we analyzed the
relevant portions of code addressed by CREMA. Other projects, such as wasm-
demo [14], have no main entry point; thus, in this case, we exploit the CREMA
feature of starting the analysis from a specified function. Our repository includes
the code of the analyzed projects and a detailed report of the memory errors
discovered, and how to replicate the results. In summary, our answer to RQ2
is positive: CREMA was able to analyze 20 Rust projects from GitHub and to
detect 17 new memory leaks, as reported in Table 4.

6 Related Work

In the literature, several studies use MIR to detect potential vulnerabilities in
Rust code. Miri [46] is an interpreter for Rust MIR focused on identifying unde-
fined behavior by running binaries and test suites of cargo projects. The abstract
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interpreter MIRAT [46] statically verifies assertions inside the code and identifies
possible runtime panics. MirChecker [26] extends MIRAI to combine numerical
static analysis with symbolic execution for identifying runtime panics and life-
time corruptions. Another proposal is SafeDrop [12] that leverages a modified
Tarjan algorithm for path-sensitive analysis and uses a cache-based strategy for
inter-procedural analysis to identify memory deallocation bugs in pure Rust pro-
grams caused by unsafe code. Instead, RCanary [13] defines a model checker to
detect leaks across the semi-automated boundary within Rust programs, imple-
mented as an external component in Cargo. The main difference between ours
and the proposals above is that CREMA deals with FFI functions, and analyzes
both Rust and C code to identify memory errors.

The proposal most similar to ours is FFIChecker [27]. It relies on an abstract
domain, transfer functions, and a fixed-point algorithm, though applied differ-
ently. FFIChecker focuses on memory issues across the Rust/C FFI mechanism.
Its analysis starts at the LLVM IR level of both Rust and C codes. However,
its abstract domain does not distinguish mutable from immutable borrows. In
contrast, our model keeps them apart, thus providing a more accurate tracking
of abstract states of heap-memory objects and improving the analysis results. By
capturing more detailed insights, we facilitate finding the root cause of an error
and quicker fixes. In addition, we provide a formal definition of transfer func-
tions, particularly useful for handling function calls. By introducing a context
that contains information about each function signature and behavior, we map
functions to their corresponding types and behavior. This modular approach en-
ables us to incrementally adapt the analysis when new functions are introduced
in the standard library. Classifying function behavior also enhances the preci-
sion of the analysis, making it more adaptable and effective, as shown by the
experimental comparison reported in the online repository [21].

The comparison was only carried out on Rust—C FFI programs because
FFIChecker does not analyze pure Rust programs, although forgotten owner-
ship can cause memory leaks. On the cases considered CREMA reports fewer
spurious alarms and is then more precise in detecting potential memory errors
than FFIChecker. Also CREMA is consistently faster than FFIChecker by a few
seconds on the same Rust programs analyzed, in spite of their reduced size. This
makes us confident that our tool offers a practical performance advantage.

7 Conclusion

We proposed a static taint analysis that targets Rust programs using unsafe
blocks and foreign code through the FFI mechanism. Here we tailored our anal-
ysis on C as an external language and detected the common memory errors
use-after-free, never-free, and double-free. However, any language that compiles
to LLVM IR can be taken instead. To run the analysis, we built an ICFG to cap-
ture the interactions between Rust and C functions, exploiting the information
that Rust and C compilers make available. Our analysis relies on an abstract
domain designed to track taint information related to heap management, fo-
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cusing specifically on memory objects passed through FFI and their ownership.
Moreover, we defined transfer functions to update such taint information in the
abstract state as dictated by the language semantics. Finally, we presented a
fixed-point algorithm that propagates the taint information across the ICFG,
then used by a checking algorithm to detect possible memory issues. We imple-
mented our analysis in the tool CREMA and tested its efficacy on two datasets
of Rust programs. The first contains 73 test cases designed to test the precision
of the analysis. The second consists of about 20 projects from GitHub to show
effectiveness in finding bugs in the field. In the real cases, CREMA detected 17
new memory errors that may be detrimental to program executions. Although
in a preliminary version, CREMA performs reasonably well also on projects of
non-negligible size.

There are several future research directions. First, to make the analysis more
precise, we plan to extend the abstract domain and consider explicitly anno-
tated lifetimes, which requires adapting transfer functions. As for the C side,
before the creation of the ICFG, we will improve the precision of the analysis
by computing points-to information directly on the LLVM IR. Including a mod-
ule responsible for pointer/alias analysis will also improve precision and impact
on the scalability. For that, we will consider two main approaches. Andresen’s
pointer analysis [6] offers a precise, context-insensitive inter-procedural analysis
that is, in the worst-case scenario, cubic in the size of the number of nodes gen-
erated by its constraints. In contrast, Steensgaard’s approach [44] offers a less
precise but more time-efficient analysis, which is almost linear in the number of
program statements. Finally, we plan to make our approach beneficial to build
secure multi-language code, not only concerning more memory errors, e.g., use-
before-initialization, but also for all the other security challenges arising from all
unsafe Rust features.

Acknowledgments. Work supported by projects SERICS (PE00000014) and
PRIN PNRR 2022 AMYDEUS (P2022EPPHM) under the MUR National Re-
covery and Resilience Plan funded by the European Union - NextGenerationEU.
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