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ABSTRACT

Microservice applications are required to consistently guarantee Service-Level Agreements (SLAs) under fluctu-
ating workloads, a challenge commonly addressed through autoscaling mechanisms. However, the effectiveness
of an autoscaler strongly depends on the workload scenario, and validating robustness across diverse workload
conditions remains an open problem. To address this, we propose an offline model-based framework that auto-
matically generates load test traces designed to expose performance failures in elastic microservice applications.
The system under test is modeled as a closed-loop dynamical system where the microservice application and
the autoscaler are explicitly coupled. Specifically, we encode both components as piecewise affine functions,
allowing a wide set of applications and autoscalers to be captured. Test generation is framed using a falsification
approach and solved as a mixed-integer linear program, eliminating the need for manual configuration or real
system interactions during test generation. The generated test cases are designed to cause SLA violations, uncov-
ering critical workload scenarios that may be overlooked by existing approaches. We evaluate the framework on
both a realistic benchmark microservice application and a population of randomly generated systems, demon-
strating that the generated traces consistently induce performance failures in real deployments. Furthermore, we
show that the method generalizes across different autoscaling policies and workload patterns, producing valid
test traces within short time intervals. Finally, we discuss and compare alternative approaches for load test gen-
eration. These experiments highlight both the effectiveness of the approach in exposing performance violations
and its applicability to diverse autoscaling configurations.

1. Introduction

can quickly deteriorate performance if not properly managed (Gunawi
et al., 2016). Consequently, consistently guaranteeing desired quality

A microservice architecture is typically defined as a distributed sys-
tem composed of independently deployable services that communicate
through lightweight protocols (Fowler, 2012). This architecture con-
trasts with traditional monolithic paradigms, which bundle all compo-
nents into a single deployment unit (Dragoni et al., 2017; Velepucha and
Flores, 2023). The success of the microservice approach stems largely
from its support for independent development, testing, and deployment
of services, which allows for quicker development cycles and facilitates
parallel team workflows. These capabilities make microservices a pre-
ferred choice for large-scale applications designed to handle highly vari-
able workloads; at the extremes, cloud applications may experience sud-
den flash crowds or sharp traffic spikes (Ari et al., 2003), conditions that
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of service remains challenging under these dynamic conditions. These
requirements are often formalized through Service Level Agreements
(SLAs) and defined as the degree to which the application meets func-
tional and non-functional criteria (IEEE, 1990). Among these, perfor-
mance is a critical concern as it heavily influences both user experience
and business revenue (Deloitte Ireland, 2020).

A naive way to meet SLAs is to allocate a high number of re-
sources to handle incoming workload. However, this incurs high costs,
making the application economically unsustainable. For this reason, it
is necessary to strike a balance between performance guarantees and
deployment costs. The ability to dynamically acquire or release re-
sources in response to changing workloads is commonly referred to as
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Fig. 1. Overview of the proposed automatic test generation methodology. (a) The dynamics of the microservice application under autoscaling are modeled as a PWA
function over a finite time horizon. (b) Given the predictive model, a formal specification, and a defined test input space, test generation is framed as a falsification

approach that is solved using MILP techniques.

elasticity (Herbst et al., 2013). To achieve elasticity, systems typically
rely on a so-called autoscaler, a controller that continuously monitors
the status of the application and determines the appropriate resource
allocation (Lorido-Botran et al., 2014).

Determining suitable scaling actions from a vast set of possibil-
ities is, however, a difficult task. To overcome this problem, the
literature has explored diverse approaches. For example, rule-based
approaches are employed due to their interpretability and ease of config-
uration (Lorido-Botran et al., 2014), but selecting effective rules remains
difficult, and misconfigurations can cause performance degradation or
resource waste (Dutreilh et al., 2010). Another popular approach is the
one adopted by, e.g., Kubernetes Horizontal Pod Autoscaler (HPA) (Ku-
bernetes, n.d.), a widely used tool in the context of cloud microservice
applications, which varies resource allocations to adapt to performance
targets but still requires careful parameter tuning (e.g., CPU utilization
target, actuation range, sampling interval, stabilization window). Other
sophisticated methods, such as the one based on mathematical optimiza-
tion (Ghanbari et al., 2012; Megahed et al., 2017; Incerto et al., 2018,
2023), control theory (Baresi et al., 2016), or workload prediction (Igbal
et al., 2018; Golshani and Ashtiani, 2021; Zou et al., 2024), also offer
great expressiveness but similarly require thorough validation and tun-
ing to ensure reliability (Straesser et al., 2022). These issues are exacer-
bated by the fact that autoscaler efficacy heavily depends on the work-
load trace applied to the system: a policy that performs well under one
trace may fail under another, depending also on the specific business ob-
jectives of the application (Papadopoulos et al., 2016). This highlights
the need for systematic procedures to determine if a system governed
by a particular autoscaler can consistently satisfy its performance re-
quirements across a variety of workload traces. These requirements are
often encoded using key performance indicators like under-provisioning
time and magnitude, and their over-provisioning counterparts (Herbst
et al., 2013). However, a systematic approach to this problem remains a
largely unexplored area. In this setting, the main challenge stems from
the coverage of the possible workload scenarios. This naturally leads to
the question:

“How can one test whether an autoscaling policy is robust
across the full spectrum of possible workload traces that a
microservice application may face?”

In this paper, we address this question by focusing on load testing, i.e.,
determining the load limits and shapes an elastic microservice appli-
cation can tolerate on given hardware without violating performance
requirements (Jiang and Hassan, 2015), an event we refer to as a perfor-
mance failure. To do so, we propose an automatic load test generation
approach to identify, from a family of valid workload traces, those most
likely to trigger service degradation or failure-inducing conditions in a
model-based fashion. In contrast to prior load test design studies, our
methodology explicitly models the interaction between the microser-
vice application and its autoscaler and frames the load test generation
as an optimization problem. This enables the generation of compact, re-
playable workload traces offline (i.e., when the system is not running),
thus avoiding manual configuration tuning and state-space exploration
techniques that require costly experiments on the system.

Fig. 1 graphically summarizes the proposed approach. The first step,
namely (a), involves constructing mathematical models of both the mi-
croservice application and the autoscaler. These models are then com-

posed into a closed-loop representation of the system, which describes
the evolution of performance metrics over time as a function of a work-
load trace. The closed-loop system is assumed to have a Piecewise Affine
(PWA) structure with respect to the workload trace, enabling the encod-
ing of diverse application and autoscaler models (Heemels et al., 2001).

In the second stage, namely (b), we introduce the falsification prob-
lem, defined as the search for an input that causes a system to violate its
formal specifications (Mathesen et al., 2021). Specifically, we identify
a workload trace that induces performance requirements violations. We
encode the problem as a Mixed-Integer Linear Program (MILP), where
the system PWA dynamics and the admissible workload traces are im-
posed as constraints. The optimization problem then generates a work-
load trace to minimize an objective defined in terms of the performance
requirements.

We validate the proposed method through a three-fold evaluation:
(i) by showing that generated workload traces cause performance fail-
ures in a real microservice benchmark and in a population of randomly
generated systems; (ii) by testing its applicability across combinations of
autoscaling policies, load patterns, and test objectives, discussing both
test generation outcomes and computational costs (iii) by discussing al-
ternative solutions and comparing them in terms of performance.

The paper is organized as follows. In §2 we review related work
on cloud performance validation. §3 introduces the mathematical back-
ground of the paper. §4 presents a general framework to model microser-
vice applications and autoscalers and proceeds to characterize the model
closed-loop behavior. Subsequently, 85 presents the falsification prob-
lem and its formulation into an optimization problem that will be used
to systematically generate workload traces aimed at identifying perfor-
mance failures. We validate the proposed methodology in §6, demon-
strating its ability to produce failure-inducing workload traces across
different microservice applications as well as its capability in handling
different autoscaler implementations and scenarios. The section con-
cludes with a discussion of threats to validity. §7 discusses limitations
of the approach, and §8 concludes the paper with directions for future
work.

2. Related work

Existing approaches to cloud system load test design typically rely
on statistical workload modeling from production traces (Calzarossa
et al.,, 2016; Vogele et al.,, 2018). Orthogonally, in the direction of
test optimization, in Vitui and Chen (2024) a machine-learning-based
framework for early failing test stopping is presented. Another ap-
proach (Cooper et al., 2024) involves extracting short representative
load tests from long historical workloads. While effective for validat-
ing expected system behavior under realistic usage scenarios, these
techniques often fail to expose service-degrading conditions. Moreover,
these approaches do not explicitly take into consideration the inter-
play between the system and the autoscaler. Other approaches focus
on generating workload traces inducing performance issues, but either
they operate online, making them difficult to reproduce and being slow
to converge (Bayan and Cangussu, 2008), or focus on static system
configurations, thus not allowing autoscaling dynamics testing (Barna
etal., 2011). More recently, in the context of microservice applications,
causal-reasoning based techniques have been proposed to generate static
critical workloads (Giamattei et al., 2024; Mascia et al., 2025).
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Beyond cloud performance testing load design, some works have
specifically addressed the evaluation of autoscaling. For instance,
Straesser et al. (2023) advocates for the importance of autoscaler perfor-
mance evaluation with reasonable effort, and proposes autoscaler eval-
uation guidelines through qualitative anti-pattern identification over
predefined load templates, albeit with limited and manual tuning guide-
lines. In parallel, Gambi et al. (2013) discusses a first conceptualization
of load test design as a model-based optimization problem, further sup-
porting the topic importance. Building on the need for systematic au-
toscaler evaluation approaches, we propose an automatic, model-based
test generation method that explicitly accounts for the closed-loop inter-
action between microservice applications and autoscaling mechanisms.
This allows the systematic exploration of both typical and adversarial
workload traces that might be overlooked by statistical extraction meth-
ods. Each test is generated for a configurable fixed time horizon, thus
the execution time is known in advance. Since our approach operates on
the system model rather than through repeated online experimentation,
it can freely explore the space of possible load tests, avoiding further
costly measurements from the system under test. We note that the ap-
proach is not intended to replace tests derived from expected usage,
but rather to complement them, in order to validate that the autoscaler
behaves well even under adverse conditions.

Closely related to our approach, we mention formal verification
approaches for elastic microservice applications (Papadopoulos et al.,
2016; Evangelidis et al., 2018; Agos Jawaddi et al., 2024; Serracanta
et al., 2025). Formal verification aims to prove that a model satisfies
given properties through mathematical methods guaranteeing sound-
ness. Our approach uses similar techniques, but with different goals:
we employ mathematical programming not to prove correctness, but to
construct workload traces that falsify requirements and expose perfor-
mance failures. Several works (Evangelidis et al., 2018; Agos Jawaddi
et al., 2024) extract probabilistic models from test traces of elastic appli-
cations, which are then analyzed through probabilistic model checking
tools, such as PRISM (Hinton et al., 2006). In Papadopoulos et al. (2016)
a probabilistic framework evaluates policies using chance-constrained
programming to identify worst-case scenarios with respect to supply-
demand curve distances, which are then used to compare different au-
toscaling techniques. Another study (Serracanta et al., 2025) provides
a model for CPU-intensive microservice applications deployed through
Kubernetes and formally proves the stability of the Kubernetes HPA.

3. Background

In this section we introduce the mathematical notation and queuing
network models that will be used throughout the article.

Mathematical Notation. Scalars are denoted by lowercase letters (e.g.,
1,1), vectors by bold lowercase letters (e.g., ¢, s), and matrices by bold up-
percase letters (e.g., P, Y). Overbars and underlines (e.g., ¢, ¢) denote, re-
spectively, upper and lower bounds imposed on the corresponding quan-
tities. Time-dependent quantities are written with explicit time indices
(e.g., I(t),c(?)). Symbol I, represents the n-dimensional identity matrix,
while 1, represents an n-dimensional vector of ones. Table 1 summa-
rizes the notation and definitions of the symbols employed throughout
the paper.

Queuing Network Models. To model the performance of resource-
constrained systems, we resort to steady-state analysis of closed Queuing
Networks (QNs) (Gordon and Newell, 1967), where a fixed user popula-
tion I circulates in a network of n stations. Each station i is assigned a
finite processing capacity. Specifically, the resource allocation vector c is
defined as:

c=[cp,...,c,)T, e<ce<Lc

Building upon fluid approximation theory (Bortolussi et al., 2013),
the dynamics of such a QN can be described using a system of ordinary
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Table 1
Notation and definitions of the main symbols used in the
paper.

Application Model (§4)

n Number of services (queues)

i Active users

c Per-service CPU resource assignment vector

q Per-service average queue length vector

s Per-service throughput vector

u Per-service service rate vector

P Service routing probability matrix

q® Steady-state average queue lengths

s Steady-state service throughputs

u Service average utilization

r Service average response time

I Workload trace of active users over time

y Per-service autoscaler input vector

Y System evolution function

u“P Upper utilization threshold of rule-based autoscaler
ulow Lower utilization threshold of rule-based autoscaler
u* Target utilization for VP autoscaler implementation

Falsification Problem (§5)

@ Formal specification

Py Robustness function of the formal specification

e Set of admissible workload traces

€ Robustness function tolerance

Fref Reference station end-to-end average response time
T Under-provisioning response time violation limit

Over-provisioning utilization violation limit
a, B Trade-off parameters for robustness vs. load size

differential equations (ODEs), where each equation represents the time-
course evolution of the average queue length ¢;(¢) at service i

G0 = =5, + Y py5,0) (1a)

j=1
5;(0) = w; min(qi(t), ), (1b)

where s(7) = [s, (), ..., 5,,(1)] is the throughput vector, u the vector of ex-
ponential service rates, and p; ; the entries of the routing probability matrix
P, representing the probability of a user transitioning from service j to
service i. Furthermore, the sum of users in each queue equals the total
number of users in the network at every time step.

Y g =1vt. @
i=1

We compactly represent the queue dynamics in Eq. (1a) in matrix
form as q = —I,s(?) + PTs(?). At steady-state, the dynamics described by
Eq. (1a) converge to an equilibrium point q*®(c, /) that can be computed
by solving the following flow balance equation:

PTs®(c,l) =s%(c, D). 3)

Here, the vector s®(c, /) represents the steady-state throughput of each
service. Notably, due to the non-smooth min(-) operator in Eq. (1b), the
map s*(c, /) is piecewise affine (Kowal et al., 2015).

Consequently, we now formalize the percentage utilization u;(c, /)
and the response time r;(c, /) at each service.

s=(c, 1) g(c.l)
Hi;i s(e

u(ce,l) = rie, ) = (€]

4. System modeling

As shown in Fig. 1a, the first step of the approach involves construct-
ing a PWA encoding for both the microservice application and the au-
toscaler models. In this section we describe how these are derived.
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4.1. Mathematical modeling of microservices

To capture the dynamics of the microservice application, we instan-
tiate the closed QN formalism described in §3. In particular: (i) the net-
work of n stations represents the set of deployed services; (ii) the re-
source allocation vector ¢(¢) corresponds to the allocated CPU resources
to each service; and (iii) the fixed population / corresponds to the num-
ber of active users circulating in the system.

This modeling formalism is particularly suitable for capturing the
performance of CPU-intensive applications (Vilaplana et al., 2014). De-
spite their simplicity, queuing network models have been widely used
in relevant elastic systems performance studies (Barna et al., 2011; Pa-
padopoulos et al., 2016; Incerto et al., 2017, 2018; Gandhi et al., 2018;
Tong et al., 2021; Quattrocchi et al., 2024).

To instantiate the model, one has to provide two sets of static param-
eters: the routing probability matrix P and the vector of service rates
u. These parameters can be inferred from standard system measure-
ments (e.g., queue lengths, CPU utilization, response times) collected
via monitoring tools using statistical resource demand estimation meth-
ods (Spinner et al., 2015). For instance, linear optimization methods can
be employed to infer QN models directly from queue length measure-
ments (Incerto et al., 2021).

Although closed QN models cannot capture many performance pat-
terns caused by transient behavior, they still provide enough detail
about the system dynamics to support load test generation.

4.2. Autoscaler model

We are now providing a PWA encoding of autoscalers. While the
closed QN model has a fixed user population / and resource allocation c,
in the following, we assume that the closed network population within
the system changes over time, i.e., /(f) becomes an exogenous distur-
bance acting on the system. In this case, the autoscaler becomes crucial
for rejecting the effect of workload variation by acting as a feedback
controller modifying the resource allocation ¢(r) to maintain desired per-
formance.

As mentioned in §1, the autoscaler periodically selects at each time
step 1, =ty + kA an effective control action ¢(z;), which will be main-
tained constant in the interval [r,,7,,,). In the following, we assume
that the autoscaling interval A, is large enough that, at each decision
point 7, the application has reached steady state with respect to the
previously applied resource allocation ¢(z,_;). Likewise, the number of
active users /(7) is assumed to be almost constant in the interval [z,_;, 1),
ie., I(1) = I(t;_)) Vt € [t,_,t;). This constant load approximation is com-
mon in related load testing studies (Herbst et al., 2015; Straesser et al.,
2023; Cooper et al., 2024), and is easily implemented through standard
load testing tools. Furthermore, this assumption also aligns with the be-
havior of production-grade autoscalers, which typically base decisions
on metrics aggregated over several minutes (e.g., HPA Kubernetes, n.d.,
Amazon AWS with CloudWatch monitoring (Amazon Web Services, Inc.,
n.d.)).

The autoscaler bases its decisions on the steady state at time ¢, com-
puted with respect to CPU assignments and active users sampled at 7,_;.
Thus, to simplify notation, by Eq. (2) and Eq. (3) we define the steady
state at time 7, as s () :=s®(c(t,_,), [(7;_;)). Moreover, let y;(¢) be the
vector of per-service inputs to the autoscaler PWA encoding, defined as
follows:

Vilti) 1= lei(tmy), s @l

Consequently, following hybrid systems theory (Heemels et al., 2001),
an autoscaler can be modeled as the following piecewise map:

aly,(t) + by, ify,) €Y

(1) = [i(3i(t) = (5)

al yi() + by, i y,(1) € Vi
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where sets V; C R? define a disjoint partition of the input-variable space,
and parameters a; € R? and b ; € R define the affine expression active
in that region.

Many types of autoscaler implementations can be exactly or ap-
proximately represented using this structure, including rule-based con-
trollers, step functions, and MPC controllers.

4.3. Autoscaler PWA representations

In this section, we present PWA formulations of the autoscalers that
will be used in the experimental section.

Rule-Based Controller. A rule-based controller adjusts service CPU al-
locations based on utilization thresholds. For instance, if the current
service utilization u;(c(t,_;), /(f,_;)) exceeds an upper threshold ", the
controller increases the number of assigned cores. Conversely, if it falls
below a lower threshold u!°%, a specific number of cores is released. The
controller policy can be represented as:

it + 1, if u(e(ty_ ), 1(te_p)) = u'P
Gt =9¢t) — 1, if ui(et,_), 1(t_) < ulow (6)
¢;(ty)s otherwise.

Similarly, step functions can be encoded by adding additional branches
to the PWA function, with the corresponding thresholds and core addi-
tions or removals.

Kubernetes HPA. The Kubernetes HPA controller maintains the average
service utilization u;(c(t,_;), [(f,_;)) near a target value u* by adjusting
the number of assigned cores proportionally (Kubernetes, n.d.). In par-
ticular, the proportional update rule can be written as:

£l

@

i) = ¢;(t_y) »

In this form, the equation involves multiplying two variables and
thus does not fit within the PWA framework. However, substituting
Eq. (4) into Eq. (7), we obtain the form

s¥() SR
miei (e

¢;(ty) = ¢;(tg—y) ®

Assuming fixed y; and u*, the formula is affine in s(z,) and can
thus be exactly encoded as a PWA function. This update rule, without
rounding, can yield fractional resources allocations, so Eq. (8) effec-
tively encodes a Vertical Proportional (VP) autoscaler inspired by HPA.
Further features of this autoscaler implementation (e.g., tolerances, lim-
its, rounding, stabilization windows) can be encoded in the MLD frame-
work (Bemporad and Morari, 1999) and are therefore admissible in the
PWA framework adopted in this work (Heemels et al., 2001).

Model Predictive Control. Model Predictive Control is a family of control
techniques where controllers solve an online optimization problem in-
corporating a predictive model of the system dynamics at each decision
time step (Garcia et al., 1989). This approach has found considerable use
in autoscaling applications (Ghanbari et al., 2012; Incerto et al., 2018).
When the underlying optimization problem is a multi-parametric con-
vex program, the resulting controller can be explicitly represented as
a PWA function of the system state (Bemporad et al., 2000a). As such,
MPC controllers can be naturally included in the proposed framework
using the formulation described in Eq. (5).

Remark 1 (Model Generality). Since the only requirement for our
approach is the availability of a finite PWA representation of the system,
the methodology extends beyond the modeling choices presented in §4.1
and §4.2.
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For instance, regarding microservice applications, Layered Queuing
Network (LQN) models enable the representation of multi-tier applica-
tions (Incerto et al., 2023), while tail-latency prediction models allow
the verification of percentile requirements, which are common in indus-
try (Herbst et al., 2015).

Regarding both complex application dynamics and autoscalers, we
remark that ReLU-activated neural networks admit a finite PWA repre-
sentation (Tjeng et al., 2017; Fabiani et al., 2025), thus can be directly
integrated into the proposed approach. Furthermore, for black-box or
complex components, piecewise regression techniques can be employed
to construct PWA models with bounded complexity (Bemporad, 2023).

4.4. Closed loop modeling via hybrid system theory

Having defined the application and autoscaler models in PWA form,
we compose them into a unified closed-loop representation within the
mixed logical dynamical (MLD) framework (Bemporad and Morari,
1999). Unrolled over a horizon of T steps, the closed-loop evolu-
tion at times {fy,t) + A, ...,1o+ TAyp} is described by the conjunc-
tion of constraints derived from Eq. (2), Eq. (3), and Eq. (5),
Vit =1:T,Vi =1:n and thus can itself be expressed as a bounded PWA
function of the initial resource assignment ¢(0) and the workload trace
1=[/(1),...,I(T)] (Heemels et al., 2001). For compactness, we denote
through a single function the mapping that returns the information of
all services across all considered time steps. This is defined as

y(T ol
T
Y(c(0),1) := y(:2> oy = Y2:(f) o
yar Yalt)

For brevity, the dependence of Y on ¢(0) and 1 will sometimes be
omitted.

Remark 2. Methodology Abstraction The approach presented in this
paper is, in principle, applicable to any choice of workload, resources,
and performance metrics, provided that a corresponding bounded PWA
function relating load and resource inputs to performance metrics exists.
While we instantiated the method using throughputs, CPU cores, and
active user counts, alternative choices might include, for example:

Load: class mix ratios, request arrival rates;
Resources: memory, network bandwidth, GPU;
Performance metrics: latency quantiles, queue lengths, error rates.

5. Test generation as system falsification

As depicted in Fig. 1b, the core idea of our approach is to reframe
the load test generation process using a falsification approach (Mathe-
sen et al., 2021). This involves finding an input assignment that causes
the closed-loop system to violate a given formal specification ¢. We de-
fine the search procedure for such an input as the falsification problem.
Inspired by cyber-physical systems literature (Bartocci et al., 2018), we
employ a robustness function p,(Y) to quantify the degree of satisfaction of
a formal specification ¢ by a system signal Y (comprising throughputs
and core allocations through time). This function is defined such that
p,(Y) < 0 represents a specification violation.

In our framework, the sole requirement for the chosen robustness
function is the admission of a PWA representation (or an equivalent
linear-integer encoding). This formulation is generic and can accommo-
date various specifications of interest. Indeed, ¢ can be formalized us-
ing logic frameworks such as Signal Temporal Logic (STL), which allows
systematic encoding of complex requirements (e.g., instantaneous or
sustained SLA compliance, recovery deadlines) into linear-integer con-
straints via its quantitative semantics (Bartocci et al., 2018; Lindemann
and Dimarogonas, 2019).
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To mitigate spurious violations (i.e., model violations not reproduced
in the real system), thresholds ¢ > 0, depending on the load test objec-
tive, can be incorporated in the falsification problem, thereby requiring
stricter conditions for declaring a violation. In §5.2 we detail the robust-
ness functions that will be used in the experiments.

The falsification problem thus corresponds to deciding the truth of the
formula

Ael:p,(Y)< e, (10)

where £ C R” represents a set of admissible workload traces. We solve
problem (10) using MILP techniques, which offer sufficient expressivity
for encoding the PWA structure and efficient solver support.

5.1. Falsification problem MILP encoding

To solve the falsification problem (10), we formulate a MILP where
the workload trace acts as a decision variable. The solver identifies an
input sequence satisfying the negative robustness constraint while opti-
mizing a user-defined cost. Formally:

mlin J(Y, ) (11a)
sit. (9) (11b)
lel (11¢)
pp(Y) < —¢ (11d)

The objective value function J(-) in (11a), defined over the output tra-
jectory Y and the load trace 1, is used to encode the test generation goal.
In this work, given a specification ¢ and its corresponding robustness
function p,, we consider objective functions of the form
T T
J(Y,1)=ap[,,(Y)+ﬁ<2Il(l)—l(t— 1)|+Zl(l)>, 12)
=2 =1

where the first term is used to minimize the robustness of the specifica-
tion (thus inducing performance failures), while the second term penal-
izes load variations and high active user counts. Parameters «, # € R*
are weights used to balance these terms. Constraint (11b) acts as a short-
cut to compactly encode the dynamics of the closed-loop system. Partic-
ularly, the constraints model the system state evolution as a sequence
of steady-states reached by the application under the influence of au-
toscaler and disturbance actions, making our approach fundamentally
different from works such as Bemporad et al. (2000a,b), which explicitly
focus on transient behavior analysis. Constraint (11c) restricts the search
to workload traces within the admissible set (detailed in §5.3), while
Constraint (11d) enforces violation of the target specification. Since ob-
jectives and constraints of the optimization problem (11) are expressed
through logical or linear inequalities, it can be solved using off-the-shelf
MILP solvers.

Computational Complexity. For a finite time horizon T, the MILP encod-
ing of the n-station closed queuing network throughputs from Eq. (3)
requires nT binary variables to represent the min(-) resource saturation
operators at each time step. Furthermore, encoding the autoscaler pol-
icy Eq. (5) with M regions requires nM T additional binary variables to
encode the active PWA region for each station at each time step.

5.2. System specification encodings

We hereby provide specifications accounting for resource under-
provisioning (Herbst et al., 2015) and over-provisioning (Lorido-Botran
et al., 2014). In these specification formulations, the robustness function
quantifies the total deviation from ideal behavior. A system failure is
declared only if the accumulated magnitude of violations over the time
horizon exceeds the tolerance (i.e., Py S —6), which effectively identifies
sustained performance degradation.
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Problem too complex
can be simplified
(lower time horizon,
simpler model, etc.)

Workload Trace

1= [QD), ..., (D))

Falsification Problem

min J() : g() <0

What is the result?

sible | No violating traces
might relax

specification or input
set constraints

L

Is the test realistic?
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If faults are
tolerable avoid further
action, otherwise fix

bs the application

Restrict the set of
admissible workload
traces

Measured Execution

If measured trace is
different from predicted
one, consider refining
the model

Fig. 2. Software engineer workflow for evaluation and refinement of a generated test case. The process begins with the solution of the optimization problem (11).
Based on the outcome, the engineer may revise the test generation details or accept the test. The test is then replayed on the real system, where performance metrics
are measured and compared against predicted ones to determine whether model refinement or application corrective actions are needed.

Average Response Time Specification. As a proxy for under-provisioning
situations, we consider a performance specification that measures the
occurrence of end-to-end average response time (i.e., the average time
required to traverse the network, excluding the user think time) exceed-
ing 7 seconds. The end-to-end average response time is computed as

/ 1

—_ 13
S::f(Q l) Href

rref(C, 1) =
A violation occurs when r(c,/) > 7. In order to allow encoding the
specification in the PWA framework, considering Eq. (13) and the fact
that the reference station, mimicking the user think time, is always un-
saturated by definition (i.e., s:f(c, = urefq;’;’f(c, 1)), we rewrite this con-
dition as

1= (Tpges + 1g2(c, 1) 2 0. a4

The left-hand side of constraint (14) allows us to quantify the viola-
tion given our technical constraints. To measure the magnitude of vio-
lations while ignoring non-violating states, we introduce the Response
Time Violation (RTV) metric:

RTV (¢, 1) = max (I = (zpger + 1)g%(c, 1), 0).

Let ¢ be a specification requiring zero cumulative response time vio-
lation over the time horizon T. Consequently, we define the robustness
function p,, providing quantitative semantics for the specification as

r
Pp(Y) =— Z RTV (c(), (1)) (15)

t=1

Cores Over-provisioning. We consider a performance specification that
limits resource over-provisioning over the time horizon. Specifically, we
target scenarios where the CPU utilization of a service falls below v €
[0,1), corresponding to u;(c,!) < v. Since the utilization definition (see
Eq. (4)) involves a division between variables, this condition cannot be
exactly encoded in the PWA framework; thus we rewrite it as s3°(c, /) <
vp;c;. Considering the throughput definition Eq. (1b), if a station is
saturated (i.e., 5{°(c,/) = y;c;), the over-provisioning condition is never
satisfied; thus we consider s(c,/) = y;4°(c,!). The condition can then
be rewritten as

VU;C; — ﬂfQ?o(cs I =vc; — ‘I?o(cs 1) = 0. (16)

The left-hand side of Constraint (16) provides a measure for the spec-
ification violation. In particular, we define the over-provisioning mag-
nitude metric as

0,(¢, 1) = max(vc; — g;°(c, 1), 0).

In turn, we introduce a specification ¢ requiring zero cumulative
resource over-provisioning across all time steps and services, encoded
through the following robustness function:

T n
Pp(Y) == 3\ D 0(c(), 1(1)). an

t=1 i=1

5.3. Admissible workload traces

The nature of the set £ is a central issue in our proposal. The first,
simplest option would be to set £ ={1:1<1I¢t) <I,Vr=1:T}, i.e,, im-
pose no constraints on the workload shape. In this case, the optimization
problem (11) seeks the worst-case scenario for the autoscaler, i.e., the
workload trace inducing the highest performance violation. However,
this approach might produce highly unrealistic test traces that would
then require further refinement steps, and it makes solving problem (11)
unnecessarily complex (see, e.g., Agoston and Marianna, 2024). We
adopt a slightly stricter approach, referred to as Free Load Shape, which
includes a short initial warm-up phase and imposes bounds on the rate
of change of the active user count between successive time steps, pre-
venting unrealistic abrupt variations. The corresponding set £ can be
formalized as the conjunction of the following constraints.

I<I<I Vi=1:T
) =1(t-1) Vi=2:r 18)
IO =1t =1)| <o Vi=1,+1:T,

with 7; = |0.15T | being the final time step of the warm-up period and
o denoting a scalar value that bounds the maximum rate of change.

Following cognate literature (Straesser et al., 2023; Gunawi et al.,
2016; Ari et al., 2003), we therefore explore restricting £ to canonical
load shapes, similarly defined as the one above, such as:

¢ Ramp Load Shape: It consists of an initial flat warm-up period, a linear
increase (or decrease) phase, and a steady phase. This pattern is used
to expose situations where the autoscaler reacts either too slowly or
too harshly to the workload change (Straesser et al., 2023).

e Spike Load Shape: Sudden workload bursts are a common cause of
microservice failures (Gunawi et al., 2016). We model load spikes
as an initial flat warm-up period followed by a sudden load increase
and then an exponential decay.

e Sawtooth Load Shape: Real workloads are often characterized by os-
cillating behavior. The sawtooth shape aims to approximate these
periodic patterns.

For brevity, the detailed encodings of the load shape constraints
are omitted here and deferred to Appendix A. In general, admissible
load definitions inherently depend on the system objectives, and the
proposed framework is expressive enough to encode a wide variety of
application-specific requirements. For example, additional constraints
can be introduced to limit abrupt changes in user count, or to enforce
similarity with empirical traces extracted from production logs, thus fi-
nally resulting in representative workload traces.

5.4. Test evaluation workflow
We discuss an end-to-end workflow that could be followed by a prac-

titioner for the evaluation of a generated test case and suggested actions
based on the outcomes. The workflow is graphically depicted in Fig. 2.
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We begin by considering the possible outcomes of the solution of
the optimization problem (11). First, we rule out the problematic cases
where the solver fails to terminate within the allotted time limit, nei-
ther returning a feasible solution nor proving infeasibility. In such a
case, nothing can be concluded. If instead problem (11) has been found
to be infeasible, no falsifying traces can be found. In this case, a practi-
tioner may relax certain optimization constraints to generate alternative
workload traces for testing the system.

If the solver returns a set of falsifying workload traces, the practi-
tioner can inspect them to decide whether they are realistic and, if so,
use them to validate the real system. The execution of the test on the
real system will lead to a vector of measured values Y. If the test in-
deed exposes the predicted performance failures, the practitioner can
decide whether the observed behavior can be tolerated or if the au-
toscaler needs to be refined. If, instead, the measured performance does
not reflect the predicted one, the generated test can be used to identify
the conditions in which the model fails and can serve as a basis to refine
it.

Finally, if a generated load trace is considered unrealistic, specifica-
tions (such as the nature of £) can be restricted and a new test generation
process launched.

6. Results

This section presents an evaluation of the proposed model-based
framework for load test trace generation. In particular, we validate the
proposed approach by answering the following questions:

e Q1:Is our technique effective in generating load traces that can cause
failures in a real microservice system?

e Q2: How does the proposed test generation approach perform across
combinations of diverse autoscaling policies, load patterns, and test
objectives?

e Q3: How does the proposed test generation approach compare with
alternative adversarial load testing approaches?

To address Q1, we apply the test generation framework described in
Fig. 2 to a realistic elastic microservice application, namely AcmeAir (In-
certo et al., 2023, 2025). To verify that failures are present in the real
system, we compare the performance measures predicted during test
synthesis against the empirical measurements collected during test exe-
cution. Furthermore, we investigate the framework robustness to model
inaccuracies by testing whether workload traces derived from perturbed
models consistently expose system failures. Finally, to generalize beyond
a single system, we extend the analysis to a population of randomly gen-
erated microservice applications, verifying the consistency of the valid-
ity of generated tests. This establishes the practical effectiveness of the
proposed approach.

To address Q2, we use our technique to generate a set of workload
traces under different autoscaling policies and across a variety of sce-
narios. We analyze the test generation outcomes and solving times to
evaluate practical usability. This establishes the practical applicability
of the proposed approach.

Finally, to address Q3, first we examine approaches that search for
falsifying traces directly on the system under test. Since online experi-
ments on the system under test are prohibitively costly, we reproduce on
the model a naive random search and a genetic algorithm. From this, we
compute the amount of samples needed to obtain a violation and draw
conclusions on their applicability on real systems. Second, we compare
two model-based search procedures for the falsification problem: the
proposed MILP encoding and the genetic algorithm. We compare their
performance in terms of time-to-violation and discuss further implica-
tions of the solving methodology choice.

All experiments were executed on an AWS c6g.12xlarge instance
equipped with 48 vCPUs and 64 GiB of memory. The solutions of the
optimization problem (11) were computed using Gurobi 12.0.1 as the
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MILP solver (Gurobi Optimization, 2024). The source code of the exper-
iments and the produced data can be found in the replication package'.

6.1. Microservice application description

The microservice applications used in the experiments consist of a
group of stateless services, each deployed in its own Docker container.
External HTTP requests are routed to the microservices via a Traefik re-
verse proxy instance through endpoint-based routing. Each service ex-
poses a Flask-based HTTP endpoint emulating CPU load for a task dura-
tion sampled from an exponential distribution. This experimental design
choice, already used in related works (Incerto et al., 2023, 2025), iso-
lates CPU saturation dynamics from implementation-specific noise that
would affect the methodology evaluation. Containers run multiple par-
allel processes equal to the maximum number of assignable CPU cores.
These processes share the assigned CPU resources following a processor-
sharing (PS) scheduling policy, managed by the underlying OS sched-
uler (Pabla, 2009).

Performance metrics are collected by a Prometheus instance from two
sources: (i) cAdvisor, providing container-level CPU utilization; (ii) Trae-
fik, which exposes application-level metrics, i.e., HTTP request rates and
response times. The autoscaler component periodically queries aggre-
gate performance metrics from Prometheus, evaluates the scaling policy,
and performs vertical scaling by enforcing the computed CPU quotas via
the Docker APL In our experiments, the autoscaler executes a control ac-
tion every 3 time intervals of A; seconds.?

6.2. Test execution

In the following experiments, we perform a load test on the target ap-
plications using the Locust workload generator. Given a generated load
trace 1 = [I(1),...,I(T)], the Locust runner adapts the user count every
Ay seconds, simulating user traffic. Each Locust user waits for an expo-
nentially distributed amount of time (i.e., think time), selects the first
station to visit according to the probability distribution p,, and then
selects successive stations through the routing matrix P.

6.3. Q1: Effectiveness and robustness evaluation

This section addresses Q1 by evaluating whether the workload traces
generated by our model-based approach effectively expose performance
failures in real-world deployments.

6.3.1. AcmeAir

In this experiment, we generate a test on a microservice application
faithfully replicating the topology and resource demands of AcmeAir,
a commonly used benchmark for studying performance-related aspects
of microservice systems (Incerto et al.,, 2023, 2025). The application
consists of 9 endpoints, which are individually deployed in their corre-
sponding containers as described in §6.1. In this experiment, to facilitate
load testing, we consider that the average service time of each service
is five times the values of the layered queuing network model derived
in Incerto et al. (2023), thus assuming the following values in seconds:

0.5075
0.623

0.363
0.2615

0.159
0.464

. 105185 0.284

"= 10.1375

To apply our methodology, we model the application behavior
through a QN composed of n = 10 stations, where the first one is a refer-
ence station, while each of the remaining ones corresponds to a specific
user-accessible endpoint. To stress all services, each user initially selects
one of six services with equal probability and then traverses the system

L https://doi.org/10.5281/zenodo.17938632
2 Vertical scaling is adopted here as it enables experiments to be conducted
with limited assignable CPU cores.
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Fig. 3. Load test trace for the AcmeAir benchmark under the VP autoscaler in-
ducing under-provisioning failures. Active user count at each time step ¢ (where
Ap = 60s).

according to the inter-service communications of the microservice ap-
plication. The resulting transition matrix is defined as

1
I

0 /e 16 /6 O /e 0 1o O s
0 0 0 0 0 0 0 0 1 0
0 0 0 0 1 0O 0 0 0 o0
0 0 0 0 1 0o 0 0 0 o0
P= 0 0 0 0 0 0o 1 0 0 o0
1 0 0 0 0 0o 0 0 0 o0
23 0 0 o 13 0 0 0 0 O
1 0 0 0 0 0O 0 0 0 o0
1 0 0 0 0 o o0 o0 o0 o0
| 1 0 0 0 0 0 0 0 0 0]

The service rates of the stations are the reciprocals of the average ser-
vice times £. Thus, service rates and per-service core allocation bounds
are

u=1L1, ] e=[1,...,11 €=[14,...,4]
N——

9 times 9 times

Experimental Setup. In this experiment, we generated a workload trace
over a time horizon of T = 30 time steps, considering a maximum num-
ber of users circulating in the network I = 60. The trace was constructed
to violate the under-provisioning specification whose robustness func-
tion is defined in Eq. (15), with parameters z = 1 and ¢ = 20 (i.e., the
specification is violated as long as the cumulative RTV is greater than
20). The application scaling actions are governed by the VP autoscaler
implementation described in Eq. (8) with u* =0.5. We used the free
load shape setting (with ¢ = 10, 1(0) = 10). To generate the trace, we
formulated and solved the corresponding optimization problem (11),
imposing a time limit of 600 seconds on the solver. A feasible workload
trace was found and is graphically represented in Fig. 3. In particular,
the figure shows the number of active users at each time step. With no
load shape imposed, the optimizer produced an oscillatory trajectory
that represents a highly challenging workload for the chosen autoscaler.

The generated workload trace is then replayed on the real microser-
vice application according to the procedure described in §6.2, with a
time interval of A; = 60 seconds. For each test, we collected average
throughputs and response times for each service across all time steps.
Finally, the average end-to-end response time r(f) is computed from
the average response times of the individual services. To mitigate the ef-
fect of inherent performance variability in cloud environments, the load
test is repeated over 30 statistically independent runs.

Results. Fig. 4 shows the throughputs under the generated workload
trace; dashed lines denote measured throughputs with shaded areas rep-
resenting the corresponding standard deviation, while solid lines indi-
cate predicted throughputs. Fig. 5, instead, reports the user end-to-end
average response times r(7); dashed lines show measured response
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Fig. 4. Request throughputs for each service at each time step ¢ (where A, =
60s). Dashed lines (with shaded standard deviation) show measured values; solid
lines denote model predictions. Distinct colors correspond to different services.
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Fig. 5. Average end-to-end response times at each time step  (where A, = 60s).
Dashed lines (reconstructed from service-level measurements, with shaded stan-
dard deviation) show measured values; solid lines show model predictions. Leg-
end values in parentheses represent the measured (with standard deviation) and
predicted cumulative RTV metric.

times, with shadings representing the standard deviation across test rep-
etitions, while solid lines represent values predicted by the performance
model.

The results of these experiments are two-fold: (i) generated workload
traces indeed expose performance failures in the real system, and (ii) this
effect persists even in cases of model mismatch.

To rigorously support this observation, we performed a one-sample
Wilcoxon signed-rank test®> (Wilcoxon, 1945) on the violation margins
D = |p,| — €. We tested the null hypothesis Hj : #ip <0 (median vio-
lation is within tolerance) against the alternative H, : /i > 0 (median
violation exceeds tolerance), at a significance level a = 0.01. The test
yielded a p-value ~ 9.31 x 10719 < @, thus rejecting the null hypothesis
and supporting the claim that the generated workload trace effectively
exposes failures in the system under test.

The predictive model closely matches the measured throughputs
except during intervals approaching resource saturation (e.g., time
steps 9-15 and 27-30). In these cases, measured throughputs are smaller
than the predicted ones. This phenomenon is likely caused by the fact
that queuing network models tend to overestimate the performance ca-
pabilities of systems close to resource saturation (Malone et al., 2007).
Consequently, we can also see how the model tends to underestimate the
application response time, which makes the test generation procedure
conservative. Indeed, in the case of the under-provisioning specification,
the real system is likely to experience worse performance than the pre-
dicted one given a generated workload trace, reducing the risk of false

3 We used the non-parametric Wilcoxon signed-rank test since the normality
of the Cumulative RTV cannot be assumed.
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Fig. 6. Average workload trace across 30 perturbed AcmeAir models (solid,
shaded standard deviation) compared with the base model trace (dashed), at
each time step t (Where A; = 60s).
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Fig. 7. Relative error between measured and predicted cumulative violation
magnitudes (difference normalized by the measured value): positive values in-
dicate model underestimation; negative values indicate overestimation. Plot
shows median and quartiles (box), 5th-95th percentiles (whiskers), and outliers
(crosses).

positive workload traces. We further explore this hypothesis in the next
experiment.

6.3.2. Sensitivity to model mismatch

To further assess the practical applicability of the framework, we in-
vestigate the sensitivity of the test generation process against model pa-
rameter estimation errors. We conducted a sensitivity analysis by intro-
ducing random perturbations to the service rates u of the base AcmeAir
model described in §6.3.1. We generated a set of N = 30 perturbed mod-
els where each service rate vector i’ is distorted by adding uniformly
distributed parametric uncertainty &, with 5{ ~1U(-0.2,02)u;,Vi=1:n,
representing a +20% uncertainty margin relative to the base model val-
ues,Vj=1:N.

Following the experimental procedure detailed in §6.3.1, we solved
the optimization problem (11) for each model instance j, Vj = 1: N with
corresponding service rates i/ and generated a workload trace 1 ;. The
resulting workload traces are then replayed on the unchanged real mi-
croservice application. We recorded average service throughputs and
response times across time, and consequently computed average end-
to-end response times r.¢(?).

Results. Fig. 6 compares the average workload trace derived from the
perturbed models against the base model trace obtained in the previous
experiment. Notably, the shape of the average load trace generated on
perturbed models resembles the one generated from the base model.

All measured cumulative RTV metrics exceeded the target threshold
e = 20, with a median of 250.80. To validate the significance of these vio-
lations, we applied the same one-sample Wilcoxon signed-rank test pro-
cedure presented in §6.3.1. The test yielded a p-value ~ 9.31 x 10710 < q,
thus rejecting the null hypothesis and demonstrating that generated
workload traces expose failures despite model uncertainty.

6.3.3. Random systems

We further support Q1 and assess the statistical and generalization
properties of our approach by performing a Monte Carlo study on N =
50 different microservice applications, each composed of 3 services with
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different service rates, obtained by sampling uniform distributions. In
particular, u; ~ U°(1,10),Vi = 1:n. The user think rate is also sampled
from a uniform distribution s ~ U°(0.5, 2). Thus, final service rates and
per-service core allocation bounds are

M= e, 1 oo i3] e=1[11,1,11 €=11,8,8,8].

Next, we construct a strongly connected stochastic matrix P describ-
ing the probabilities of moving from one station to the next. We per-
formed rejection sampling, excluding all random instances whose ex-
pected rr in an unsaturated regime exceeds 0.5 seconds.

For each application we then generate, through the solution of the
optimization problem (11), a workload trace for a time horizon of T = 24
time steps, with the sawtooth load shape for the VP autoscaler Eq. (8)
with u* = 0.5 and targeting the application under-provisioning specifi-
cation Eq. (15) (with z = 1 and £ = 20). Subsequently, in cases where a
falsifying trace for the system was found, we also replay the load test as
described in §6.2, with a time interval A; = 20 seconds, measuring the
average throughputs and response times over each time fragment.

Results. For each randomly generated microservice application, the
corresponding optimization problem terminated within the defined time
limit, thus yielding a conclusive result in all cases. In particular, among
all 50 generated instances, 23 admit a falsifying workload trace for
which the optimal solution was identified; the remaining instances were
ultimately infeasible, thus confirming that no falsifying traces exist in
the model.

We computed the cumulative RTV metric from the simulations of
each of the 23 systems for which we found a feasible falsifying load
trace. We applied the one-sample Wilcoxon signed-rank test procedure
described in §6.3.1 on the measured cumulative RTV metrics of the 23
experiments against the threshold & = 20. The test yielded a p-value
~ 1.19x 1077 < a, thus rejecting the null hypothesis and supporting the
claim that the approach is successful in generating failure-inducing
workload traces across the randomly generated system configurations.

To confirm the hypothesis in §6.3.1, which states that measured
system performance is worse than that predicted by the model in the
under-provisioning case, we computed the relative error between the
measured and predicted cumulative RTV values for each test defined as
q p¢(Y)| = 1p,(DN/I p(p(Y)L with Y being the measured execution trace
and Y the predicted one. Fig. 7 shows this metric as a box plot and
indicates that the model underestimates violations in most cases.

To statistically validate this hypothesis, we performed a paired
Wilcoxon signed-rank test comparing measured and predicted violation
magnitudes. Specifically, we applied the test on the paired differences
D= pw(f{)| = |p,(Y)]) for the feasible instances. We tested the null hy-
pothesis H,, : mp < 0 (the median measured violation does not exceed
the prediction) against the alternative H, : /i > 0 (the median mea-
sured violation exceeds the prediction), at a significance level a = 0.01.
The test yielded a p-value ~ 8.34 X 1077 < a, thus rejecting the null hy-
pothesis and supporting the claim that the real system violation magni-
tudes exceed the predicted ones, and validating the use of QN models
as a conservative proxy for under-provisioning failures.

Answer to Q1: The proposed approach effectively
generates workload traces that consistently expose
performance failures in the real microservice applica-
tions. Further experiments also demonstrate that the
methodology is robust to model mismatch and gener-
alizes effectively across diverse system configurations.

6.4. Q2: Test suite generation

Having demonstrated the capability of the methodology in producing
failure-inducing tests, in this experiment we address Q2 by performing
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Table 2
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Summary of test generation outcomes for over-provisioning (top) and under-
provisioning (bottom) across all combinations of autoscalers and load shapes. Cells
marked (v) report a falsifying trace, and performance is reported as ( Time to first
feasible load / Time to optimal load ), where lim indicates a timeout. Cells marked
(X) indicate problem infeasibility, and performance is reported as ( Time to prove

infeasibility ).

Over-provisioning objective

Autoscaler Free Ramp Sawtooth Spike

VP50 v(0.07/11.41) v/(0.53/2.07) v(0.40/4.94) v(6.30/13.34)
VP60 v/(0.21/4.78) v(0.12/4.27) v/(0.40/7.06) v/(0.71/6.83)
Stepl v(0.17/77.85) v(0.07/3.60) v(0.15/13.53) v(0.13/5.80)
Step2 v(0.14/1im) v(0.13/27.18)  v/(0.67/lim) v (17.44/280.47)

Under-provisioning objective

Sawtooth Spike

Autoscaler Free Ramp
VP50 v(0.30/1im) X(0.50)
VP60 v(0.32/1im) X(2.79)
Stepl v(0.20/10.64)

Step2 v (1.57/326.78)  X(2.52)

v/(0.09/1.15)

X(2.18)
v(0.19/7.54)
v(2.18/2.79)
v(11.51/13.69)

v (2.64/2.96)
v(0.45/3.28)
v(0.53/0.97)
v(3.01/4.32)

a feasibility assessment of the test generation procedure. To do so, we
generate failure-inducing workload traces across different autoscaling
policies and scenarios (i.e., combinations of load shapes and test ob-
jectives). Consequently, we analyze the outcomes of the optimization
problems and the corresponding computational costs.

Concerning the system, we consider a two-tier application composed
of a lightweight front-end and two slower back-end services. The system
is modeled as a closed QN with n = 4 stations, the first one being a refer-
ence station, while the other three represent CPU-bound services. User
requests circulate among services according to the routing matrix

0 1.0 0 0

po|© 0 06 04
o7 03 o0 0l
08 02 0 0

Service rates and per-service core allocation bounds are defined as

u=1[1844] ¢=[,1,1,1 ¢=1,8,8,8]

Experimental Setup. We generate T = 24 time-step-long tests designed
to expose different types of performance failures under various load con-
ditions. The maximum number of concurrent users is fixed to I = 80.
Autoscaling decisions are evaluated every 3 time steps based on the av-
erage CPU utilization observed over the previous 3 time steps. For this
experiment, we considered all the combinations of the following com-
ponents for the optimization problem (11):

Candidate Autoscalers. In this experiment, we consider the follow-
ing autoscaling policies: (VP50) VP implementation Eq. (8) with a
target utilization «* = 0.5, (VP60) with u* = 0.6, (Stepl) a step con-
troller Eq. (6) with ulow = 0.3, 4% = (.7, and (Step2) a multi-step con-
troller with thresholds [0.2,0.4,0.6,0.8] and corresponding scaling ac-
tions [-2,-1,0,1,2]. The autoscaler implementation is integrated into
the optimization problem as part of the equations characterizing con-
straint (11b).

Load Shapes. Here we focus on the admissible workload sets described
in Section 5.3. In particular, we consider (i) free load shape, (ii) ramp
load shape, (iii) spike shape, and (iv) sawtooth pattern. All the con-
straints associated with the selected load shape are added to the falsifi-
cation problem through constraint (11c).

Test Objectives. In this experiment, we consider the following specifi-
cations: (i) under-provisioning (Eq. (15) with r =1 and & = 20), and
(ii) over-provisioning (Eq. (17) with v = 1/2 and ¢ = 20). Each goal is

10

represented through its robustness function, which is minimized in the
optimization problem alongside penalties on the norm and variation of
user loads over the time horizon, as described in Eq. (12). Moreover,
they are used in constraint (11d), enforcing the generation of tests fal-
sifying the specification.

By considering all the possible combinations of the described com-
ponents (4 autoscalers x 4 load shapes x 2 test objectives), we solved a
total of 32 test generation optimization problems. We set a time limit of
10 minutes per instance on the solver. If a feasible solution was found
within the time limit, it was accepted even if suboptimal.

Results. Table 2 summarizes the outcome of the test generation prob-
lems across all combinations of autoscalers, load shapes, and test objec-
tives. Results are presented in two tables, collecting the data from the
test generation for the over-provisioning (top) and under-provisioning
(bottom) objectives. Each cell indicates whether the falsification prob-
lem was solved successfully (i.e., a falsifying workload was found),
marked with a tick, or proven to be infeasible (i.e., no falsifying work-
load exists under the imposed constraints), marked with a cross; for
feasible cases (v), the accompanying numbers report the total solving
time in seconds to the first feasible and the optimal solution, while for
infeasible cases (X), the accompanying number gives the total solving
time in seconds. If the solver hit the time limit before finding an opti-
mal solution, the cell is marked with lim and the best feasible solution
is returned. Note that in the worst-case scenario the solver might fail to
find a feasible solution or prove its infeasibility within the time limit.

Notably, our results show that in all considered cases the solver ei-
ther found a falsifying trace or proved that no such trace exists within
the imposed time limit, confirming that the framework is successful in
generating load tests for all the encoded scenarios. Furthermore, solv-
ing times to the first feasible solution are generally much shorter than to
the optimal one, showing that falsifying traces for many scenarios can
be obtained within short time intervals.

We can further notice that the free load shape generally requires more
time to be solved to optimality compared to the other load shapes. This
is caused by the fact that the shape constraints imposed in the other
template scenarios are effective in decreasing problem complexity.

In contrast to previous works relying on manual tuning (Straesser
et al., 2023), the proposed technique automatically tunes parameters
while guaranteeing their feasibility, eliminating the risk of configu-
ration errors and the need for multiple test iterations. Moreover, the
framework handles load shapes with multiple degrees of freedom that
would be complex to configure manually, simplifying the practitioner’s
work and providing an advantage over earlier automatic test generation
methods such as Barna et al. (2011), that are limited to less expressive
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profiles. Finally, unlike search-based techniques (McMinn, 2011; Shen
et al., 2015), our approach operates offline; once a proxy performance
model is available, it requires no further costly interactions with the
system.

Answer to Q2: The proposed method proves effec-
tive in automatically generating a diverse set of test
cases within short time and with minimal manual con-
figuration, or in demonstrating that none exist in the
model, across a wide range of autoscaling policies, load
shapes, and objectives.

6.5. Q3: Test generation approaches comparison

In this experiment, we address Q3 by performing a two-fold evalua-
tion. Firstly, we discuss approaches for generating workload traces by in-
teracting with the system under test during execution, and discuss their
applicability in practical scenarios. This evaluation will be conducted
within the proposed modeling framework, since repeated online experi-
ments on the system under test would be prohibitively costly. Secondly,
we compare two model-based state exploration approaches, namely the
proposed MILP-based solution procedure and a genetic algorithm (GA).

Experimental Setup. Here we consider the generation of tests for the
application model described in §6.3.1 under the VP autoscaler imple-
mentation Eq. (8) (with u* =0.5). We generated workload traces of
T = 60 time steps in order to violate the under-provisioning specifica-
tion with = = 1. Moreover, we consider generating tests under the free
load shape, mathematically encoded in Eq. (18).

We perform model-based load test generation through the following
three approaches until a time limit of 7 = 300 seconds for a total of 10
repetitions each:

Random Search. We randomly sample from the admissible workload
set defined by Eq. (18) a workload trace 1 through hit-and-run sampling
and compute the system evolution function Y(c(0),1), that is then used
to compute the value of the robustness function Eq. (15). The process
is repeated until the time limit is hit. Whenever an improvement on the
violation metric is found, we record the elapsed wall-clock time, the
robustness value, and the number of evaluated samples.

Genetic Algorithm. We employ a genetic algorithm to explore the ad-
missible workload set. We generate an initial population of 50 samples
through hit-and-run sampling. In each generation, candidate workloads
are evaluated using the same approach of the random search. After each
mutation, the population is repaired by computing a projection of the
workload trace on the admissible workload set. At the end of each gener-
ation, if an improvement on the violation metric is detected, we record
the elapsed wall-clock time, the robustness value, and the current gen-
eration number. The process is repeated until the time limit is reached.
Given that we consider a population size of 50, each generation involves
the evaluation of a corresponding amount of samples.

MILP Encoding. We formulate the falsification problem as the MILP en-
coding (11) and solve it within the fixed time limit. In order to pro-
duce comparable results with the other methods, we set the parameters
e =0,a =1, =0, thus the objective function corresponds to the viola-
tion metric. During the solving process, every time a feasible solution
with a better objective value is found, we record the elapsed wall-clock
time and the corresponding objective value.

11
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Fig. 8. Best violation versus number of evaluated samples for random search
and GA. Solid lines show average values over multiple runs, with shaded ar-
eas representing standard deviations. The inset marks the tolerance value from
previous experiments and the number of samples needed to reach it.
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Fig. 9. Best violation versus wall-clock time for GA and MILP solver. Solid lines
show average values over multiple runs, with shaded areas representing stan-
dard deviations.

Results. Fig. 8 reports the best violation magnitudes | Pyl obtained by
random search and the genetic algorithm with respect to the number
of evaluated samples. Notably, the naive random approach fails to find
a satisfactory falsifying trace even after 10000 evaluations, thus result-
ing ineffective as an approach for load test generation in this scenario,
whether applied to the model or directly on the system under test. The
genetic algorithm is instead capable of refining the initially random
samples and producing falsifying traces. As a reference, in §6.3.1 we
generated traces considering a robustness tolerance value & = 20. Since
the best robustness values are updated every 50 samples in the genetic
algorithm (corresponding to the population size), the inset shows that
achieving a value of at least 20 to produce a falsifying trace according
to tolerance constraints, requires an average of 300 samples.

Evaluating a single trace on the real system under test requires at
best several minutes. Moreover, such executions must be repeated many
times to identify a falsifying workload trace for a single generation sce-
nario (i.e., a fixed set of load generation hyperparameters). These results
confirm that sampling-based approaches over the system under test are
impractical for systematic load test generation.

Since the genetic algorithm approach proved successful in generat-
ing falsifying traces within the proposed model, we compare it against
the proposed MILP encoding in terms of wall-clock performance. Fig. 9
reports the best violation magnitudes |p";| obtained by both approaches
with respect to wall-clock time. The MILP solver did not reach a cer-
tificate of optimality within the time limit in any repetition, but consis-
tently produced high quality solutions faster than the genetic algorithm,
and with higher performance stability within different runs.
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We statistically validated the comparative performance of the MILP
and GA approaches across the 10 independent repetitions using one-
sided Mann-Whitney U tests* (Mann and Whitney, 1947).

First, we compared the wall-clock times to first violation t’ =
min{Zaock | 105 (ctock)| 2 €} of the two approaches. We tested the null
hypothesis H, : fy;» > 7¢, against the alternative one H, : 7y <7,
with « = 0.01. The test yielded a p-value ~ 9.13 x 10~ < a supporting
the claim that MILP achieves the first violation faster than GA.

Secondly, we compared the best violation magnitudes at time limit v* =
| pfp(ﬂl of the two approaches. We tested the null hypothesis H,, : 8y, , <
g, against the alternative one H, : 0y, > 05, with « = 0.01. The test
yielded a p-value ~ 3.19 X 10~° < « confirming that the violation at time
limit produced by the MILP approach is higher than that produced by
GA.

Furthermore, we note that MILP solvers can also provide certifi-
cates of optimality or infeasibility, preventing wasted computational
resources on search-based methods that may explore infeasible scenar-
ios indefinitely without providing a non-existence verdict. These results
support the choice of MILP-based techniques for solving the falsification
problem in the proposed modeling framework.

Answer to Q3: Direct online falsification is shown
to be impractical due to the excessive number of sam-
ples needed to identify a falsifying trace, multiplied by
the computational cost of the evaluation of a single
trace. Among model-based optimization techniques,
the MILP encoding proved superior to genetic algo-
rithm approaches.

6.6. Threats to validity

We discuss threats to the validity of the experimental evaluation,
distinguishing between internal and external factors.

Internal Validity. Model mismatch may introduce discrepancies be-
tween queuing network predictions and the measured system behav-
ior. We mitigate this risk through a sensitivity analysis experiment in
§6.3.2 and by observing that measured violations consistently exceed
model predictions in §6.3.3, which makes the test generation conserva-
tive. To reduce the impact of performance variability in cloud environ-
ments, each experiment is repeated multiple times and analyzed using
non-parametric statistical tests.

External Validity. Our evaluation is conducted on controlled bench-
marks rather than production deployments. Although the case study and
autoscaler models reflect realistic designs and are widely used in related
work (Incerto et al., 2023, 2025), they remain abstractions, and the re-
sults may not fully generalize to operational systems. Validation on real
deployments is therefore left to future work. The simulation study also
excludes over-provisioning scenarios. Since model mismatch typically
occurs under saturation, and the specification tolerance & filters minor
violations, we do not expect false positives in this regime. Nonetheless,
this scenario warrants further investigation.

7. Limitations
This section summarizes the main methodological limitations of the

proposed approach and clarifies its scope of applicability.

4 We used non-parametric Mann-Whitney U tests given the low sample num-
ber.
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7.1. Modeling assumptions

In this paper, we focused on closed queuing network performance
models for microservice applications to predict services throughput, as
well as on rule-based and HPA-inspired autoscaler implementations.
While the performance model choice is well established in the perfor-
mance modeling literature, it cannot naturally capture all phenomena
affecting performance in microservice applications. However, we argue
that the model is not intended to provide definite performance predic-
tion, but to support the generation of workload traces, that are ulti-
mately validated on the system under test. Moreover, from a method-
ological standpoint, as discussed in Remarks 1 and 2, the proposed ap-
proach can in principle accommodate a wide variety of performance
models and autoscaler policies, provided that PWA approximations of
these components exist. Future work may investigate these modeling
extensions, thus enabling the application of the approach to more com-
plex systems and test scenarios. Furthermore, data-driven techniques
(e.g., reinforcement learning Yamagata et al., 2021 or surrogate model
learning (Bak et al., 2024)) could be employed when black-box models
of the systems are available.

7.2. Optimization scalability

The MILP representation of the falsification problem (10) faces the
complexity of NP-hard formulations, with worst-case exponential time
complexity growth proportional to the number of microservices, time
steps, and autoscaler PWA regions. However, regarding the test length,
we argue that the main goal of the proposed methodology is the gen-
eration of short, focused test cases rather than the execution of long-
duration sequences used in orthogonal approaches for expected usage
validation (Calzarossa et al., 2016; Vogele et al., 2018). Regarding the
system model complexity, we remark that solving times are not strictly
predictable based on the number of binary variables, as computational
effort depends heavily on the specific problem structure and the efficacy
of solver heuristics. However, although the complexity of optimization
problem (11) grows exponentially with the number of binary variables,
modern MILP solvers are able to solve large problem instances thanks
to decades of algorithmic and heuristic advances (Achterberg and Wun-
derling, 2013). Furthermore, despite this exponential growth, the prob-
lem is solved offline and does not impose real-time constraints; conse-
quently, even computation times on the order of hours are negligible
when compared to the expense of conducting large-scale live experi-
ments. In our experiments in §6.5, instances up to n = 10 services and
a horizon T = 60 time steps were consistently solved within a 5-minute
timeout. Nevertheless, this limitation opens several avenues for future
research, including the investigation of alternative solvers, such as SMT-
based ones (e.g., Z3 de Moura and Bjgrner, 2008, dReal (Gao et al.,
2013)), beyond the heuristic method evaluated in §6.5.

7.3. Modeling effort

The proposed methodology depends on the availability of a suffi-
ciently accurate performance model. While building a reliable perfor-
mance model requires significant upfront effort, we argue that this in-
vestment offers a favorable trade-off compared to purely online testing
approaches. First, in §6.5 we show that finding falsifying traces online
through online state-space exploration is infeasible in high-dimensional
load configuration spaces. Furthermore, after the initial model infer-
ence, the model can be used to generate test cases across different con-
figurations, as demonstrated in §6.4, while an online approach might
need to start from scratch. Finally, this modeling effort also unlocks ad-
ditional model-based microservice engineering techniques, such as au-
toscaling (Incerto et al., 2018), what-if analysis (Kowal et al., 2015),
and capacity planning (Incerto et al., 2021).

Furthermore, model mismatch may affect the estimation of the spec-
ification violations. In §5.4, we discuss mitigation strategies to reduce
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the risk of false positives, including the adoption of robust specification
violation thresholds (see tolerance parameters ¢ in §5.1). Additionally,
whenever a modeling error affects the applicability of the methodology,
generated test cases can be used to refine the model. Nevertheless, em-
pirical results confirm that, despite prediction errors, the methodology
successfully exposes performance failures during execution. Notably,
in the under-provisioning specification, actual performance violations
were more severe than those predicted. This indicates that, although
QN models cannot capture all dynamics of the real system, they still are
adequate as proxy models for effective load test generation within the
proposed approach.

8. Conclusion

This paper presented a novel approach for load test generation in
elastic microservice applications. The contribution of the paper lies in
a structured, model-based offline approach that complements classical
expected usage load tests. An end-to-end workflow to evaluate the out-
come of the test generation procedure is also presented.

The effectiveness of our approach has been validated on an exam-
ple elastic microservice application whose performance was modeled as
a closed QN. We showed that the test generation process unveils per-
formance failures despite model discrepancies in the system equipped
with an autoscaler. Moreover, we demonstrated that the method is ef-
fective in generating a diverse set of test cases under different operating
conditions within a short amount of time and with minimal manual con-
figuration.

Future work could address the computational scalability of the test
generation approach by exploring alternative solution methods, en-
abling its usage in more complex scenarios. From a software engineering
perspective, building upon the evaluation pipeline proposed in §5.4, an-
other direction for future work is the development of a production-ready
implementation of the proposed method into CI/CD pipelines.
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Appendix A. Load Shapes

In this section we describe the constraints defining the admissible
workload set £ of each load shape presented in §5.3.

Ramp Load Shape.
1< <T Vi=1:T
I)=1t-1) Vt=2:7
It =1t -1 +a Vi=1+li1,
n=I1(t-1) Vi=r1,+41:T
la| <o,

with 7; = [0.25T |, 7, = |0.75T] denoting respectively the start and the
end of the ramp phase. The parameter a defines the constant slope of
the ramp which absolute value is bounded by the scalar parameter o.

Spike Load Shape.
1< <] Vi=1:T
I)=1t-1) Vi=2:1
I=It-D+a Vi=7+l:7,
I()=ylt—1) Vit=1n+1l:73
It)=1¢t-1) Vt=r3+1:T
aeR, 0<y<09

with 7; = |0.15T], 7, = [0.25T |, and 73 = |0.5T |, denoting respectively
the end of the warm-up period, the end of the peak growth phase, and
the end of the exponential decay. The parameter « controls the magni-
tude of the spike growth, while y regulates the exponential decay rate.

Sawtooth Load Shape.

I<I(<] Vi=1:T
=1t-1) vi=2:[%|
1<I—I(t-1)<o Vi=b+1:b+R,

Vi=0:N-1
—6 <I(t)—1(t—1) < —1 Vi=b+R+1:b+C,
Vi=0:N-1

IH=1(t-1) Vi=|$]+NC+I:T,

with N =2 denoting the number of sawtooth cycles, r = 0.6 the ratio
of ramp-up length to cycle length, C = |T /(N + 1)] the cycle duration,
R = |rC] the ramp-up duration, and b; = |C/2| + iC the start of each
cycle. Each cycle is characterized by a bounded ramp-up followed by
a bounded ramp-down, while the sequence remains constant outside of
the cycle intervals. Positive scalar ¢ denotes the bound on the rate of
change.
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