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Background: Smart contracts are revolutionizing the way two or more parties subscribe to and apply an 
agreement. The main reason is that they promise to increase efficiency, transparency, and security. However, 
their inherent vulnerabilities can lead to automated exploits, resulting in significant resource losses. Among these, 
reentrancy is one of the most impactful security flaws. Over the past few years, reentrancy vulnerabilities have 
caused substantial financial damage and threatened the viability of entire blockchain ecosystems. Therefore, 
investigating whether reentrancy can be effectively mitigated and exploring the methodologies designed to 
address it is crucial.

Methodology: This paper aims to provide a comprehensive understanding of the impact of reentrancy vulnerabilities 
in Ethereum smart contracts and to assess the theoretical and practical approaches proposed to counter them. By 
following the PRISMA framework, we conduct a literature review of academic publications to identify, screen, 
and analyze relevant studies on detection and mitigation techniques.

Results: Our findings indicate that the estimated financial loss due to reentrancy attacks amounted to around 
350 million USD by 2023, with increasing frequency and profitability of incidents. Despite advancements in 
mitigation tools, particularly machine learning, they only partially address vulnerabilities and remain ineffective 
against zero-day attacks.

Contribution: This paper identifies critical challenges in reentrancy detection, including the lack of standardized 
benchmarks and data on zero-day vulnerabilities. It emphasizes the need for unified datasets and evaluation 
frameworks to facilitate fair comparisons, improving detection effectiveness. Additionally, it highlights the need 
for tools addressing all four reentrancy vulnerability types and reporting performance results.

1. Introduction

Bitcoin, the foremost application of blockchain technology, em

ploys a constrained set of scripts for transaction execution. The advent 
of Ethereum smart contracts represented a further advancement, pro

pelling blockchain technology into the era of programmable finance.

Briefly, smart contracts allow controlling transactions with a high 
degree of customization through code that is public and immutable. 
The first mention of smart contracts was due to Szabo [1], who in

troduced the concept as an alternative to traditional paper contracts. 
Nowadays, smart contracts manage digital currencies valued at billions 
of dollars, making them appealing targets for potential attackers. The 
main attack vector is vulnerability exploitation, where attackers take ad
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vantage of poorly implemented smart contracts to drain resources from 
the blockchain.

For instance, SlowMist Hacked [2] reported that blockchain plat

forms including Ethereum [3], EOS [4], and TRON [5] have suffered 
from losses surpassing 3.3 billion USD due to the security breaches in 
smart contracts.

One of the most impactful vulnerabilities is reentrancy, which repre

sents a formidable threat within blockchain systems [6]. The reentrancy 
vulnerability occurs when an external callee contract invokes a function 
in the victim contract in the middle of its execution. This permits the 
attacker to circumvent sanity checks that are not yet executed by the 
victim. Consequences of this attack include balance depletion and gas 
exhaustion [7].
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Fig. 1. A real-world instance of smart contract reentrancy attack [13]. 

A major reentrancy-related episode was the attack on The DAO [8], 
one of the first decentralized autonomous organizations and a crowd

funded investment project [9], in 2016. In that case, an attacker ex

ploited a reentrancy vulnerability to steal about $60M worth of Ether 
(the native cryptocurrency of Ethereum). The attack had heavy effects, 
causing Ethereum’s market cap to drop by over $600M in a day and lead

ing to a community split that resulted in a hard fork and the creation of 
the Ethereum Classic blockchain [10]. In general, reentrancy vulnerabil

ities can significantly impact decentralized finance by enabling attackers 
to manipulate token prices, drain liquidity pools, or exploit flash loan 
mechanisms, leading to substantial financial losses [11]. Furthermore, 
reentrancy vulnerabilities can affect other Web3 applications (e.g., the 
metaverse), leading to financial losses and undermining trust, as demon

strated by the 2022 attack against Project Paraluni, based on Binance 
Smart Chain, where $1.7M were stolen due to a smart contract flaw 
[12]. Such vulnerabilities are not isolated cases, but rather persistent 
issues in practice.

A crucial aspect of understanding reentrancy vulnerabilities lies in 
the behavior of the fallback function. Briefly, the fallback function takes 
no input, returns no output, and is triggered in two scenarios:

1. When a contract is called but does not contain any matched func

tion, fallback is called by default.

2. In the event of an Ether transfer to the contract, the fallback func

tion will also be executed.

Fig. 1 depicts a real-world example of a reentrancy vulnerability 
[13]. This attack belongs to the second scenario described above. In 
the ``Attacker'' contract, the Money function endeavors to perform a 
withdrawal operation by invoking the withdraw function of the ``Vic

tim'' contract, incorporating the Ether transfer method. As a result, this 
triggers the fallback function in the ``Attacker'' contract. Subsequently, 
the triggered fallback function in the ``Attacker'' contract reinvokes the 
withdraw function, leading to the repetitive execution of the with

drawal operation until the Ether within the ``Victim'' contract is de

pleted. Since contracts are immutable, victims cannot block the con

tinuous flow of Ether into the intruder’s possession.

The security community has devoted considerable effort to designing 
and implementing countermeasures for detecting and mitigating reen

trancy in smart contracts. These efforts explored several directions, and 
they produced a myriad of tools. Nevertheless, the main question re

mains: Can we get rid of reentrancy in practice? Existing studies in the 
literature on reentrancy vulnerabilities in smart contracts do not fully 
investigate all types of reentrancy vulnerabilities, and they mainly con

sider conventional reentrancy detection tools, especially those that focus 
on the type of reentrancy exploited by the DAO attack in 2016. In ad

dition, no study has compared the performance of different reentrancy 
detection tools in smart contracts.

To address this gap, we present a systematic review of papers on 
smart contract reentrancy issues, focusing on its impact, as well as its 
theoretical and practical addressability. Our research is guided by the 
following research questions:

RQ1. What is the actual impact/diffusion of reentrancy attacks?

RQ2. Which methods can theoretically address reentrancy?

RQ3. Which tools exist that counter reentrancy in practice?

For each selected paper, we critically revised the proposed method

ology and, when present, the implementation and experimental results. 
All the techniques were categorized and compared in order to provide 
the reader with a clear understanding and a comparison of their per

formance. Our findings indicate that reentrancy attacks have caused 
approximately $350 million in losses so far and that their impact is 
still growing (RQ1). Most authors propose methodologies based on a 
few techniques and their combinations, such as machine learning (ML), 
model checking (MC), symbolic execution (SE), fuzz testing (FT), run

time monitoring (RM), and code patching (CP). Among these, ML is the 
most frequently used technique (RQ2).

Although various detection tools exist, they generally lack effec

tiveness against zero-day vulnerabilities, and there is no standardized 
benchmark for evaluating these tools (RQ3). These insights offer read

ers a clear understanding of the state of affairs of reentrancy and point 
out some critical issues and novel directions for the security community.

In summary, the main contributions of this paper are as follows.

1. Analysis of reentrancy in the wild. We carry out a thorough ex

amination of reentrancy issues, encompassing the economic impact 
of attacks and challenges related to detecting and preventing reen

trancy vulnerabilities.

2. Survey of reentrancy detection and defense mechanisms. We 
present a systematic review of existing literature focusing on meth

ods to counter reentrancy in smart contracts.

3. Critical assessment of existing methodology. We perform a struc

tured comparison of the results achieved by existing methodologies 
and their implementations, with a specific focus on their capability 
to prevent reentrancy-based attacks.

The remainder of this paper is structured as follows. Section 2 com

pares the current paper with the relevant related work and highlights 
its main novelties. In Section 3, we introduce the relevant information 
about smart contracts, reentrancy vulnerability, and defense techniques. 
Section 4 presents the methodology we followed to search and select the 
relevant papers from online databases and discuss possible threats to the 
validity of our methodology. Section 5 provides a comprehensive analy

sis and evaluation of the selected papers, answers to our research ques

tions, and synthesizes our findings. Section 6 presents some actionable 
recommendations to guide researchers and practitioners in overcoming 
reentrancy vulnerability. Lastly, in Section 7, we draw some conclusions, 
briefly discussing future research directions.

2. Related work

This section summarizes the relevant literature and compares it with 
the current paper, emphasizing its main novelties. Since the appear

ance of smart contracts, their security has emerged as a vast research 
area, and many authors have proposed surveys on this field. For in

stance, Li et al. [14] systematically examined the security risks in pop

ular blockchain systems, surveying real attacks from 2009 to 2017 and 
analyzing the exploited vulnerabilities.

Blockchain: Research and Applications 7 (2026) 100347 

2 



F. Ghiyami Pour, G. Costa and L. Galletta 

Table 1
Recent surveys on the security of smart contracts.

Title Year SLR Method Attack Detection 
Survey on the security of blockchain systems [14] 2020 ✗ ✓ ✓ ✗ 
A Survey on Ethereum Systems Security: Vulnerabilities, Attacks, and Defenses [7] 2020 ✗ ✓ ✓ ✓ 
Empirical review of automated analysis tools on 47,587 Ethereum smart contracts [20] 2020 ✗ ✓ ✗ ✓ 
A Survey of Smart Contract Formal Specification and Verification [19] 2021 ✗ ✗ ✗ ✓ 
Ethereum Smart Contract Analysis Tools: A Systematic Review [21] 2022 ✗ ✓ ✗ ✓ 
Systematic Review of Security Vulnerabilities in Ethereum Blockchain Smart Contract [22] 2022 ✗ ✓ ✗ ✓ 
Review of Automated Vulnerability Analysis of Smart Contracts on Ethereum [23] 2022 ✗ ✓ ✗ ✓ 
A systematic literature review of undiscovered vulnerabilities and tools in smart contract technology [17] 2023 ✓ ✓ ✗ ✓ 
A Survey of Vulnerability Detection Techniques by Smart Contract Tools [24] 2024 ✗ ✓ ✗ ✓ 
Vulnerabilities of smart contracts and mitigation schemes: A Comprehensive Survey [25] 2024 ✗ ✓ ✗ ✓ 
A Systematic Literature Review on Smart Contract Vulnerability Detection by Symbolic Execution [16] 2024 ✓ ✗ ✗ ✓ 
Ethereum Smart Contract Vulnerability Detection and Machine Learning-Driven Solutions: A Systematic Literature Review [15] 2024 ✓ ✗ ✗ ✓ 
This survey 2025 ✓ ✓ ✓ ✓ 

Table 1 lists recent and relevant studies focusing on the security of 
smart contracts, also including reentrancy. We compare these studies 
based on their main contributions. The ``Year'' column indicates the 
publication year of each study. In column ``SLR'', we report whether 
the paper presents a systematic literature review (SLR) following the 
definition given in Refs. [15--17]. According to their definition, an SLR 
identifies, evaluates, and synthesizes all available research papers rel

evant to a specific research question, topic area, or phenomenon of 
interest. Its goal is to provide clear, reasonable, and unbiased informa

tion on a research topic [18].

Regarding column ``Method'', we indicate reviews that consider 
works using more than a single, specific methodology. For instance, 
Kiani and Sheng [15] only revise papers employing ML, and similarly in 
Refs. [16,19], the scope is on SE and formal verification, respectively.

Column ``Attack'' denotes papers that include details about real at

tacks due to the exploitation of vulnerabilities in smart contracts. For 
example, Ref. [7] provides a list of attacks on the Ethereum blockchain 
and puts them in relation to the vulnerabilities they used.

Column ``Detection'' lists papers that consider detection tools able to 
spot vulnerabilities in smart contracts. As one might expect, most papers 
report on vulnerability detection mechanisms with the exception of Li 
et al. [14], which systematically explores security threats to blockchain 
and surveys real attacks on popular blockchain systems.

Compared to other works, the present survey is the only one that, at 
the same time, follows a systematic approach to literature review, in

cludes a wide spectrum of methodologies, discusses real attacks, and re

views the existing detection tools. This level of detail is due to our aimed 
scope of only dealing with reentrancy. As a matter of fact, most of the 
surveys listed above consider smart contract vulnerabilities in general. 
We claim that our in-depth analysis of a single, yet extremely impactful, 
vulnerability is crucial for better understanding how to counter such a 
security flaw in smart contracts effectively.

3. Background

This section briefly recalls the key concepts necessary to correctly 
understand our work. First, we present the basic notions of smart con

tracts, then we introduce the reentrancy vulnerability, and finally, we 
discuss the main proposed defense mechanisms.

3.1. Smart contracts

Smart contracts [26] are a major use case for blockchain technol

ogy. Briefly, a smart contract is a self-executing digital contract with the 
terms of the agreement between two or more parties written directly into 
code [27], deployed on the blockchain and executed by a distributed vir

tual machine. Smart contracts are transparent and immutable, and they 
do not rely on a trusted third party [21]. This makes them suitable for 
creating decentralized applications [28], and for adopting them in many 

fields such as supply chain management [29], Internet of Things [30], 
finance [31], and healthcare [32].

The idea of smart contracts was introduced in 1997 [33], but it is 
only with the advent of Ethereum in 2015 that they became a reality. 
In 2022, smart contracts controlled approximately 1.75 million USD, 
and projections estimate this to rise to 9.85 million USD by 2030 [34]. 
Needless to say, smart contracts have attracted significant attention from 
cyber criminals because of their economic value, making their security 
crucial.

Ethereum is possibly the most famous smart contracts platform. As 
represented in Fig. 2, the development process of smart contracts into 
the Ethereum blockchain involves three phases: coding, compiling, and 
deploying. During the coding phase, developers write the source code 
using Solidity, a high-level, statically typed programming language. 
Subsequently, the source code is compiled into Ethereum virtual ma

chine (EVM) bytecode using a language-specific compiler called Solc.

Finally, in the last phase, the smart contract is deployed on the 
blockchain. During the deployment, the contract is assigned a unique 
address. By accessing its address, users and other contracts can invoke 
the contract’s application binary interface [35], i.e., the members, either 
functions or data fields, publicly exposed by the contract, and interact 
with it.

3.2. Reentrancy vulnerability

Reentrancy is one of the most severe vulnerabilities of smart con

tracts. Intuitively, this vulnerability arises when an external callee con

tract invokes a function exposed by a caller contract before the com

pletion of the latter. This can lead an attacker to circumvent the sanity 
checks and deplete the contract’s balance.

Four types of reentrancy exist that we briefly describe below. Fig. 3
illustrates them, where the color red denotes the fallback function, 
which is central to the attack; the color green indicates the invocation 
of a function, while blue represents the definition of a function.

Transfer-based reentrancy Transfer-based reentrancy manifests when an 
attacker can withdraw an amount from a victim contract multiple times 
before the contract’s balance is updated. In practice, this may happen 
when a vulnerable withdraw function transfers money and returns con

trol to the caller through the fallback function before the balance of the 
victim contract is updated. For instance, in Fig. 3, the attacker contract 
has a function money that (1) invokes the victim’s withdraw function 
and (2) gets control back via the fallback function. By iteratively call

ing money, the attacker prevents the victim from running update, thus 
depleting the balance of the target contract.

Single-function reentrancy, exemplified by the DAO attack, is a sub

set of transfer-based reentrancy, where the attacker exploits a specific 
function call to manipulate contract states or funds.
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Fig. 2. The compilation process for Ethereum smart contracts. 

Fig. 3. Four types of reentrancy vulnerabilities. 

Cross-function reentrancy Cross-function reentrancy occurs when an at

tacker exploits the interaction between multiple functions within a con

tract to repeatedly withdraw funds before the contract’s state is updated. 
This differs from single-function reentrancy, where the exploit is con

tained within a single function call. For example, in Fig. 3, the attacker 
contract has a function pay that (1) calls the victim’s withdraw func

tion. Next, the victim’s withdraw function makes an external call (2), 
transferring some money and the control back to the attacker’s fall
back function. Then, the fallback function calls another function 
money in the attacker contract, which (3) calls withdraw again on the 
victim’s contract. By continually invoking money function, the attacker 
perpetuates a loop through these functions, before the victim contract 
updates its state via the update function. This cycle enables the attacker 
to deliberately and progressively drain the balance of the victim’s con

tract.

Create-based reentrancy Create-based reentrancy occurs when the con

structor of a newly created contract makes external calls to other con

tracts. This type of attack leverages the new keyword in Solidity to run 
reentrant attacks deriving from the execution of the constructor. Fig. 3
shows an example of this attack that occurs when (1) the attacker calls 
the withdraw function of the victim contract that creates a new in

termediary contract. When the intermediary contract is initialized, (2) 
its constructor executes immediately, and (3) the constructor 

calls back the attacker contract, so triggering its fallback function. 
The fallback function is implemented to invoke the money function, 
which calls withdraw in the victim contract again. This process re

peats, allowing the attacker to continuously drain the victim contract’s 
balance before running update, exploiting the creation process by the 
victim contract to deplete its funds.

Delegated reentrancy Delegated reentrancy arises from a combination of 
contracts and library contracts, utilizing DELEGATECALL or CALLCODE 
EVM instructions.

These instructions enable a contract to execute instructions of a tar

get contract within its own execution context, thus allowing the library 
to exert control over the calling contract’s funds and internal state. While 
individual contracts may not exhibit reentrancy vulnerabilities when an

alyzed independently, combining a state update and an external call in 
separate contracts may enable this vulnerability. That is, delegate reen

trancy does not emerge when each contract is analyzed in isolation. For 
example, in Fig. 3, the attacks occur in smart contracts when an attacker 
exploits the delegation calls to an external library contract to repeatedly 
withdraw funds before the victim can update its state.

The attack takes place as follows: (1) the attacker initiates the attack 
by calling the withdraw function of the victim contract; next, (2) the 
withdraw function calls the pay function from the Library contract, 
to transfer the amount to the attacker’s address; (3) the pay function 
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in the Library contract transfers the amount to the attacker’s address. 
During this transfer, the fallback function of the attacker contract is 
triggered. The fallback function in the attacker contract, then invokes 
the money function within the attacker contract, which calls the with
draw function of the victim contract once more, starting the process 
over again.

3.3. Defense mechanisms

Security mechanisms can be applied during the various phases of 
smart contract development to enhance the security of smart contracts 
against reentrancy issues. Such defense mechanisms for reentrancy vul

nerabilities are typically distinguished between two categories: proac

tive and reactive defenses [7]. Following this classification, we briefly 
recall defense mechanisms for smart contracts. As shown in Fig. 2, the 
development of smart contracts on the Ethereum blockchain involves 
three phases. In the coding phase, for instance, the developers can use 
software engineering mechanisms such as code inspection [36], which 
consists of a systematic review of the source code to check for defects. 
During the compiling phase, the developers can use different analysis 
tools to mitigate reentrancy at the application binary interface (ABI) 
and bytecode levels.

In the last phase, reactive defense mechanisms can be used to de

fend against reentrancy attacks. Below, we briefly survey these defense 
mechanisms.

3.3.1. Proactive defenses

Proactive defenses are security mechanisms that are leveraged to 
mitigate or avoid reentrancy vulnerabilities before deploying smart con

tracts. Typically, these mechanisms are applied during the coding and 
compiling phases of the development process.

Language-based security These defenses are based on enhancing pro

gramming languages with constructs that help developers write vulner

ability-free code. In this context, two families of languages are relevant: 
high-level languages, which are used to develop smart contracts, and 
intermediate-level languages, which are used to deploy smart contracts 
on the blockchain virtual machine. Language-based security mecha

nisms may be applied at both these levels.

For example, both Obsidian [37] and Flint [38] introduce enhanced 
type systems to detect and prevent reentrancy.

Additionally, Nomos [39] is a domain-specific language that en

hances security by utilizing resource-aware session types. Recognizing 
that the linearity of session types alone is inadequate to prevent reen

trancy, Nomos leverages the resource-tracking capabilities of session 
types. This approach ensures that attackers cannot gain permission to 
call a currently used contract, thereby eliminating all forms of (object) 
reentrancy [40].

Coding best practice As smart contracts are a novel programming 
paradigm, best practices, which can help developers prevent or mitigate 
common vulnerabilities, are still under development. The call control 
principle is one of the best practices in Solidity for preventing reen

trancy vulnerabilities during the development of smart contracts. This 
principle underscores the importance of establishing secure interactions 
between smart contracts and externally owned accounts. It focuses on 
preventing unexpected behaviors from the callee contract to mitigate 
reentrancy attacks. A fundamental aspect of this principle involves fol

lowing a pattern known as ``check, update, then interact''. This approach 
mandates verifying conditions first, updating state variables second, and 
only then engaging in interactions with other contracts.

Smart contract analysis Examining smart contracts and improving their 
security through various methods is another technique for defense. We 
completely discuss these methods in Section 5.2.

Table 2
Lists of primary, secondary, and tertiary keywords.

Primary (1) Secondary (2) Tertiary (3) 
A Reentrancy Vulnerabilit* Symbolic execution 
B Smart contract Detection Formal verification 
C -- Analys* Fuzzing 
D -- Security Machine learning 
E -- -- Deep learning 

3.3.2. Reactive defenses

Reactive defenses are leveraged to address the potential exploitation 
of unknown vulnerabilities during contract runtime, aiming to miti

gate damage. Runtime verification methods monitor execution traces to 
detect and respond to suspicious activities that may violate certain prop

erties. To detect and prevent reentrancy vulnerabilities, Sereum [41], for 
instance, uses taint analysis to monitor runtime data flows during the 
execution of smart contracts.

4. Methodology

In this study, we utilized the Preferred Reporting Items for System

atic reviews and Meta-Analysis (PRISMA) model [42] for reporting and 
analyzing research within the domain of interest, namely reentrancy 
issues in smart contracts. Thus, we start our analysis with the formula

tion of a targeted search strategy. We also define exclusion criteria for 
refining the collected body of knowledge. Then, we move on to study 
selection, data extraction, and synthesis to address our research ques

tions.

The potential threats to validity that might affect our methodology 
are then discussed in Section 4.3.

4.1. Search strategy

We commenced with an analysis of existing literature reviews on 
smart contracts vulnerabilities, in general, and reentrancy, in particular.

To extend the scope of our search, we considered three widely used 
online repositories, i.e., the ACM Digital Library,1 IEEEXplore Digital 
Library,2 and Science Direct.3

The search strings utilized to query these repositories were designed 
by considering three categories of keywords: primary, secondary, and 
tertiary. Primary keywords precisely represent the vertical scope of our 
survey, and they are ``reentrancy'' and ``smart contract''. Secondary key

words are terms that capture the security-related topics, and they are 
“vulnerabilit*'', ``detection'', ``analys*'' and ``security''.4 Finally, tertiary 
keywords are meant to refine the granularity of our queries by restricting 
the search to the relevant methodologies. These keywords are ``sym

bolic execution'', ``formal verification'', ``fuzzing'', ``machine learning'' 
and ``deep learning''. The lists of keywords are reported in Table 2.

Search queries are obtained by combining three keywords from these 
categories using the conjunction operator. For instance, the query A1 
A2 B3 (or AAB for brevity) corresponds to searching all the papers that 
contain the three terms ``reentancy'', ``vulnerabilit*'' and ``formal ver

ification''. Finally, we also submitted the query for ``reentrancy'' and 
“smart contract'', which correspond to two terms in the primary cate

gory, due to their high relevance. This query is denoted by AB.

We conducted a review of technical studies published between 2018 
and 2023. The search items include an ``AND'' combination of the three 
types of keywords. The distribution of search results across primary 
sources for each search term is detailed in Table 3.

1 https://dl.acm.org/.
2 https://ieeexplore.ieee.org/Xplore/home.jsp.
3 https://www.sciencedirect.com/.
4 Terms ending with the wildcard *, e.g., ``vulnerabilit*'', are meant to match 

both singular and plural, e.g., ``vulnerability'' and ``vulnerabilities''.
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Table 3
Number of papers retrieved for each search string.

A
A

A

A
A

B

A
A
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A
A

D

A
A

E

A
B

A

A
B

B

A
B
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A
B

D

A
B

E

A
C

A

A
C

B

A
C

C

A
C

D

A
C

E

A
D

A

A
D

B

A
D

C

A
D

D

A
D

E

B
A

A

B
A

B

ACM 3 1 1 3 3 3 0 0 2 3 2 2 1 0 0 2 2 1 2 1 15 9 
IEEE 4 1 5 5 9 5 0 2 4 9 4 1 2 1 4 4 0 4 5 9 23 14 
ScienceDirect 2 0 0 0 0 2 0 0 0 0 2 0 0 0 0 1 0 0 0 0 4 4 
Total 9 2 6 8 12 10 0 2 6 12 8 3 3 1 4 7 2 5 7 10 42 27 

B
A

C

B
A

D

B
A

E

B
B

A

B
B

B

B
B

C

B
B

D

B
B

E

B
C

A

B
C

B

B
C

C

B
C

D

B
C

E

B
D

A

B
D

B

B
D

C

B
D

D

B
D

E

A
B

ACM 13 11 21 12 2 5 21 23 7 3 9 19 13 9 14 8 24 16 18 
IEEE 30 31 42 25 8 20 44 55 21 18 16 72 42 27 51 33 86 68 32 
ScienceDirect 2 6 7 3 3 2 13 13 2 5 1 14 3 4 6 1 25 10 3 
Total 45 48 70 40 13 27 78 91 30 26 26 105 58 40 71 42 135 94 53 

Fig. 4. Overall paper selection process using the Preferred Reporting Items for Systematic reviews and Meta-Analysis (PRISMA) method. 

4.2. Study selection, data extraction, and synthesis

This section outlines the methodology for selecting, extracting, and 
synthesizing data to ensure a thorough review. We specifically detail the 
inclusion and exclusion criteria used to refine the selection of studies.

4.2.1. Inclusion and exclusion criteria
This study exclusively considered papers published in reputable sci

entific international journals with Q1 or Q2 ranks and proceedings of 
international conferences with A, B, and C ranks for inclusion. Exclusion 
criteria comprised work such as books, technical reports, and Master’s 
theses. Only papers directly relevant to the reentrancy issue in smart 
contracts were included, while those falling outside this specific scope or 
originating from journals with Q3, Q4, or N/A rankings or conferences 
with N/A rankings were excluded. Additionally, articles not written in 
English and those not indexed were not considered for this comprehen

sive analysis.

4.2.2. Detailed process of study selection, data extraction, and synthesis

In this part of the process, we conducted an extensive search across 
top research repositories, resulting in the identification of 1278 research 
papers. After a meticulous screening process, we excluded 815 papers 
due to duplication. This left us with 463 studies for further considera

tion. Also, we excluded another 310 papers as they were not relevant 
to the review focus. To ensure the relevance of these studies, we per

formed a manual review of each paper, carefully examining the title 
and abstract. Subsequently, 8 studies were books and theses that were 
outside the scope of this review.

Furthermore, only papers that conformed to the predefined inclusion 
criteria relevant to the ranking of journals and conferences, as detailed 
in Section 4.2.1, were incorporated. Consequently, 49 additional articles 
were excluded at this stage because not meeting our quality require

ments, resulting in a final selection of 96 studies eligible for inclusion 
in our paper. Fig. 4 presents an overview of the paper selection process 
employed in this systematic review.

4.3. Threats to validity

In this section, we discuss the potential threats to the validity of this 
study.

4.3.1. Internal validity

The internal validity of this study faces the following potential 
threats.

Known tools exclusion. Some tools may be excluded from our study 
due to the lack of academic publications, their papers are published 
at events that do not meet our criteria (e.g., workshops, events for 
practitioners), or because their publication dates fall outside the 
specified time frame of 2018--2023. This is the case of some widely 
used tools such as Mythril [43], SmartCheck [44], Slither [45], and 
Oyente [46] that were excluded by our selection criteria.

Variation in keywords. Different authors may use varied keywords 
for the same research subject, or there might be works using tech

niques not mapped into our keywords.

Selection of databases and time frame. The choice of databases and 
the specified time frame may limit the scope of the search.

Blockchain: Research and Applications 7 (2026) 100347 

6 



F. Ghiyami Pour, G. Costa and L. Galletta 

Practical constraints. Practical constraints, e.g., the exclusion of cer

tain databases such as the Web of Science,5 may lead to missing 
relevant works. Furthermore, the absence of a unified or a standard 
dataset, makes a direct comparison between different methodolo

gies and tools potentially inaccurate.

To mitigate the issue of keyword variation, we conducted an exten

sive review of existing literature to identify common terms and methods 
related to detecting vulnerabilities in smart contracts, with a particu

lar focus on reentrancy. Although there remains a possibility of having 
omitted relevant studies, we consider our initial corpus of 1278 research 
papers adequate for the purpose of this work.

Regarding database selection and time frame, we have strong guar

antees that our selection method is adequate. In particular, the number 
of replicated entries shows that the level of redundancy is quite high. 
This was also confirmed through a check against Web of Science, which 
resulted in only replicated entries. Similarly, the recent development of 
the blockchain ensures that the considered time frame is sound.

Finally, for what concerns practical constraints, as mentioned above, 
the level of redundancy in online databases is a strong guarantee against 
potential blind spots in our search methodology. Furthermore, we re

mark that tools’ performances reported in our study (e.g., as in Table 8) 
are not meant to provide an exact comparison between the proposed 
techniques, but rather a general indication of the results achieved by 
them. Indeed, an objective comparison would require, e.g., a unified 
test dataset whose definition is beyond the scope of the present work.

4.3.2. Construct validity

Construct validity is centered around the construction of research 
questions and the process of data extraction. We used the PRISMA guide

lines [42] as our methodology to conduct the SLR. Despite this, some 
threats remain. Firstly, the absence of snowballing in our study has po

tentially hindered the thoroughness of our search process. Snowballing, 
which involves applying selection criteria to the references of selected 
papers, was not conducted, potentially resulting in the oversight of ad

ditional relevant studies. Secondly, the restriction to English-only publi

cations as inclusion criteria may have inadvertently excluded significant 
contributions published in other languages. This limitation is common 
in SLRs, and it may lead to the exclusion of valuable research.

4.3.3. External validity

Our methodology, detailed in Section 4, aims at ensuring that other 
researchers can replicate this review and obtain consistent results. The 
primary variable that could affect this consistency is the passage of time, 
as new research and tools continuously emerge. To address this, future 
updates to this systematic review will be necessary.

4.3.4. Conclusion validity

Conclusion validity involves the relation between the data extracted 
and the results inferred from them. In our SLR, we conducted a com

parative analysis of tools’ performance using data extracted from their 
respective papers. However, there is a lack of studies directly compar

ing the effectiveness of different tools, which may hinder the validation 
of our conclusions. Furthermore, since the evaluation of tools was based 
on different datasets, the use of such datasets for our comparisons poses 
a potential threat to the validity of our findings. This was mitigated by 
avoiding direct comparisons and drawing general conclusions from ex

perimental data generated under diverse settings.

4.3.5. Platform selection

We deliberately limited our review to publications focused on 
Ethereum smart contracts, the EVM, and the Solidity programming lan

guage. This platform was chosen due to its extensive documentation, 

5 https://www.webofscience.com.

numerous publications, active community discussions, diverse use cases, 
significant asset handling, and substantial market value. However, we 
did not investigate the reentrancy issue in the context of other program

ming languages and virtual machines (e.g., we do not consider VMs 
based on WebAssembly -- WASM [47]), or other smart contract plat

forms (e.g., Polkadot, Cardano). We believe that extending our study to 
these and other platforms may lead to further relevant findings, and we 
consider this direction as future work.

5. Findings and results

In this section, we explain the findings obtained through a compre

hensive analysis of relevant literature, answer the research questions 
outlined in Section 1, and summarize the literature on Ethereum smart 
contracts.

5.1. RQ1: What is the impact/diffusion of reentrancy attacks?

To measure the impact and diffusion of reentrancy attacks, we con

sider two factors: the number of reentrancy attacks and the total loss 
due to them. Thus, we started collecting data from 2016, when the DAO 
attack occurred. As stated in Section 1, the reason is that we consider 
that event a turning point when the community started acknowledg

ing reentrancy as a major threat. Collected data include reports about 
reentrancy-based attacks that appeared in various sources, such as sci

entific papers, websites, and newspapers. The full list of these reports is 
given in Tables 11 and 12 in Appendix A.

The results of our data analysis are in Fig. 5. In terms of the total 
number of attacks (red plot), after an initial period (2016--2019) of spo

radic reentrancy-related incidents, there has been a notable increase in 
their frequency. By the end of 2023, the cumulative number of reported 
reentrancy-related attacks had risen to 58.

For the monetary loss, we computed the total amount (blue line) 
for all the attacks mentioned above. The amount is reported in millions 
of dollars (on the right scale). As expected, after the initial loss due 
to the DAO attack ($60M), the total amount follows the same trend as 
the number of attacks. The total loss due to reentrancy exploitation by 
2023 is estimated to be almost $350M, with an average loss per attack of 
$5.88M. These data confirm that reentrancy is both frequently exploited 
and impactful. Moreover, the ongoing trend suggests that the scenario 
might get even worse in the next few years.

To measure the interest of the scientific community in reentrancy 
attacks, we considered two key indicators: the total number of published 
papers and the total number of their citations. In particular, we focus on 
the 96 papers deemed eligible by the methodology process of our study 
(see Section 4).

The values are shown in Fig. 6. The distribution of papers over time 
(red plot) is steadily increasing. Similarly, and also consequently, the 
cumulative number of citations received by these papers (blue plot) has 
also increased. These data highlight the growing interest of the scientific 
community towards understanding and addressing reentrancy.

RQ1: What is the actual impact/diffusion of reentrancy 
attacks?

Since the DAO attack in 2016, reentrancy attacks have notably in

creased in both frequency and financial impact, with total losses 
nearing $350M, by 2023. The growing number of publications and 
citations highlights the increasing academic attention to this critical 
vulnerability, emphasizing its rising importance in the field.

5.2. RQ2: Is reentrancy theoretically addressable? Which methods exist?

Our analysis of the literature highlights that various methods have 
been utilized in the 96 papers included in our study to detect and fix 
reentrancy vulnerabilities in smart contracts. These methods include 
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Table 4
Categories of methodologies used for addressing reen
trancy vulnerabilities. 
ML: machine learning; MC: model checking; SE: symbolic execu

tion; FT: fuzz testing; RM: runtime monitoring; CP: code patching.

Type of analysis ML MC SE FT RM CP 
Static analysis ✓ ✓ ✓
Dynamic analysis ✓ ✓ ✓
Hybrid analysis ✓ ✓ ✓ ✓

ML, MC, SE, FT, RM, and CP. We divide these methods into three cat

egories: static analysis, i.e., when smart contract code is inspected but 
not executed, dynamic analysis, i.e., when smart contracts are executed, 
and hybrid analysis, i.e., when code is both inspected and executed. Ta

ble 4 shows the methods used in the 96 papers we considered and their 
categories. For instance, ML was employed in all three types of analy

sis, while MC was only used for static analysis. Both SE, mainly a static 
technique, FT, mainly a dynamic one, were also used for implementing 
hybrid analyses. Finally, RM and CP were only used for dynamic and 
hybrid approaches, respectively.

We now delve into the specific methods introduced above, and we 
discuss how they generally apply to the analysis of smart contracts.

Symbolic execution SE [48] is a formal verification technique based on 
the idea that the concrete values of variables can be replaced with sym

bolic expressions, thus obtaining a symbolic semantics of programs. SE 
can explore multiple execution paths in a single run, identify reachable 
program statements and provide logical invariants that must hold at 
runtime.

Dynamic SE, also known as concolic execution, is a hybrid verifi

cation technique combining static SE with traditional, concrete testing 
[49]. In this method, the program initially runs with concrete values, 
while simultaneously gathering symbolic constraints from conditional 
statements encountered during execution. Subsequently, by employ

ing a constraint solver, concolic execution deduces input modifications 
needed to steer the program towards alternate execution paths.

Since these techniques can be ported to any programming language 
and execution environment, they also apply to Solidity and the EVM. For 
instance, Wana [50] and DefectChecker [51] use SE to statically analyze 
smart contracts, while ACVDT Tool [52] relies on dynamic SE to detect 
vulnerabilities in smart contracts.

Fuzz testing Fuzzing is an automated testing method that involves gen

erating inputs randomly [53]. The primary objective of fuzzing is to 
create diverse inputs to repeatedly run a computer program, capturing 
execution data to analyze and identify potential vulnerabilities [54].

The primary objective of this process lies in uncovering critical con

tract states, specifically those appearing as crashes or memory leaks, 
which potentially indicate vulnerabilities. In the event of encountering 
such a critical state, the fuzzer reports the exact sequence of inputs that 
triggered its occurrence. This recorded sequence, often referred to as 
the execution trace, is a valuable asset for developers, enabling them 
to identify the root causes of the malfunction and implement targeted 
remediation strategies.

Runtime monitoring RM is an approach for ensuring the safe execution 
of programs, including smart contracts.

In general, a runtime monitor is a program or a device that follows 
and validates the current execution of a target, e.g., a smart contract. 
This technique encompasses methods for observing the internal oper

ations of the smart contract and its interactions with external entities 
to determine whether the execution respects or violates a correctness 
specification [55].

Model checking MC is an automated technique used to systematically 
verify whether a specification holds for a given model [56]. The verifica

tion algorithm may vary between implementations (e.g., see Ref. [57]), 
but often MC reduces to visiting the model states until an illegal one is 
found or, eventually, they are all validated against the specification.

A key advantage of MC is that it either provides formal evidence 
that the specification holds or it returns a counterexample, i.e., a path in 
the target model that leads to a violation [58]. Although several model 
checkers exist, their applicability requires a behavioral model of the 
smart contract under analysis. Obtaining such a model, e.g., by analyz

ing the smart contract code, is typically a central aspect for proposals 
relying on MC.

Machine learning ML focuses on training expert systems from avail

able data to make anomaly detection, pattern recognition, and predic

tive modeling more efficient. The effectiveness of these approaches is 
strongly related to the quality and quantity of training samples, as well 
as the adequacy of the features used for characterizing the relevant be

haviors.

The ways to apply ML to smart contract analysis are many. The 
same goes with the underlying models. For instance, in the reviewed 
literature, some papers [59--62] employed graph neural networks [63], 
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while others [64,65] rely on recurrent neural networks [66] and multi

objective-based neural networks [64]. Additionally, random forest [67], 
Bayesian active learning [68], and large language models [69] have 
been used [70--72]. Also in Ref. [73], easy ensemble classifier [74] was 
used for fuzzing guidance.

Code patching Software security patches are ``pieces of code developed 
to address security problems identified in software'' [75]. The patches 
can address the related vulnerabilities while ensuring that no other vul

nerabilities are introduced [76]. In general, we classify under CP all the 
techniques that rely on smart contract code manipulation in order to fix 
a vulnerability or prevent its exploitation. Unlike traditional software, 
where upgrades can alter any part of the software, patching a smart con

tract refers to a process of arbitrarily modifying the smart contract code 
while preserving its stored data or state [77]. However, patching or up

grading a contract conflicts with the blockchain’s immutability feature.

Thus far, researchers have developed two primary methodologies, 
called data segregation and proxy storage, with six distinct patterns to 
facilitate the upgradability of deployed smart contracts [78]. These six 
patterns include basic data segregation, satellite data segregation, and 
the register pattern, which utilize data segregation techniques [79]. Ad

ditionally, inherited storage proxy [80], eternal storage proxy [81], and 
unstructured storage proxy [82] employ the proxy pattern approach. 
The inherited storage proxy emphasizes that the storage structures be

tween proxy and implementation contracts remain synchronized. The 
eternal storage proxy ensures a consistent storage structure across dif

ferent contract versions. The unstructured storage employs hash values 
to define storage slots, ensuring compatibility between successive con

tract versions and their predecessors [83].

Discussion of the results Table 5 presents a comparative analysis of static 
analysis methods used in various tools. This analysis is based on criteria 
such as the specific tools that implement these methods and the type 
of input they use, whether source code or bytecode of smart contracts. 
The table demonstrates that ML is the predominant method employed 
by static analysis tools, with a significant 77.55 % (38 out of 49) of tools 
utilizing this approach. Among these, approximately 73.68 % (28 out of 
38) primarily support source code (S) as their input. A subset of these 
tools 18.42 % (7 out of 38) employs the bytecode (B) of smart contracts 
as their input. Additionally, a smaller fraction of tools, amounting to 
7.89 % (3 out of 38), are versatile enough to handle both bytecode and 
source code (B/S) as inputs.

Following ML, SE and MC are the next most commonly used methods 
in tools based on static analysis. SE is employed by approximately ∼
16.33 % (8 out of 49) of these tools, while MC is utilized by around 
∼8.16 % (4 out of 49). A notable example of combining different static 
analysis methods is IVDS-SCSE [112], which integrates SE with ML to 
detect reentrancy at the level of bytecode.

Clairvoyance [105] employs the SE method on source code input, 
while SAFEPAY [116,117] is another tool based on SE that supports 
both source code and bytecode. The remaining tools that use SE typ

ically take bytecode as their input for analyzing smart contracts. ML 
methods are predominantly utilized by tools designed for source code 
analysis, whereas SE methods primarily target bytecode, with approx

imately 75 % (6 out of 8) of such tools focused on bytecode analysis. 
In contrast, model-checking methods are predominantly employed by 
tools tailored for analyzing the source code of smart contracts (3 out 4, 
∼75 %).

Notably, RRE [118] stands out as the sole MC tool designed to pro

cess bytecode as input. Furthermore, within the studies reviewed, no 
tool was found that accommodates both source code and bytecode anal

ysis simultaneously in the realm of MC.

Table 6 illustrates the methods used by dynamic analysis tools and 
compares the types of inputs they analyze based on these methods. FT, 
RM, and ML are the primary methods used in dynamic analysis. The 

Table 5
Static analysis and methods.

Tech. Tool Ref. Input 

ML

VulHunter [84] B/S 
MANDO-HGT [62] B/S 
MODNN [64] B/S 
SCVC-DL [85] B 
DLVA [60] B 
EtherGIS [59] B 
VSCL [86] B 
FSL-Detect [87] B 
DNN-SVD [88] B 
ContractWard [89] S 
MLAM-SCV [90] S 
CodeNet [91] S 
DeeSCVHunter [92] S 
MLM-SCSA [93] S 
SCGRU [94] S 
Peculiar [95] S 
VDM-AEI [96] S 
MRN-GCN [97] S 
BwdBAL [72] S 
SVScanner [98] S 
BFS-EA-RGCN [99] S 
ReVulDL [100] S 
SCScan [101] S 
OVD-MMEE [102] S 
SCSVM [103] S 
ConvMHSA-SCVD [104] S 
Clairvoyance [105] S 
SCAD-FOSCF [106] S 
GraBit [65] S 
SVDM-SSFL [107] S 
PSCVFinder [71] S 
GNN-SCVD [108] S 
CGNNEK-SVD [109] S 
MANDO-GURU [61] S 
BLSTM-ATT [13] S 
TMLVD [110] S 
SCVD-CRF [111] S 

ML/SE IVDS-SCSE [112] B 

SE

DETECTCHECKER [51] B 
WANA [50] B 
Park [113] B 
SAILFISH [114] B 
EtherSolve [115] B 
Clairvoyance [105] S 
SAFEPAY [116,117] B/S 

MC

RRE [118] B 
MCV-SCA [119] S 
FV-FSM [120] S 
VeriSolid

[121] 
S

[122] 

Table 6
Dynamic analysis and methods.

Tech. Tool Ref. Input 

FT

ContractFuzzer [123--125] B/E 
IR-Fuzz [126] B/S 
GasFuzzer [127] B/S 
ReDefender [128] S 
Smartian [129] B 
IcyChecker [130] B 
ContraMaster [131] E 

RM/ML Dynamit [70] E 
RM Jyane [132] B 
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Table 7
Hybrid analysis and methods.

Tech. Tool Ref. Input 
FT/ML xFuzz [73] S 
ML DM [133] S 
CP Aroc [134] S 
CP/SE SGUARD [135] B/S 
FT/SE ACVDT [52] B/S 
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Fig. 7. Data summary from Tables 5--7. 

majority of tools employ fuzzing to dynamically analyze smart contracts 
(7 out of 9, ∼77.78 %).

Regarding two other tools, Jyane [132] utilizes RM on bytecode, 
whereas Dynamit [70] integrates RM with ML to analyze contracts at 
the EVM-level (E). It is evident that among the reviewed tools, Con

tractFuzzer [123--125] and Dynamit [70] conduct EVM-level analysis. 
Their methodology involves fuzzing, employed by ContractFuzzer, and 
the combination of RM and ML techniques used by Dynamit.

Table 7 categorizes various hybrid analysis tools based on the meth

ods employed and compares them in terms of their input types. As illus

trated, xFuzz [73] utilizes a combination of fuzzing and ML for detection 
from source code. In contrast, DM [133] employs ML with expert knowl

edge for its analysis. Aroc [134] uses CP, while SGUARD [135] combines 
CP with SE. Additionally, ACVDT [52] integrates fuzzing with SE. The 
tools have varying input requirements: Aroc [134], DM [133], and xFuzz 
[73] exclusively require the source code of smart contracts (constituting 
60 % of tools employing hybrid analysis), whereas SGUARD [135] and 
ACVDT [52] support both bytecode and source code inputs (making up 
40 % of these tools). Fig. 7 summarizes the data from Tables 5--7, pro

viding an overview of the distribution of the different tools across the 
considered methods. 

RQ2. Which methods can theoretically address reentrancy?

The 96 papers reviewed identify six methods to detect and prevent 
reentrancy in Ethereum smart contracts: code patching, fuzz test

ing, model checking, runtime monitoring, symbolic execution, and 
machine learning. Machine learning is the most prevalent approach, 
applied across static, dynamic, and hybrid analysis techniques.

5.3. RQ3: Is reentrancy countered in practice? Which tools exist?

We acknowledge that some tools are missing from Tables 8 and 9 due 
to the lack of publicly available data or detailed evaluation metrics in 
their respective studies. This inconsistency underscores a broader issue 
in the field: the absence of standardized benchmarks and evaluation cri

teria. To address this, we compiled the available results for these tools 
based on the most commonly reported metrics in their original stud

ies. Furthermore, our analysis includes an investigation into zero-day 
vulnerability detection, which is another critical but underexplored as

pect. This review highlights that there is currently no universal metric 
or benchmark to assess reentrancy detection tools comprehensively, and 

we have emphasized this as a key challenge and direction for future re

search in the paper.

This section outlines the effective practices and specialized tools 
leveraged for detecting and preventing reentrancy and associated ex

ploits. Furthermore, an exploration of the performance and capabilities 
of these diverse tools is undertaken.

Tables 8 and 9 present a comparative analysis of prominent tools 
for detecting and preventing reentrancy vulnerabilities. The tools are 
categorized based on the employed detection/prevention methods, fa

cilitating a structured comparison of their performance. These tables 
enable a comprehensive understanding of how each tool performs across 
various metrics.

The comparison considers a multi-faceted evaluation framework en

compassing several critical metrics. Firstly, the ``Dataset Size'' metric 
(#SC) quantifies the total number of smart contracts comprising each 
tool’s evaluation dataset. The ``Overall Addressed Vulnerabilities'' metric 
(#OAV) represents the total number of vulnerabilities identified/fixed 
by each tool, encompassing all types of vulnerabilities beyond the scope 
of reentrancy alone. The metric ``REentrancies'' (#RE) indicates, for each 
tool’s dataset, the number of smart contracts that were known to contain 
at least one instance of a reentrancy vulnerability before the execution 
of the reported test. Furthermore, according to the tool’s description, 
we labeled the values under the #RE column to distinguish between the 
following three cases.

1. The tool cannot distinguish between different types of reentrancy.

2. The tool can distinguish between two or more types of reentrancy.

3. The tool specifically targets a single type of reentrancy.

The ``True Positive'' metric (#TP) reports the number of correctly 
addressed reentrancy vulnerabilities, i.e., how many contracts suffer 
from reentrancy have been correctly identified or fixed. Finally, the 
“Zero-Day Reentrancies'' metric (#0-day) highlights the proactive se

curity analysis capabilities of each tool by enumerating the number of 
previously unknown (zero-day) reentrancy vulnerabilities discovered/

fixed. The zero values in columns 4 to 7 of the table indicate that no 
information was available, as the authors of those papers did not pro

vide any data regarding these aspects, or the value is reported as 0. As 
shown in the table, only a few tools [114,123--125,73] can address zero

day vulnerabilities, and these tools employ fuzzy and SE methods across 
all categories of dynamic, static, and hybrid analysis. Moreover, the 
performance of vulnerability detection and prevention tools for smart 
contracts vary significantly, and the lack of a standardized dataset makes 
accurate and fair comparisons of these tools challenging.

Table 10 presents the performance assessment results of various anal

ysis types for ML-based tools. Due to the lack of publicly available data 
or detailed evaluation metrics in the studies of the revised tools, we have 
only included ML-based tools in Table 10. This underscores a broader 
issue in the field: the lack of standardized benchmarks and evaluation 
criteria. Performance measures, including accuracy, precision, recall, 
F1-score, and Locate are calculated to evaluate the performance of dif

ferent ML-based reentrancy detection tools within each analysis method. 
The Locate metric indicates whether the detection tool can identify the 
specific location of the reentrancy vulnerability, such as the function 
or line of code. The values of the highest performer are highlighted 
for each performance measure. The analysis reveals that VDM-AEI and 
VulHunter achieve superior performance compared to other tools, each 
attaining a perfect score of 100 % across all evaluated metrics.

Following VDM-AEI and VulHunter, for accuracy, CodeNet demon

strates strong performance with a score of 98.27 %. In terms of precision, 
CodeNet again leads with 97.65 %, followed closely by PSCVFinder at 
97.73 %. For recall, SCGRU stands out with 99.51 %, immediately after 
the perfect scores. Lastly, in the F1-score metric, CodeNet achieves the 
highest score of 98.24 % following the tools with perfect scores.

SCGRU and MRN-GCN also exhibit notable performance in re

call (99.51 % and 98.18 %, respectively) and precision (91.55 % and 
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Table 8
Performance and dataset analysis of reentrancy detection and prevention tools.

Method Tool name Ref. #SC #OAV #RE #TP #0-day 

MC

VeriSolid [122,121] 0 0 01 0 0 
MCV-SCA [119] 0 0 01 0 0 
FV-FSM [120] 0 0 01 0 0 

CP Aroc [134] 598 1428 312 22 0 
CP/SE SGUARD [135] 5000 0 02 0 0 

FT

ContractFuzzer [123--125] 6991 459 01 14 14 
SMARTIAN [129] 630 297 01 19 0 
Icycheker [130] 100 277 01 23 0 
IR-Fuzz [126] 12,515 485 01 115 0 
ReDefender [128] 599 22 222 24 4 
GasFuzzer [127] 3170 610 01 64 0 
ContraMaster [131] 218 54 141 6 0 

FT/ML xFuzz [73] 100,139 227 2271 0 15 

ML

BFS-EA-RGCN [99] 13,852 0 01 0 0 
EtherGIS [59] 60,000 0 01 0 0 
DLVA [60] 24,015 88,188 7,8241 3,283 0 
MANDO-HGT [62] 3235 0 711 0 0 
MODNN [64] 18,796 58,509 1,5281 0 0 
BwdBAL [72] 4929 0 5521 0 0 
PSCVFinder [71] 200,000 0 01 0 0 
MANDO-GURU [61] 3235 0 711 0 0 
GraBit [65] 47,398 0 01 0 0 
VulHunter [84] 197,123 169,751 01 2,288 0 
GNN-SCVD [108] 45,102 0 01 0 0 
ASSBert [136] 20,829 0 01 0 0 
ConvMHSA-SCVD [104] 40,932 0 01 0 0 
DeeSCVHunter [92] 40,932 0 01 0 0 
OVD-MMEE [102] 0 0 01 0 0 

Tool considers reentrancy subcategories: 1 = no; 2 = two or more; 3 = one specifically.

Table 9
Performance and dataset analysis of reentrancy detection and prevention tools (continued).

Method Tool name Ref. #SC #OAV #RE #TP #0-day 

ML

Peculiar [95] 40,932 0 11971 0 0 
ReVulDL [100] 47,398 0 02 0 0 
SVScanner [98] 7838 638 01 0 0 
TMLVD [110] 10,567 0 01 0 0 
MRN-GCN [97] 12,505 0 31161 0 0 
VSCL [86] 320,024 0 01 0 0 
FSL-Detect [87] 19,998 0 1101 0 0 
DNN-SVD [88] > 100K 0 24,1611 0 0 
SCVC-DL [85] > 100K 0 24,1611 0 0 
SVDM-SSFL [107] 5000 0 631 0 0 
CodeNet [91] 47,518 0 24,3671 0 0 
CGNNEK-SVD [109] 307,396 0 01 0 0 
ContractWard [89] 297,012 0 1001 0 0 
MLM-SCSA [93] 1013 0 4901 48 0 
SCGRU [94] 9,714 0 12241 0 0 
VDM-AEI [96] 45,102 0 01 0 0 
BLSTM-ATT [13] 4000 0 6661 0 0 
SCAD-FOSCF [106] 30,798 0 741 0 0 
MLAM-SCV [90] 408 0 601 0 0 
SCVD-CRF [111] 1832 0 2071 0 0 
SCSVM [103] 60 0 101 0 0 
DM [133] 40,932 795 2001 172 0 

ML/SE IVDS-SCSE [112] 18,912 0 5831 0 0 

SE

ACVDT [52] 1000 166 01 22 0 
DEFECTCHECKER [51] 166,200 29,889 3,8921 16 0 
WANA [50] 89 89 91 9 0 
SAILFISH [114] 170,494 3391 03 3391 47 
SAFEPAY [116,117] 46,237 590 01 0 0 
Clairvoyance [105] 17,770 168 02 168 0 
Park [113] 1000 5983 01 5983 0 
EtherSolve [115] 1000 26 01 26 0 

Tool considers reentrancy subcategories: 1 = no; 2 = two or more; 3 = one specifically.
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Table 10

Comparison of performance of ML-based tools.

Analysis Tool Ref. Accuracy Precision Recall F1 Locate 

Static

VSCL [86] 95.00 99.00 95.00 97.00 ✗ 
DLVA [60] 99.70 0 0 0 ✗ 
GraBit [65] 0 91.87 97.35 94.44 ✗ 
SCScan [101] 0 0 0 0 ✓ 
SCSVM [103] 87.55 87.68 87.46 87.51 ✗ 
SCGRU [94] 92.64 91.55 99.51 95.36 ✗ 
TMLVD [110] 96.14 96.38 95.23 95.80 ✗ 
CodeNet [91] 98.27 97.65 98.84 98.24 ✗ 
MODNN [64] 98.33 96.51 96.05 96.28 ✗ 
BwdBAL [72] 88.80 70.10 81.00 0 ✗ 
ReVulDL [100] 84.05 92.00 93.00 93.00 ✓ 
SCVC-DL [85] 73.53 0 0 83.81 ✗ 
ASSBert [136] 80.2 66.4 74.5 0 ✗ 
EtherGIS [59] 95.6 91.00 72.1 80.5 ✗ 
VulHunter [84] 100 100 100 100 ✓ 
DNN-SVD [88] 73.53 0 0 83.81 ✗ 
MRN-GCN [97] 96.43 97.07 98.18 97.62 ✓ 
FSL-Detect [87] 92.03 0 85.31 90.94 ✗ 
SVScanner [98] 94.77 0 90.72 94.64 ✗ 
VDM-AEI [96] 100 100 100 100 ✗ 
SCVD-CRF [111] 90.48 0 90.87 90.56 ✗ 
IVDS-SCSE [112] 0 0 0 83.00 ✓ 
MLM-SCSA [93] 93.00 69.00 79.00 73.00 ✗ 
GNN-SCVD [108] 97.18 92.31 83.33 80.00 ✗ 
PSCVFinder [71] -- 97.73 90.53 93.83 ✗ 
MLAM-SCV [90] 95.45 95.83 95.45 0 ✗ 
SVDM-SSFL [107] 98.64 90.91 78.38 77.33 ✗ 
OVD-MMEE [102] 0 89.47 100 86.49 ✗ 
BLSTM-ATT [13] 89.52 87.38 92.38 89.81 ✗ 
ContractWard [89] 0 0 0 94.00 ✗ 
SCAD-FOSCF [106] 98.00 99.00 88.00 92.00 ✗ 
DeeSCVHunter [92] 93.02 90.70 83.46 86.87 ✗ 
CGNNEK-SVD [109] 89.15 85.24 87.62 86.41 ✗ 
MANDO-HGT [62] 0 0 0 95.59 ✓ 
MANDO-GURU [61] 0 0 0 76.09 ✓ 
BFS-EA-RGCN [99] 94.00 94.92 93.96 94.42 ✗ 
ConvMHSA-SCVD [104] 94.03 90.49 98.41 94.28 ✗ 

Dynamic Dynamit [70] 94.00 0 94.00 93.00 ✗ 

Hybrid
xFuzz [73] 0 100 84.60 0 ✓ 
DM [133] 89.74 85.35 86.19 85.76 ✗ 

97.07 %, respectively), further highlighting their effectiveness in reen

trancy detection tasks.

In Table 10, seven tools, including MANDO-HGT and MANDO

GURU, are equipped to pinpoint reentrancy vulnerabilities within 
source code, with varying levels of precision. Some of these tools can 
locate vulnerabilities at the function level, while others can identify vul

nerable statements at the line level, as indicated by checkmarks (✓) in 
the ``Locate'' column. The remaining tools, marked with crosses (✗), lack 
this localization feature.

RQ3. Which tools exist that counter reentrancy in practice?

Existing tools that counter reentrancy vulnerabilities are limited 
in detecting zero-day vulnerabilities, particularly those relying on 
machine learning. Furthermore, these tools typically only address 
reentrancy issues partially, highlighting the need for more compre

hensive solutions. There is also a significant need for standardized 
datasets and benchmarking frameworks to ensure consistent evalu

ation and enable fair comparisons of detection tools across different 
types of reentrancy vulnerabilities.

6. Discussion and recommendations

To address the limitations identified in this study, we propose a 
set of actionable recommendations. These suggestions aim to guide 
researchers and practitioners in overcoming current challenges and 
advancing the field of reentrancy vulnerability mitigation in the 
blockchain.

Unified dataset benchmark. It is essential to develop a standardized 
dataset that encompasses a range of reentrancy vulnerabilities 
across various smart contract types. This unified dataset will enable 
consistent evaluation and comparison of detection tools, thereby 
improving the effectiveness of detection methodologies.

Unified evaluation framework. It is important to establish a unified 
evaluation framework where detection tools are assessed under 
consistent conditions, utilizing standardized datasets, benchmarks, 
and performance metrics. Such an approach would ensure fair and 
unbiased comparisons across different tools. Furthermore, develop

ers are encouraged to consider the biases identified in Ref. [137] 
when designing ML-based detection tools. In this paper, the authors 
highlight ten common, yet often subtle, pitfalls in applying ML to 
security. These pitfalls can compromise the validity of results and 
impede the accurate interpretation of research findings.
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Enhancing detection tools for reentrancy types. Future research 
should focus on developing detection and mitigation tools tailored 
to the four main types of reentrancy vulnerabilities. Researchers 
should systematically evaluate and report tool performance for 
each category to enable accurate benchmarking. This will support 
the improvement and comparison of detection tools across reen

trancy types.

Usage of dynamic and hybrid analysis methods. Based on the cat

egorization of reentrancy vulnerabilities, tools relying solely on 
static analysis are unable to detect delegate-based and create-based 
reentrancy types. Therefore, researchers are encouraged to adopt 
dynamic analysis approaches for comprehensive detection or hy

brid analysis methods to ensure full coverage and benefit from the 
advantages of static analysis.

Exploring beyond Ethereum. Extend investigations of reentrancy 
vulnerabilities to other blockchain platforms, such as Hyperledger 
Fabric, Hyperledger Sawtooth, EOS, Tezos, Corda, NEO, and Car

dano.

7. Conclusions

Our study represents the first comprehensive investigation into reen

trancy vulnerabilities. In this paper, we systematically reviewed the sci

entific literature from 2018 to 2023 to investigate the issue of reentrancy 
in Ethereum smart contracts. Our study addresses three primary re

search questions. To answer RQ1, we found that reentrancy attacks have 
caused approximately 350 million USD in losses, highlighting their sig

nificant financial impact. For RQ2 and RQ3, although various detection 
and mitigation tools exist, they generally lack effectiveness against zero

day vulnerabilities, and there is no standardized benchmark for evaluat

ing these tools. These insights provide developers and researchers with 
a clear understanding of the financial impact of reentrancy vulnerabili

ties and underscore the limitations of current detection methodologies, 
emphasizing the need for improved evaluation standards.
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