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ARTICLE INFO ABSTRACT
Keywords: The rapid expansion of Internet of Things (IoT) systems has increased their exposure to botnet-
IoT botnets based threats, while device heterogeneity, constrained resources, weak security configurations,

Botnet detection
Botnet classification
Artificial intelligence

and evolving attack behavior continue to complicate effective detection. Artificial intelligence
(AD-based approaches have consequently become central to IoT botnet detection and classifica-
Deployment feasibility tion, spanning machine learning, deep learning, hybrid and ensemble models, graph-based meth-
Cross-dataset generalization ods, deep reinforcement learning, federated learning, and edge-oriented frameworks. This survey
Adversarial robustness presents a quantitative and deployment-aware analysis of 43 empirical studies published between
2020 and August 2026. In addition to methodological synthesis, the reviewed literature is ana-
lyzed across primary technique category, classification depth, dataset usage and breadth, cross-
dataset validation, deployment evidence, evaluation practices, explainability, zero-day evalua-
tion, and adversarial robustness. Hybrid approaches form the largest technique category (32.6%),
followed by deep learning (23.3%). Binary detection and attack-type classification are each ad-
dressed in 62.8% of the studies, whereas malware-family classification and lifecycle-stage mod-
eling remain less common at 27.9% and 14.0%, respectively. Dataset dependence also remains
substantial: N-BaloT is used in 48.8% of the corpus, while only 32.6% of studies perform explicit
cross-dataset validation. Moreover, only 14.0% provide strong deployment evidence, and explicit
XAl zero-day evaluation, and adversarial-robustness assessment appear in 9.3%, 18.6%, and 7.0%
of studies, respectively. These findings indicate that future IoT botnet research should move be-
yond benchmark-centered accuracy toward generalizable, deployment-efficient, behavior-aware,
interpretable, and adversarially robust detection systems.

1. Introduction

The Internet of Things (IoT) has transformed modern computing by enabling large numbers of connected devices to exchange
data and provide intelligent services across domains [1,2] such as healthcare, smart cities, transportation, industrial automation,
and consumer environments [3,4]. This extensive connectivity has also enlarged the attack surface available to cybercriminals. IoT
devices often differ considerably in hardware capability, operating systems, communication protocols, firmware support, and security
configuration, while many operate with constrained computational and memory resources [5]. Weak credentials, insecure remote-
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management interfaces, delayed patching, and limited monitoring can therefore make these devices attractive targets for large-scale
compromise.

IoT botnets consist of compromised connected devices that can be remotely coordinated to perform malicious activities such as
distributed denial-of-service (DDoS) attacks, scanning, malware propagation, spam distribution, and data theft [6,7]. The Mirai botnet
demonstrated the scale of this threat by exploiting weak authentication on Internet-connected devices and coordinating compromised
systems for large-volume DDoS attacks [8]. Subsequent IoT botnets have employed increasingly diverse propagation, persistence,
and command-and-control mechanisms, including encrypted communication, decentralized architectures, and adaptive behavior [9].
Fig. 1 illustrates representative attacks associated with IoT botnets, while Fig. 2 presents prominent botnets in the evolution of the
threat landscape.

DDoS Attacks
Overwhelming targeted servers or networks
with massive traffic to disrupt services.
Cryptojacking
Exploiting the processing power of IoT
devices to mine cryptocurrencies, draining Information Theft )
device resources and increasing energy costs. Extracting sensitive data, such as login
credentials, financial information, or personal
data from compromised devices. )
6 Click Fraud
Generating fake clicks on advertisements to
manipulate online ad revenue and deceive Email Spamming h
\_ advertisers. Using the botnet to send large volumes of
nsolicited emails, often to spread malware or
phishing campaigns. )
1 Phishing Campaigns
Automating the distribution of phishing
emails/messages to trick users into providing
\___sensitive information, such as passwords. L

Fig. 1. Representative malicious activities associated with IoT botnets.

Representative IoT Botnets Over Time

2014 @ BASHLITE / Gafgyt
Targeted embedded Linux devices; used Telnet credential attacks and supported DDoS activity.
2016 @ Mirai
Compromised vulnerable IoT devices through default or weak Telnet credentials and enabled large-scale DDoS attacks.
2016 @ Hajime
Decentralized P2P |oT botnet using DHT-based communication and modular propagation.
2017 @ loT Reaper (loTroop)
Spread by exploiting known loT software vulnerabilities and used a modular attack framework.
2018 @ Torii
Multi-stage and persistent IoT malware with encrypted C2 communication and broad architecture support.
2019 @ Mozi
P2P loT botnet using a DHT-based network; spread through weak Telnet credentials and known exploits.

Fig. 2. Representative IoT botnets in the evolution of the threat landscape.

Traditional detection mechanisms, including signature-, rule-, anomaly-, behavior-, flow-, and DNS-based approaches, provide
useful mechanisms for identifying malicious activity [10,11]. However, rapidly evolving malware, encrypted communication, het-
erogeneous device behavior, and changing traffic distributions can reduce the effectiveness of static detection rules. These challenges

2



S. Afzal et al. Internet of Things 40 (2026) 102109

have motivated extensive research on artificial intelligence (AI)-based detection, including classical machine learning (ML), deep
learning (DL), hybrid and ensemble architectures, graph-based learning, deep reinforcement learning (DRL), and federated learning.

ML approaches commonly operate on engineered traffic or behavioral features, whereas DL architectures can learn more complex
nonlinear, temporal, or latent representations. Graph-based models provide mechanisms for representing communication relation-
ships and coordinated behavior, while federated approaches enable collaborative learning without directly centralizing raw traffic.
Recent research also increasingly considers lightweight edge deployment, explainability, zero-day detection, and robustness against
adversarial manipulation.

Despite substantial progress in predictive performance, several challenges remain. Evaluation is still concentrated around a rela-
tively small set of public benchmarks, limiting the evidence available for cross-device and cross-domain generalization. Classification
capability also varies considerably: many studies support binary or attack-type decisions, whereas malware-family identification
and lifecycle-stage modeling remain less common. Practical deployment introduces additional concerns involving inference latency,
memory, computational cost, energy consumption, communication overhead, and hardware constraints. Furthermore, explainability,
zero-day evaluation, and adversarial robustness are not yet consistently incorporated into experimental assessment.

A growing body of survey literature has addressed IoT botnet detection from perspectives including ML/DL methods, lifecycle
analysis, datasets, deployment constraints, adversarial behavior, and explainable Al. As discussed in Section 4, several recent reviews
already provide substantial coverage of these topics. The remaining methodological need is therefore not simply broader topic in-
clusion, but a consistent framework that allows methodological choices, classification capability, dataset generalization, operational
evidence, and trustworthiness to be examined across the same body of empirical studies.

Accordingly, this paper presents a quantitative and deployment-aware survey of 43 empirical studies on Al-driven IoT bot-
net detection and classification published between 2020 and August 2026. The selected literature is analyzed using a structured
coding framework covering primary Al technique, classification depth, dataset usage and breadth, explicit cross-dataset validation,
deployment evidence, evaluation-metric reporting, explainability, zero-day evaluation, and adversarial robustness. This integrated
perspective enables the survey to assess not only what techniques achieve strong predictive results, but also the extent to which those
results are supported by broader validation and practical deployment evidence.

The overall organization and analytical scope of the survey are illustrated in Fig. 3, while commonly used abbreviations are listed
in Table 1.

Organization and Analytical Scope of the Survey

Introduction Concepts and Background Related Surveys Methodology
P Definitions » »
Motivation; contributions; paper Botnet evolution; loT impact; Al Recent survey literature; Search strategy; study
organization Detection techniques; detection; honeypots comparative positioning selection; coding framework;
classification depth; botnet validity
taxonomy

AT ST ST T TR

State-of-the-Art Quantitative Analysis Datasets Gaps and Challenges Conclusion and Future
P » » » Research
ML, DL, hybrid, GNN, DRL, FL; Techniques; datasets; depth; Benchmark properties; bias; Generalization; deployment;
XAl and robustness deployment; metrics; generalization; zero-day robustness; XAl; FL; adaptation Synthesis of findings and future
trustworthiness suitability research directions

Fig. 3. Organization and analytical scope of the survey.

1.1. Motivation

The central motivation of this survey is the gap between strong benchmark performance and the broader requirements of depend-
able IoT botnet detection. High accuracy within a controlled dataset does not necessarily demonstrate transfer to different devices,
malware families, traffic distributions, or deployment environments. Similarly, describing a model as lightweight, real-time, or edge-
oriented does not by itself demonstrate practical feasibility without supporting hardware, timing, or resource measurements.

A meaningful assessment of IoT botnet detection therefore requires several dimensions to be considered together. The detection
technique must be interpreted alongside the granularity of its output, the diversity of its evaluation data, the evidence of general-
ization, and the computational conditions under which it operates. Trustworthiness is also increasingly important because security
systems may face previously unseen attacks, distribution shift, adversarial manipulation, and the need to provide interpretable deci-
sions to analysts.
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Table 1
Table of abbreviations.

Abbreviation Full Form

Al Artificial Intelligence

AUC Area Under the Curve

C&C Command and Control

CNN Convolutional Neural Network
DDoS Distributed Denial of Service
DGA Domain Generation Algorithm
DL Deep Learning

DNN Deep Neural Network

DNS Domain Name System

DRL Deep Reinforcement Learning
FL Federated Learning

FPR False Positive Rate

GNN Graph Neural Network

HTTP HyperText Transfer Protocol
ICMP Internet Control Message Protocol
IDS Intrusion Detection System
IoT Internet of Things

IRC Internet Relay Chat

LAN Local Area Network

LSTM Long Short-Term Memory

ML Machine Learning

MLP Multilayer Perceptron

NFV Network Function Virtualization
P2P Peer-to-Peer

PCA Principal Component Analysis
RNN Recurrent Neural Network
SDN Software-Defined Networking
SLR Systematic Literature Review
SSH Secure Shell

SVM Support Vector Machine

XAI Explainable Artificial Intelligence

This survey addresses these requirements through a unified study-level analysis rather than treating technique, classification,

dataset, deployment, and robustness characteristics as independent observations. The resulting synthesis is intended to clarify where
current IoT botnet research is mature and where stronger evidence is still required for practical and trustworthy deployment.

1.2. Main contributions of the survey

The main contributions of this survey are summarized as follows:

A structured review of 43 empirical studies published between 2020 and August 2026, covering classical ML, DL, hybrid and
ensemble methods, graph/GNN-based approaches, DRL, and federated learning for IoT botnet detection and classification.

A quantitative study-level framework using mutually exclusive primary technique categories together with a non-cumulative
classification-depth model covering binary detection, attack-type classification, malware-family classification, and lifecycle-stage
modeling.

A dataset-oriented analysis that distinguishes dataset popularity and dataset breadth from explicit cross-dataset validation, en-
abling a clearer assessment of benchmark dependence and generalization evidence.

An evidence-based deployment assessment that evaluates reported hardware testing, inference and training characteristics, mem-
ory and model size, computational complexity, detection delay, scalability, energy consumption, and communication overhead.
An integrated analysis of evaluation practices and trustworthiness, including predictive-metric reporting, explainability, zero-day
evaluation, and empirical adversarial robustness, together with the resulting research gaps and future directions.

Organization of the Paper: The remainder of this paper is organized as follows. Section 2 distinguishes botnet detection, classifi-

cation objectives, and taxonomic categorization. Section 3 summarizes the evolution of botnets, the impact of IoT, Al-based detection,
and honeypot-assisted data collection. Section 4 reviews and compares representative survey literature. Section 5 describes the study-
selection and coding methodology. Section 6 provides a qualitative synthesis of state-of-the-art Al-based IoT botnet detection and
classification approaches. Section 7 presents the quantitative cross-study analysis. Section 8 compares the principal datasets and their
implications for model evaluation and generalization. Section 9 synthesizes the major research gaps and open challenges. Finally,
Section 10 concludes the survey and outlines future research directions.
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2. Detection, classification and categorization of botnets

A botnet is a collection of compromised Internet-connected devices that are remotely controlled by an attacker, commonly referred
to as a botmaster, without the knowledge or authorization of the legitimate device owners. Compromised devices may include
conventional computers, mobile systems, routers, cameras, sensors, and other Internet of Things (IoT) devices. Botnets can be used to
conduct malicious activities such as distributed denial-of-service (DDoS) attacks, spam distribution, credential theft, data exfiltration,
click fraud, scanning, and malware propagation [6,12].

In this survey, detection, classification, and categorization are treated as related but distinct concepts. Botnet detection concerns
determining whether an observed device, flow, communication pattern, or traffic instance exhibits botnet-related activity. Botnet
classification concerns assigning detected activity to a more specific operational label, such as an attack type, malware family, or
botnet lifecycle stage. Botnet categorization, in contrast, refers to the conceptual organization of botnets according to properties
such as command-and-control architecture, communication mechanism, malicious purpose, malware family, or target platform. This
distinction is important because a taxonomy used to describe botnets does not necessarily correspond to the output classes predicted
by a detection model.

Fig. 4 provides a conceptual overview of these relationships. Detection techniques describe how evidence of botnet activity is iden-
tified; classification objectives describe what level of information the detector predicts; and taxonomic categories describe how botnets
themselves can be characterized.

Botnet Analysis Framework

Detection Techniques Classification Objectives Taxonomic Categorization
Signature-based Level 1: Binary Detection Architecture:jcentializediB2RAEVbUd

Anomaly-based et
Y Level 2: Attack-Type Classification Communication:

Behavior-based IRC, HTTP/HTTPS, DNS, P2P / multi-channel
Flow-based Level 3: Malware-Family Classification Purpose / Behavmr:v

DDoS, spam, credential/data theft, click fraud
DNS-based Level 4: Lifecycle-Stage Modeling

Malware Family:
Al-based Mirai, Gafgyt/BASHLITE, Mozi, Hajime, Torii

Target Platform: PC, mobile, IoT
Hybrid Levels are non-cumulative. g !

Fig. 4. Conceptual relationship between botnet detection techniques, classification objectives, and taxonomic categorization.

2.1. Detection techniques

Botnet detection can be performed using several complementary sources of evidence and decision mechanisms [13-15]. These
techniques are not mutually exclusive. For example, an ML model may operate on flow-level features, while a behavior-based detector
may additionally use graph or temporal representations. Hybrid systems may combine several such mechanisms.

1. Signature-Based Detection: Signature-based detection compares observed traffic, files, commands, or other artifacts against
predefined indicators associated with known malware or botnet activity [16]. Its principal advantages are efficiency and low
computational cost when signatures are available. However, it is inherently dependent on previously identified patterns and is
therefore less effective against new variants, polymorphic malware, obfuscated behavior, and previously unseen botnets.

2. Anomaly-Based Detection: Anomaly-based detection constructs a representation of expected or normal behavior and identifies
observations that deviate sufficiently from this baseline [17,18]. Because detection does not necessarily depend on a known
attack signature, anomaly-based systems can identify previously unseen malicious activity. Their main challenge is that legitimate
changes in device or network behavior may also appear anomalous, leading to false alarms if the normal profile is poorly defined
or becomes outdated.

3. Behavior-Based Detection: Behavior-based detection explicitly examines actions or relationships associated with malicious oper-
ation, such as scanning, repeated connection attempts, propagation behavior, coordinated communication, command-and-control
activity, or characteristic temporal sequences [19-21]. Unlike anomaly detection, which primarily identifies deviation from a base-
line, behavior-based detection seeks evidence of specific behavioral patterns or interactions associated with malicious activity.
The two approaches may nevertheless be combined within the same system.

4. Flow-Based Detection: Flow-based detection analyzes communication metadata such as source and destination addresses, ports,
protocols, packet counts, byte counts, flow duration, timing, and related statistical characteristics [22-24]. Because payload
inspection is not required, flow-based analysis is suitable for high-volume monitoring and remains applicable when application
payloads are unavailable or encrypted. However, aggregation may remove information needed to identify stealthy, low-volume,
or highly similar benign and malicious communication.
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DNS-Based Detection: DNS-based techniques analyze domain-resolution behavior to identify suspicious communication patterns
associated with botnet infrastructure [25,26]. Relevant indicators may include unusual query patterns, rapidly changing domains,
repeated failed resolutions, or characteristics associated with domain-generation algorithms. Such methods can be computationally
efficient, but their effectiveness decreases when botnets avoid DNS, use hard-coded addresses, rely on peer-to-peer communication,
or obscure observable DNS activity.

. Al-Based Detection: ML and DL provide learning mechanisms that can operate on flow, behavioral, temporal, graph, DNS, or other

representations [27-29]. Classical ML models can provide efficient inference when informative features are available, whereas
DL architectures can learn more complex nonlinear, spatial, temporal, or latent representations. Their computational require-
ments vary considerably; therefore, Al-based detection should not automatically be assumed to be either lightweight or resource
intensive. Performance depends on the model architecture, feature-processing pipeline, dataset quality, hardware platform, and
deployment setting.

. Hybrid Detection: Hybrid approaches combine multiple detection mechanisms, feature representations, learning models, or opti-

mization procedures [30-32]. Examples include anomaly detection followed by supervised classification, deep feature extraction
combined with conventional ML, ensemble classifiers, or graph and temporal components integrated within a common frame-
work. Hybridization can improve modeling capability but may also increase computational cost, preprocessing requirements, and
implementation complexity.

Table 2 summarizes the main detection perspectives. The comparison emphasizes that the categories describe different forms of

evidence or decision mechanisms and may therefore coexist within a single detection framework.

Table 2
Comparison of botnet detection techniques.

Technique

Primary Basis

Strengths

Limitations

Signature-Based

Anomaly-Based

Behavior-Based

Flow-Based

DNS-Based

Al-Based

Hybrid

Known indicators, patterns, rules, or
malware signatures

Deviation from a learned or statisti-
cally defined representation of nor-
mal behavior

Malicious actions, communication re-
lationships, temporal sequences, or
coordinated activity

Flow metadata and statistical charac-
teristics

Domain-resolution and DNS commu-
nication patterns

Data-driven learning using ML, DL,
graph, temporal, or related models

Combination of multiple models, rep-
resentations,
nisms

or detection mecha-

Fast and efficient for recognized threats;
straightforward to operationalize

Can identify unknown or previously un-
seen activity without an explicit attack sig-
nature

Can represent operational botnet behavior
and support earlier or more contextual de-
tection

Does not require payload inspection; scal-
able for gateway and network-level moni-
toring

Useful for detecting suspicious domain be-
havior and some forms of C&C infrastruc-
ture

Learns complex decision boundaries and
can operate on several forms of network
and behavioral evidence

Can exploit complementary evidence and
improve detection capability

Limited ability to detect previously un-
seen, modified, or obfuscated botnets
Sensitive to changes in legitimate behav-
ior; poorly calibrated baselines may gen-
erate false alarms

Requires suitable behavioral observations
and may be difficult to distinguish from
unusual benign activity

Aggregation may obscure stealthy or low-
volume malicious behavior

Limited when DNS is bypassed, obscured,
or not central to botnet communication

Dependent on data quality and evaluation
protocol; computational and interpretabil-
ity costs vary by model

Additional processing stages can increase
complexity, latency, and resource require-
ments

2.2. Classification objectives

Once botnet-related activity is detected, a model may provide different levels of classification detail. In this survey, classification

depth is represented using four non-cumulative analytical levels. These levels describe the prediction capability demonstrated by a
detection system, rather than the general taxonomy of the botnet itself.

1.

2.

Level 1 — Binary Botnet Detection: The model distinguishes botnet or malicious activity from benign activity. This is the coarsest
classification objective and answers whether botnet-related behavior is present.

Level 2 — Attack-Type Classification: The model distinguishes among operational attack categories such as DDoS, DoS, scanning,
reconnaissance, brute-force activity, or other explicitly defined attack types. This provides greater operational detail than a binary
malicious/benign decision.

. Level 3 — Malware-Family Classification: The model identifies the malware or botnet family responsible for the observed

activity, for example Mirai, Gafgyt/BASHLITE, Mozi, Hajime, or Torii. Family-level classification can support attribution, threat
intelligence, and family-specific mitigation.

. Level 4 — Lifecycle-Stage Modeling: The model identifies or explicitly models stages of botnet operation, such as reconnaissance

or scanning, exploitation, infection, propagation, command-and-control establishment, and attack execution. Lifecycle awareness
can support earlier intervention by identifying malicious behavior before the final attack phase.

These levels are deliberately non-cumulative. A study that performs malware-family classification is not automatically assumed

to perform attack-type classification, and a lifecycle-oriented study is not assumed to provide binary, attack-type, or malware-family

6
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Classification-depth framework for IoT botnet detection.
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Level

Classification Objective

Typical Output

Operational Relevance

Level 1

Level 2

Level 3

Level 4

Binary Detection

Attack-Type Classification

Malware-Family Classification

Lifecycle-Stage Modeling

Benign vs. botnet/malicious

DDoS, DoS, scanning, recon-
naissance, brute force, or
other attack classes

Mirai, Gafgyt/BASHLITE,
Mozi, Hajime, Torii, or other
families

Scanning, exploitation, infec-
tion, propagation, C&C, or at-
tack execution

Provides basic identification of compro-
mised or malicious activity.

Supports attack-specific response and
mitigation.

Supports malware attribution, threat in-
telligence, and family-specific response.

Supports behavioral understanding and
potentially earlier intervention.

outputs unless those tasks are explicitly evaluated. Similarly, the terms binary and multiclass alone are insufficient to determine
classification depth because a multiclass problem may represent attack types, malware families, device states, or another labeling

scheme.

Table 3 summarizes the four classification objectives.

2.3. Taxonomic categorization of botnets

Botnets can also be categorized according to structural and operational characteristics. These categories provide a descriptive
taxonomy and should not be confused with the classification-depth levels defined above. A single botnet may belong to several cate-
gories simultaneously; for example, an [oT botnet may use a decentralized architecture, communicate through web-based protocols,
and primarily conduct DDoS attacks.

2.3.1. Architecture-based categorization
Botnet architecture describes how compromised devices receive commands and coordinate malicious activity.

¢ Centralized Botnets: Compromised devices communicate with one or more central command-and-control (C&C) servers. The
structure simplifies coordination but creates infrastructure that defenders may identify and disrupt [33,34].

¢ Peer-to-Peer Botnets: Bots exchange information directly with peer devices rather than depending exclusively on a central
controller. Decentralization reduces single points of failure and can make infrastructure discovery and takedown more difficult

[35-38].

¢ Hybrid Botnets: Hybrid architectures combine centralized and decentralized control mechanisms, for example by maintaining
central coordination while providing peer-based fallback communication [39,40]. Such designs can provide both administrative

flexibility and resilience against infrastructure disruption.

2.3.2. Communication-based categorization
Botnets may also be categorized according to the protocols or channels used for command-and-control communication.

+ IRC-Based Botnets: Historically, many botnets used Internet Relay Chat (IRC) channels for command distribution. Their recog-
nizable communication structure made them comparatively amenable to signature and traffic-analysis techniques [41,42].

e HTTP/HTTPS-Based Botnets: Web protocols allow malicious communication to resemble ordinary application traffic and, in the
case of HTTPS, conceal payload content through encryption [43,44].

* DNS-Based Botnets: DNS can be used for command discovery, domain rotation, or covert communication. Domain-generation
mechanisms can further complicate infrastructure blocking and require specialized DNS-oriented analysis [45].

¢ Peer-to-Peer and Multi-Channel Communication: Some botnets distribute control across peer relationships or combine several
communication mechanisms. Such designs reduce dependence on a single observable protocol and may increase resilience to

disruption.

2.3.3. Purpose- and behavior-based categorization

The malicious objective of a botnet provides another useful categorization dimension.

¢ DDoS Botnets: These coordinate large numbers of compromised devices to overwhelm a target with traffic or requests [46].
Large-scale DDoS campaigns are particularly relevant to IoT botnets because widespread insecure devices provide substantial

aggregate attack capacity.

¢ Spam Botnets: Compromised hosts may be used to distribute unsolicited messages, malicious links, or other unwanted content

[47].

¢ Credential-Theft and Data-Stealing Botnets: These botnets collect credentials or other sensitive information for unauthorized
access, financial gain, or subsequent attacks [48].
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¢ Click-Fraud Botnets: Compromised systems generate fraudulent interactions with online advertisements or services to create
artificial revenue or traffic [49].

The categories above are not necessarily exclusive because a single botnet may support several malicious functions or change its
purpose according to commands issued by the operator.

2.3.4. Malware-family-based categorization

Botnets may be grouped according to malware lineage or family. Prominent families associated with IoT environments include
Mirai, Gafgyt/BASHLITE, Mozi, Hajime, and Torii [50,51]. Family-based categorization is useful because related variants may share
propagation methods, communication behavior, or attack functionality. However, continuously evolving variants can make strict
family boundaries difficult to maintain.

2.3.5. Platform-based categorization
Botnets can additionally be categorized according to the types of devices they compromise.

¢ PC Botnets: Traditional botnets primarily compromise desktop and server-class systems [52].

e Mobile Botnets: Mobile botnets target smartphones or tablets, commonly through malicious applications, software vulnerabilities,
or compromised services [53].

¢ IoT Botnets: IoT botnets compromise connected devices such as cameras, routers, smart-home equipment, sensors, and other
embedded systems [54]. Their security challenges arise from large device populations, hardware and protocol heterogeneity,
constrained resources, limited monitoring capabilities, and inconsistent patching or update mechanisms.

Table 4 summarizes these taxonomic dimensions and their relevance to botnet analysis.

Table 4
Taxonomic categorization of botnets.

Dimension Categories / Examples Analytical Relevance Important Consideration

Architecture Centralized, P2P, Hybrid Describes command distribution, coordi- Architectures may evolve or combine sev-
nation structure, and resilience to infras- eral control mechanisms
tructure disruption

Communication IRC, HTTP/HTTPS, DNS, P2P, Characterizes how bots discover infras- A single botnet may use several protocols

Purpose / Behavior

Malware Family

Target Platform

multi-channel

DDoS, spam, credential theft,
data exfiltration, click fraud

Mirai, Gafgyt/BASHLITE, Mozi,
Hajime, Torii

PC, mobile, IoT

tructure and exchange commands or
data

Describes the malicious objectives and
operational behavior of the botnet

Supports attribution and comparison of
family-specific propagation and commu-
nication characteristics

Identifies the device ecosystem being
compromised and the corresponding se-

or fallback communication mechanisms

Individual botnets may perform several
activities depending on botmaster com-
mands

Variants evolve rapidly and may share be-
haviors across family boundaries

Modern botnets may target heterogeneous
device classes simultaneously

curity constraints

Overall, detection technique, classification depth, and botnet taxonomy represent three complementary analytical perspectives.
Detection techniques describe how malicious evidence is identified; classification depth specifies the granularity of the prediction
produced by a model; and taxonomic categorization describes structural or operational characteristics of the botnet itself. Maintaining
this distinction provides a consistent conceptual basis for the study-selection, coding, and quantitative analyses presented in the
subsequent sections.

3. Background: evolution of botnets

Botnets have evolved from relatively simple networks of compromised computers controlled through centralized command chan-
nels into heterogeneous infrastructures spanning personal computers, mobile systems, cloud platforms, and Internet of Things (IoT)
devices. This evolution has been accompanied by changes in propagation mechanisms, command-and-control (C&C) architectures,
evasion strategies, and attack objectives. The growth of IoT has been particularly significant because large populations of continuously
connected devices often combine heterogeneous hardware and software with limited security capabilities.

This section briefly outlines the historical evolution of botnets, the impact of IoT on the botnet threat landscape, the limitations
of traditional detection mechanisms, the increasing role of Al-based detection, and the use of honeypots for collecting botnet-related
data.

3.1. Botnets: from early threats to modern complexities

Botnets have existed in different forms for several decades and have progressively developed from centralized systems into more
distributed and resilient infrastructures [55]. Early botnets frequently relied on Internet Relay Chat (IRC) channels for command dis-
tribution [56], while later generations supported increasingly diverse malicious activities, including DDoS attacks, spam distribution,
credential theft, malware propagation, and information exfiltration [57,58].

8
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Malware such as ZeuS demonstrated the use of botnet infrastructures for credential theft and financial fraud, whereas Conficker
demonstrated large-scale automated propagation and persistence [59,60]. Botnets subsequently adopted more resilient communi-
cation mechanisms, including P2P architectures, web-based C&C, DNS-based communication, and encrypted channels. These de-
velopments reduced dependence on easily identifiable central infrastructure and made malicious communication more difficult to
distinguish from legitimate traffic.

Consequently, botnet detection increasingly requires analysis beyond known signatures, including traffic characteristics, commu-
nication relationships, temporal behavior, and other indicators of coordinated malicious activity.

3.2. The impact of IoT on botnet evolution

The expansion of IoT significantly increased both the scale and diversity of devices available for botnet compromise [61]. IoT
environments include cameras, routers, sensors, smart-home systems, industrial equipment, and numerous other embedded devices.
Fig. 5 illustrates representative IoT application domains.

loT
/ Applications
Smart Healthcare Industrl_al Smart Cities Agriculture [Transportation|
Homes Automation

A

A 4

A

Smart Thermostat,
Lighting

Wearable Health
Trackers

Factory
Robots

A 4

Traffic Lights,
Smart Buildings

Crop Monitoring
Sensors

Connected Cars,
Logistics

Fig. 5. Representative application domains of Internet of Things technologies.

IoT devices are attractive botnet targets because many remain continuously connected while differing substantially in hardware,
operating systems, protocols, firmware, and security mechanisms. Weak credentials, insecure remote-management interfaces, un-
patched vulnerabilities, and limited monitoring capabilities can further increase exposure to automated compromise [62].

Mirai demonstrated the consequences of these weaknesses in 2016 by automatically scanning for vulnerable IoT devices and
compromising systems using default or weak Telnet credentials [8]. Infected devices were subsequently coordinated for large-scale
DDoS attacks. BASHLITE/Gafgyt had already targeted embedded Linux devices before Mirai [63], while later malware such as Torii
demonstrated more persistent and multi-stage infection behavior [64].

The heterogeneity of IoT environments also complicates detection. A model trained on a limited set of devices or malware families
may learn dataset-specific characteristics rather than general botnet behavior, making transfer across devices and environments
difficult [65,66].

3.3. Challenges in botnet detection: traditional and modern approaches

Traditional detection mechanisms rely primarily on signatures, anomaly detection, behavioral analysis, and combinations of these
approaches. Signature-based detection identifies known malicious indicators and can be efficient against established threats [67].
However, its dependence on previously identified patterns limits its effectiveness against unseen or modified botnets.

Anomaly-based detection instead identifies deviations from normal network or device behavior [68]. This provides greater po-
tential for detecting unknown activity, but legitimate behavioral changes may also appear anomalous and generate false alarms. As
discussed in Section 2, anomaly-based and behavior-based detection are conceptually distinct: anomaly detection identifies devia-
tion from an expected baseline, whereas behavior-based detection explicitly searches for malicious actions or relationships such as
scanning, propagation, or C&C activity.

Modern botnets further complicate detection through encrypted communication, decentralized control, rapidly changing infras-
tructure, and traffic patterns designed to resemble legitimate behavior [69]. These limitations have encouraged the adoption of more
adaptive, data-driven detection mechanisms.

3.4. The role of artificial intelligence in botnet detection

Al-based approaches learn patterns of malicious activity from network traffic, device behavior, temporal sequences, communi-
cation relationships, and other security data. Classical ML models commonly use features such as flow duration, packet and byte
statistics, timing, protocol information, and communication frequency to differentiate benign from malicious observations [70,71].

DL models extend this capability by learning nonlinear and hierarchical representations from high-dimensional or sequential
traffic data [72]. CNNs can capture local relationships in structured traffic representations, whereas RNNs, LSTMs, and related archi-
tectures can model temporal dependencies [73,74]. More recent research also employs graph-based learning, hybrid architectures,
and federated learning, which are analyzed in detail in Section 6.
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Despite strong predictive results, Al-based detection remains sensitive to dataset quality and distribution shift. Models evaluated
within a single benchmark may not retain their performance when exposed to different devices, malware families, or traffic environ-
ments [66]. Computational cost, interpretability, concept drift, and adversarial robustness also remain important considerations for
real-world deployment.

3.5. Honeypots as a tool for data collection and analysis

Honeypots provide a complementary mechanism for collecting and analyzing botnet activity [75]. They intentionally expose
monitored services or systems in order to attract malicious interactions, allowing researchers to record authentication attempts,
commands, downloaded malware, network connections, and infection behavior [76].

Low-interaction honeypots emulate a restricted set of services and can be deployed comparatively safely at scale, whereas high-
interaction honeypots provide richer behavioral information at greater operational risk [77]. Cowrie, for example, is an SSH/Telnet
honeypot that records login attempts, commands, and file downloads associated with attacks against remotely accessible systems
[78].

Honeypot observations can contribute valuable malicious samples and behavioral indicators for dataset construction and ML-
based analysis [79]. However, they do not provide an unbiased representation of complete IoT traffic because the collected activity
depends on the exposed services, network location, attacker population, and interaction level. Honeypots are therefore most useful
when combined with controlled testbeds, public benchmarks, physical-device traffic, and complementary benign data sources.

4. Related surveys and comparative analysis

Research on IoT botnets has generated a substantial body of survey and review literature covering botnet architecture, attack
lifecycle, detection methods, machine learning (ML), deep learning (DL), datasets, and, more recently, deployment constraints and
trustworthy AL The focus of this literature has evolved considerably. Earlier surveys primarily organized detection approaches accord-
ing to botnet phases, attack mechanisms, or algorithmic families, whereas recent reviews increasingly consider dataset limitations,
operational constraints, explainability, federated learning, adversarial behavior, and emerging AI paradigms. Consequently, the dis-
tinction between contemporary surveys is no longer determined simply by whether these topics are mentioned, but by how they are
operationalized, compared, and integrated within a common analytical framework.

Wazzan et al. [80] provided a systematic analysis of IoT botnet detection approaches with particular emphasis on the phases
of botnet formation and the malicious activities associated with those phases. Their phase-oriented organization remains useful for
understanding where detection mechanisms operate within the botnet lifecycle. Nazir et al. [66] subsequently conducted a systematic
review of ML- and DL-based IoT botnet detection, examining algorithms, benchmark datasets, data-preprocessing techniques, evalu-
ation metrics, and methodological limitations. Their study established a more explicitly Al-centered view of the field and highlighted
challenges associated with dataset diversity, real-time detection, heterogeneous [oT environments, and evolving attacks.

Gelgi et al. [81] examined IoT-botnet-driven distributed denial-of-service (DDoS) attacks through a systematic literature review.
Their analysis covers botnet architecture, attack methodologies, and detection mechanisms, including ML- and DL-based solutions.
Its deliberately DDoS-oriented scope provides substantial depth for this attack class but does not aim to represent the full range of
IoT botnet detection and classification objectives.

The survey literature expanded considerably in 2025. Al-Shurbaji et al. [82] reviewed DL-based intrusion-detection systems for
IoT botnet attacks, concentrating on architectures such as convolutional and recurrent neural networks and related deep models,
together with their strengths, limitations, and research challenges. Lefoane et al. [83] examined Al-based IoT botnet detection within
the broader IoT ecosystem, including enabling technologies and requirements associated with cloud computing, ML, and emerging
5G/6G communication environments. These works provide complementary perspectives: the former offers a technique-specific DL
synthesis, whereas the latter places Al-based detection within a broader technological and architectural context.

Liu et al. [84] presented a large systematic literature review organized around the IoT botnet lifecycle. After quality assessment,
134 studies were reviewed, with particular attention to the features used for detection and their relationship to different lifecycle
phases. The study also develops a malicious-activity map and identifies challenges including interpretability, false positives, and
adaptation to evolving threats. Garg et al. [85] approached the problem from a broader botnet-ecosystem perspective, reviewing
IoT botnet evolution, architecture, structural and behavioral characteristics, publicly available datasets, analysis tools, and intrusion-
detection techniques.

Other recent reviews have moved closer to the operational and trustworthiness concerns considered in the present work. Banké
et al. [86] systematically analyzed ML-based intrusion detection for DDoS attacks in IoT networks, explicitly considering datasets,
performance, deployment alternatives, and the implications of resource-constrained IoT environments. Although its scope is DDoS-
oriented rather than specifically centered on IoT botnet classification, it is an important related study because deployment architecture
and dataset choice are treated as explicit analytical dimensions. Mahboubi et al. [87] provided a broader adversarial-aware review
of modern botnet detection, examining behavioral, flow-based, and graph-based approaches together with encrypted command-and-
control communication, evasion strategies, and adversarial manipulation of ML/AI features. Its scope extends beyond IoT-specific
botnets, but its adversarial perspective is directly relevant to the robustness of Al-driven IoT botnet detectors.

Two 2026 reviews are particularly close to the scope of the present survey. Wani et al. [88] comprehensively review Al-driven IoT
botnet detection through botnet attack phases, conventional and Al-based detection methods, dataset and performance-metric compar-
isons, practical implementation challenges, and emerging directions. Their analysis extends beyond conventional model comparison
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to discuss explainable AI (XAI), adversarial resilience, federated learning, resource overhead at the edge, concept drift, continuous
learning, model compression, generative Al, and Digital Twin-assisted security. Sonune and Kulkarni [89] similarly emphasize op-
erational limitations in IoT and mobile botnet detection, examining ML, DL, SDN-enabled, hybrid, and XAl-based approaches while
explicitly considering latency, memory footprint, scalability, real-time operation, and robustness to evasion and obfuscation.

Table 5 summarizes the principal scope and analytical emphasis of these representative reviews. The comparison intentionally
focuses on stable methodological characteristics rather than citation counts, which change over time and do not provide a reliable
basis for establishing research novelty.

Table 5

Scope and analytical emphasis of representative surveys related to IoT botnet detection.

Survey Year Primary Scope Principal Analytical Emphasis Relationship to the Present Survey

[80] 2021 IoT botnet detection Detection methods, botnet phases, and Provides a lifecycle-oriented foundation; the
malicious-activity scenarios organized  present survey separately codes detection/-
according to the botnet lifecycle. classification capability, dataset generalization,

deployment evidence, and trustworthiness indica-
tors at study level.

[66] 2023 ML/DL-based IoT botnet de- ML/DL techniques, benchmark datasets, Closely related Al-focused review; the present sur-

tection preprocessing, evaluation metrics, per-  vey adds a unified coding framework for classifi-
formance, and associated challenges. cation depth, cross-dataset evidence, deployment
evidence, XAl, zero-day evaluation, and adversar-

ial robustness.

[81] 2024 IoT botnet DDoS attacks Botnet architecture, DDoS attack Provides greater depth on IoT-botnet-driven DDoS,
methodologies, and detection tech- whereas the present survey covers multiple bot-
niques including ML/DL-based solu-  net detection and classification objectives beyond
tions. DDoS.

[82] 2025 DL-based IoT botnet IDS Deep-learning architectures for IoT bot- Offers detailed DL-specific coverage; the present
net detection, methodological compar-  survey compares DL with ML, hybrid, graph/GNN,
ison, shortcomings, challenges, and fu-  DRL, and federated approaches under common an-
ture directions. alytical criteria.

[83] 2025 Al-based IoT botnet detection Al detection approaches together with Provides a broad Al and ecosystem perspective;
IoT ecosystem characteristics, cloud  the present survey emphasizes reproducible study-
computing, ML, and emerging 5G/6G  level quantitative coding and operational evi-
environments. dence.

[86] 2025 ML-based IoT DDoS intrusion = ML techniques, dataset usage, perfor-  Particularly relevant to deployment analysis but

detection mance comparison, and deploymen-  DDoS-oriented; the present survey evaluates de-
t/platform alternatives in resource- ployment evidence across a botnet-specific, multi-
constrained IoT environments. technique corpus and additionally considers clas-

sification granularity and adversarial robustness.

[84] 2025 Lifecycle-oriented IoT botnet  Detection features mapped to botnetlife-  Provides extensive lifecycle-oriented synthesis;

detection cycle phases, detection methods, mali- the present survey operationalizes classification
cious activities, and limitations of cur-  as separate non-cumulative binary, attack-type,
rent models. malware-family, and lifecycle-stage capabilities.

[85] 2025 IoT botnet ecosystem and de- Botnet evolution and architecture, Offers broad architectural and defensive coverage;

fense structural/behavioral taxonomy, pub-  the present survey concentrates on quantitative
lic datasets, analysis tools, and IDS  comparison of empirical Al-based detection/clas-
techniques. sification studies and their generalization and de-

ployment evidence.

[871] 2025 Adversarial-aware botnet de-  Behavioral, flow-based, and graph-based =~ Provides a strong adversarial perspective across

tection detection; encrypted C&C; evasion; and the broader botnet domain; the present survey
adversarial manipulation of ML/AI fea- measures how frequently adversarial robustness
tures. is empirically evaluated within an IoT-botnet-

specific corpus.

[88] 2026 Al-driven IoT botnet detection ~ Attack phases, Al techniques, datasets  The closest broad contemporary comparator. The
and metrics, practical implementation,  present survey differs principally in its explicit
edge-resource considerations, XAl, ad-  study-level coding of classification depth, dataset
versarial resilience, federated learning, breadth and cross-dataset validation, deployment
concept drift, generative Al, and emerg- evidence, zero-day evaluation, XAl, and adversar-
ing directions. ial testing across the same empirical corpus.

[89] 2026 IoT/mobile botnet detection ML, DL, SDN, hybrid, and XAI meth- Provides a deployment- and robustness-oriented
ods with explicit consideration of la-  review across IoT and mobile settings; the present
tency, memory, scalability, real-time  survey couples these concerns with botnet-specific
constraints, and evasion/obfuscation ro-  quantitative coding of classification and general-
bustness. ization evidence.

Present 2026 Al-based IoT botnet detection  Quantitative study-level analysis of tech- ~ Integrates methodological, classification, gen-

survey and classification nique category, classification depth, eralization, deployment, and trustworthiness

dataset usage and breadth, cross-dataset
validation, deployment evidence, eval-
uation practices, XAl, zero-day evalua-
tion, and adversarial robustness.

evidence within one consistently coded corpus
of 43 empirical studies.
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The comparison in Table 5 shows that the recent literature already addresses many issues that were only sparsely treated in earlier
surveys. Dataset limitations are examined explicitly in several reviews; lifecycle analysis is central to Wazzan et al. [80] and Liu et
al. [84]; deployment constraints receive direct attention in Banké et al. [86], Wani et al. [88], and Sonune and Kulkarni [89]; and
adversarial robustness and explainability are increasingly visible in recent work, particularly in Mahboubi et al. [87] and Wani et
al. [88]. Therefore, the remaining research gap should not be framed as the complete absence of these topics. Rather, the gap lies
in the limited integration of these dimensions into a consistent evidence-coding framework that permits their relationships to be
examined across the same set of primary studies.

The present survey addresses this integration problem through a structured quantitative analysis of 43 empirical Al-based IoT
botnet studies. First, each study is assigned one mutually exclusive primary technique category—ML, DL, hybrid, graph/GNN, DRL, or
federated learning—while secondary methodological components can still be discussed qualitatively. Second, classification capability
is coded using four non-cumulative levels: binary botnet detection, attack-type classification, malware-family classification, and
lifecycle-stage modeling. This separation avoids treating multiclass prediction as synonymous with malware-family or lifecycle-aware
classification.

Third, dataset analysis separates three concepts that are frequently conflated: dataset popularity, dataset breadth, and explicit
cross-dataset validation. The use of several datasets in independent experiments is therefore distinguished from genuine transfer or
generalization evaluation across distinct data sources. Fourth, practical applicability is assessed through an evidence-based Low/Medi-
um/High deployment rating derived from reported hardware testing, timing measurements, and resource or operational indicators
rather than from the stated intent of the proposed model. This distinction is particularly important because a model described as
lightweight or edge-oriented is not necessarily validated on constrained hardware.

Finally, the same 43-study corpus is audited for evaluation-metric reporting, explicit XAl, zero-day evaluation, and empirical
adversarial robustness. This unified design makes it possible to examine whether increasingly sophisticated Al techniques are ac-
companied by deeper classification, broader validation, stronger operational evidence, and greater attention to trustworthy and
adversarially robust deployment. The contribution of the present survey is therefore not simply broader topical coverage, but the
systematic operationalization of these dimensions within a common study-level analytical framework.

5. Methodology for paper selection

This survey follows a structured methodology for identifying and analyzing recent studies on artificial intelligence (AI)-driven IoT
botnet detection and classification. The review is designed to support both qualitative synthesis and quantitative cross-study analysis
across methodological techniques, classification depth, dataset usage, generalization, evaluation practices, deployment evidence,
explainability, and adversarial robustness.

The scope of the quantitative analysis is limited to Al-driven IoT botnet detection and classification approaches. Traditional
signature-based, rule-based, anomaly-based, and other non-learning techniques are discussed in the background sections where rele-
vant, but the primary study corpus focuses on learning-based detection and classification methods.

5.1. Search strategy and data sources

Relevant studies published between 2020 and August 2026 were identified through searches of major academic sources, including
IEEE Xplore, ACM Digital Library, SpringerLink, Elsevier ScienceDirect, Scopus, and Google Scholar. No single database or biblio-
graphic index was used as an exclusive eligibility filter; studies identified across the listed sources were assessed using the common
inclusion and exclusion criteria described below. The search vocabulary was organized around three main concepts: IoT environments,
botnet detection or classification, and Al-based detection techniques.

Representative search terms included “IoT botnet detection”, “IIoT botnet detection”, “machine learning botnet detection”, “deep learning
botnet classification”, “graph neural network IoT botnet”, “federated learning IoT botnet”, “reinforcement learning IoT botnet”, “IoT botnet
adversarial robustness”, and “explainable Al botnet detection”. A representative Boolean formulation was:

(IoT OR IIoT OR “Internet of Things”) AND (botnet OR “botnet detection” OR “botnet classification”) AND
(“machine learning” OR “deep learning” OR “graph neural network” OR “federated learning” OR “reinforcement
learning” OR ensemble OR transformer OR “adversarial robustness” OR “explainable AI”)

The search was complemented by reference-based exploration of relevant studies to improve coverage of closely related work.
The resulting publications were screened according to the criteria described below.

5.2. Inclusion and exclusion criteria

To maintain a consistent focus on empirically evaluated Al-based IoT botnet research, the following criteria were applied.
Inclusion Criteria:

o Studies published between 2020 and August 2026.

¢ Studies focusing on IoT or Industrial IoT (IIoT) botnet detection, classification, behavior analysis, or related botnet-defense tasks.

e Studies using ML, DL, hybrid or ensemble learning, graph-based learning, deep reinforcement learning (DRL), federated learning,
or closely related Al techniques.
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¢ Studies providing empirical evaluation using benchmark, experimental, honeypot, testbed, or real-world data.
o Peer-reviewed journal or conference publications.

Exclusion Criteria:

o Purely theoretical or conceptual studies without empirical validation.

¢ Studies focusing on general network intrusion detection without a clear IoT-botnet component.

Studies based exclusively on non-learning detection mechanisms.

Studies whose experimental setting or reported results were insufficient for the analytical dimensions considered in this survey.

5.3. Selection process

The study-selection process consisted of identification, title-and-abstract screening, full-text assessment, and final inclusion. Where
necessary, the representative search formulation described in Section 5.1 was adapted to the syntax of the individual academic source
without changing its conceptual scope. Candidate studies identified through either database searching or reference-based exploration
were subjected to the same screening procedure. Full-text eligibility was assessed using the inclusion and exclusion criteria defined in
Section 5.2, and only studies satisfying the defined scope and empirical-evaluation requirements were retained. The literature search
and eligibility assessment were finalized in August 2026.

Application of these criteria resulted in a corpus of 43 primary studies, which forms the basis of the quantitative analysis
presented in the subsequent sections. The overall selection workflow is summarized in Fig. 6.

Identification
Academic database and scholarly-search sources
covering 2020-August 2026

4

Screening
Title and abstract assessment for IoT-botnet relevance
and Al-based methodology

4
Eligibility
Full-text assessment based on empirical evaluation
and analytical relevance

4

Final Inclusion
43 primary studies included in the
quantitative cross-study analysis

Fig. 6. Paper-selection workflow used in this survey.

5.4. Characteristics of the selected study corpus

The selected studies span the period from 2020 to 2026 and represent a range of methodological directions in Al-based IoT botnet
detection. The temporal distribution comprises 2 studies from 2020, 4 from 2021, 5 from 2022, 8 from 2023, 6 from 2024, 11 from
2025, and 7 from 2026.

The corpus includes studies published across journals and conferences in cybersecurity, [oT, networking, and artificial intelligence.
Recent studies increasingly explore graph-based learning, federated learning, explainable models, lightweight architectures, edge-
oriented detection, and adversarially robust learning in addition to conventional ML and DL approaches.

Table 6 summarizes the selected studies and their primary methodological categories.
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Table 6
Details of the 43 selected primary studies.
D Reference Year Venue Primary Tech-
nique

1 [90] 2025 International Journal of Information Technology Hybrid

2 [91] 2020 IEEE Internet of Things Journal DL

3 [92] 2023 Computers & Security DL

4 [93] 2023 IEEE Internet of Things Journal DRL

5 [94] 2020 International Computer Symposium (ICS), IEEE DL

6 [75] 2022 Computers & Electrical Engineering Graph/GNN

7 [95] 2022 IEEE Access ML

8 [96] 2023 IEEE Access Hybrid

9 [971 2022 Computers, Materials & Continua Hybrid

10 [98] 2025 Expert Systems with Applications DL

11 [65] 2023 Applied Sciences DL

12 [99] 2021 IEEE Access Graph/GNN

13 [100] 2025 Journal of Information Security and Applications Hybrid

14 [101] 2021 Sensors DL

15 [102] 2022 IEEE Access DL

16 [103] 2024 Alexandria Engineering Journal Hybrid

17 [104] 2023 Scientific Reports ML

18 [105] 2021 Journal of Ambient Intelligence and Humanized Computing Hybrid

19 [106] 2023 Sensors Federated

20 [107] 2024 Cognitive Models and Artificial Intelligence Conference Hybrid

21 [108] 2023 IEEE International Conference on Business Analytics for Technology and ~ Hybrid
Security (ICBATS)

22 [109] 2023 Global Conference on Information Technologies and Communications DL
(GCITC)

23 [110] 2024 International Conference for Innovation in Technology (INOCON) DL

24 [111] 2022 Computers & Security ML

25 [112] 2025 Intelligent Systems with Applications Federated

26 [113] 2024 Electronics Graph/GNN

27 [114] 2024 Journal of Advances in Information Technology Graph/GNN

28 [115] 2025 Scientific Reports Hybrid

29 [116] 2026 Future Generation Computer Systems Graph/GNN

30 [117] 2026 Cybersecurity Hybrid

31 [118] 2026 Scientific Reports Federated

32 [119] 2026 Computers Hybrid

33 [120] 2026 Journal of The Institution of Engineers (India): Series B Hybrid

34 [121] 2026 Memetic Computing ML

35 [122] 2026 Applied Sciences Federated

36 [123] 2025 Scientific Reports ML

37 [124] 2025 IEEE Internet of Things Journal Graph/GNN

38 [125] 2025 ICCK Transactions on Machine Intelligence Federated

39 [126] 2025 Computer Communications Hybrid

40 [127] 2025 IEEE Transactions on Network Science and Engineering Hybrid

41 [128] 2024 SN Computer Science DL

42 [129] 2021 International Conference on Electrical, Communication, and Computer Graph/GNN
Engineering (ICECCE), IEEE

43 [130] 2025 Sadhana Federated

5.5. Data extraction and coding framework

A structured study-level extraction framework was used to support consistent cross-study comparison. Information was recorded
for each study regarding the proposed technique, datasets, classification objectives, evaluation metrics, generalization, deployment
characteristics, interpretability, and robustness.

For each included study, information was extracted from the full text using the same predefined coding template. Evidence was
obtained from the methodology, experimental setup, reported results, tables, figures, and implementation details where applicable.
Before aggregation, the extracted fields were cross-checked against the corresponding source evidence, and dataset names and re-
curring categorical terminology were normalized to support consistent counting across studies. Information that was not explicitly
reported was not inferred; it was recorded as NR, while partial or indirect evidence was recorded as Partial according to the definitions
below. Where a value was derived from other reported results rather than stated directly by the original study, it was distinguished

from directly reported evidence.

Categorical analytical fields were represented using the following standardized values:

o Y: the characteristic was explicitly reported, tested, or demonstrated;
e N: the characteristic was not part of the reported evaluation;
e Partial: the characteristic was addressed only partially or indirectly;
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¢ NR: the relevant information was not reported.

The distinction between N and NR prevents missing information from being interpreted as evidence of poor model performance
or poor deployment suitability.

5.5.1. Primary technique categorization
Each study was assigned to one primary technique category according to its dominant methodological contribution:

e ML: classical machine-learning approaches such as Random Forest, Support Vector Machine, Decision Tree, and k-nearest neigh-
bors;

e DL: deep neural architectures such as CNNs, RNNs, LSTMs, GRUs, autoencoders, DNNs, and transformer-based models;

¢ Hybrid: approaches combining multiple learning models, ensemble methods, optimization procedures, or multi-stage architec-
tures;

¢ Graph/GNN: approaches in which graph representations, graph analytics, or graph neural networks form the principal modeling
mechanism;

¢ Federated: approaches in which federated or distributed privacy-preserving learning forms the principal learning framework;

e DRL: approaches based primarily on deep reinforcement learning.

The use of a single primary category avoids double counting in the technique-distribution analysis, while secondary methodological
components are retained in the qualitative discussion.

5.5.2. Classification-depth coding
Classification capability was represented using four analytical levels:

e Level 1: binary botnet-versus-benign detection;
¢ Level 2: attack-type classification;

¢ Level 3: malware-family classification;

¢ Level 4: lifecycle-stage detection or modeling.

The levels are not treated as cumulative. A study is assigned only the levels corresponding to classification tasks that are explicitly
evaluated. For example, a study may perform binary detection and malware-family classification without performing attack-type
classification.

Anomaly-based and behavior-based approaches are also distinguished conceptually. Anomaly-based detection identifies deviations
from a learned or statistically defined representation of normal activity, whereas behavior-based detection explicitly models malicious
actions, communication relationships, temporal sequences, coordinated activity, or attack stages.

5.5.3. Dataset breadth and generalization

Dataset names were normalized to ensure that naming and spelling variants of the same benchmark were treated consistently.
Since individual studies may employ several datasets, dataset-frequency counts are non-mutually exclusive.

Dataset breadth was categorized as follows:

e Low: evaluation using one distinct dataset or data source without cross-dataset validation;
¢ Medium: evaluation using two distinct datasets or data sources without cross-dataset validation;
¢ High: evaluation using three or more distinct datasets/data sources, or explicit cross-dataset validation.

Cross-dataset validation was recorded only when a model was explicitly evaluated for transfer or generalization across different
datasets. Independent experiments conducted separately on multiple datasets were not treated as cross-dataset validation.

Dataset breadth is analyzed separately from dataset characteristics such as traffic diversity, attack coverage, labeling, class imbal-
ance, encrypted traffic, and support for multiclass or unseen-attack evaluation.

5.5.4. Deployment-evidence assessment

Deployment feasibility was assessed using operational evidence reported in each study. The extracted indicators include real-time
evaluation, inference time, training time, memory requirements, computational complexity, model size, physical edge-device testing,
SDN integration, cloud dependency, energy consumption, communication overhead, and scalability.

The strength of reported deployment evidence was categorized as:

¢ High: physical testing on an edge, gateway, embedded, or comparable constrained platform, together with timing evidence and
at least one resource or operational indicator;

¢ Medium: at least one explicit runtime, resource, or deployment-oriented indicator is reported, but the evidence does not satisfy
all conditions required for the High category;

¢ Low: little or no explicit operational deployment evidence is reported.

The rating reflects the reported deployment evidence rather than an independent judgment of whether a model could theoretically
be deployed. Training time is treated separately from inference efficiency because computationally intensive offline training does
not necessarily imply expensive runtime inference. Similarly, SDN integration and cloud dependency are considered architectural
characteristics rather than direct indicators of deployment quality.

15



S. Afzal et al. Internet of Things 40 (2026) 102109

5.5.5. Evaluation, explainability, and robustness coding

Performance information was extracted for commonly reported metrics including accuracy, precision, recall, Fl-score, false-
positive or false-alarm rate, and ROC-AUC. Deployment-related measurements, such as inference time, training time, memory re-
quirements, computational complexity, energy consumption, model size, communication overhead, and scalability, were analyzed
separately from predictive performance.

Explainability was distinguished between explicit XAI and broader model interpretability. Explicit XAl refers to the implementation
of formal explanation techniques such as SHAP, LIME, Anchors, or rule-extraction mechanisms. Interpretability refers to evidence such
as feature importance, structural visualization, attention analysis, or inherently interpretable representations without a dedicated XAI
framework.

Adversarial robustness was recorded when a study empirically evaluated the detector against adversarial machine-learning attacks
or perturbations, including evasion, poisoning, backdoor, gradient-based, or adversarial model-update attacks.

These operational definitions form the basis of the quantitative synthesis presented in the following sections.

5.6. Scope and validity considerations

Several considerations affect the interpretation of cross-study results. The survey focuses specifically on Al-driven IoT botnet
research; consequently, the reported technique distributions characterize this research area rather than the complete spectrum of
botnet-detection mechanisms.

Experimental settings also vary considerably across the reviewed studies in terms of datasets, preprocessing procedures, class
distributions, hardware platforms, and validation protocols. Direct comparison of reported accuracy or F1-score values across studies
should therefore be interpreted cautiously. The quantitative synthesis primarily examines methodological trends, evaluation practices,
classification capabilities, dataset usage, generalization, and deployment evidence.

In addition, absence of a reported characteristic is treated as missing evidence rather than as evidence of poor performance. This
distinction is particularly important for deployment indicators such as memory usage, energy consumption, latency, and communi-
cation overhead.

Accordingly, the reported distributions should be interpreted within the defined search sources, search vocabulary, temporal
scope, and eligibility criteria, as alternative retrieval strategies may produce somewhat different absolute study distributions.

6. State-of-the-art Al-based IoT botnet detection and classification

Al-based IoT botnet detection has progressed from conventional feature-driven classifiers toward deep, hybrid, graph-based, fed-
erated, and deployment-oriented learning frameworks. In parallel, the objectives of detection systems have expanded beyond binary
benign-versus-malicious decisions to include attack-type classification, malware-family identification, behavioral modeling, zero-day
detection, and robustness against adversarial manipulation.

Despite this methodological diversity, three concerns recur across the literature. First, strong predictive performance is frequently
demonstrated on controlled benchmark datasets, while cross-dataset and cross-device generalization remain more difficult to establish.
Second, increasing model complexity may improve representation learning but also introduces computational, memory, latency, and
interpretability constraints. Third, deployment-oriented evidence remains less consistently reported than conventional classification
metrics. The following subsections examine these methodological directions qualitatively, while their quantitative distribution across
the reviewed studies is analyzed separately in Section 7.

6.1. Feature-driven machine learning approaches

Classical machine-learning (ML) methods remain relevant for IoT botnet detection because they can operate effectively on compact
flow-level or statistical feature representations. Common classifiers include Random Forests, Decision Trees, Support Vector Machines,
Logistic Regression, k-nearest neighbors, and related ensemble methods [95,104,111,121,123]. Compared with deeper architectures,
these models often require fewer computational resources during inference and can provide clearer relationships between input
features and classification decisions.

Feature engineering and feature selection are therefore central to their effectiveness. Kalakoti et al. [95] demonstrated the impor-
tance of identifying compact subsets of discriminative traffic features, while Hossain and Islam [104] combined feature selection with
ensemble learning to reduce redundant information while maintaining strong detection performance. Such approaches are particularly
relevant to gateway-level monitoring, where the computational cost of feature extraction and inference must remain bounded.

The main limitation of feature-driven ML is its dependence on the representation used during training. Features that distinguish
benign and malicious traffic in one dataset may encode device-, capture-, or environment-specific characteristics that do not transfer
reliably to another network. Consequently, lightweight inference alone does not guarantee robust deployment. Cross-dataset valida-
tion, device-independent evaluation, and resistance to changing traffic distributions remain important requirements.

Interpretability is a relative advantage of many classical models, particularly when feature rankings, rule-based explanations, or
post-hoc explanation mechanisms are available. Recent work has increasingly combined conventional detection models with explicit
explainability mechanisms to improve analyst understanding of model decisions [123].
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6.2. Imbalance-aware and multiclass detection

Class imbalance is a persistent challenge in IoT botnet datasets because benign traffic and high-volume attack categories may
substantially outnumber less frequent attack behaviors. This becomes particularly problematic for multiclass detection, where high
aggregate accuracy may conceal poor recall for minority classes.

Several studies address this problem using resampling or cost-sensitive strategies, including SMOTE, class weighting, undersam-
pling, and related imbalance-handling methods [99,101,102,105]. These approaches can improve recognition of minority attack
classes and reduce bias toward dominant traffic categories.

However, balancing techniques introduce methodological trade-offs. Synthetic oversampling modifies the original training distri-
bution and may generate samples that do not fully represent realistic network behavior. Likewise, a model evaluated on an artificially
balanced test distribution may not reflect operational conditions in which malicious traffic is comparatively rare. For this reason,
imbalance-aware evaluation should be accompanied by per-class precision, recall, F1-score, confusion matrices, and false-alarm mea-
surements rather than relying on accuracy alone.

Multiclass analysis also has practical importance beyond improving metric reporting. Distinguishing attack types or malware fam-
ilies provides richer information for incident response than binary detection, although finer-grained classification generally requires
more representative training data and introduces greater sensitivity to class imbalance and dataset-specific labeling conventions.

6.3. Deep learning-based approaches

Deep learning (DL) techniques have been widely adopted because of their capacity to learn nonlinear representations from raw, sta-
tistical, sequential, or transformed network data [65,91,92,94,98,101,109,128]. Common architectures include deep neural networks,
convolutional neural networks, recurrent neural networks, LSTMs, GRUs, autoencoders, variational encoders, and transformer-based
models.

Autoencoder-based methods learn compact representations of normal or mixed traffic and can identify deviations through recon-
struction error. CNN-based architectures are suitable for extracting local patterns from structured traffic representations, while RNNs
and LSTMs are designed to capture sequential dependencies that may reflect evolving communication behavior [94,101]. More re-
cent transformer-based approaches exploit attention mechanisms to capture longer-range dependencies within traffic representations
[109].

A major advantage of DL is reduced reliance on manually selected feature combinations. Nevertheless, this advantage comes
with additional training cost, memory demand, architectural complexity, and reduced transparency. The practical cost also depends
strongly on where processing occurs. A model trained using high-performance GPU hardware may still be deployable if inference is
sufficiently lightweight, whereas a comparatively compact network may remain unsuitable if it requires expensive preprocessing or
long observation windows.

Consequently, reported classifier inference time should not be interpreted in isolation. End-to-end detection delay may additionally
include packet capture, flow aggregation, feature generation, sequence construction, and decision-window duration. This distinction
is particularly important when evaluating claims of real-time detection.

Deep models are also vulnerable to dataset shift. High performance within one benchmark does not necessarily demonstrate
transfer to unseen devices, botnet families, capture environments, or encrypted traffic. Cross-device and cross-dataset evaluation
therefore provide stronger evidence of generalization than random train—test partitions taken from a single source.

6.4. Hybrid and optimization-based models

Hybrid approaches combine multiple learning stages or methodological paradigms in order to exploit complementary strengths.
Examples include feature selection followed by classification, deep feature extraction followed by conventional classifiers, multi-stage
neural architectures, ensemble learning, and optimization-based parameter selection [90,96,97,100,103,115,119,120,126,127].

Such approaches are attractive because different components can address different aspects of the detection problem. Dimension-
ality reduction can decrease redundant input information, optimization methods can improve model configuration, and ensembles
can reduce dependence on a single classifier. Hybrid architectures may also combine spatial, temporal, or statistical representations.

The primary challenge is that each additional processing stage may introduce computational and implementation overhead. A
system that performs feature selection, transformation, optimization, and multiple classifier stages can achieve strong benchmark
performance while becoming harder to maintain or deploy under constrained conditions. The relevant question is therefore not
simply whether the hybrid architecture improves accuracy, but whether the additional performance gain justifies its resource cost.

Deployment-oriented assessment of hybrid models should consequently include end-to-end inference latency, preprocessing cost,
model size, memory footprint, and scalability in addition to conventional classification metrics.

6.5. Graph-based and behavior-centric approaches

Graph-based methods provide an alternative to treating traffic observations as independent feature vectors. They model relation-
ships among devices, flows, hosts, executable components, or communication events, allowing the detector to capture structural and
coordinated characteristics of botnet activity [99,113,114,116,124,129].
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In graph-based traffic analysis, nodes and edges can represent communicating entities and their interactions, while graph neu-
ral networks learn representations from both node attributes and neighborhood structure. Dynamic graph approaches extend this
representation by considering how relationships evolve over time [124]. Other studies use graph-derived representations for static
malware analysis rather than network-flow analysis, demonstrating that structural information can also be extracted from IoT exe-
cutable behavior [129].

These approaches are particularly relevant to coordinated botnet activity because individual flows may appear benign in isolation
while their relationships reveal scanning, propagation, command-and-control, or synchronized attack behavior. They therefore offer
a natural basis for behavior-centric and sequential analysis.

However, graph methods introduce additional deployment challenges. Constructing and maintaining graphs requires state, mem-
ory, and preprocessing, while message-passing operations may become costly as graph size and connectivity increase. Real-time
applicability therefore depends not only on classifier complexity but also on graph construction, update frequency, neighborhood
sampling, and the scale of the monitored IoT network.

6.6. Federated, edge, and deployment-oriented approaches

Deployment-oriented research attempts to reduce the gap between offline benchmark evaluation and operational IoT security. Rel-
evant approaches include edge inference, gateway-level monitoring, SDN-assisted detection, lightweight neural models, and federated
learning [91,92,106,111,112,118,122,125,130].

Edge-based detection processes traffic close to the monitored devices rather than transmitting all observations to centralized
infrastructure. This can reduce network delay and bandwidth requirements, but the detector must operate within the processor,
memory, storage, and energy constraints of the target platform. Consequently, a meaningful deployment evaluation should identify
the hardware used and report operational measurements such as inference latency, throughput, memory usage, model size, CPU
utilization, or energy consumption.

Several studies specifically design lightweight models for edge or gateway operation [91,92,111]. Physical evaluation is par-
ticularly informative because workstation-based inference measurements do not necessarily represent performance on embedded
hardware. For example, ARAFL-BAD evaluates its federated framework using Raspberry Pi edge devices together with resource and
timing measurements [130], providing stronger deployment evidence than architecture-level claims alone.

Federated learning addresses a different deployment constraint: the distribution and privacy of IoT data. Rather than transmitting
raw traffic to a central training repository, participating devices or gateways train local models and exchange model updates [106,
112,125]. This architecture can improve data locality, but it introduces communication overhead, synchronization challenges, client
heterogeneity, non-independent and identically distributed data, and vulnerability to malicious clients.

Training and inference costs should also be separated when evaluating federated systems. Expensive distributed training may still
be compatible with lightweight local inference, whereas frequent retraining or large model-update exchanges may make a theoretically
decentralized solution costly in practice. Communication volume, number of rounds, client participation, update size, and robustness
to client failure are therefore important deployment indicators alongside predictive accuracy.

6.7. Adversarial robustness and explainability

As learning-based security systems become more capable, the assumption that test inputs remain independent of the detector
becomes increasingly restrictive. Adversarial machine-learning attacks deliberately manipulate inputs, training data, or distributed
model updates in order to degrade detection performance.

Recent IoT botnet studies have begun to evaluate this problem explicitly. Krishnan and Shrinath [128] examine gradient-based
adversarial attacks, including FGSM, PGD, and BPDA, and employ a denoising autoencoder as an adversarial defense. Ngo et al. [129]
analyze adversarial structural modifications against graph-based IoT botnet detection and investigate adversarial training as a de-
fensive mechanism. In federated settings, ARAFL-BAD considers both adversarial examples and malicious-training behavior while
combining asynchronous learning with zero-day botnet detection [130].

These studies show that robustness under conventional test data and robustness under adaptive attack are distinct properties.
High clean-data accuracy does not establish resilience against evasion, poisoning, backdoor attacks, or malicious federated clients.
Adversarial evaluation should therefore report both clean and attacked performance and should specify the threat model, attacker
capability, perturbation constraints, and defensive assumptions.

Explainability addresses a related but distinct requirement: understanding why a model produces a security decision. Recent
studies incorporate formal explanation methods such as SHAP, LIME, Anchors, and rule-extraction mechanisms [117,118,123,126].
Such mechanisms can support feature-level interpretation, false-alarm investigation, and analyst validation.

Formal explainable AI should, however, be distinguished from general model interpretability. Feature importance, attention vi-
sualization, graph structure, or an inherently transparent classifier can assist interpretation without constituting a dedicated XAI
framework. For operational IoT security, explanation quality must ultimately be evaluated in terms of stability, fidelity, usefulness,
and computational overhead rather than visualization alone.

6.8. Emerging Al directions
Several Al paradigms that are increasingly relevant to cybersecurity remain comparatively immature in IoT botnet detection and
are not yet strongly represented in the primary study corpus considered in this survey.

Continual and online learning are relevant [88] because IoT traffic distributions, device populations, and botnet behavior change
over time. A detector capable of controlled model adaptation could address concept drift more effectively than a static model trained
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once on a fixed benchmark. Such systems must nevertheless address catastrophic forgetting, unsafe updates, and the risk that malicious
observations contaminate continual retraining.

Self-supervised learning provides another promising direction because large volumes of IoT traffic can be collected without reli-
able labels. Pretraining representations from unlabeled traffic and subsequently fine-tuning them for botnet detection could reduce
dependence on manually labeled attack data and improve transfer to new environments.

Foundation models and large language models (LLMs) [131] should currently be considered complementary to, rather than replace-
ments for, packet- or flow-level detection models. Their more immediate potential lies in analyzing security logs, correlating alerts,
extracting threat intelligence, explaining detection outputs, and supporting analyst-facing investigation workflows.

Similarly, retrieval-augmented generation (RAG) [132] can ground language-model outputs in curated threat reports, malware
descriptions, vulnerability databases, or local security documentation. Such systems may help contextualize detector alerts, but their
reliability depends on retrieval quality, evidence provenance, latency, and resistance to malicious or outdated knowledge sources.

These paradigms therefore represent emerging research opportunities rather than established replacements for the detection
architectures reviewed in the preceding subsections.

6.9. Comparative technique-level assessment

Table 7 summarizes the typical computational and deployment characteristics of the major methodological categories. The entries
describe broad tendencies observed across the reviewed literature rather than fixed properties of every individual implementation;
actual resource requirements depend on architecture size, preprocessing, hardware, traffic rate, and deployment configuration.

No single methodological family simultaneously optimizes predictive performance, interpretability, computational efficiency, be-
havioral depth, privacy, robustness, and deployment cost. Classical ML remains attractive for lightweight inference, whereas DL
provides stronger representation learning at greater computational cost. Hybrid models trade additional complexity for complemen-
tary modeling capability. Graph-based approaches provide richer structural and behavioral representations, while federated learning
addresses data locality but introduces communication and distributed-security challenges.

Accordingly, technique selection should be driven by the intended operating environment rather than benchmark accuracy alone.
A cloud-based forensic classifier, an IoT gateway detector, and a continuously operating embedded detector impose fundamentally
different computational and latency requirements.

6.10. Summary of key trends

The state-of-the-art literature demonstrates a clear movement from isolated traffic classification toward richer and more
deployment-aware learning frameworks. Classical ML continues to provide efficient feature-driven detection, while DL and hybrid
approaches offer stronger representation capacity at higher computational cost. Graph-based methods provide a means of modeling
coordinated and sequential botnet behavior, and federated learning supports distributed training where raw traffic cannot be centrally
collected.

At the same time, several limitations cut across technique categories. Generalization is frequently constrained by dependence
on benchmark-specific data; deployment claims are not always accompanied by hardware, latency, memory, energy, or commu-
nication measurements; and fine-grained behavioral or lifecycle classification remains more difficult than conventional detection.
Explainability and adversarial robustness are receiving increasing attention but are not yet routine components of evaluation.

These observations motivate the quantitative cross-study analysis in the following section, where technique distribution, classifica-
tion depth, dataset dependence, generalization, evaluation practices, deployment evidence, explainability, and adversarial robustness
are examined systematically across the selected studies.

7. Quantitative cross-study analysis

This section provides a quantitative synthesis of the 43 primary studies included in the survey. While Section 6 examined the
methodological characteristics of the reviewed approaches, the present section evaluates recurring patterns across the study corpus.
The analysis covers primary technique distribution, dataset usage, classification depth, deployment evidence, evaluation-metric re-
porting, dataset breadth and generalization, and emerging trustworthiness dimensions including explainability, zero-day evaluation,
and adversarial robustness.

Unless otherwise stated, percentages are computed relative to the complete corpus of 43 studies:

Number of Studies in Category <1

B3 00. )

Percentage =

The primary technique categories are mutually exclusive because each study is assigned one dominant methodological category ac-
cording to the coding framework defined in Section 5.5. In contrast, classification-depth levels, dataset usage, deployment indicators,
and robustness characteristics are non-mutually exclusive; therefore, their percentages may sum to more than 100%. For evidence-
reporting variables, only characteristics coded as explicitly reported or demonstrated (Y) are included in the principal counts, while
partial evidence is discussed separately where relevant.
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Fig. 7. Distribution of primary Al technique categories across the 43 reviewed studies.

7.1. Distribution of primary Al techniques

Table 8 presents the mutually exclusive distribution of primary methodological categories across the 43 studies. Hybrid approaches
constitute the largest category, with 14 studies (32.6%), followed by deep learning with 10 studies (23.3%). Graph/GNN-based
approaches account for 7 studies (16.3%), federated learning for 6 studies (14.0%), classical ML for 5 studies (11.6%), and DRL for
1 study (2.3%).

Table 8
Distribution of primary technique categories across the 43 reviewed
studies.
Primary Technique Category No. of Studies ~ Percentage
Classical Machine Learning 5 11.6%
Deep Learning 10 23.3%
Hybrid / Ensemble / Optimization-Based 14 32.6%
Graph-Based / GNN-Based 7 16.3%
Deep Reinforcement Learning 1 2.3%
Federated Learning 6 14.0%

Hybrid and DL approaches together represent 24 of the 43 studies (55.8%), showing the continued importance of representation
learning and multi-stage architectures. However, the distribution also demonstrates increasing methodological diversity. Graph/GNN
and federated approaches together account for 13 studies (30.2%), reflecting growing interest in relational traffic modeling and
distributed privacy-preserving learning.

Fig. 7 visualizes the primary technique distribution.

The predominance of hybrid and DL methods does not by itself establish greater practical suitability. More complex architectures
may improve representation capacity while simultaneously increasing preprocessing, memory, and computational requirements.
Technique prevalence must therefore be interpreted together with the deployment analysis presented later in this section.
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Fig. 8. Frequency of the most commonly used datasets across the reviewed studies. Counts are non-exclusive because individual studies may use
multiple datasets.

7.2. Dataset usage patterns

Dataset selection strongly influences the conclusions that can be drawn from IoT botnet detection experiments. Table 9 presents
the most frequently used normalized datasets in the reviewed corpus. Dataset counts are non-exclusive because individual studies
may evaluate more than one benchmark.

Table 9
Most frequently used datasets across the reviewed studies.
Dataset No. of Studies Percentage Role in the Reviewed Literature
N-BaloT 21 48.8% The most frequently used benchmark in the corpus; widely used for IoT-specific
Mirai and BASHLITE detection and classification.
Bot-IoT 11 25.6% Frequently used for IoT attack detection, multiclass evaluation, and comparative
ML/DL experiments.
I0T-23 7 16.3% Used for malicious IoT traffic analysis, multi-dataset experiments, and behavior-
oriented evaluation.
MedBIoT 5 11.6% Used for evaluating IoT botnet traffic involving multiple malware families and
heterogeneous devices.
CICIoT2023 4 9.3% A more recent IoT-focused benchmark supporting evaluation across a broad range
of attack categories.
CTU-13 3 7.0% A foundational botnet benchmark that remains useful for comparison but is not

ToT-specific.

N-BaloT appears in 21 of the 43 studies (48.8%), making it substantially more common than any other individual dataset. This
concentration is important when interpreting the high detection performance reported across the literature. N-BaloT provides traffic
from IoT devices infected primarily by Mirai and BASHLITE [133]; consequently, repeated evaluation on this benchmark provides
limited evidence regarding transfer to different malware families, capture environments, device populations, or emerging botnet
behaviors.

The concentration on N-BaloT does not in itself demonstrate model overfitting. However, it increases the possibility that reported
results reflect dataset-specific characteristics unless evaluation is complemented by device-held-out, attack-held-out, temporal, or
cross-dataset validation. The broader properties and limitations of the major datasets are examined in detail in Section 8.

Fig. 8 visualizes the frequency of the most commonly used datasets.
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Fig. 9. Classification-depth coverage across the reviewed studies. Levels are non-mutually exclusive because a study may evaluate more than one
classification objective.

Several additional datasets and custom data sources occur in only one or two studies, including CICIoT2022, UNSW-NB15, CICD-
D0S2019, custom IoT testbeds, honeypot data, and specialized malware or flow representations. The resulting distribution therefore
reveals both increasing dataset variety and a persistent concentration around a small number of benchmarks.

7.3. Classification-depth analysis

Classification depth was analyzed using the four non-cumulative levels defined in Section 5.5: binary botnet detection (Level 1),
attack-type classification (Level 2), malware-family classification (Level 3), and lifecycle-stage modeling (Level 4). A single study may
contribute to more than one level when it explicitly evaluates several classification objectives. Table 10 summarizes the resulting
classification-depth coverage.

Table 10

Classification-depth coverage across the 43 reviewed studies.
Classification Depth No. of Studies ~ Percentage
Level 1 — Binary Detection 27 62.8%
Level 2 — Attack-Type Classification 27 62.8%
Level 3 — Malware-Family Classification 12 27.9%
Level 4 — Lifecycle-Stage Modeling 6 14.0%

An important result is that the expanded evidence base does not support a simple interpretation in which binary detection alone
dominates the literature. Binary detection and attack-type classification are each evaluated in 27 studies (62.8%). The sharper reduc-
tion occurs at deeper levels of characterization: only 12 studies (27.9%) perform malware-family classification, while only 6 studies
(14.0%) explicitly model or detect lifecycle stages.

Fig. 9 visualizes this distribution.

These results indicate that the principal limitation is not an absence of multiclass evaluation, but rather the limited progression
toward malware attribution and lifecycle-aware analysis. Attack-type classification can distinguish categories such as DoS, DDoS,
reconnaissance, or scanning, whereas malware-family and lifecycle analysis provide additional information for attribution, early
intervention, and adaptive mitigation.

23



S. Afzal et al. Internet of Things 40 (2026) 102109

The non-cumulative coding is particularly important for this analysis. A study assigned Level 3 is not automatically assumed to
perform Levels 1 and 2; only explicitly evaluated classification tasks are counted. This prevents higher-level studies from artificially
inflating lower-level frequencies.

7.4. Deployment-evidence analysis

Deployment feasibility was evaluated using the evidence-based framework defined in Section 5.5. Rather than treating deployment
suitability as a binary characteristic, each study was assigned a Low, Medium, or High deployment-evidence rating according to
reported hardware, runtime, and resource measurements.

Table 11 shows that only 6 studies (14.0%) provide High deployment evidence. Most studies, 28 (65.1%), provide Medium
evidence, while 9 studies (20.9%) provide little or no explicit operational evidence and are therefore categorized as Low.

Table 11
Deployment-evidence ratings across the reviewed
studies.

Deployment Evidence  No. of Studies ~ Percentage

High 6 14.0%
Medium 28 65.1%
Low 9 20.9%

The relatively large Medium category indicates that deployment considerations are increasingly acknowledged, but comprehen-
sive physical validation remains uncommon. Many studies report one or more indicators such as inference time or computational
complexity without demonstrating the complete detection pipeline on constrained IoT or edge hardware.

To examine this distinction more closely, Table 12 reports the frequency of individual operational indicators. Only directly reported
or demonstrated evidence is counted.

Table 12
Directly reported deployment and operational indicators across the reviewed studies.
Deployment Indicator No. of Stud-  Percentage Interpretation
ies

Computational Complexity Discussed 29 67.4% Provides some assessment of computational requirements or algorith-
mic cost.

Inference Time Reported 20 46.5% Provides direct evidence regarding runtime execution cost.

Training Time Reported 17 39.5% Quantifies model-training cost, although this does not directly deter-
mine inference suitability.

Real-Time Evaluation 13 30.2% Evaluates the detector under explicitly time-sensitive or real-time con-
ditions.

Model Size / Parameters Reported 11 25.6% Provides information relevant to storage and memory feasibility.

Scalability Evaluated 11 25.6% Examines behavior as traffic, devices, clients, or computational scale
increases.

Memory Usage Reported 9 20.9% Provides direct information about runtime or experimental memory re-
quirements.

Physical Edge Deployment Tested 9 20.9% Evaluates the model on an edge, gateway, embedded, or comparable
deployment platform.

Detection Delay Reported 8 18.6% Quantifies delay between traffic observation and detection decision.

SDN Integration 4 9.3% Integrates the detection framework with programmable network con-
trol.

Communication Overhead Reported 3 7.0% Measures communication cost, particularly relevant to distributed and
federated learning.

Energy Consumption Reported 2 4.7% Directly assesses energy requirements of the proposed framework.

The results reveal a more nuanced deployment picture than an offline-versus-online distinction. Computational complexity is
discussed relatively frequently, and almost half of the studies report inference time. However, physical edge testing, memory mea-
surement, detection delay, energy consumption, and communication overhead remain substantially less common.

Energy reporting is particularly limited, appearing in only 2 studies (4.7%), while communication overhead is quantified in only 3
studies (7.0%). These omissions are important because both factors directly affect continuously operating and distributed IoT security
systems.

Fig. 10 summarizes selected deployment indicators.

These results reinforce the distinction between deployment motivation and deployment evidence. A model described as lightweight
or edge-oriented cannot be considered strongly validated for deployment solely on the basis of architectural design or high predic-
tive accuracy. Hardware-level testing together with timing and resource measurements provides substantially stronger evidence of
operational feasibility.
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Fig. 10. Directly reported deployment and operational indicators across the reviewed studies. Categories are non-mutually exclusive.

7.5. Evaluation-metric reporting

The evaluation audit shows that conventional predictive metrics are widely reported, although reporting completeness varies
substantially across individual measures. Table 13 summarizes the frequency with which the main evaluation metrics are directly

reported.

Table 13

Reporting frequency of predictive evaluation

metrics.
Metric Direct  Partial Direct (%)
Accuracy 39 2 90.7%
Precision 36 1 83.7%
Recall 37 0 86.0%
F1-score 37 1 86.0%
FPR / FAR 15 8 34.9%
ROC-AUC 17 1 39.5%

The results show that the literature is not characterized by accuracy-only reporting: precision, recall, and F1-score are also directly
reported in more than 80% of the corpus. Nevertheless, a reporting imbalance remains. Accuracy is available for 39 studies (90.7%),
whereas false-positive or false-alarm rates are directly reported by only 15 studies (34.9%) and ROC-AUC by 17 studies (39.5%).

This difference is operationally important. [oT botnet datasets are frequently imbalanced, and high aggregate accuracy may conceal
poor detection of minority attack classes or an unacceptable rate of false alarms. Precision, recall, per-class F1, confusion matrices,
and false-positive measures are therefore important for interpreting detection performance in realistic monitoring environments.

The Partial column identifies cases in which a metric is discussed qualitatively, inferred from figures, or derived from other
reported information rather than directly provided by the study. Such values are not counted as directly reported evidence in the

percentages above.
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Complementary measures such as Matthews correlation coefficient (MCC) and throughput are also relevant to comprehensive
evaluation. MCC is particularly informative under class imbalance, whereas throughput characterizes operational processing capacity;
these measures are treated as complementary indicators rather than corpus-wide quantitative variables in the present analysis.

7.6. Dataset breadth and generalization

Evaluation on multiple datasets provides broader evidence than evaluation on a single benchmark, but dataset count alone is
insufficient to establish generalization. The dataset-breadth framework therefore combines the number of independent data sources
with explicit cross-dataset validation, as defined in Section 5.5.

Table 14 summarizes the dataset-breadth categories, while Fig. 11 visualizes their distribution.

Table 14
Dataset-breadth categories across the reviewed studies.

Dataset Breadth ~ No. Percentage  Interpretation

Low 20 46.5% One data source without explicit cross-dataset validation.
Medium 9 20.9% Two data sources without explicit cross-dataset validation.
High 14 32.6% Three or more sources, or explicit cross-dataset validation.

201

=
w
1

Number of Studies
=
o

Low Medium High

Fig. 11. Dataset-breadth distribution across the reviewed studies.

Twenty studies (46.5%) fall into the Low dataset-breadth category, demonstrating continued dependence on single-source evalu-
ation. Nine studies (20.9%) use two distinct data sources without explicit cross-dataset validation, while 14 studies (32.6%) satisfy
the High-breadth criterion.

Independently of the breadth categories, only 14 of the 43 studies (32.6%) explicitly conduct cross-dataset validation. There-
fore, using several datasets does not necessarily demonstrate transferability: many studies train and test independently within each
benchmark rather than training in one environment and evaluating in another.

For clarity, evaluating a model on Dataset A and Dataset B in two separate experiments, with training and testing performed
independently within each dataset, is treated here as multi-dataset evaluation rather than cross-dataset validation. Cross-dataset vali-
dation requires an explicit transfer or generalization protocol across distinct data sources, for example by training on one benchmark
and evaluating on another, or through an equivalent cross-domain design. The former broadens benchmark coverage, whereas the
latter provides more direct evidence of robustness to distribution shift.

This distinction is central to claims of generalization. Random train-test partitions from the same capture environment may
preserve device-specific, temporal, or collection-specific characteristics across both subsets. Stronger validation strategies include
cross-dataset transfer, unseen-device evaluation, temporal hold-out experiments, and attack- or malware-family hold-out testing.

The combination of N-BaloT concentration and relatively limited cross-dataset validation therefore represents a more substantial
generalization concern than dataset count alone.
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7.7. Explainability, zero-day evaluation, and adversarial robustness

Beyond predictive accuracy and deployment, trustworthy IoT botnet detection requires consideration of model transparency and
robustness to evolving or deliberately manipulated threats. Table 15 summarizes the corresponding evidence extracted from the
reviewed studies.

Table 15
Explainability and robustness indicators across the reviewed stud-
ies.

Indicator No. of Studies Percentage
Explicit XAI 4 9.3%
Interpretability without Formal XAI 6 14.0%
Explicit Zero-Day Evaluation 8 18.6%
Adversarial-Robustness Evaluation 3 7.0%

Only 4 studies (9.3%) employ an explicit XAI mechanism, while another 6 studies (14.0%) provide some form of model inter-
pretability without implementing a dedicated XAI framework. This distinction is important because feature importance, attention
visualization, or graph visualization can improve understanding of model behavior but should not automatically be treated as formal
explainable Al

Explicit zero-day evaluation is reported in 8 studies (18.6%). Even within these studies, the meaning of “zero-day” depends on
the experimental protocol. Stronger evidence requires genuinely unseen attacks, malware families, devices, or environments to be
withheld from training rather than merely relabeling existing test samples as unknown.

Adversarial machine-learning robustness is evaluated in only 3 studies (7.0%), making it one of the least explored analytical
dimensions in the corpus. These studies examine adversarial evasion, structural manipulation, poisoning, or related defensive mech-
anisms [128-130]. Among the six studies categorized primarily as federated learning, only one explicitly evaluates poisoning or
backdoor resilience.

This result indicates that conventional test-set robustness and adversarial robustness remain largely separate concerns in current
IoT botnet research. High performance on an unmodified benchmark provides no direct evidence that a detector will remain reliable
when an attacker deliberately adapts traffic, input features, graph structure, training samples, or federated model updates to evade
detection.

Several methodological factors may contribute to the comparatively limited coverage of these dimensions. Formal XAI introduces
an additional evaluation layer because providing an explanation is not sufficient by itself; its stability, fidelity, and usefulness must
also be considered. Zero-day evaluation is difficult to standardize because the unseen element may refer to an attack type, malware
family, device, temporal period, or complete dataset, while most commonly used benchmarks do not provide a uniform zero-day
protocol. Adversarial-robustness evaluation similarly requires an explicit threat model, attack-generation procedure, perturbation
assumptions, and evaluation under both clean and manipulated inputs. These additional experimental requirements make XAI, zero-
day, and adversarial evaluation more involved than conventional within-dataset classification and may partly explain their limited
adoption in current IoT botnet studies.

7.8. Key findings from the quantitative analysis

The quantitative analysis yields several principal findings.

First, the methodological distribution is broader than a purely DL-dominated landscape. Hybrid methods constitute the largest
category (32.6%), while graph/GNN and federated approaches together account for 30.2% of the corpus, indicating growing interest
in relational and distributed learning.

Second, dataset dependence remains substantial. N-BaloT alone is used by 48.8% of the reviewed studies, while only 32.6%
explicitly perform cross-dataset validation. High within-dataset performance should therefore not be interpreted as evidence of gen-
eralization without additional transfer-oriented evaluation.

Third, the classification-depth analysis provides a more nuanced result than a simple binary-versus-multiclass distinction. Binary
detection and attack-type classification are equally prevalent, each appearing in 62.8% of the corpus. The principal reduction occurs
at malware-family classification (27.9%) and lifecycle-stage modeling (14.0%), indicating limited progression toward deeper botnet
characterization.

Fourth, deployment-related reporting is uneven. Although computational complexity is discussed in 67.4% of studies and inference
time is directly reported in 46.5%, only 14.0% of the corpus satisfies the High deployment-evidence criterion. Physical edge evaluation,
memory measurement, energy consumption, communication overhead, and detection delay remain considerably less common.

Fifth, predictive reporting is relatively mature for accuracy, precision, recall, and F1-score, but false-alarm and ROC-AUC reporting
are much less consistent. This limits assessment of operational false-positive behavior and threshold-dependent performance.

Finally, explainability and adversarial robustness remain relatively immature dimensions of IoT botnet evaluation. Explicit XAl is
present in 9.3% of the corpus, adversarial robustness in 7.0%, and explicit zero-day evaluation in 18.6%.

Overall, the evidence suggests that IoT botnet research has progressed substantially beyond basic binary detection, but important
gaps remain in cross-domain generalization, malware-family and lifecycle analysis, hardware-level deployment validation, resource
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reporting, explainability, and adversarial resilience. These findings provide the quantitative basis for the dataset analysis and research-
gap discussion presented in the following sections.

8. Datasets used in botnet detection and classification

Datasets play a central role in the development and evaluation of Al-based IoT botnet detection systems. The quantitative analysis
in Section 7 shows that dataset usage remains concentrated around a relatively small number of benchmarks. In particular, N-BaloT
appears in 21 of the 43 reviewed studies (48.8%), followed by Bot-IoT (25.6%), IoT-23 (16.3%), MedBIoT (11.6%), and CICIoT2023
(9.3%). This concentration is important because the properties of frequently reused datasets can strongly influence reported model
performance and the conclusions drawn regarding generalization.

Dataset quality cannot be assessed solely by size or popularity. For IoT botnet detection, important characteristics include device
diversity, attack and malware coverage, traffic-generation environment, labeling procedure, class distribution, availability of raw
traffic, presence of encrypted protocols, support for multiclass classification, and suitability for evaluating unseen attacks. These
dimensions are therefore considered explicitly in this section.

8.1. IoT-oriented benchmark datasets

N-BaloT [133] is the most frequently used dataset in the reviewed corpus. It contains traffic collected from nine commercial IoT
devices that were authentically infected with Mirai and BASHLITE. The released data provide statistical traffic features organized
by device and attack, with malicious traffic corresponding to ten attack classes in addition to benign traffic. The original evaluation
adopts an anomaly-detection setting in which models are trained on benign traffic and evaluated using the remaining benign and
malicious observations.

N-BaloT is attractive because it provides IoT-specific device traffic, clear attack organization, and a large number of observations.
However, its malware coverage is restricted to only two botnet families. Consequently, very high within-dataset performance does
not establish that a model will generalize to botnets with different propagation, command-and-control, or communication behavior.
Its heavy use across the reviewed literature therefore introduces a risk of repeated optimization toward the characteristics of the same
devices and malware families.

Bot-IoT [134] was developed in the UNSW Cyber Range to provide normal and malicious traffic for IoT-oriented network-security
research. It contains DoS, DDoS, operating-system and service scanning, keylogging, and data-exfiltration attacks, and is available in
PCAP, Argus-flow, and CSV representations. The dataset is especially useful for binary and multiclass learning because the traffic is
organized according to attack categories and subcategories.

Nevertheless, Bot-IoT represents an experimentally constructed cyber-range environment in which IoT services and attack scenar-
ios are generated under controlled conditions. Its complete traffic distribution is also highly imbalanced, with malicious observations
substantially outnumbering benign traffic. Consequently, evaluation protocols using this dataset should report class-sensitive metrics
and avoid interpreting high aggregate accuracy as sufficient evidence of operational performance.

I10T-23 [135] contains 23 IoT traffic scenarios comprising 20 malware captures and three benign captures. The malicious scenarios
were generated by executing real IoT malware samples in a controlled environment with Internet connectivity, while benign traffic
was collected from real consumer IoT devices including a smart lamp, an Amazon Echo, and a smart door lock. The release provides
original PCAP files and labeled Zeek connection logs.

A major strength of I0T-23 is its behavior-oriented labeling. Individual flows may be labeled according to malicious behaviors
such as command-and-control communication, scanning, attacks, file downloading, or related activities. Its protocol summaries also
explicitly include SSL traffic. However, detailed label frequencies are highly imbalanced, and the number of benign device types
remains relatively small. Thus, IoT-23 offers richer behavioral information than many benchmark datasets but does not eliminate the
problem of laboratory-specific traffic characteristics.

MedBIoT [136] was designed to represent botnet activity in a medium-sized IoT environment containing 83 devices, including
three physical devices and 80 emulated devices. Real samples of Mirai, BashLite, and Torii were deployed, and traffic associated
with infection, propagation, and command-and-control behavior was collected. The dataset is publicly available in PCAP format and
supports both binary and multiclass evaluation.

MedBIoT is particularly useful for studying botnet behavior at stages preceding the final attack because it contains infection and
communication activity in addition to attack traffic. Its main limitations are the use of only three malware families and the large
proportion of emulated devices. Consequently, it provides useful behavioral diversity but remains different from a large heterogeneous
production IoT environment.

CICIoT2023 [137] provides a more recent and comparatively large IoT attack benchmark. It was generated using an IoT topology
consisting of 105 devices and includes 33 attacks grouped into seven categories: DDoS, DoS, reconnaissance, Web-based attacks,
brute force, spoofing, and Mirai. The release provides both PCAP traffic and extracted CSV features and supports binary, grouped
multiclass, and fine-grained attack classification.

The dataset substantially expands device and attack diversity compared with earlier IoT-specific benchmarks. However, its attack
distribution is highly imbalanced, with large-volume flooding attacks dominating many other categories. Moreover, although it
increases experimental scale, the traffic is still produced within a controlled IoT laboratory. Performance on CICIoT2023 should
therefore be interpreted as evidence of robustness across a broad controlled topology rather than direct evidence of Internet-scale
deployment.
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CICIoT2022 [138] focuses primarily on IoT-device profiling and behavioral characterization. It contains traffic from 60 physi-
cal IoT devices using technologies including Wi-Fi, ZigBee, and Z-Wave. Data were collected during device power-on, idle, active,
interaction, and smart-home scenario experiments. The dataset also contains flood DoS and RTSP brute-force attack captures.

Its physical-device diversity makes CICIoT2022 useful for device-behavior and transferability studies. However, its attack coverage
is narrow compared with datasets designed specifically for botnet or intrusion classification. It should therefore be regarded primarily
as a profiling-oriented dataset with limited attack scenarios rather than a comprehensive botnet benchmark.

TON-IoT [139] provides a heterogeneous Industry 4.0 testbed spanning IoT/IIoT telemetry, network traffic, Windows and Linux
operating-system traces, and edge/fog/cloud components. The dataset includes normal activity and several attack types, including
DoS, DDoS, ransomware, and other network- and host-oriented attacks. Network data are available in PCAP, Zeek, and CSV repre-
sentations, while telemetry and host data provide additional modalities.

The principal advantage of TON-IoT is its heterogeneous and multimodal structure. However, it is a general IoT/IIoT cybersecurity
dataset rather than a botnet-specific benchmark. Its heterogeneous modalities also make direct comparison with traffic-only botnet
datasets difficult unless preprocessing and feature representations are carefully standardized.

8.2. General and legacy network-security datasets

Several studies also rely on datasets that were not specifically developed for IoT environments. These datasets remain valuable for
comparative and cross-dataset evaluation, but their domain differences must be considered when interpreting IoT-specific conclusions.

CTU-13 [140] consists of thirteen scenarios containing real botnet traffic mixed with normal and background traffic. The scenarios
were manually analyzed and labeled, and labeled bidirectional NetFlow representations are publicly available. CTU-13 remains useful
for evaluating conventional botnet detection and for cross-dataset comparison. However, the captures originate from 2011 and do
not represent contemporary IoT devices, IoT communication protocols, or recent botnet architectures.

UNSW-NB15 [141,142] was generated in the UNSW Cyber Range by combining normal network activity with synthetically
generated attacks. It contains nine attack categories and provides PCAP, Bro/Zeek, Argus, CSV, and ground-truth files. Its standardized
train/test sets make it useful for general intrusion-detection experiments, but its enterprise-oriented environment limits direct transfer
to IoT botnet detection.

CICIDS2017 [143] represents an enterprise-style testbed containing normal user activity and several attack categories, including
brute force, DoS, DDoS, infiltration, Web attacks, Heartbleed, botnet activity, and scanning. Both PCAP and labeled flow representa-
tions are available. The normal traffic profile explicitly incorporates protocols such as HTTP, HTTPS, FTP, SSH, and email, providing
some encrypted-protocol coverage. Nevertheless, the dataset is not IoT-specific and contains only limited botnet-oriented activity.

CSE-CIC-IDS2018 [144] extends the CIC methodology to a larger enterprise environment hosted on AWS. It includes seven major
attack scenarios, 420 victim machines, 30 servers, 50 attacking machines, network captures, system logs, and CICFlowMeter features.
HTTPS and SSH are among the protocols represented by the testbed profiles. Despite its scale and traffic diversity, its enterprise
architecture differs substantially from resource-constrained IoT deployments.

ISCX Botnet 2014 [145] combines benign and malicious traces using an overlay-and-replay methodology. Its training and test
sets contain multiple botnet families and communication styles, with the test set intentionally containing a broader set of botnet
types than the training set. This design provides an early example of novelty-oriented evaluation. However, the dataset is legacy,
non-loT-specific, and the original provider currently reports that it is no longer available for download.

8.3. Comparative dataset analysis

Table 16 compares the major datasets in terms of environment, traffic diversity, attack coverage, data representation, and IoT
relevance.

Table 17 focuses on analytical properties that directly influence model evaluation. Rather than assigning a subjective “labeling
quality” score, the table records the documented ground-truth mechanism. Encrypted-traffic coverage is marked only when protocols
such as SSL, HTTPS, or SSH are explicitly documented by the dataset source. Similarly, “zero-day support” distinguishes a predefined
novelty-oriented protocol from a hold-out experiment that researchers may construct themselves.

8.4. Dataset bias, generalization, and evaluation limitations

Several observations emerge from the comparative analysis.

¢ Concentration on a Few Benchmarks: Nearly half of the reviewed studies use N-BaloT. While this facilitates reproducibility and
comparison, repeated training and optimization on the same benchmark can encourage models to exploit dataset-specific device,
capture, or malware characteristics rather than general botnet behavior.

¢ Device and Environment Dependence: 10T datasets differ considerably in their physical-device populations and collection en-
vironments. N-BaloT contains nine commercial devices, IoT-23 contains a small set of benign devices with controlled malware
execution, MedBIoT relies predominantly on emulated devices, while CICIoT2023 uses a substantially larger laboratory topology.
Results obtained in one environment therefore cannot automatically be generalized to another.

¢ Restricted Malware and Attack Coverage: Some widely used IoT-specific datasets provide relatively narrow malware cover-
age. N-BaloT contains Mirai and BASHLITE, while MedBIoT contains Mirai, BashLite, and Torii. Such datasets are valuable for
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controlled experiments but provide limited evidence regarding detection of botnets with substantially different communication
or propagation mechanisms.
Class Imbalance: Class imbalance is common but differs substantially across datasets. Bot-IoT and CICIoT2023 contain partic-
ularly uneven attack distributions, while behavioral labels in IoT-23 can also differ by several orders of magnitude. Therefore,
accuracy alone is insufficient for comparing models trained on these datasets. Per-class precision, recall, F1-score, false-positive
rate, and confusion matrices are important for determining whether minority behaviors are detected reliably.
e Encrypted Traffic Coverage: Encrypted protocols are explicitly present in some datasets, including SSL traffic in [0T-23 and
HTTPS/SSH traffic in CICIDS2017 and CSE-CIC-IDS2018. However, many IoT-specific dataset descriptions do not explicitly char-
acterize encrypted and unencrypted traffic as separate experimental dimensions. Consequently, strong results on these datasets
should not automatically be interpreted as evidence of robustness to encrypted botnet communication.
Inconsistent Zero-Day Evaluation: A dataset containing several attack classes does not automatically constitute a zero-day
benchmark. In most datasets, unseen-attack evaluation requires the researcher to deliberately withhold a malware family, attack
type, device, or scenario during training. N-BaloT’s original benign-only anomaly-training setting exposes the model to previously
unseen malicious observations, but it does not constitute a held-out-malware-family protocol. ISCX Botnet 2014 provides a stronger
native novelty-oriented design because its test set intentionally contains a broader collection of botnet types than its training set.
¢ Laboratory-to-Real-World Transfer: Most modern IoT datasets are collected in controlled environments because safe collec-
tion of labeled botnet traffic from production networks is difficult. Controlled testbeds provide reproducible ground truth but
cannot reproduce the full variation in Internet-scale device populations, background traffic, routing conditions, software ver-
sions, encrypted services, or attacker adaptation. This limits the extent to which within-dataset performance can be interpreted
as operational effectiveness.

8.5. Implications for IoT botnet evaluation

The comparative analysis indicates that dataset selection should be treated as part of the experimental methodology rather than
merely as a source of training samples. No individual benchmark simultaneously provides broad malware diversity, large physical-
device coverage, Internet-scale realism, balanced classes, detailed behavioral labels, encrypted-traffic characterization, and a stan-
dardized unseen-attack protocol.

Accordingly, stronger evidence of generalization requires evaluation protocols that deliberately reduce overlap between the train-
ing and test environments. Useful strategies include device-held-out evaluation, malware-family-held-out evaluation, time-based
splitting, attack-type hold-out experiments, and cross-dataset transfer. In particular, training on one benchmark and evaluating on a
distinct dataset provides substantially stronger evidence of domain robustness than conducting independent random train-test splits
on multiple datasets.

Researchers should also report the exact dataset version, preprocessing procedure, class distribution, feature representation, split
strategy, and resampling method. These details are essential because different preprocessing choices can produce substantially dif-
ferent experimental settings even when studies nominally use the same benchmark.

Overall, benchmark datasets remain indispensable for reproducible IoT botnet research, but high within-dataset accuracy should
not be interpreted as sufficient evidence of real-world generalization. Greater emphasis on heterogeneous data sources, held-out
devices and malware families, cross-dataset transfer, encrypted traffic, and temporally evolving behavior is required to bridge the
gap between controlled evaluation and operational IoT security.

9. Analysis, research gaps, and open challenges

The quantitative and qualitative analyses presented in the preceding sections show that Al-based IoT botnet detection has ad-
vanced considerably in terms of methodological diversity and predictive performance. The reviewed literature includes classical ML,
deep learning, hybrid architectures, graph-based models, federated learning, and adversarially robust approaches. However, several
challenges continue to limit generalization, interpretability, robustness, and operational deployment.

The principal gaps identified in the 43-study corpus are not confined to detection accuracy. They concern the depth of botnet
characterization, dependence on benchmark datasets, limited cross-domain validation, incomplete deployment evidence, inconsistent
operational reporting, vulnerability to adversarial manipulation, and the difficulty of adapting models to evolving IoT environments.

9.1. Limitations of Al-based detection techniques

Classical ML and DL approaches provide different advantages for IoT botnet detection. ML techniques such as Random Forests,
Decision Trees, Support Vector Machines, and related classifiers can provide relatively lightweight inference and clearer relationships
between input features and model decisions. However, their performance often depends strongly on handcrafted or precomputed
traffic features, which may encode dataset- or environment-specific characteristics.

DL approaches reduce some dependence on manual feature design by learning nonlinear, spatial, sequential, or latent representa-
tions directly from traffic features or transformed inputs. CNNs, RNNs, LSTMs, autoencoders, transformers, and related architectures
have demonstrated strong classification performance across several IoT botnet benchmarks. Their increased representation capacity,
however, is often accompanied by higher training cost, greater memory demand, and reduced interpretability.
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Hybrid and ensemble methods further increase modeling flexibility by combining feature selection, optimization, representation
learning, and multiple classifiers. Although these approaches can improve predictive performance, the additional stages may increase
preprocessing, memory, and inference cost. Therefore, increased architectural sophistication does not necessarily translate into greater
operational suitability.

A broader limitation across all technique categories is sensitivity to distribution shift. A model that performs well on traffic
drawn from the same devices, capture environment, and dataset used for training may not retain the same performance when device
populations, communication patterns, malware families, or background traffic change. This makes generalization a central challenge
across both classical and deep learning approaches.

9.2. Limited fine-grained and lifecycle-aware classification

The classification-depth analysis reveals a more nuanced limitation than a simple dominance of binary detection. Binary detection
and attack-type classification are each represented in 27 of the 43 studies (62.8%). The principal reduction occurs at deeper levels of
botnet characterization: malware-family classification is evaluated in only 12 studies (27.9%), while lifecycle-stage modeling appears
in only 6 studies (14.0%).

This gap is important because attack-type classification and botnet-family identification provide different forms of security infor-
mation. Identifying a traffic flow as DDoS or reconnaissance may support immediate mitigation, whereas malware-family identifica-
tion can assist attribution and threat intelligence. Lifecycle-stage modeling can provide even earlier operational value by identifying
scanning, propagation, command-and-control establishment, or other pre-attack behavior.

Consequently, the main classification challenge is not merely moving from binary to multiclass detection, but progressing toward
richer and more behavior-aware representations of botnet activity. Such systems must also account for overlapping attack behaviors,
evolving malware variants, and the possibility that the same botnet family may exhibit different behaviors across environments.

9.3. Reactive detection and limited early-stage awareness

Many IoT botnet detectors identify malicious activity after a device has already become compromised or when clearly observable
attack traffic is present. This reactive orientation reduces the opportunity for intervention before large-scale propagation or attack
execution.

Earlier detection requires identifying weaker indicators such as scanning activity, repeated connection attempts, anomalous
peer relationships, emerging command-and-control communication, or unusual temporal sequences. Graph-based and sequential ap-
proaches provide promising mechanisms for modeling such behavior because they capture relationships and temporal dependencies
that may not be evident from isolated flows.

However, early-stage detection introduces additional difficulties. Pre-attack behaviors may overlap with benign device activity,
increasing the risk of false alarms. Furthermore, datasets often provide stronger labels for completed attacks than for intermediate
lifecycle stages. Improving proactive detection therefore depends not only on model design but also on richer behavioral labeling and
temporally structured datasets.

9.4. Dataset bias and limited cross-domain generalization

Dataset dependence remains one of the clearest limitations identified in the survey. N-BaloT alone is used by 21 of the 43 studies
(48.8%), while only 14 studies (32.6%) explicitly perform cross-dataset validation.

This concentration creates a risk that models learn characteristics associated with specific devices, malware families, traffic-
generation procedures, or preprocessing pipelines rather than general botnet behavior. The issue is particularly relevant to N-BaloT
because its malware coverage is dominated by Mirai and BASHLITE. Strong performance on this benchmark therefore provides limited
evidence regarding transfer to substantially different botnet families.

Evaluation on several datasets is useful, but it should not automatically be interpreted as cross-dataset generalization. Many studies
train and test independently within each benchmark. Stronger evidence requires training under one distribution and evaluating under
a genuinely different distribution, such as an unseen dataset, device population, malware family, time period, or network environment.

Laboratory-to-real-world transfer remains especially challenging because most labeled IoT attack datasets are generated under con-
trolled conditions. Such environments cannot reproduce the full diversity of production [oT networks, including changing firmware,
background traffic, routing behavior, encrypted services, device failures, and adaptive attackers.

9.5. Evaluation protocol and metric inconsistency

The reviewed literature generally reports conventional predictive metrics well: accuracy is directly reported in 90.7% of the
studies, while precision, recall, and F1-score are each reported in more than 80% of the corpus. However, reporting becomes much
less consistent for metrics that are particularly important in operational security.

False-positive or false-alarm rates are directly reported in only 34.9% of the studies, and ROC-AUC in 39.5%. This makes it difficult
to evaluate whether models with high aggregate accuracy would generate acceptable alert volumes in operational IoT environments.

Differences in preprocessing, class balancing, train-test splitting, feature extraction, and dataset versions further complicate direct
comparison. Two studies using the same benchmark may effectively operate under substantially different experimental conditions.
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Therefore, performance comparison across studies should be interpreted cautiously unless the evaluation protocol is sufficiently
documented. Greater consistency is needed in reporting class distributions, per-class results, confusion matrices, false-positive be-
havior, data partitions, preprocessing procedures, and generalization protocols. Future studies would additionally benefit from wider
reporting of MCC under class imbalance and throughput under deployment-oriented evaluation.

9.6. Limited real-world deployment evidence

The deployment analysis demonstrates that practical feasibility remains substantially less mature than predictive evaluation.
Only 6 of the 43 studies (14.0%) satisfy the High deployment-evidence criterion defined in Section 5.5. Most studies provide partial
operational evidence without complete hardware-level validation.

Computational complexity is discussed in 67.4% of the corpus and inference time is directly reported in 46.5%, indicating in-
creasing awareness of efficiency. However, physical edge testing is reported in only 20.9%, memory usage in 20.9%, detection delay
in 18.6%, communication overhead in 7.0%, and energy consumption in only 4.7%.

These omissions are particularly important for continuously operating IoT security systems. A classifier may exhibit low standalone
inference latency while still requiring expensive feature extraction, traffic aggregation, graph construction, or long observation win-
dows. End-to-end detection cost is therefore more informative than classifier execution time alone.

Realistic deployment evaluation should also distinguish between training and inference requirements. Resource-intensive central-
ized or federated training can remain practical if local inference is lightweight, whereas a seemingly compact model may still be
unsuitable if it requires frequent retraining or high communication overhead.

9.7. Federated learning: privacy, communication, and security challenges

Federated learning is increasingly relevant to IoT security because it allows participating devices or gateways to contribute to
model training without sharing raw traffic. This provides an important mechanism for improving data locality and reducing direct
exposure of sensitive network observations [106,112,122,125,130].

However, federated architectures introduce challenges that do not occur in centralized training. IoT clients may differ substantially
in hardware capability, traffic volume, device function, and local class distribution, producing highly non-independent and identically
distributed (non-IID) data. Slow or intermittently connected clients can further affect convergence and synchronization.

Communication cost is another important limitation. Repeated transmission of model updates may become expensive for
bandwidth- or energy-constrained devices, yet communication overhead is directly quantified in only a small fraction of the overall
corpus.

Federated systems also enlarge the attack surface of the learning process. Malicious clients may perform data poisoning, model
poisoning, backdoor insertion, or manipulated update submission. Although adversarially resilient federated approaches are beginning
to appear [130], systematic evaluation of federated-learning attacks remains limited.

9.8. Adversarial robustness and adaptive attackers

Conventional benchmark evaluation assumes that test traffic is generated independently of the deployed detector. In practice,
botnet operators may deliberately adapt network behavior or model inputs in response to known detection mechanisms.

Only 3 of the 43 reviewed studies (7.0%) explicitly evaluate adversarial machine-learning robustness [128-130]. These works
demonstrate that evasion, structural perturbation, poisoning, and related attacks can affect IoT botnet detectors, but such evaluation
remains uncommon across the broader literature.

This creates an important distinction between statistical generalization and adversarial robustness. A model may generalize suc-
cessfully to naturally different traffic while remaining vulnerable to intentionally crafted perturbations. Conversely, robustness to
one adversarial attack does not guarantee protection against different attacker capabilities.

Future robustness evaluation therefore requires explicit threat models defining the attacker’s knowledge, access, perturbation
constraints, and objectives. Evaluation should consider both clean-data performance and performance under attack to quantify the
trade-off introduced by defensive mechanisms.

9.9. Limited explainability and trustworthiness

Interpretability is particularly important in security applications because detection decisions may trigger blocking, isolation,
forensic investigation, or other operational responses. Nevertheless, explicit explainable-Al mechanisms are implemented in only 4
of the 43 studies (9.3%), while another 6 studies (14.0%) provide some form of interpretability without dedicated XAI methods.

Recent studies using SHAP, LIME, Anchors, rule extraction, and graph-oriented explanation illustrate the potential of XAl for
identifying influential features and providing analyst-facing explanations [117,118,123,126]. However, explanation availability alone
does not establish trustworthiness.

Explanations should also be evaluated for fidelity, stability, computational cost, and usefulness to security analysts. Furthermore,
explanations themselves may become unreliable under dataset shift or adversarial manipulation. Trustworthy IoT botnet detection
therefore requires stronger integration of robustness, transparency, calibration, uncertainty estimation, and reproducibility.
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9.10. Zero-Day detection, concept drift, and model adaptation

Explicit zero-day evaluation is present in only 8 studies (18.6%). Moreover, the term “zero-day” is used under different experi-
mental assumptions. In some cases, malicious samples are absent from training but originate from known datasets; in others, attack
classes or families are deliberately withheld.

A more rigorous zero-day evaluation requires clearly specifying what is unseen during training: an attack type, malware family,
device, environment, or temporal period. Without this distinction, zero-day performance reported across different studies cannot be
directly compared.

Long-term deployment introduces the related problem of concept drift. Benign IoT behavior changes as firmware, applications,
user patterns, and network configurations evolve, while attackers continuously modify malware and communication strategies. Static
models trained on historical benchmarks may therefore lose accuracy over time.

Continual, online, transfer, and self-supervised learning provide potential mechanisms for adaptation, but they introduce addi-
tional concerns such as catastrophic forgetting, unstable updates, poisoning risk, and computational cost. Developing safe adaptation
mechanisms remains an important open challenge.

9.11. Challenges in data collection, labeling, and reproducibility

Collecting realistic botnet traffic is difficult because live malware experiments create ethical and operational risks, while produc-
tion IoT networks rarely provide complete attack ground truth. Consequently, many datasets rely on controlled testbeds, emulated
devices, honeypots, or scheduled attack execution.

Each approach introduces trade-offs. Honeypots provide valuable malicious interaction traces but may capture only attackers that
interact with the exposed service and may be recognized by sophisticated malware. Emulated devices increase experimental scale
but do not fully reproduce the timing, firmware, or physical behavior of heterogeneous real devices. Controlled attack generation
improves ground-truth accuracy but may produce traffic patterns that differ from uncontrolled Internet activity.

Labeling is similarly difficult, particularly for behavioral or lifecycle analysis. Binary benign/malicious labels are considerably
easier to construct than reliable labels for scanning, propagation, command-and-control establishment, persistence, or coordinated
attack stages.

Reproducibility also depends on reporting the dataset version, preprocessing pipeline, feature extraction method, sampling strat-
egy, random seeds, hardware environment, and model configuration. Incomplete reporting of these details limits the ability to re-
produce results and determine whether observed improvements arise from the model itself or from differences in the experimental
pipeline.

9.12. Summary of research gaps

The analysis identifies the following major research gaps:

¢ Limited fine-grained classification: Attack-type classification is increasingly common, but malware-family and lifecycle-stage
modeling remain substantially less explored.

« Insufficient proactive detection: Most systems remain focused on identifying established malicious activity rather than detecting
early scanning, propagation, or command-and-control behavior.

¢ Dataset concentration and weak cross-domain validation: A small number of benchmarks dominate evaluation, while explicit
cross-dataset, cross-device, and malware-family transfer remain limited.

¢ Incomplete operational evaluation: Hardware-level testing, memory consumption, energy use, communication cost, and end-

to-end detection delay are substantially less reported than conventional predictive metrics.

Inconsistent evaluation protocols: Differences in preprocessing, class balancing, data splitting, metric reporting, and zero-day

definitions limit fair cross-study comparison.

¢ Limited adversarial robustness: Only a small proportion of studies evaluate evasion, poisoning, backdoor, or related adversarial-
learning threats.

¢ Limited explainability and trustworthiness: Formal XAI remains uncommon, and evaluation of explanation fidelity, uncer-

tainty, stability, and analyst usefulness is still limited.

Federated-learning security and communication challenges: Client heterogeneity, non-IID traffic, malicious participants, syn-

chronization, and update overhead remain unresolved barriers to large-scale federated IoT security.

¢ Weak support for long-term adaptation: Zero-day detection, concept drift, continual learning, and safe adaptation to evolving
botnet behavior remain insufficiently addressed.

¢ Data collection and reproducibility limitations: Controlled testbeds, limited device diversity, incomplete lifecycle labels, and
inconsistent reporting continue to constrain realistic evaluation.

Table 18 summarizes the relationship between the principal research gaps identified above and the corresponding future research
directions.

These gaps indicate that progress in IoT botnet detection should no longer be assessed primarily through incremental improvements
in benchmark accuracy. The central challenge is to develop systems that retain reliable performance across changing devices, datasets,
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Table 18
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Mapping of identified research gaps to future research directions.

Identified Research Gap

Corresponding Future Research Direction

Limited fine-grained classification
Insufficient proactive detection

Dataset concentration and weak cross-domain val-
idation

Incomplete operational evaluation
Inconsistent evaluation protocols

Limited adversarial robustness

Limited explainability and trustworthiness

Federated-learning security and communication
challenges

Weak support for long-term adaptation

Data collection and reproducibility limitations

Develop behavior-centric, malware-family-aware, temporal, and lifecycle-stage
detection models.

Model early indicators such as scanning, propagation, emerging C&C relation-
ships, and temporal attack sequences.

Increase cross-dataset, cross-device, malware-family-held-out, and temporal eval-
uation; investigate transfer learning, domain adaptation, and self-supervised
learning.

Develop lightweight and hardware-aware edge AI and report end-to-end latency,
memory, model size, energy use, and communication overhead.

Standardize preprocessing, data splits, class-sensitive metrics, zero-day defini-
tions, and reproducible experimental configurations.

Define explicit threat models and evaluate evasion, poisoning, backdoor, and
other adversarial attacks together with appropriate defenses.

Evaluate XAI fidelity and stability together with uncertainty estimation, calibra-
tion, and analyst-oriented explanations.

Develop communication-efficient and secure federated learning that accounts for
non-IID data, heterogeneous clients, poisoning, backdoors, and malicious partic-
ipants.

Investigate continual and online learning for concept drift and evolving botnet
behavior while controlling unsafe updates and catastrophic forgetting.

Develop more diverse physical-device datasets, richer lifecycle labels, Digital

Twin-assisted experimentation, and better-documented reproducible evaluation
pipelines.

malware families, and operating conditions while satisfying the computational, security, interpretability, and latency constraints of
practical IoT deployments.

10. Conclusion and future research

This survey presented a quantitative and deployment-aware review of 43 studies on Al-driven IoT botnet detection and classi-
fication published between 2020 and 2026. The reviewed approaches span classical machine learning, deep learning, hybrid and
ensemble architectures, graph-based methods, deep reinforcement learning, and federated learning. The analysis shows that hybrid
approaches constitute the largest methodological category (32.6%), followed by deep learning (23.3%). Although binary detection and
attack-type classification are both widely investigated (62.8% each), deeper characterization remains limited, with malware-family
classification appearing in 27.9% of studies and lifecycle-stage modeling in only 14.0%.

The results also reveal persistent limitations in generalization and deployment evaluation. N-BaloT is used by 48.8% of the re-
viewed studies, whereas only 32.6% explicitly perform cross-dataset validation, indicating continued dependence on a small number
of benchmark environments. Similarly, only 14.0% of the studies provide High deployment evidence. Physical edge testing, mem-
ory usage, detection delay, energy consumption, and communication overhead remain considerably less investigated than conven-
tional predictive metrics. Trustworthiness-related evaluation is also relatively limited, with explicit XAI, zero-day evaluation, and
adversarial-robustness analysis appearing in 9.3%, 18.6%, and 7.0% of the corpus, respectively.

Future research should therefore emphasize cross-dataset, cross-device, and malware-family generalization using transfer learning,
domain adaptation, self-supervised learning, and temporally separated evaluation. Lightweight and hardware-aware edge Al should
be assessed using end-to-end latency, memory footprint, energy consumption, and sustained runtime performance. Greater attention is
also needed for behavior- and lifecycle-aware detection, continual learning under concept drift, Digital Twin-assisted experimentation,
and secure federated learning that accounts for non-IID data, communication overhead, poisoning, and malicious clients. Adversarial
robustness and explainability should become more systematic components of evaluation, supported by clearly defined threat models
and interpretable, stable, and trustworthy model decisions.

Overall, future progress in IoT botnet detection depends on moving beyond benchmark-centered accuracy toward systems that
are generalizable, deployment-efficient, behavior-aware, robust, and interpretable. More realistic and continuously evolving datasets,
standardized evaluation protocols, and reproducible experimental settings will be essential for narrowing the gap between strong
laboratory performance and dependable operation in real IoT environments.
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