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 A B S T R A C T

Process algebras (PAs) provide the mathematical foundation for several verification techniques and have 
profoundly influenced many areas of computer science. One of the main reasons for their success is their 
compact yet expressive and flexible syntax, which allows for the modeling of the relevant aspects of 
computation while abstracting away the irrelevant ones. Cybersecurity is no exception, and most authors 
acknowledge the importance of PAs in this field. However, estimating the impact of PAs is not trivial.

In this survey, we consider lines of research that employ PAs to address security problems. Our sys-
tematization of knowledge aims to assess and measure the impact of PAs. To achieve this goal, we start 
by briefly reviewing the evolution of PAs. Then, we analyze the literature by mapping each contribution to 
three cybersecurity sub-fields: secure development, attack modeling, and vulnerability assessment. Our methodology 
follows the chronological development of process algebras and identifies the emerging features specifically 
introduced for dealing with security problems. Although our analysis confirms that PAs have been greatly 
influential in general, it provides a fine-grained understanding of how PAs have shaped research in cybersecu-
rity. Interestingly, our work highlights that some application areas remain underexplored, thus providing the 
research community with valuable insights on future directions.
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1. Introduction

Process Algebras (PAs) are formal languages commonly used to 
model the behavior of a computational agent. Roughly speaking, PAs 
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put most of the emphasis on the control flow structure of the mod-
eled agent, rather than on its data flow. This is similar, for instance, 
to the approach followed by finite state automata [1], context-free 
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grammars [2], and the 𝜆-calculus  [3], where a computation amounts 
to a sequence of transitions between configurations. Vice versa, this 
perspective opposes that of other formal models of computation, such 
as Turing Machines, which put more emphasis on data processing.

In most PAs, computational steps also emit observable actions.1 This 
allows one to elegantly introduce the role of an external observer, 
i.e., someone who aims to understand an agent’s behavior but has no 
control over its internal structure. Under reasonable assumptions, an 
attacker may be represented as an external observer. As a matter of 
fact, an attacker is generally represented by its capabilities and goals. 
In terms of capabilities, the ability to partially interact with the agent’s 
I/O mechanism is a typical setting (e.g., think of information flow [4]). 
In terms of goals, the attacker’s aim can be modeled as a target 
state, e.g., denoting a failure of the computation she wants to reach. 
Formal models of both the attacker and the system are the fundamental 
building blocks of most automated, formal reasoning techniques. Thus, 
it is not surprising that PAs are often adopted in this field.

Although different PAs may significantly vary in terms of syntax and 
semantics, all of them share a few common elements, such as a succinct, 
yet expressive syntax. A cornerstone of any PAs is a set of actions, 
sometimes called alphabet, emitted/accepted by the computational steps. 
The alphabet can be bipartite to distinguish between observable, aka
external, and non-observable, aka internal, actions. The possibility for 
an observer to discriminate between two agents is modeled by means 
of some equivalence relationship ≡. The kind of equivalence depends 
very heavily on how the systems under consideration will be used. In 
spite of the general agreement on taking an extensional approach to the 
semantics of systems, there are different views about what ‘‘reasonable’’ 
observations are and how their outcomes can be used to distinguish or 
identify systems. This is mainly due to the large number of properties 
which may be relevant in the analysis of such systems. For instance, 
for any pair of agents 𝑃  and 𝑄 such that 𝑃 ≡ 𝑄, an attacker cannot 
distinguish between them as far as her observational capabilities are 
properly modeled by ≡. In other terms, ≡-attacks that do not success 
against 𝑃  would also fail against 𝑄.

The main notions of equivalence in system behavior introduced in 
the literature consider two systems as indistinguishable if they:

1. perform the same sequences of actions,
2. perform the same sequences of actions and, after each sequence, 
are ready to emit/accept the same sets of actions

3. perform the same sequences of actions and, after each sequence, 
exhibit, recursively, the same behavior.

These approaches give rise to three main equivalences respectively
trace equivalence =𝑇 , testing equivalence ≃ and bisimulation equivalence
∼. All of them can be either strong or weak, depending on whether 
they consider or neglect, respectively, internal actions. As a conse-
quence, strong equivalences imply their weak counterparts, but not 
vice versa. We propose the following classical examples to highlight 
the differences among the three equivalences discussed above. For a 
gentle introduction to these notions, we refer the reader to [5].

Example 1.  Consider the three systems 𝑃 ,𝑄 and 𝑅 depicted in Fig. 
1, where 𝑎, 𝑏, 𝑐 and 𝑑 are observable actions. These systems are repre-
sented as labeled transition systems (LTSs). Briefly, LTSs are a model of 
computation where agents are represented through states and labeled 
transitions, i.e., arrows denoting computational steps from a source 
state to a target one that fire an observable action as a side effect. LTS 
traces are then the sequences of actions fired during the computations 
of the agent. Intuitively, if 𝑃 ,𝑄, and 𝑅 have the same trace set (𝑇 =

1 The relationship between computational steps and actions may vary 
depending on the specific application scenario of each PA. For instance, when 
modeling I/O mechanisms, an input can be modeled as an action accepted by 
the agent, while an output would be an emitted action.
2 
{𝑎, 𝑎𝑏, 𝑎𝑏𝑑, 𝑎𝑏𝑐}), then 𝑃 =𝑇 𝑄 =𝑇 𝑅. However, we cannot consider 
them equivalent from a behavioral point of view. As a matter of fact, 
after choosing b, an agent can pick between c and d on system 𝑃  but 
not on system 𝑄. On the other hand, 𝑃 ≁ 𝑄 ≁ 𝑅, but from an external 
observer, 𝑄 and 𝑅 appear to be acting in the same way. In fact, in the 
𝑄 system, choice b determines action c or d, while the second one is the
a’s choice, but an observer cannot understand the difference between 
them; she cannot know what is driving if a or b. The result is the 
concept of testing equivalent, for which 𝑃 ≄ 𝑄 and 𝑃 ≄ 𝑅 but 𝑄 ≃ 𝑅.

The features described above make PAs particularly appropriate 
for reasoning about the perspective of an attacker who can (partially) 
observe the system. Not surprisingly, there exists a vast literature 
proposing PAs to deal with security-related problems. However (and 
perhaps consequently), determining the mutual dependency between 
PAs and cybersecurity, including its subfields, is difficult.
Related work. To the best of our knowledge, no survey that system-
atically examined how PAs have shaped cybersecurity practices or 
how much they are adopted in the field was ever published. Nev-
ertheless, other authors revised the history of PAs and the relevant 
application domains. For instance, Baeten [6] surveys PAs in general, 
he summarizes the history of CCS, CSP, and ACP and he presents the 
developments of time and stochastic features. More recently, Brookes 
and Roscoe [7] approach from a historical point of view to CSP and, 
in particular, to the FDR tool. Aldini et al. [8] survey the application 
of PAs to software architecture, emphasizing on component-oriented 
modeling. Beek et al. [9] compare formal methods used on web service 
composition considering three features: connectivity, correctness, and 
quality of service. In the same domain, Eddine [10] compares the 
different approaches, among which are PAs, to design and implement 
web services focusing on choreography and orchestration. Tuan Anh 
et al. [11] look into the issues surrounding the security and privacy 
of the Internet of Mobile Things utilizing PAs, with a focus on the 
mobile PAs 𝜋-calculus. Wan et al. [12] survey composition mechanisms 
and models for cyber–physical systems (CPS). Interestingly, our results 
show the recent evolution Wan et al. [12] anticipated by claiming that 
‘‘CPS development must be supported from the design phase by process 
algebras to achieve strong results on correctness, performance, cost 
and efficiency’’. Wideł et al. [13] investigate the different generation 
and analysis approaches for Attack Trees. PAs are among the formal 
methods they consider, and UPPAAL, along with its variants, is assessed 
as one of the potential analysis methods.

Although not classified as surveys, other works propose an overview 
of PAs and their employment in protocol specification and verification. 
For instance, Ryan et al. [14] model and analyze protocols and prop-
erties through CSP, using FDR and Casper tools. Similarly, Ryan and 
Smyth [15], give an overview of the applied 𝜋-calculus, its application 
areas, and how to use it to model protocols and properties.
Goal of this survey. Our goal is to shed light on the deep relationship be-
tween PAs and cybersecurity. In order to achieve this goal, we reviewed 
a corpus of research papers using PAs to solve some security-related 
problems. This includes general-purpose PAs, applied to model secu-
rity aspects, as well as security-specific PAs, i.e., algebras embedding 
security features in their syntax or semantics. Hence, we put forward 
a classification based on the following three crucial, macro-areas of 
cybersecurity.

Secure development. As discussed above, PAs are particularly suited 
for reasoning about the correct behavior of a system. Following the
Security-by-Design principle [16], correctness checks allow to avoid 
common implementation mistakes, thus preventing security flaws. Con-
sequently, many authors have proposed PA-based methodologies to 
drive system development during one or more phases of its life cy-
cle. In this category, we explore the relationship between PA-based 
methodologies and the phases of a generic development life cycle 
(DLC).
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Fig. 1. An example of three labeled transition systems. P, Q, and R are trace equivalent; Q and R are also testing equivalent; however, none are bisimilar.
Attack modeling. Characterizing the attacker, for example, in terms of 
her motives and capabilities, is a crucial aspect of cybersecurity. Using 
PAs, attackers’ strategies can be modeled as processes, enabling the 
systematic exploration of their malicious interaction with the system. 
Furthermore, PAs support in reasoning about the capabilities and limi-
tations of an external observer, have lead many researchers to use them 
for modeling threats. While modeling the general behavior of a real 
adversary might be too complex, most attack modeling frameworks 
decompose this behavior into a few categories of threats. For this 
reason, we consider the relationship between existing works in the 
literature and the categories of a major attack modeling framework, 
specifically STRIDE [17].
Vulnerability assessment. Disclosing and fixing vulnerabilities are
among the most effective and common methods to enhance system 
security, serving as cornerstones of activities like penetration testing. 
A vulnerability is disclosed only when concrete evidence, typically 
in the form of a proof-of-concept (PoC) exploit, is provided. Formal 
verification techniques, such as those based on PAs, have the capability 
to produce actual examples, which can often be translated into a 
working PoC. Consequently, many researchers have proposed PA-based 
techniques for disclosing vulnerabilities and automatically generating 
PoCs. We provide a characterization of existing works in the literature 
across several major technological domains.

The main reason behind these three areas is that they all have to 
do with the analysis of the behavior of some agents: a system under 
development (behavior it must have), an expected adversary (behavior 
she could have), and an existing system (behavior it has, but shouldn’t 
have), respectively. As stated above, the core features of PAs make them 
particularly suitable for this kind of application.

Wrapping up, our systematization of knowledge aims at addressing 
the following research questions.

Q1 How did PA theory and cybersecurity practice influence each 
other’s development?

Q2 How did PA-related contributions map into the three macro-areas 
discussed above?

Q3 Are PA uniformly adopted for studying cybersecurity in the vari-
ous application domains?

Answering these questions may help researchers to better understand 
the application conditions making PA suitable for dealing with security-
related problems. Also, our analysis has the potential to identify re-
search fields of cybersecurity where PA-based approaches are still 
unexplored.

The main contributions of the paper are the following.

• A brief history of the evolution of PAs and the genealogy of the 
PAs cited in this survey along with their distinguishing features 
(Section 3).

• A focus of the use of PAs in cybersecurity (Section 4) and clas-
sification of PAs according to the three macro-areas of Secure 
development (Section 4.1), Attack modeling (Section 4.2) and 
Vulnerability assessment (Section 4.3).

• A final discussion including answers to our research questions 
where gaps emerge in the use of PAs in specific aspects of each 
of the 3 macro-areas (Section 5). The areas where outlier values 
in the adoption of PAs were observed are as follows:
3 
– Planning and maintenance within the DLC on one side, 
compared to design, development, and testing on the other.

– Spoofing and repudiation attacks.
– Network in contrast to software and hardware vulnerability 
assessment.

The rest of the paper is organized as follows. Section 2 explains the 
research methodology and threats to validity. In Section 3 we provide 
some background and historical information. Section 4 presents the 
results of the study, and Section 5 a discussion of the results. Finally, 
Section 6 concludes the paper.

2. Methodology

In this section, we describe the research methodology used to 
conduct our work. We mainly follow the Systematic Mapping Study 
(SMS) [18], a structured methodology used to categorize and analyze 
existing research within a specific domain. Unlike systematic literature 
reviews, which focus on evaluating the quality of studies, SMS aims 
to provide a broad overview of trends, classifications, and research 
gaps [18]. This study focuses on the application of PA in cybersecurity, 
identifying key areas where it has been utilized and highlighting future 
research opportunities. An SMS protocol is made up of three main 
phases planning, conducting and reporting, as shown in Fig.  2. In the 
following subsections, we describe each phase in more detail as well 
as a critical evaluation of our methodology (Section 2.4).

2.1. Planning

The goal of this phase is to identify the research scope of the 
work and provide a plan to conduct the research. As shown in Fig. 
2, the first step was Formulate Research Questions. Since our aim was 
to explore how PA and cybersecurity practices have influenced each 
other over time, Q1 naturally arose. For the second research question, 
we were inspired by the nature and history of PAs themselves. PAs are 
born for formalizing systems and agent behaviors, so we focused on 
the behavior that a system should, could and should not have. These 
distinctions led us to identify the three macro-areas discussed in the 
introduction, i.e., Secure Development, Attack Modeling and Vulner-
ability Assessment, and addressed by Q2. Finally, to highlight trends 
and research gaps, we examined the adoption of PA across various 
domains with cybersecurity concerns, as explored in Q3. To structure 
this investigation, we selected relevant databases and keywords during 
the Define search strategy step. We used the following digital libraries: 
ACM Digital Library,2 IEEE Explore,3 Science Direct,4 Springer Link5 
and Scopus.6

Based on our research questions, we defined two sets of keywords, 
one related to cybersecurity and the other to PA. We selected terms 
relevant to the topic, along with their synonyms, resulting in the 
following search query:

2 https://dl.acm.org.
3 https://ieeexplore.ieee.org.
4 https://www.sciencedirect.com.
5 https://link.springer.com.
6 https://www.scopus.com.

https://dl.acm.org
https://ieeexplore.ieee.org
https://www.sciencedirect.com
https://link.springer.com
https://www.scopus.com
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Fig. 2. Flowchart of our SMS methodology.
(*secur* OR attack* OR threat* OR risk* OR vulnera-
bilit* OR weakness)
AND (process algebra OR process calculus OR formal 
method)

Where ‘*’ represents any string, e.g., *secur* encompasses cyberse-
curity, security and secure. Finally, to refine the result set and support 
the screening process, we defined the following exclusion criteria:

• Studies that do not explicitly discuss PA in a cybersecurity con-
text.

• Studies focusing on general cybersecurity methods without using 
PAs.

• Non-peer-reviewed and non-English studies as well as duplicates 
from different databases.

2.2. Conducting

During this phase, we applied our planning to select studies and 
relevant data from them to facilitate classification and analysis. In the
Search online database step, we applied the defined search query to the 
selected databases. Thus, we filtered the search results by applying the 
exclusion criteria to remove irrelevant or duplicate studies (Assessment 
of papers), obtaining 132 papers. Finally, from the selected studies, we
extracted key data, including: 

• Used PA: CCS, CSP, 𝜋-calculus, etc.
• Main purpose for using PA: verification, modeling, testing, etc.
• Application domain: software, hardware, CPS, networks, etc.
• Security perspective: attacker, defender, developer, etc.

2.3. Reporting

This step ensures that each article is systematically classified on the 
basis of its contributions to the field of cybersecurity and PA. In the
Data synthesis and mapping process step, we used the information ex-
tracted to classify studies into categories. We categorized the extracted 
data into three macro-areas: secure development, attack modeling, and 
vulnerability assessment. For secure development and vulnerability 
assessment, we analyzed the application domain, the methodology used 
(verification, modeling, testing, and whether a tool was employed), 
and the specific PA applied. For attack modeling, which is generally 
independent of a specific application domain, we focused on the type 
of attack (following the STRIDE model), the methodology used, and 
the type of PA applied. After categorizing the selected studies, we 
analyzed the data to identify trends, gaps, and research patterns. Thus 
allowing us to Answer research questions in the second step. In the final 
step Report evaluation of our study, we reported key insights derived 
4 
from the mapping process and outlined directions for future research. 
We used tables and graphs for better data visualization and reported 
the strengths and limitations of current research efforts as well as 
cybersecurity domains where PAs can be applied.

2.4. Threats to validity

Our SMS is subject to several potential threats to validity. One major 
concern is selection bias, as the choice of digital libraries that offer an 
adequate search engine and a wide variety of publications may still 
exclude relevant studies indexed in other sources. Additionally, while 
the search query includes multiple synonyms and Boolean operators, 
it may still fail to capture all relevant publications. For instance, some 
studies might not explicitly mention ‘process algebra’, ‘process calculus’ 
or ‘formal method’. Another issue is publication bias, as prioritizing peer-
reviewed sources may exclude valuable insights from technical reports 
and preprints. Furthermore, the exclusion of non-English studies could 
result in a lack of geographical diversity in the selected works. There is 
also a risk of classification bias since categorizing studies into the three 
macro-areas (secure development, attack modeling, and vulnerability 
assessment) involves subjective judgment. The classification of cyber-
security challenges depends on varying terminologies and perspectives 
across different research communities. Internal validity could be affected 
by potential human errors in the screening and filtering process, despite 
the application of predefined inclusion and exclusion criteria. Lastly,
external validity is limited by the time-dependent nature of the findings, 
as new research may emerge that alters the observed trends.

To mitigate these threats, we adhered to a structured study selection 
protocol, implemented a systematic screening process, and performed 
iterative cross-checks among researchers. Future research could expand 
database coverage, refine classification methodologies, and incorporate 
expert validation to further enhance reliability. 

3. A brief history of process algebras

In this section, we briefly survey the history of PAs and their 
evolution over time. For a more detailed discussion about the origin and 
history of PAs, we refer the interested reader to [6,19]. The genesis of 
PAs goes back to the 80s, when a few authors independently proposed 
different calculi for the specification of processes. Fig.  3 schemati-
cally depicts the genealogy of PAs considered in this survey, starting 
from Milner’s Calculus of Communicating Systems (CCS) [20], Brookes, 
Hoare, and Roscoe’s Communicating Sequential Processes (CSP) [21], 
and Bergstra’s Algebra of Communicating Processes (ACP) [22], which 
inspired a considerable number of other process calculi. During their 
early days, original PAs’ syntax and semantics went through a re-
finement process. For instance, CCS was originally formulated with
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observational semantics and equivalence. Subsequently, after the con-
ceptualization of bisimulation by David Park [23] and the introduction 
of the notion of process testing by De Nicola and Hennessy [24], these 
concepts were also proposed for CCS [24,25].

Similarly, the original CSP [26] evolved into a more abstract for-
malism to introduce the so-called Theoretical CSP (TCSP), which was 
later simply referred to as CSP, although the new formalism differed 
significantly from the original CSP. Brookes, Hoare, and Roscoe defined 
process equivalence in terms of failures. In their words ‘‘two processes 
that fail in exactly the same circumstances are indistinguishable by 
external observation’’ [21].

ACP was the first model of concurrency to include the word ‘‘Al-
gebra’’ in the name. Its semantics was, in fact, expressed in terms 
of algebraic laws. Bergstra and Klop proposed many variants of ACP, 
including a basic, well-known variant, called BPA [27]. Notably, BPA 
included neither operators for process synchronization nor communi-
cation, making it more primitive than ACP. Synchronization devices, 
however, soon started receiving major attention and became the main 
distinguished features of PAs. In this context, synchronization gener-
ically refers to the coordinated or simultaneous execution of actions 
by multiple processes. It allows processes to perform computations 
that depend on a shared state, implemented through the controlled 
exchange of signals. Due to the absence of a synchronization operator, 
BPA is not explicitly listed in Fig.  3. Rather, it is considered among 
the common ancestors (root node ‘‘PA’’) of each PA. On the other 
hand, ACP, which was also later reconsidered and augmented with
bisimulation and branching bisimulation [28], appears in Fig.  3.

In addition to semantics, the syntax also varies among these alge-
bras; the main differences lie in the choice and parallel composition 
operators. CSP has two distinct operators for internal and external 
choice, while CCS and ACP have only one choice operator. Parallel 
composition is a two-party synchronization operator in CCS, a multi-
party synchronization operator in CSP, and in ACP, there are three 
operators for parallel composition, one of which is a generalization of 
the CSP operator. The other two serve only to impose a specific step as 
the first action, i.e., first communication or first left process action.

Following these original proposals of PAs, a plethora of variants 
have been proposed in the literature. In Fig.  3, we show the cladogram 
for some of them. Intuitively, a PA descends from another one if it 
shares some common elements with its ancestor (being the abstract 
notion of PA — top, circular node — the universal one). Dashed arrows 
are used to indicate whether a PA inherits from more than one ancestor. 
We consider some, more recent PAs, as independent proposals, i.e., they 
do not derive from any pre-existing one. This is the case, for instance, 
of the Calculus of Wireless Systems (CWS) [56]. The reason is that the 
syntax and semantics of these proposals are not inspired by any other 
specific PA, but, rather, they are developed from scratch.

As stated above, the common elements that we are considering here 
include PA syntax, semantics, and equivalence relationships. Typically, 
derived PAs introduce some new elements w.r.t. their archetypes. These 
elements often aim to model specific aspects of computation. In order 
to better highlight these extensions, in Fig.  3 we report the paper that 
originally put forward a certain PA and we label each PA with icons 
denoting their distinguishing features. We list them below.

Stochastic PAs are meant to study the behavior of a system in prob-
abilistic terms, e.g., by introducing probabilistic equivalences.

� Timed PAs permit to describe the behavior of systems under 
real-time settings.
Imperative PAs embed assignment operators to update data in 
memory during the execution, as real computer programs typi-
cally do [57].
Wireless networks PAs combine features of broadcast, synchronous, 
and asynchronous communications.
Cyber–physical systems PAs model hybrid, physical–digital systems 
and are used for reasoning about their properties.
5 
Quantum computing PAs have been proposed for modeling quan-
tum computing enabled agents.
Security PAs are used for modeling security properties, threats, 
and other security-critical aspects of computation.

Arguably, the main reason behind this diversification is the need 
to consider specific aspects of the computation of distributed agents. 
In this landscape, security is no exception and several security-related 
PAs ( ) emerged. However, the main difference w.r.t. other domain-
specific PAs is that security does not refer to some peculiar aspect of 
the computation. In general, security pertains to all potential issues that 
could arise during the execution of a process. These specific behaviors 
can be modeled using ad-hoc secure PAs or even general-purpose ones. 
As a consequence, PAs used in cybersecurity (either specific or general 
purpose) require particular attention for understanding which security 
concerns they address, as elaborated below.

4. Process algebras for security

As stated above, security is a multifaceted issue. It is common 
knowledge that there is no ‘‘silver bullet’’ for security and that several 
security tasks must be carried out to improve the robustness of a 
system, e.g., as in Security-by-Design [16]. Some security tasks are of 
particular interest for PAs, while others are less relevant. For instance, 
PAs are suitable for supporting the verification of correctness during the 
early specification and design phases. On the other hand, PAs may be 
less useful in the latest phases, e.g., for the secure disposal of a product. 
Following this line of reasoning, here we put forward a classification 
based on the following three areas.

Secure development, i.e., PAs supporting the secure design, im-
plementation, and execution of a system.
Attack modeling, i.e., PAs used for modeling and analyzing the 
behavior of an attacker and her strategies.
Vulnerability assessment, i.e., methods employing PAs for spot-
ting out actual flaws in existing systems.

Needless to say, precisely measuring the impact of a certain PA in 
these areas is extremely hard or even impossible. However, a rough 
estimation can be obtained by considering the scientific literature. In 
particular, we propose the following scale that aims at estimating the 
impact of a PA in terms of research works adopting it in the three 
security areas described above.

0 No literature exists applying PAs in the area.
1
2 Some papers exist, but their authors belong to a single clique.7
1 Some papers exist and their authors belong to two or more 
cliques.

Fig.  4 schematically depicts some PAs discussed in this section and 
their impact profile according to the previous metrics. From left to 
right, the columns are for CCS, 𝜋-calculus, CSP, ACP and CWS. For each 
of them we report their spider chart, as well as that of two among their 
most influential descendants.

In the following sections we describe each of these areas in more 
details.

7 Cliques are computed by considering the co-authoring relation induced 
by the literature considered in this paper.
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Fig. 3. Process algebras family tree: each PA includes its name (above), reference (right), and features (left) (see [29–55]).
4.1. Process algebras for secure development

In the last decades, Security-by-Design [16] has received more 
and more attention as the standard approach for developing secure 
systems. A cornerstone of Security-by-Design is that security should be 
considered from the very early stages of the design process. In this 
respect, thanks to their abstract and compact syntax, PAs have often 
been proposed as a design formalism. Also, their formal semantics 
permit to carry out verification procedures which are not natively 
6 
supported by other design languages, e.g., UML [58] and BPMN [59]. 
Often, formal verification occurs via model checking [60]. A model 
checker compares the behavior of the system against a specification, 
e.g., expressed as a logical formula. Eventually, the model checker 
either verifies the system or returns a counterexample, i.e., an evidence 
showing that the current design violates the specification. When the 
model checked property encodes a security policy, the counterexample 
can even be interpreted as a proof-of-concept attack, i.e., instructions 
for an attacker to violate the policy.
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Fig. 4. The PA employment for Secure Development ( ), Attack Modeling ( ), and Vulnerability Assessment ( ). Secure PA are marked with .
Table 1
Security (top) and general-purpose (bottom) PA-based verification tools.
 Tool Specification languages Tr. Eqs. C.E. 
 System behavior Properties =𝑇 ≃ ∼  
 AKISS Applied 𝜋-calculus Built-in ✓ ✓  
 CoPS SPA Built-in ✓𝑏  
 CoSeC SPA Built-in ✓ ✓𝑏 ✓  
 ProVerif Applied 𝜋-calculus Built-in ✓ ✓𝑠𝑏 ✓  
 StatVerif Applied 𝜋-calculus Built-in ✓ ✓𝑠𝑏 ✓  
 Tamarin SAPiC Many-sorted FOL ✓ ✓𝑠𝑏 ✓  
 CADP LOTOS 𝜇-calculus ✓ ✓ ✓ ✓  
 CWB-NC CCS, CSP, LOTOS, TCCS 𝜇-calculus ✓ ✓ ✓ ✓𝑏 ✓  
 Exp.Open 2.0 CCS, CSP, LOTOS, E-LOTOS 𝜇-calculus ✓ ✓ ✓  
 FDR CSP CSP𝑀 ✓ ✓ ✓ ✓  
 mCRL2 ACP 𝜇-calculus ✓ ✓ ✓𝑤 ✓  
 MWB 𝜋-calculus 𝜇-calculus ✓ ✓𝑏 ✓  
 PAT CSP, Timed CSP LTL ✓ ✓ ✓ ✓  
b/w/s: branching/weak/strong relation unsupported.
Table  1 lists the PA-based verification tools appearing in the articles 
considered in this survey.8 Tools are grouped according to their scope. 
In particular, the first group consists of tools specifically proposed 
for the verification of security properties, while tools in the second 
group are general-purpose model checkers (which can be used for the 
verification of security properties). Below we explain the table columns 
in detail and we briefly comment on their content.
System specification language. This column reports the formal lan-
guages used by a tool for specifying the behavior of the target system 
(System).

As one might expect, security model checkers often rely on a single 
security PA such as SPA or the applied 𝜋-calculus. On the contrary, 
general purpose model checkers often support multiple PAs. This may 
be achieved by translating them into a ground formalism, e.g., LTS or 
another PA.
Properties specification language. This language is used to spec-
ify the properties that a system should comply with. In the case of 
security properties, these rules often encode the attacker model in 

8 We intentionally omit some model checkers that are mainly devoted to 
education, e.g., CAAL [61] and TAPAs [62].
7 
terms of goals and capabilities. As a consequence, many security model 
checkers rely on built-in security policies encoding some relevant prop-
erties, e.g., confidentiality or integrity, under a specific attacker model, 
e.g., Dolev–Yao [63]. Conversely, general purpose model checkers re-
sort to highly expressive temporal logics, e.g., the 𝜇-calculus, as the 
properties to be verified are arbitrary.
Trace Properties (Tr.). Trace properties verification amounts to check-
ing whether one or more sequences of events, i.e., execution traces, 
belong to the semantics of a target agent. For instance, trace verification 
is used by tools to check whether the agent can reach undesired 
configurations, e.g., deadlock. Since trace semantics provides a coarse-
grained definition of the agent behavior, it is not surprising that most 
tools support it.
Trace Equivalence (=𝑇 ). In trace equivalence, systems are compared 
according to the sequences of actions, aka traces, they perform during 
a computation. Two systems are trace equivalent if they generate the 
exact same set of traces. Trace equivalence is a coarse-grained form 
of observational equivalence. As a matter of fact, it subsumes that, 
apart from the generated traces, the attacker does not consider other 
observable aspects of the computation (see below).
Testing Equivalence (≃). Two systems are testing equivalent if they 
are both must and may equivalent. Must equivalence means that they 
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Fig. 5. Two processes, 𝑃 and 𝑄, that are may equivalent, but not must equivalent.

Fig. 6. Three agents satisfying different types of bisimulations. P, Q, and R are weak 
bisimilar; Q and R are also branching bisimilar; however, none are strong bisimilar.

have to satisfy the same observations, as explained in Example  2. May
equivalence implies that the two systems can satisfy the same obser-
vations. An alternative characterization of may is the trace equivalence, 
while must corresponds to failure, i.e., two systems are failure equivalent 
if they always fail under the same conditions.

Clearly, w.r.t. =𝑇 , ≃ introduces a further capability for the attacker, 
i.e., distinguishing between the final, possibly failing, states of agents.

Example 2.  Consider again the agents of Fig.  1 reported in Fig.  5. The 
two systems 𝑃  and 𝑄 are not must equivalent. As a matter of fact, both 
𝑃  and 𝑄 reach the red states with trace 𝑎𝑏. However, from the red state 
𝑄 has to fire action 𝑑, while 𝑃  can also fire action 𝑐.
Bisimulation (∼). Two systems are bisimilar if their initial computa-
tional states are bisimilar. Two states are bisimilar if (𝑖) they are the 
source of transitions labeled with the same actions and (𝑖𝑖) performing a 
transition with the same label always leads to bisimilar states. Bisimula-
tion can be weak, strong, and branching. Roughly, in weak bisimulation, 
one can neglect internal action 𝜏, while strong bisimulation also con-
siders them. Branching bisimulation lays on a middle ground. Indeed, it 
neglects 𝜏 actions, except when they allow to discriminate between two 
alternative branches of the agent computation. To clarify, we propose 
the following example.

Example 3.  Let us consider 𝑃 , 𝑄, and 𝑅 of Fig.  6. All three have the 
same trace set (𝑇 = {𝑎, 𝑏}). However, the internal action 𝜏 affects their 
bisimulation equivalence. 𝑃  and 𝑄 are weakly, but not branching (and 
thus strongly) bisimilar. As a matter of fact, one can observe that, after 
the 𝜏 transition, 𝑎 is still possible in 𝑄, but not in 𝑃 . On the other hand, 
𝑅 and 𝑄 are branching (and thus weakly) bisimilar, since after the 𝜏
transition in 𝑄, both 𝑎 and 𝑏 remain possible, just as in the initial state 
of 𝑅. Nevertheless, strong bisimulation does not hold, since 𝑅 has no 
initial 𝜏 transition.

As for properties, equivalence relationships are instrumental to the 
specific purposes of the model checker. As a consequence, security-
oriented model checkers tend to support a limited number of equiv-
alences, while general-purpose tools support more. A further factor 
influencing the set of supported relationships is that some relationships 
were originally proposed for a specific PA. For instance, failure seman-
tic, a variant of testing ones, were originally studied on CSP, and they 
are supported by PAT and FDR.
Counterexample (C.E.). When a specification is not satisfied, a model 
checker typically returns a counterexample, i.e., a system trace that 
violates the specification. The availability of counterexamples is shown 
in the last column of Table  1. Counterexamples are useful for sev-
eral, post-analysis tasks. Often, security model checkers convert the 
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counterexample to an attack trace, e.g., useful for vulnerability testing 
and training. Similarly, general-purpose model checkers can exploit 
counterexamples, e.g., for automatic testing procedures or refinement 
processes. Hence, it is not surprising that most model checkers return 
counterexamples from both groups.

Since they are the basis for the definition of any Security-by-Design 
methodology, Development Life Cycles (DLC) are also very relevant. 
Although there exist several alternative DLC, all of them include the 
following, few common macro-phases.

• Planning, i.e., the initial conceptualization of the system and its 
requirements.

• Design, i.e., the architectural modeling of the system and its 
components.

• Implementation, i.e., the actual development of the system.
• Testing, i.e., for validating the implementation against the ex-
pected requirements.

• Maintenance, i.e., for monitoring, updating, and eventually dispos-
ing the system.

Table  2 schematically reports the adoption of PAs in DLC w.r.t. some 
major application domains. For instance, the first group refers to the 
software development life cycle (SDLC). The second column displays 
the LC phases coverage, where colored segments are those where the 
proposed methodology applies. Thus, for example, the second entry 
under SDLC, shows techniques that apply to design, implementation, 
and testing phases. Then, under the third column, we list the employed 
PAs. Also, column Tool reports whether there exists at least one imple-
mentation among the listed methodologies. Finally, papers references 
are given in the last column.

A few observations arise from Table  2. We briefly discuss them 
below.
No usage for planning. No author proposes PAs for the earliest 
stage of the development process. Reasonably, this happens because 
during this phase, there is no information about the modules that will 
constitute the system to be implemented.
Design, implementation, and testing. Many authors propose ap-
proaches employing PAs during design, implementation, and testing. 
This is somehow expected since PAs are particularly suitable for mod-
eling a system and its components. Moreover, their formal semantics 
provide the foundation for refinement methods, useful at implementa-
tion time for driving the development process from its initial specifi-
cation. Also, at testing time, model checkers’ counterexamples can be 
converted to test cases.
Almost no maintenance. Not surprisingly, PAs are scarcely used 
for maintenance, with a few, interesting exceptions mostly related 
to runtime enforcement. In particular, this topic is recurrent in the 
field of policy specification. The main reason is that PAs provide a 
theoretical background for policy enforcement. As a matter of fact, 
some authors [139–143] found it convenient to model policy monitors 
as agents that run in parallel with a target system. In this context, 
action authorization amounts to synchronous transitions between the 
two agents, i.e., the monitor and its target.
Secure PA. Interestingly, secure PAs are not commonly used for DLC. 
Since these PAs are formulated to model security threats, they put a 
strong emphasis on the attacker (see Sections 4.2 and 4.3). However, 
in DLC the main focus is on avoiding design and implementation flaws. 
Thus, the attacker’s role is often marginal.

Summarizing, from Table  2, one can notice how PAs have been 
extensively adopted for enhancing the correctness of the development 
life cycles in many different contexts. Reasonably, we might expect a 
similar trend also for recently developing research fields, e.g., quantum 
computing.
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Table 2
Process algebras usage in development life cycle. (see [64–137]).
 Domain LC phases PA Tool References 
 𝜋-c., Quality c., Piccola c., c. for SoS [64–67] 
 ACP,CSP, LOTOS, 𝜋-c., Timed CSP ✓ [8,68–76] 
 
Software

ACSR-VP [77] 
 Hardware ACP, CCS, CHP ✓ [78–81] 
 Management PEPA, ctm [82–84] 
 systems ACP, CSP ✓ [85–87] 
 Cloud 𝜋-c., appl. 𝜋 , COWS ✓ [88–90] 
 computing Cloud c. [91] 
 APTC, SBC-PA [92,93] 
 CCS, CSP, LOTOS, 𝜋-c., COWS ✓ [94–101] 
 
Web services

appl. 𝜋 ✓ [102] 
 Cyber–Physical
systems

IoT-c., 𝜒 , CCPS, HyPA [103–106] 
 CSP, IoT-LySa, ACP, Time-Space 𝜋-c., 𝜒 ✓ [107–112] 
 TPL [113] 
 dRi, Seal c., TCWS [114–116] 
 appl. 𝜋 , ACP, CSP, AWN, pACSR ✓ [117–121] 
 
Network

appl. 𝜋 ✓ [122] 
 
Policy
specification

CSP, BA, appl. 𝜋 , 𝜋-c., tSPA , EMPA [123–129] 
 SPA , SAPiC , CSP, ACP, ACP𝜏𝜖 -I ✓ [14,130–134,138] 
 CSP ✓ [137] 
 SPA [54] 
 CSP, ACP𝜙, SPA [139–143] 
 Quantum CQP ✓ [135,136] 
: Process Algebra embedding security features.

Phases:
Planning Design Implementation Testing Maintenance
Table 3
Process algebras for attack modeling.
 Thrt PA Tool References  
 S CSP, SAPiC FDR, Tamarin [144,145]  
 T CSP, CCPSA , TPL, CWS, Quality calculus FDR, UPPAAL [146–150]  
 R generative–reactive calculus [151]  
 I CSP, PEPA, acKlaim , tcryptoCWS , tCryptoSPA FDR [14,152–155]  
 D applied 𝜋 , PEPA, TPL, aTCWS , pCCPSA PEPA Plug-in [150,156–160] 
 E ACP𝑟 , 𝜋-calculus MWB [161–164]  
 Process Algebra embedding security features.
4.2. Process algebras for attack modeling

Usually, the primary objective of attack modeling is to describe 
threat actors in terms of their capabilities and goals. Attack modeling is 
a complex, multifaceted task which may involve the description of the 
attacker from many different perspectives. Hence and not surprisingly, 
several alternative attack modeling frameworks have been put forward 
in the past. Here we follow the STRIDE [17] classification, which has a 
long-standing tradition in threat modeling. The acronym STRIDE stands 
for the categories of threats that an attacker may represent. We list 
them below.

• Spoofing, i.e., identifying as another user.
• Tampering, i.e., malicious modification of data.
• Repudiation, i.e., deny execution of an action.
• Information disclosure, i.e., access to private information.
• Denial of service, i.e., deny service to valid users.
• E levation of privilege, i.e., appropriation of privileged access.
Table  3 lists the proposals that apply PAs to one of the categories 

presented above. By looking at Table  3, one can notice that security 
PAs are not common. This is somehow expected. As a matter of fact, 
security PAs embed their reference attacker model and they are not 
meant to be used for modeling new threats. On the other hand, some 
PAs are adequate for describing certain specific security menaces. For 
9 
instance, DoS attacks aim at degrading the quality of a certain service. 
Probabilistic PAs such as PEPA can encode quality of service metrics, 
e.g., in terms of average client waiting time or server response rate. 
A similar argument applies to the measurement of the amount of 
leaked data, e.g., during information disclosure attacks, as well as other 
security metrics. Another example of the adequacy of certain PAs is the 
𝜋-calculus, which is used for modeling privilege escalation attacks. A 
possible reason is that privilege escalation occurs when a certain agent 
interacts with a system under different contexts, i.e., the privileges 
that the system assigns to the agent. Context evolving over time, as 
a consequence of the escalation operations, is analogous to that of 
mobile agents where, for instance, a piece of software migrates between 
execution platforms. It is well known that the 𝜋-calculus has often been 
used for this purpose. Last, it is worth noticing that some areas appear 
to be relatively unexplored, as in the case of repudiation attacks.

4.3. Process algebras for vulnerability assessment

Vulnerabilities are the flip side of threats. Indeed, attackers search 
for vulnerabilities that they can exploit to pursue their goals. Hence, 
finding and fixing vulnerabilities is nowadays the most effective coun-
termeasure for preventing attacks. Several tools help in disclosing 
vulnerabilities, e.g., by testing the target system with predefined pay-
loads or some other heuristics. Nevertheless, these techniques are still 
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Table 4
Process algebras for vulnerability assessment.
 Domain PA Tool References  
 Management systems CSP FDR [169]  
 Cloud computing Bio-PEPA [170]  
 Web services 𝜋-calculus [171]  
 
Cyber–Physical
systems

SPA CoPS [172]  
 CCPSA UPPAAL SMC [148]  
 CSP FDR [173]  
 Applied Quality calculus [174]  
 IoT-LySa [175]  
 Applied 𝜋-calculus ProVerif, AKISS [176–181]  
 SPA CoSeC [182,183]  
 SPPA [184]  
 PEPA [185]  
 Timed CSP FDR [186]  
 CSP FDR, PAT [138,168,187,188] 
 Spi-calculus [189]  
 SAPiC Tamarin [190]  
 CCS CWB-NC [191]  
 

Network

APTC𝐺 [192]  
 Policy specification Applied 𝜋-calculus ProVerif [193]  
 CSP FDR [194]  
 Quantum computing qACP [195]  
 Process Algebra embedding security features.
far from reaching the ability of expert penetration testers in finding 
new, zero-day vulnerabilities [165,166]. In this context, formal meth-
ods offer some advantages. As stated above, PAs permit to formalize 
security properties and check whether a system meets them, e.g., via 
model checking. When a property is violated, the counterexample gen-
erated by a model checker can be turned into a proof-of-concept exploit 
that can disclose the vulnerability in the real system. In the past, some 
prominent examples of zero-day vulnerabilities have been discovered 
in this way, e.g. [167,168]. Needless to say, this approach also has 
limitations. Two major ones are the high computational cost of model 
checking and the necessity of having accurate models, which might be 
difficult to obtain. Roughly, the first issue occurs since the model check-
ing problem complexity grows exponentially w.r.t. the target model. 
Hence, real systems with many states and transitions may rapidly 
become intractable. The second issue has to do with approximations 
introduced in the model. For instance, approximations are necessary 
when the target system is only partially known or for reducing the 
model size (e.g., to avoid the exponential growth described above). 
However, as a consequence, approximations may lead to false results.

Table  4 shows applications of PAs for discovering vulnerabilities 
in some major technological domains. Each row reports the used PA 
and whether there exist tools associated with the proposed technique. 
From Table  4 we observe a few facts. First of all, network vulnerability 
assessment is the most studied field. The reason is that, under this 
entry, we also list works dealing with vulnerabilities in network pro-
tocols. This field is notoriously of great interest for the formal methods 
community, in general, and for the PAs community, in particular. 
Indeed, network protocols are compact, distributed algorithms with 
formal security goals. These features are a good match for most, general 
purpose PAs. Furthermore, several PAs were specifically proposed for 
the sake of assessing the vulnerabilities of security protocols, e.g., the 
Spi calculus [189]. On the other hand, some domains seem to be 
unexplored. This is the case, for instance, of the assessment of software 
vulnerabilities that, to the best of our knowledge, is never considered 
in the literature. Similarly, only a few authors rely on PAs for dealing 
with vulnerabilities of Web services and Cloud applications. The reason 
might be that software components, e.g., web services, are imple-
mented with high-level programming languages such as Java or Python 
which may be complex to model using PAs. Languages like Rust and 
Go, with their process-based concurrency models and message-passing 
mechanisms, are more naturally aligned with PAs, making translation 
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more feasible [196] and potentially reducing this gap. However, PAs 
are still not widely used due to their abstract nature and the difficulty of 
directly capturing real-world implementation details, such as memory 
management. Also hardware vulnerability detection using PAs seems to 
be unexplored. Again, a motivation behind this phenomenon could be 
the substantial gap between PAs and hardware specification languages.

5. Discussion

In this section we answer the questions raised in Section 1. For 
each answer, we also provide a brief discussion based on the results 
presented above.
Q1. How did PAs theory and cybersecurity practice influence each other’s 
development? The recent developments in the theory of PAs and practice 
of cybersecurity significantly influenced each other.

On the one hand, many security problems are related to the verifica-
tion that a certain system guarantees security properties, like confiden-
tiality, integrity and authenticity. Formalizing this verification problem 
offers several advantages (see Section 4.1), yet it also requires consid-
erable effort. As a result, many authors developed PAs with suitable 
syntax and semantics, making it easier to model and reason about 
security-related verification problems. This phenomenon is highlighted 
in Fig.  3, which shows how security-oriented PA ( ) frequently stem. 
For instance, the applied pi-calculus [15] enriches the terms algebra of 
the 𝜋-calculus [197] for modeling security protocols. Furthermore, as 
depicted in Fig.  4, also general-purpose PAs were used for modeling and 
addressing some important security problems. For instance, CSP [21] 
was widely applied.

On the other hand, PA-based verification methods have also
changed the approach of security professionals toward certain chal-
lenges. Notably, the adoption of formally verifiable specifications for 
security-critical network protocols is becoming more and more com-
mon. For instance, the specification of Transport Layer Security (TLS) 
version 1.3 [198], formal modeling and verification of the protocol 
were carried out using Tamarin [199].

Fig.  7 shows the time distribution of the papers considered in this 
survey. In particular, we group them according to the three macro-
areas discussed above, i.e., Secure Development, Attack Modeling, and 
Vulnerability Assessment. The total number of papers per interval is 
represented by the circular markers. Overall, the number of publica-
tions tends to increase over the considered time span. Also, there are 
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Fig. 7. Distribution of published papers over the years, classified into the three considered macro-areas.
some trends that emerge. One of them is that the number of papers 
on Secure Development had a significant growth from the early 2000s 
and a peak on 2010–2012, followed by a small decline and a period of 
stability. This trend resembles a Gartner Hype Cycle [200] and it might 
be the result of some triggering events that influenced the research 
community. For instance, some remarkable developments of new soft-
ware verification techniques, e.g., think of model checking [60,201], 
occurred in those years. In contrast, Attack Modeling and Vulnerability 
Assessment have remained relatively stable. 
Q2. How did PA-related contributions map into the three macro-areas 
discussed in this paper? According to the considered literature, most 
PA-based proposals focus on secure design and development. More 
precisely, among the papers listed in Tables  2, 3 and 4, 83 of them 
deal with secure design, 23 pertain to attack modeling and 30 are 
focused on vulnerability assessment. This also emerges from Fig.  4, 
where one can observe that, for each considered PA but CWS and 
tcryptoCWS, > 0. However, the situation changes significantly when 
focusing solely on security PAs ( ). As a matter of fact, security PAs are 
relatively predominant in vulnerability assessment and, even more, in 
attack modeling. Arguably, this trend may be attributed to the central 
role of the attacker in these contexts, while in secure design most of 
the emphasis is on the security specifications.

Since security PAs incorporate their own attacker models, analysts 
are relieved from the cumbersome and error-prone task of defining 
them manually. Needless to say, attacker models can vary significantly 
based on the specific security context. Therefore, we foresee the emer-
gence of new PAs tailored to model evolving threats that will arise over 
time.

Q3. Are PAs uniformly adopted for studying cybersecurity in the vari-
ous application domains? As discussed earlier, differences exist among 
the three macro-areas considered in this paper, and further hetero-
geneity emerges across various application domains. For instance, Ta-
ble  4, illustrates that many authors use PA-based methodologies for 
assessing network vulnerabilities. This is probably due to the well-
defined working assumptions (as discussed in Section 4.3) and attacker 
models (e.g., Dolev–Yao [63]). Conversely, none of the surveyed pa-
pers addresses hardware/software vulnerability assessment, although 
some proposals focus on hardware/software design (as shown in Ta-
ble  2). One possible explanation could be the lack of efficient and 
accurate model extraction algorithms applicable to real-life, complex 
hardware/software systems. At present, PAs for hardware/software 
vulnerability assessment remain relatively unexplored.

6. Conclusion

In this paper, we revised the state of the art of PA-based approaches 
in cybersecurity. In particular, we focused on three security domains, 
i.e., secure development, attack modeling and vulnerability assessment. 
For each domain, we discussed the evolution and the impact of PA. Our 
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work leads to a better understanding of the past and present trends in 
this research field and highlights areas where further research could 
drive significant advancements. In particular, some key findings have 
been identified in our work. Although PAs and cybersecurity have mu-
tually influenced each other’s development, there are still areas where 
the usage of PAs still needs to be explored. Also, the emerging security 
threats stimulated the evolution of PAs, leading researchers to develop 
algebras with features tailored to address specific security challenges. 
Not surprisingly, we observed that security-specific PAs are relatively 
predominant in vulnerability assessment (39%) and, even more so, in 
attack modeling (53%), while their adoption in secure development is 
significantly lower (12%). Conversely, PAs have influenced security by 
enabling, for instance, the discovery of unsafe protocols and promoting 
the adoption of formally verifiable specifications throughout the DLC. 
However, significant gaps remain in each of the three macro-areas. 
Some of these gaps may be attributed to the inherent nature of PAs. For 
instance, the limited adoption for the planning and maintenance phase 
of the DLC might be because PAs are particularly adequate for defining 
the semantics of agents. During planning, the semantics is still under 
definition, while, for maintenance, it may be scarcely relevant. Instead, 
the absence of PAs for software/hardware vulnerability assessment 
may derive from the complexity of modeling low-level, technology-
specific security flaws. For instance, buffer overflow and data races 
stem from the way memory and parallelism are actually implemented 
in computers. As PAs abstract from these details, they might be not 
particularly suitable for the task. Nevertheless, the investigation on 
modeling attackers during development and repudiation attacks do not 
suffer from this issue and, thus, we expect them to be further developed 
in future researches. Regarding future research directions, following 
our study, we envisage novel advancements in some areas while little to 
no progress in others. For instance, PA has seen increasing adoption in 
IoT and CPS security. While PA has already demonstrated its utility in 
these areas, future research may focus on refining existing frameworks 
to handle the complexity of large-scale IoT networks, real-time security 
verification, and automated threat mitigation. Similarly, research on 
the application of PA in quantum systems to address cybersecurity 
challenges is expected to grow. While several quantum PAs have al-
ready been developed, their use in tackling cybersecurity problems 
remains limited. Additionally, integrating quantum PA with classical 
cybersecurity frameworks may provide novel approaches for modeling 
and analyzing threats in hybrid quantum–classical systems. Blockchain 
and decentralized security mechanisms also present a promising avenue 
for the application of PA. Given the formal and structured nature of 
blockchain protocols, PA can be used to model and analyze the correct-
ness and security of these processes. On the other hand, it is important 
to recognize the limitations of PA in certain domains. Specifically, its 
application to the security of machine learning-based systems remains 
highly challenging, if even viable. Reasonably, this is due to the fact 
that most security issues in this context are related to global, emerging 
behaviors, e.g., hallucinations and backdoors [202]. However, PAs are 
best for analyzing the local behavior of agents.
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