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Abstract

The advent of 5th Generation (5G) positioning, standardized
within rd Generation Partnership Project (3GPP), has intro-
duced high-accuracy and low-latency localization capabili-
ties, enabling a wide range of safety-critical applications such
as autonomous vehicles, healthcare, and emergency manage-
ment. Despite major advances in accuracy and latency, the re-
silience and security of 5G positioning remain underexplored.
This gap is critical, as without trustworthy location informa-
tion even the most accurate systems cannot be deployed in
any safety-critical scenarios.

This dissertation addresses this challenge by investigating re-
silience of 5G positioning making three main contributions,
involving optimization framework, physical-layer security, and
experimental validation. First, we introduce an optimization
problem that formulates the localization process as a multi-
objective optimization problem, jointly addressing accuracy,
latency, resilience, and resource efficiency. To support this
analysis, we developed a 3GPP-compliant location manage-
ment function and integrated it into an end-to-end testbed,
enabling experimental results that provide valuable insights
into the trade-offs of the optimization problem. Second, we
develop a comprehensive analysis of the 5G threat landscape,
identifying physical-layer attacks as a critical challenge for
positioning integrity. In particular, we investigate spoofing
attacks on timing-based localization methods by examining
both the underlying estimation process and the attacker’s abil-
ity to manipulate time-of-arrival measurements. To mitigate
such threats, we propose two complementary detection strate-
gies: a simple approach exploiting intrinsic signal properties,

poeit



and a semi-supervised learning for anomaly detection based
on Gaussian mixture model. Simulation results in standard-
compliant scenarios demonstrate that both techniques signif-
icantly improve detection performance. Third, building on
the simulation study, we provide experimental validation in
which, to the best of our knowledge, we demonstrate the first
successful meaconing/replay attack on an entire 5G frame
using an end-to-end 5G testbed composed by commercial-
off-the-shelf and software-defined radio devices. The results
show that timing estimates can be stealthily manipulated while
preserving an active communication link, thereby exposing a
critical physical-layer vulnerability with potentially far reach-
ing implications for the security of 5G positioning. This at-
tack poses a threat not only to current 5G deployments but
also to emerging paradigms as integrated sensing and com-
munication, where we demonstrate its impact on sensing per-
formance.

Overall, this dissertation highlights that resilience and secu-
rity are fundamental, not peripheral, requirements for critical
applications. These applications depend on positioning ser-
vices that must remain reliable even under challenging con-
ditions, including intentional malicious actions, making ro-
bustness and trustworthiness essential.

xxiii



Chapter 1

Introduction

The advent of 5th Generation (5G) technology has fundamentally trans-
formed cellular network capabilities, opening unprecedented opportu-
nities for advanced localization services [1]-[3]. These improvements
are particularly relevant in scenarios where traditional Global Naviga-
tion Satellite System (GNSS) based systems, such as Global Positioning
System (GPS), fail to provide reliable accuracy, for instance, in indoor
environments, dense urban deployments, or geopolitically sensitive ar-
eas subject to intentional disruptions like jamming [4]-[7]. With the in-
troduction of the Localization Service (LCS) in 3rd Generation Partner-
ship Project B3GPD) Release 16 [8], BEG positioning has been proposed
as a complement or even an alternative to supporting applica-
tions such as autonomous driving, emergency response, and industrial
automation [9]-[11].

Before the advent of localization technologies were typically de-
veloped for specific use cases, relying on centralized computation and
operating under relatively modest performance requirements. The intro-
duction of BG] however, has considerably raised expectations for cellular
positioning, particularly with respect to latency and accuracy. To address
these demands, network architectures have been progressively restruc-
tured by introducing dedicated functions and decentralizing computa-
tionally intensive tasks such as position estimation, moving closer
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to the User Equipment (UE). This architectural shift reduces latency be-
tween the [UE| and the BGl Core, but at the same time introduces new
challenges related to the management of distributed resources and the
safeguarding of sensitive data. Consequently, enabling effective local-
ization in GGl networks requires achieving a careful balance between ac-
curacy, low latency, efficient resource utilization, and resilience against
errors and malicious attacks. Importantly, among these objectives, re-
silience and security are not auxiliary constraints but fundamental en-
ablers: without them, even the most accurate positioning systems cannot
be trusted in safety-critical contexts [12]-[15].

While existing literature extensively covers general 5G network secu-
rity, it primarily focuses on communication aspects such as encryption
and access control, and the specific security challenges related to po-
sitioning remain underrepresented. Bridging this gap requires a com-
prehensive analysis of the Bl localization process, identifying poten-
tial threats, and formulating effective countermeasures against the at-
tacks. Initial research efforts have been made to address security threats
in cellular-based positioning, highlighting adversarial risks and privacy
considerations [12], [14], [16], [17]. For instance, studies have explored
threats in vehicular applications [18]], privacy regulations like general
data protection regulation [19]. Despite these advancements, significant
challenges persist in ensuring the security and integrity of 5Glpositioning
systems, especially at the physical layer, where high-level mechanisms
are not sufficient. Adversaries can exploit vulnerabilities in localization
mechanisms to mislead autonomous systems, create safety hazards, or
even influence legal decisions by manipulating geolocation data.

In addition, recent standardization efforts and technological advance-
ments are further amplifying both opportunities and challenges in the
field. For instance, Sidelink (SL) positioning introduced in[BGPP Release
18 [20] and the emergence of open RAN initiatives such as O-RAN [21]
are reshaping the telecommunications landscape by promoting open-
ness, flexibility, and enhanced positioning accuracy [1f, [8], [22], [23].
In parallel, the BGPDl is actively progressing the standardization of the
Integrated Sensing and Communication ([SAC) paradigm for BGl and
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future 6G systems [24], [25]. The aim is to integrate communication
and sensing capabilities within a unified framework, leveraging com-
mon spectrum and hardware resources to simultaneously support data
transmission and radar-like environmental sensing [26].

These innovations enable the development of novel applications across
multiple domains, including rail transport, maritime operations, unmanned
autonomous systems, and healthcare. Nevertheless, they concurrently
expand the attack surface and introduce new potential security threats.
Within this context, the dissertation addresses the security of Gl posi-
tioning systems.

1.1 Research Objectives and Contributions

The primary objective of this dissertation is to investigate the security of
BG positioning, with a particular focus on identifying vulnerabilities and
developing countermeasures against adversarial threats. At the same
time, the research also addresses the broader challenge of 5Glpositioning
in general, by assessing the feasibility of End-to-End (E2E) implementa-
tions and introducing a novel multi-objective optimization framework.
Finally, the work also has an experimental dimension, providing not only
theoretical models and simulations but also practical validation using a
fully operational 5G] system. The contributions are threefold and can be
summarized as follows

The first contribution is an in-depth study on the feasibility of imple-
menting an[E2EEGpositioning procedure using commercial Commercial
Off The Shelf (COTS) devices and open-source projects. This work, pre-
sented in Chapter [2| includes both an experimental assessment of posi-
tioning performance, enabled by our implementation of aBGPPlcompliant
Location Management Function (LMF) [27], and the introduction of a
framework that formulates theBGlpositioning problem as a multi-objective
optimization problem [28]]. Unlike traditional approaches that aim at a
single optimum, this formulation highlights the inherent trade-offs among
key objectives such as accuracy, latency, resource utilization, and, most
critically, resilience.



The second contribution provides a comprehensive security analysis
of BGl positioning systems. In Chapter 3] we develop a threat taxonomy
and examine the potential attacks that may target different architectural
components [29]. Building on this foundation, Chapter [ focuses specif-
ically on physical-layer vulnerabilities, with emphasis on timing-based
attacks [17], [30]. We introduce a detailed mathematical model illustrat-
ing how an adversary can overshadow reference signals to manipulate
Time of Arrival (TOA) estimates, thereby corrupting position computa-
tion. To counter such threats, we propose two detection mechanisms,
evaluated through BGPPlcompliant simulations, which demonstrate the
ability to reliably distinguish legitimate from malicious signals.

Finally, the third contribution delivers, to the best of our knowledge,
the first experimental demonstration of a meaconing attack in a fully
operational B{ system [31], [32]. We show that the proposed attack,
named the parrot, can tamper with[TOAlmeasurements while preserving
the communication channel, thus avoiding service disruption or Denial
of Service (DoS). This experimental validation, described in Chapter
bridges the gap between the theoretical models and simulations of Chap-
ter[d|and their realization in practice. In addition, the impact of the men-
tioned attack on the scenario is analyzed using the same testbed
[33].

1.2 Dissertation Outline

Figure 1] depicts the structure of the dissertation as previously described,
highlighting the sections on background and contribution, as well as the
division between simulation and experimental work.

The remainder of this dissertation is structured as follows:

* Chapter2|pursues a dual objective: first, it offers a comprehensive
background on the principles of positioning in[5Glsystems, includ-
ing the state-of-the-art in their implementation and the design of an
experimental testbed. Second, it formulates a multi-objective opti-
mization model aimed at addressing the 5Gllocalization problem.

4
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¢ Chapter 3| provides an overview of the security challenges in
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positioning systems by highlighting vulnerabilities in architectures
(BGPPland O-RAN) and in the localization procedures, and reviews
recentBGPPlstandard developments concerning positioning integrity.

* Chapter[dexamines physical-layer attacks on[5Gland beyond posi-
tioning systems, with a particular focus on timing-based methods.
It introduces a formal framework for modeling security threats at
the physical layer and presents mitigation strategies employing cross-
correlation analysis and Gaussian Mixture Model (GMM), which
are validated through simulation and shown to significantly reduce
integrity risks under attack conditions, thereby providing a foun-
dation for the development of resilient location-based services in
mobile networks.

* Chapter [5 explores full-frame meaconing attacks on [5G position-
ing systems, building upon the physical-layer vulnerabilities an-
alyzed in the previous chapter. It experimentally demonstrates,
using and Software-Defined Radio (SDR) devices, how en-
tire 5G] frames can be received, delayed, and amplified to intro-
duce controlled biases without disrupting ongoing commu-
nications, thereby revealing critical vulnerabilities in timing-based
localization methods, including the framework.

* Chapter[f|synthesizes the outcomes of this work, providing a com-
prehensive summary of the principal contributions and examining
their implications alongside the key findings and results derived
throughout the study.

1.3 List of Publications

In the following, we list all the materials published, and under review,
throughout the course of the PhD program. Some sections of the upcom-
ing chapters will include figures and direct excerpts from these listed
publications.
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Chapter 2

5G Positioning as
Multi-Objective
Optimization

This chapter serves a dual purpose. First, it provides a detailed technical
background on 5th Generation (5G) positioning, covering the underlying
principles, relevant architectures, protocols, methods, and performance
metrics defined by 3rd Generation Partnership Project and O-
RAN specifications. Second, it frames5Glpositioning as a multi-objective
optimization problem, setting the stage for the analysis and modeling
presented herein. The discussion begins with an overview of positioning
concepts, followed by a review of state-of-the-art implementation solu-
tions and an experimental assessment of currently supported features,
enabled by our implementation of a 3GPP-compliant Location Manage-
ment Function (LME). Building on this foundation, we introduce an op-
timization system model that captures latency, accuracy, resource usage,
and resilience costs, and examine the resulting trade-offs, architectural
considerations, and positioning strategies. The chapter concludes with
a case study, both simulated and experimental, illustrating the practical
implications of the proposed multi-objective framework.
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2.1 Background: 5G Positioning

In this section, we present the details of 5G| positioning by considering
two distinct architectures: the and O-RAN frameworks. We then
describe the main positioning protocols, methods, and modes, followed
by an outline of the end-to-end localization procedure. Finally, we intro-
duce the performance metrics used to evaluate and compare positioning
solutions.

2.1.1 3GPP Architecture

General Framework

The introduces Localization Services (LCSb) starting from Release
16, which involves estimating the position of the target using the GGlnet-
work and relative cellular signals [1], [8], [22], [23]. Figure [2]shows the
general architecture of the[LCSin 5G networks, with the involved entities
being the Gateway Mobile Location Center (GMLC), Access And Mobil-
ity Function (AME), LMEF, gNodeBs (gNBf), and User Equipment (UE).
Indeed, BQ positioning leverages the new [LME, positioning protocols

Service-based Interface

[ Y GMLC

5G Core Network

<—>

GNSS/RTK

“ @ @] [ on]
AN 1 N

~ NG-RAN ]

== AN UE2
e___ o e D
Figure 2: LCS/5G positioning architecture. The arrows indicate the protocol

interactions between network entities (LPP in red, SLPP in blue, and NRPPa
in green).

(New Radio Positioning Protocol a (NRPPa) and LTE Positioning Proto-
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col (LPD), the latter already present in Long Term Evolution (LTE) sys-
tems), and specific references signals used exclusively for positioning
purposes (Positioning Reference Signal (PRS) and Sounding Reference
Signal (SRS)). The [AMF and are necessary for forwarding mes-
sages between the LMF and the [UE/[gNB, and for handling location re-
quests received from external Application Function (AF) or clients,
respectively. The LMHis the central and key system element, as it is the
Network Function (NE) responsible for the overall management proce-
dure related to the position estimation of the target[UEl Key tasks involve
selecting a suitable positioning method and mode based on the use-case
requirements and Quality Of Service (QoS). Such decisions affect the
entire procedure since they affect accuracy, latency, security, message ex-
changes, and the number of involved entities, potentially increasing the
attack surface. Once measurements have been acquired, specific algo-
rithms are implemented to process these inputs and produce the final
position estimate.

Sidelink Framework

Starting from Release 18, as outlined in TS 23.586,BGPPlintroduced Sidelink
(SL) positioning and relative Sidelink Positioning Protocol (SLPP), al-
lowing the possibility of using the direct communication between two
or more for obtaining positioning measurements and localizing the
target[UE]as illustrate in Figure[2] A key technical component in[SLposi-
tioning is the PC5 reference point, a communication interface specifically
designed to facilitate direct communication between [UEk. This interface
enables [UEk to transmit and receive signals directly to and from each
other, bypassing the traditional cellular network infrastructure essential
for applications like vehicle-to-everything, where real-time information
exchange is crucial. [SLl positioning facilitates the determination of a tar-
get [UEls position, even if it lacks a direct network connection, by mea-
suring the relative distance and direction to Located [UES, i.e., devices in
known positions that serve as anchors. The introduced the[SLl Po-
sitioning Server [UE] a new entity that can be either the target[UE or the
Located[UEl This server plays a key role in supporting the[SLpositioning
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procedure, including computing the position estimation.

2.1.2 O-RAN Architecture

Unlike the architecture, the O-RAN architecture provides a more
flexible positioning framework. The O-RAN positioning use case [34],
utilizes this flexible approach to improve local indoor positioning
reducing latency. As shown in Figure 3] the O-RAN Local Indoor Posi-
tioning architecture integrates positioning functions directly within the
Radio Access Network (RAN) through a positioning xApp deployed in
the near Real Time (@RT) RAN Intelligent Controller (RIC).

Service Management and orchestration Framework

G

v

Non-real-time RIC

¥
v

|ar ot

..
-4 Q UE location
Positioning xApp %

O-RAN Near-real-time RIC

o1

01

01

Figure 3: O-RAN Local Indoor Positioning Architecture. This architec-
ture integrates positioning functions within the[RAN]through a positioning
xApp deployed in the nRTIRIC]

In the illustrated setup, the positioning xApp calculates the position
and, optionally, the speed of the[UE|based on measurements obtained via
the E2 interface. Integrating the positioning function into the RAN] sub-
stantially decreases latency compared to traditional approaches where
positioning computations are handled by the LMH within the core net-
work. This reduction is critical for applications that demand real-time
or near-real-time location data. The architecture comprises the nRTI[RIC]
E2 nodes, and, depending on the selected solution, the Non Real Time
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(Non-RT) The MRTIRIC identifies the location measurement capa-
bilities of E2 nodes and subscribes to the required measurements based
on chosen positioning algorithms and requirements. The inclusion
of the adds flexibility, as it can supply Artificial Intelli-
gence (Al)/Machine Learning (ML) models for positioning algorithms,
train these models using historical data, and deploy them to the
for real-time inference. The flexibility of the O-RAN solution leads to in-
creased system variability by allowing significant changes in the number
of involved entities, the algorithms used, and the volume of exchanged
messages.

2.1.3 Positioning Protocols

The gathers positioning information of the directly from the
[UE or from the using two specific positioning protocols: [LPPland
[NRPPal defined in [36]], [37] respectively.

e [LPE: is used by the [LMH to interact directly with the target. It facil-
itates the exchange of positioning capabilities of the[UE] assistance
data needed for obtaining measurements, or computing the loca-
tion estimation, which may be requested using specific messages.

. is used by the LMH to communicate with the [gNBb. It is
used for exchanging the configuration of reference signals needed
for obtaining measurements and, in general, all the necessary data
for estimating the position of the

. is used by the target [JE] to communication directly with
other for obtaining positioning measurements and localizing
the target[UEl

2.1.4 Positioning Methods and Modes

The evaluates the capabilities, which are sent by the via
a specific message, alongside the requirements of the location
request to select the most suitable methods and modes for location esti-
mation.
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Modes Supported

The selection of modes implies the entity responsible for obtaining mea-
surements, and /or computing the position estimation. Indeed, the BGPD]
standard in [8] defines four positioning modes:

e [UE Assisted. The is responsible for collecting the measure-
ments while the network does the computation through the LMF

e [UElBased. The[UElis responsible for both collecting the measure-
ments and computing the location with the support of the assis-
tance data received from the network.

¢ Standalone. The [UE] obtains the measurements and computes the
location without any support from the network. In this case, the
relies on technologies independent from cellular systems, like
GPS]

¢ Network-Based. The network obtains the measurements and com-
putes the location estimation of the

Methods

Several positioning methods are delineated in TS 38.305 [22], which dif-
fer for the type of measurement used and the technology they rely on
(i.e., both Radio Access Technology (RAT) and RATtHndependent) as fol-
lows:

. [CTE:

- Enhanced CID (eCID) - Estimates the cell ID and signal timing
of the nearest base station for location approximation.

— Observed Time Difference of Arrival (QTDOA) - Utilizes the
Time Difference of Arrival (TDOA) signals from multiple base
stations to triangulate position.

¢ New Radio (NR):
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— New Radio Enhanced CID (NReCID) - An enhanced version
of eCID! for NRInetworks, improving accuracy with advanced
signal processing.

- multiple Round Trip Time - Employs Round Trip
Time (RTT) measurements of signals between the device and
multiple base stations for distance estimation. Geometrically,
each [RTT] measurement corresponds to a circumference, and
the [UE]'s position is estimated at the intersection of at least
three circumferences

- Downlink{TDOA] and Uplink{TDOA] - Measures the down-
link and uplink of and respectively, for pre-
cise location triangulation. Geometrically, each [[TDOA| mea-
surement leads to a hyperbolic curve, and the [UE]location is
determined by the intersection of at least two hyperbolas.

- Downlink-Angle of Departure (AOD) and Uplink-Angle of
Arrival (AGA) - Determines the position through the angle
of departure and arrival of signals in downlink and uplink
scenarios, respectively. The [UEl's location is estimated by de-
termining the relative direction between the [UE|and the [gNB|
and finding the intersection of curves derived from these an-
gle measurements.

¢ [RATHndependent:

- Network Assisted-Global Navigation Satellite System (GNSS)
- Enhances [GNSS accuracy with assistance data from cellular
networks.

- Wireless LAN (WLAN), Bluetooth - Leverages the proximity
to WLAN access points and Bluetooth beacons for indoor po-
sitioning.

— Terrestrial Beacon System (IBS) - Trilateration based on tim-

ing measurements from the target to several ground-based
transmitters.
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— Sensor-based - Utilizes inertial sensors of the device (e.g., ac-
celerometer, gyroscope) for movement tracking and position
estimation.

The localization process integrates these techniques with advanced
ML and [A]l algorithms. According to 3GPP TR 38.843, [All applied to
the new radio air interface primarily targets three key areas: enhanced
channel state information feedback, optimized beam management, and
improved positioning accuracy.

2.1.5 End-to-End Localization Procedure

This section presents two procedures corresponding to two cases of End-
to-End (E2E) localization execution, differing in the entity responsible for
collecting the positioning measurements.

Case 1: UE-Driven Estimation

In scenarios where the [UE| takes the initiative (including UE-Based, UE-
Assisted, and Standalone modes), the [LPD| protocol facilitates the com-
pletion of the positioning estimation process. Using the UE-Assisted
mode as an example scenario, where the collaborates with network
entities to perform localization, Figure 4| depicts the sequence of mes-
sages exchanged [E2E]among the involved entities to complete the local-
ization task.

Case 2: Network-Driven

In the Network-Based mode, the collect the necessary measure-
ments. Here, the mainly utilizes messages for interaction
with the Figure |5|illustrates the positioning estimation procedure
involving the [LMHs collection of positioning data from multiple
facilitated by NRPPal messaging, as defined in TS 38.305 [22].

16



LMF AMF gNB UE

1 (LPP Request Capabilities)
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15 (LPP Provide Loc. Info)
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Figure 4: Message flow for[E2E]localization procedure in UE-driven estima-
tion (Case 1). Orange elements are available with some restrictions or with
necessary implementations/modifications.

2.1.6 Performance Metrics

The BGPPD defines several Key Performance Indicators (KPIs), including
security-related metrics [22], [38]], [39]. The main ones include positioning
accuracy, which is the degree of conformance of the estimated position
with the true one, referring to the true error as € = ||Py. — Puel|; availabil-
ity, which is the percentage of time when the service is active and satisfies
the requirements; and lafency, expressed as the time passed between the
request and the computation of the position estimation. Depending on
the operational scenario, G systems should be able to provide position-
ing services according to the seven BGPPIPositioning Service Level (PSL),
defined starting from Rel. 17 [39]]. These[KPIs are subsequently mapped
to the which are summarized in Table|l} Levels 1-2 target an error
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Figure 5: Message flow for [E2E] localization procedure in network-driven
estimation (Case 2). Orange elements are available with some restrictions
or with necessary implementations/modifications.

range of 3 to 10 meters, while levels 3-6 require a more stringent accu-
racy between 0.3 and 3 meters, depending on the scenario. Concerning
latency, requirements range from 1 second for the initial levels to as low
as 15 ms and 10 ms for levels 4 and 6, respectively. These [PSL] require-
ments form the foundation for the multi-objective optimization problem
described later in this chapter.

2.2 Experimenting with an End-to-End 5G Posi-
tioning System

In this section, we describe the state of the art of both commercial and
open-source implementations for the entities involved in the localization
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Table 1: Definition of the[PSLlas specified by the BGPDin [39]

PSL Hor?ziiﬁicy {/I:r]tical Latency [ms] | Availability [%]
1 10 3 1000 95
2 3 3 1000 99
3 3 2 1000 99
4 1 2 15 99.99
5 0.3 2 1000 99
6 0.3 2 10 99.9

procedure, i.e., the LME| the core network, the RAN] and the Fig-
ure 4| and Figure [5|illustrate the message exchange between the entities
in two different cases, with the entities’ color indicating the actual imple-
mentations’ state. It is worth noting that, to the best of our knowledge
and at the time of publication, there is only a preliminary version of the
within the OpenAirInterface (OAI) core network, supporting only
the [NRPPal procedures, for BG positioning experimentation. In this sec-
tion we present our proposed solution for the LMF and we investigate
both open-source projects and commercial products to implement other
entities.

2.2.1 Location Management Function

The[LMHis the main function responsible for the[LCSland [5G positioning
procedure. We now briefly describe our implementation of the network
function compliant with the BGPP| standard and then the integration of
our solution with the open core networks, Free5GC and OAL The
is deployed as a docker container within all the other as shown in
Figure6|

The proposed[LMH can be logically divided into three functional mod-
ules as illustrated in Figure @ Communication, Controller, and Localiza-
tion Algorithms. The Communication module manages, on one hand, the
services provided by the within the Service Based Interface (SBI),
which are utilized by other [NF5, such as the [AMEF during the estima-
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Figure 6: General schema of our[LMHwithin the core network deployed as
a docker containers

tion of the[UE position, as outlined by the in [40]. Simultaneously,
this module implements the logic for utilizing the services of the
(Namf_communication), as defined in [41], to forward [LPP and [NRPPal
messages to[UE|and [gNB|respectively. The Controller module contains all
the required functionalities for managing the internal procedures and co-
ordinating the other two modules. Indeed, after receiving the[LPP/[NRPPal
message extracted by the Communication module, the Controller han-
dles the body of the message and initiates the corresponding procedure
to conclude the localization process. Once the positioning measurements
are available at the LMF, acquired either by the [UE| or the [gNB| depend-
ing on the chosen methods and mode, the Localization Algorithms module
calculates the estimated position. Several localization algorithms may be
available in this module and one is selected to estimate the[UE!'s position
based on the collected measurements.

In a nutshell, the Controller module manages the overall internal pro-
cedure, the Communication one handles the communication with the GBI}
and the Localization Algorithms computes the estimated location once the
location measurements are available to the[LME
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2.2.2 Core Network

The [CME is connected within the other of the core network via
the[SBIland communicates with the [AMF using the Namf_communication
services to estimate the location of the target as illustrated in Fig-
ure[6} Specifically, the services involved during the procedure include:
(i) NIN2MessageTransfer for the downlink of [LPP/[NRPPal messages; (ii)
N1MessageNotify for the uplink of [LPPl messages; N2InfoNotify; and (iii)
NoNUEN2InfoNotify for the uplink of NRPPal messages. Currently, three
open-source projects enable the deployment of a complete [5G core net-
work: Open5GS, Free5GC, and OpenAirInterface.

¢ Open5GS implements the core network for [CTE and bGl networks
using C language [42]. The open-source project is compliant with
BGPPDI Release 17. However, the open5GS does not support the po-
sitioning functionalities, so it does not forward the[LPPland
messages needed for the estimation procedure.

* Free5GC implements the [5Gl core network using Go language [43].
It is compliant with BGPPRelease 15 and 16. The positioning func-
tionalities required for the[LMFH to exchange messages with the tar-
get[UEland [gNB|are not currently integrated into the actual version
of the AMF.

¢ [OAT project is written in C, and it provides the implementation of
the BGl core network complaint with the[NR|15/16 release [44]. Un-
like the other two open-source core networks, it partially supports
the specific services necessary for the estimation of the target [UEl
Indeed, the can forward only [NRPPal messages and not[LPD}

To summarize, only the core of currently supports positioning
functionalities (only the forward of NRPPalmessages). As Open5GS does
not support the positioning protocols, it is not possible to integrate our
[LME|in this core network. As for Free5GC, a modified is incorpo-
rated into the core network to achieve a full integration with our [LME
The modified[AMF enables the forwarding of both[LPPland [NRPPalmes-
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sages in the uplink and downlink direction required to complete the es-
timation of the target position.

2.2.3 Radio Access Network

There are two possibilities to deploy a[gNB|composing the RANE (i) uti-
lize Software-Defined Radio (SDR) with open-source projects and (ii) uti-
lize commercial tools.

Open-source SDR-based Solutions

* srsRAN provides [RAN|[gNB] solution compliant with BGPP| with
features up to[NR|Release 15 [45]. srsRAN is written in C and C++,
is distributed under the GNU AGPLv3 license, and supports the
most popular platforms. srsRAN does not support 5G posi-
tioning signals (i.e., and and protocols (i.e.,[NRPPa).

e OAI provides[NRIRelease 15/16 compliant[UElimplementation [44].
It’s written in C and is distributed under the Public License.
supports the most commonly used platforms (e.g., Et-
tus Universal Software Radio Peripheral (USRP) and LimeSDR).
In recent times, implemented both downlink and uplink
positioning signals, providing Time of Arrival (TOA) estima-
tion based on Channel Impulse Response (CIR) and finer es-
timation using IDFT with up to 16x oversampling for It al-
lows receiving downlink from multiple [gNBp synchronized
via GPS Disciplined Oscillator (GPSDO). Unlike srsRAN, [OATlsup-
ports 5 positioning signals and protocols. Specifically, it supports
the[NRPPalprocedures related to the[JL-TDOAImethods where the
multiple[gNB obtained the measurements.

Commercial Tools

There are many commercial tools that provide [gNB| implementations
compliant with different releases of 3GPPl Here we focus on the Amarisoft
Callbox Mini, which is the one used in our testbed.
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* Amarisoft Callbox Mini provides a release 17 full software [gNB|
[46]. Callbox Mini supports B positioning signals (i.e., and
and protocols (i.e.,[NRPPa), albeit focusing only onleCID|and
[OTDOAI positioning methods. The Callbox Mini facilitates various
device testing scenarios, from initial development stages to pre-
deployment network testing.

2.24 User Equipment

As for the[RAN] there are two possibilities for deploying the [UE} (i) uti-
lize[SDRIwith open-source projects such as srsSRAN or[OAlland (ii) utilize
Commercial Off The Shelf (COTS) [UEk.

Open-source SDR-based solutions

* srsRAN provides [UE implementations compliant with BGPD| Re-
lease 15 [45]. As for the [gNB] srsRAN[UE supports the most popu-
lar BDRplatforms and does not support BGlpositioning functional-
ities.

¢ OAI provides [UE| implementations compliant with Release
15 and 16 [44]. Also in this case, [OATUE supports the most com-
monly used SDRlplatforms and Gl positioning signals but does not
support[LPP| protocol.

Commercial solution

* [COTS|[UE entails utilizing commercial smartphones. Depending
on the brand, the characteristics and features of the [UEl may vary,
including the positioning capabilities as evidenced by the prelimi-
nary results obtained within our testbed, discussed in the following
section.
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2.3 Experimental Positioning Assessment

Table [ summarizes the current status of support the GGl positioning
(CPP/INRPPal protocol and positioning signals) functionalities by the en-
tities involved in the[E2E]localization procedure, as illustrated in Sec.

Table 2: Summary of the state of the art of the entities involved in [E2E]
localization, in the upper table the Core Network entities while in bottom

[RANland entities.

(@) Summary of the state of the art of the entities of the core network involved in [E2E]
localization

Core network
Open5GS | Free5GC | OAI
LPP No Yes! No
NRPPa No Yes! Yes

5G Functionalities

Protocols

Note: 1. Using our modified [AMRB version.

(b) Summary of the state of the art of the entities of the RAN and UE involved in [E2E]
localization

5G Functionalities RAN : UE
srsRAN | OAI | Amarisoft | srsRAN | OAI | COTS UE
Protocols LPP , , No No Yes!
NRPPa No Yes Yes
Positioning Signals No Yes Yes No Yes Yes

Note: 1. Depending on the|COTSIUE]
Note: 2. Not all[NRPPalfunctionalities are implemented.

It can be noted that the testing described in Sec. 2.1 requires the
integration of different solutions from open-source projects and/or com-
mercial products. Here we present the different combinations used in
our work to test the positioning capabilities of multiple [COTS[UES.

2.3.1 Experimental Testbed

We develop a testbed to implement the two localization procedures de-
scribed in Sec. 2.1]by integrating the following components:
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. and Core Network is implemented in Python and deployed
as a docker container within Free5GC and OAI core networks.

* [RAN|comprises a single[gNB} based on the Amarisoft Callbox mini
or the project, empowering a X310 [SDRI device [47] as
radio transceivers. X310, with UBX 160 daughterboard, are
radio devices capable of tuning over a wide radio frequency range,
from 10MHz to 8 GHz, and thus cover all[NRIFR1 frequency bands

with up to 400 MHz of instantaneous bandwidth. The radio transceivers

feature vertically oriented VERT2450 antennas.

* [COTSIUEs are utilized as the target [UEs, specifically employing
different commercial smartphones of several brands, like Google
Pixel 6, Oneplus Nord 5G, Huawei P40 PRO, and Oneplus 8 PRO.

e Server Core network and [RAN] in the open-source case, are run-
ning in a Dell EMC PowerEdge R640 server, powered by 2x Intel
Xeon Silver 4110 CPU with 8 cores @2.10 GHz (max 3.00 GHz), run-
ning Ubuntu 18.04 LTS with 5.17 Linux kernel.

2.3.2 Results

The initial phase of the [E2E] localization procedure, considering both
cases mentioned in Figure [ and Figure 5] is the discovery of the posi-
tioning capabilities of the target carried out by the LMHby sending
a specific [LPPl message. However, we need to check the support of the
protocol at the [UEl side before starting the 5G| positioning procedure. To
verify if the devices support the [LPP] we first analyze the general ca-
pabilities of the when initiating the authentication and registration
request to the core network. Specifically, we inspect the uplink NAS mes-
sages (RegistrationRequest) sent to the[AMF by the where the 5GMM
Capabilities field indicates whether or not it supports the Observ-
ing the results using multiple commercial devices, we found that even if
support started in Release 9 and was updated in Release 15
for 5G| only one [COTIUE] i.e., the Google Pixel 6, supports the[LPD] as
illustrated in Table[3l
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Table 3: List of the[COTS[UES that support or less the[LPP| protocol

UE LPP Support BaseBand / 3GPP Release

Google Pixels 6 Yes Samsung Exynos 5123 / 15
Oneplus Nord 5G No Qualcomm Snapdragon X52 / 15

Huawei P40 PRO No HiSilicon Balong 5000 / 15
Oneplus 8 PRO No Qualcomm Snapdragon X55 / 15

We then assessed the positioning capabilities of the only [UElsupport-
ing [LPP| protocol. To this end, we analyzed the first message exchanged
in the [E2E]localization procedure. The [LMF sends a [LPPl Request Capa-
bilities to the target[UE] including the list of positioning methods, among
those listed in Sec. that it wants to comprehend. The [UE]replies for
each requested technique with the method’s relative capabilities, includ-
ing additional information such as the type of measurements it supports.
This information assists the[LMHin the decision-making process regard-
ing the method and mode of the estimation of the target position.

Table 4: Summary of the [LPPl capabilities for the [COTS|[UE] that supported
the protocol.

Positioning methods c [—]COTS.UE
oogle pixels 6

Non-Cellular | Assisted{GNSS| Yes
[eCIDI Yes
LTE OTDOA Yes
R eCID Yes
[multi-RTT No
NR [DL-AOD| No
DL-TDOA No
UL-TDOA No
UL-AOA No

The result of the Google Pixel 6 positioning assessment is summa-
rized in Table[d] Note that, as expected, the majority of supported meth-
ods relies on[LTElsignals (eCIDland [OTDOA)), with only one based on[NR]
signals (NR eCID), and the last one independent of the cellular network
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(Assisted{GNSS).

2.4 Multi-Objective Problem and Trade-off Dis-
cussion

We now define the system model, the multi-objective optimization prob-
lem and explore potential solutions, while discussing the impact of archi-
tectural and implementation choices on the corresponding performance
indicators.

2.4.1 System Model

Figure [/]illustrates the entire localization process, highlighting key com-
ponents, input parameters, and their influence on the system model’s
cost function. Input parameters can be either fixed, determined by the
selected system and its configuration (e.g.,[LCSarchitecture or Radio Fre-
quency (RE) settings), or variable, such as the positioning mode, meth-
ods, and number of.

Variable  [Positioning mode | | ) (Aigorithms and |
Input { ‘ LRI ‘ ‘ Number of gNB ‘ Number of gNB J ‘ gorithms and | |y er of Worker|

Parameters
(1, 14,1, 15)

Parameters | _and methods Implementation |

Radio Frequency

Fixed Architecture LCS Processing time HW Setting

Parameters setting
Choice of Position Measurement Setup Processing and
Mode and Method and Collection Localization

Resilience Cost (Cs) Accuracy Cost (C) Latency Cost (CL) Resource Cost (CR)

Figure 7: Overall flow of the Localization Service Process, highlighting the
key components and parameters involved in the decision-making and com-
putation phases.

The diagram is divided into three main sections: (i) Choice of Position-
ing Mode and Methods: The positioning method and mode of operation
are selected based on system requirements and environmental condi-
tions. (ii) Measurement Setup and Collection: Positioning measurements
are obtained, influenced by factors such as the number of [gNBf and the
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[REl settings. (iil) Processing and Localization: Based on the measurements
obtained in the previous step, position estimation is computed depend-
ing, for example, on the selected and implemented algorithm.

This section introduces the system model for the localization problem
in BG and beyond, incorporating multiple key performance indicators
and expressing their costs in terms of the system’s fundamental param-
eters. In particular, we focus on latency, accuracy, resource usage, and
resilience against security threats.

Latency Cost

The latency response time comprises the latency times introduced by the
involved components in the estimation procedure. Figure |8 shows the
breakdown of total latency [48] into different components described in

the following.
RAN Core Network
- - - - - \/_ _____
| M1 M2
UE I gNBs—®—® | AMF LvF |
| |
N — - - - - = N - - - - - =
" Lo ' Lo ' Lo "L
L J
T
CL

Figure 8: Breakdown of Latency Components in BG Localization. This
model illustrates the latency contributions from the [RAN] and the core
network involved components.

* Radio (Lgagio) is the delay introduced by the radio, its value de-
pends on (i) the number of messages exchanged between the
and the[gNB|(N.i0); (i) the propagation time for each of exchanged
message (Tprop,UE_gNB) ; (iii-iv) the radio processing time of the mes-
sages in the [UE| (1729%z) and in the (T30 \p)- The value of
the term Lg,gio is represented by Eq. (2.1).

LPP radio radio
LRagio = N, msg (TPTOP,UE-gNB + Tprocl,UE + Tproc,gNB) (21)
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¢ Transport Network (Ltn) is the delay introduced by the communi-
cation between the [gNBp and the BG| Core, through the network
nodes (M1 and M2 in Figure [§), as described in Eq. 2.2). The
value of this term is the sum of (i) the propagation time from the
[gNBE to the 5G| Core Network (Tprop,gnp-cn) and (ii-iii) the message

networking processing time in the (Té?j&m) and in the Gl

Core (Té?fct,)CN), multiplied by the number of the exchanged mes-
sage which corresponds to the sum of [LPPl and [NRPPal messages
( Nmsg — NLPP + NNRPPa .

msg msg

LN = Nmsg * (Tprop,gNp-cN + TI;E?;Ct,)gNB + T}S;;ect,)CN) 22)

¢ Core Network (Lcn) is the result of the delay introduced by mes-
sage forwarding from the Gl Core to the AME (Torop,aMF-LMF) Plus
the delay of the computation of the message in the [AME (Tproc, amF)
and in the LME (T} roc,LmE)-

LCN = Nmsg . (Tprop,AMF-LMF + Tproc,AMF + Tproc,LMF) (23)

e LMF Latency (Lpmp) is introduced by the [LMF during the execu-
tion of the positioning procedure. The [LMF latency depends on:
(i) the selected localization algorithm and its configuration param-
eters (Aalgo,imp); and (ii) the number of (Ngng), which influ-
ences the number of available measurements and consequently the
complexity of the computation. The time complexity of the local-
ization algorithms is not modeled analytically, but it is implicitly
captured within the latency cost function. In particular, the execu-
tion time of each algorithm implementation (Aigo,imp) is evaluated
experimentally.

Accuracy Cost

The accuracy in our model is defined following the criteria presented in
Sec. compliant with the BGPD| standard. In this context, the accu-
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racy of the [PSLlis defined as the 95-percentile of the error between the
estimated position (p,.) and the true one (pye).
The true error is computed as follows

€= ‘pue - f’ue| (2.4)

The accuracy of the estimation depends on several factors, such as the
quality, type, number of measurements, and the class of algorithm used
in the computation. The terms that we take into consideration in our ac-
curacy model are the number of measurements, therefore the number of
[gNBp (Ngng) involved in the localization procedure, and the type of al-
gorithms (Aajg0,imp)- Since the model prioritizes comparing various algo-
rithm implementations and the configurations of the entities involved in
the estimation process rather than accounting for measurement quality,
specific parameters, such as[RE settings (e.g., bandwidth and Subcarrier
Spacing (SC9)), are kept constant and excluded from our case study anal-
ysis. Accuracy is influenced by Ngnp, increasing the number of measure-
ments increases the total information of the system, thus improving posi-
tion estimation. Still, on the other hand, the size of the system increases,
resulting in an increase in time for the computation. However, different
algorithms solve non-linear systems in various ways, resulting in vary-
ing levels of accuracy and latency regarding the size of the system. In
practical scenarios, the selection of for localization could also be
influenced by link reliability metrics. Selecting a subset of based
on their reliability may help ensure consistent communication quality
[49]. However, reducing the number of participating [gNBf also reduces
the number of available measurements, which can negatively affect local-
ization robustness against attacks and errors, as illustrated in Figure
This highlights a trade-off between prioritizing highly reliable links and
maintaining resilience through measurement diversity.

Resource Cost

The resource cost represents the computational resource required to cal-
culate the target [UE] position. Two key factors influence this resource
cost: (i) the type of algorithm used, whether it can be parallelized, and
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(if) the time used to complete the computation. Parallelizable algorithms
typically have higher resource costs because they distribute the compu-
tational load across multiple processors or cores. This enables them to
achieve better accuracy in the same amount of time compared to non-
parallelizable algorithms. The increased resource expenditure allows for
more complex and precise calculations, making parallelizable algorithms
more effective for accurate location determination. Non-parallelizable al-
gorithms, while potentially having lower immediate resource costs, may
not reach the same accuracy levels within the same time constraints due
to their sequential processing nature. Therefore, despite the higher re-
source cost, parallelizable algorithms are often preferred for their ability
to deliver higher accuracy more efficiently.

Cr =N,y - Aalgo,imp (25)

Eq. shows the resource cost, N,, is the number of workers used
in the parallelized algorithm, each worker performs a subsection of the
total computation, if the algorithm is not parallelizable N,, value is 1,
and the Aug,imp term is the selected algorithm and method. It should
be noted that an increase in the number of workers will result in an ad-
ditional overhead cost associated with the distribution of the informa-
tion required for the computation and the aggregation of the final results.
Consequently, an increase in the number of workers does not necessarily
result in a performance improvement and may even cause performance
to deteriorate.

Resilience Cost

The security of the positioning system is modeled through the resilience
cost (Cs), which quantifies the system’s robustness against attacks and
its ability to detect anomalies in a timely manner. This function inte-
grates two key factors: (i) robustness against measurement tampering,
(ii) vulnerability due to the attack surface and readiness to trigger in-
tegrity alerts.

* Robustness Against Tampering Attacks. The process of obtaining
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measurements is fundamental to the overall positioning procedure
due to the Over-the-Air (OTA) transmission of reference signals re-
quired for gathering location data. During this phase, the system
is susceptible to surface attacks, where third-party entities can ma-
nipulate the signals transmitted by the[UE|or the[gNB| Such manip-
ulations can introduce significant errors in the position estimation,
as demonstrated by recent studies [12], [13], [30].

The impact of tampered measurements can be mitigated by increas-
ing the number of Ngng, ie., the number of measurements,
involved in the estimation process.

A larger number of measurements can compensate for any erro-
neous data introduced by malicious entities, thereby enhancing the
robustness and accuracy of the system. However, this approach in-
troduces additional latency, as it increases the size of the non-linear
systems to be resolved and extends the required computation time,
depending on the algorithm used (Aaigo,imp)-

Privacy and Attack Surface. The attack surface expands with the
number of entities, Nent, involved in the localization procedure.
More components obtaining position measurements and forward-
ing messages between the function in charge of estimating [UE| po-
sition (i.e., the or the dedicated xAPP) and the [UE/[gNB]in-
crease the potential points of vulnerability. For example, in the O-

RAN architecture, since the Core Network is not involved in the lo-
calization process, the security associated with the localization pro-
cess is greater since the possibly compromised entities involved are
decreased. Nonetheless, considering the components between the
[RANl and the core network, it is unlikely that they would be ma-
licious, thereby reducing the likelihood of successful attacks from
these elements.

Instead of relying on an absolute numerical metric, the resilience
cost (Cs) is determined using a relative ranking approach. This
ranking depends on two parameters: a higher which en-
hances redundancy and resilience, and a lower (Nent) which mini-
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mizes the attack surface and improves privacy.

Note that ensuring the readiness to provide positioning integrity
alerts is essential for maintaining system resilience. This involves
quickly detecting and reporting anomalies or manipulations in mea-
surement data. Reducing communication latency enables faster
alert issuance, improving the positioning system’s overall integrity
and reliability.

2.4.2 Multi-Objective Optimization Problem

We formulate the multi-objective optimization problem from the systems
model mentioned in the previous section. The Cy, Ca, Cr, and Cs repre-
sent, respectively, the cost function of latency, accuracy, resource usage,
and security, which are to be minimized. The inputs to these cost func-
tions, denoted as I1, Ia, Ir, and Is correspond to the factors influencing
each respective cost function, as defined in Sec. and summarized in
Table Bl

We present both a no-preference multi-objective formulation, treating
all objectives equally, and a[PSL}based scalarized version, which weights
objectives according to the requirements, i.e., latency, accuracy, re-
source, and security (Rr, Ra, Rr, and Rs). These requirements can be
adjusted according to the specific needs of the target application. For in-
stance, autonomous driving scenarios may require sub-meter accuracy
within 100 ms, as defined by the [PSL] specified in the BGPD] standards
[10], [39]. In other domains, less stringent constraints may be sufficient.
Since these objectives can conflict with one another, excessively tight re-
quirements may lead to infeasible solutions. In the results section, for
both optimization models, the requirements are set according to the spec-
ifications defined by the in the

The convergence of the multi-objective optimization in our model is
performed over a finite and discrete set of configurations. We adopt
a brute-force evaluation of all feasible parameter combinations, ensur-
ing the complete exploration of the global Pareto front. Therefore, con-
vergence is inherently guaranteed by construction. For larger solution
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Table 5: Input parameters (I, I, Ir and Is) for the cost functions. The sym-
bols 1 and | denote a monotonic increase and decrease of the cost function,
respectively, while the symbol ~ indicates am algorithm-dependent impact.

Cost Function | Input Parameters (Decision Variables) Sign
Latency - The number of [gNBp and the chosen position- |
Cr(Ip) ing mode and method, which both affect the
number of exchanged messages (NgnB; NVmsg)
- Processing times (UE] [gNB] Core, [LMF) B
- Chosen algorithm (Aaigo, imp) ~
Accuracy - Number of [gNBE (Ngnp) +
Ca(1a)
- Positioning algorithm and its implementation | ~
(Aalgo, imp)
Resources - Number of parallel workers (Vy,) 0
Cr(Ir)
- Type of algorithm (Aaigo, imp) ~
Resilience - Number of [gNBE (Ngnp) b
Cs(Is)
- Number of involved network entities (Nent) T
- Algorithm robustness (Aaigo, imp) ~
- Latency for triggering alerts (Cp) T

spaces, heuristic optimization methods such as Non-dominated Sorting
Genetic Algorithm II [50] or Multi-Objective Evolutionary Al-
gorithm based on Decomposition [51] could be considered;
however, their convergence properties would depend on the specific al-

gorithm and are beyond the scope of this work.

No-Preference

The multi-objective optimization problem with different requirements

can be defined as

mlin CL(IL), Ca(Ia), Cr(IR), Cs(Is)
s. t. CL(IL) < Ry, CA(IA) < Ra,

Cr(IrR) < RRr, Cs(Is) < Rs
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In this way, the possible solutions within this optimization problem
are those that minimize one of the objectives included in Eq. (2.6), while
the others may not be optimal but must satisfy the specified require-
ments. While our formulation remains general, a weighted sum of all
objectives could be adopted to tailor the optimization to specific applica-
tion needs.

PSL Based - Scalarized

In this optimization problem, the objective function to minimize consid-
ers only the weighted sum of accuracy and latency costs, with each cost
function weighted by a factor dependent on the maximum of the require-
ments (i.e., Ra and Rp). While resource and security, in addition to the
accuracy and latency costs, must also meet the [PS[] requirements, they
are not included in the objective function.

InIiIl QLCL(IL) + OéACA(IA)

s. t. CL(IL) < Ra, CA(IA) < Ra,
Cr(Ir) < RR, Cs(Is) < Rs,
1 1

i - 2.7
R T Ra (2.7)

oy, =

2.4.3 Trade-Off Discussion

Optimization Considerations of Architectural Framework

In Sec. we presented two main architectures for cellular-based po-
sitioning: one based on specifications and the other utilizing the
new O-RAN paradigm. The choice between these architectures can in-
fluence the factors involved in the multi-objective optimization problem
associated with the positioning procedure. To minimize the cost function
in this trade-off scenario, one effective strategy is to reduce the latency
component, which can be achieved by adopting the O-RAN paradigm
(see Figure[3). Indeed, unlike the BGPPlarchitecture depicted in Figure
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the O-RAN approach reduces latency by assigning the overall manage-
ment of the positioning procedure to a dedicated xApp with capabilities
comparable to the[LMF This shift transfers operational control from the
core network to the RAN] where the xApp is deployed within the nRT]
RIC

The main advantage of the defined use case [34], [35] is the reduction
of the total latency needed for the estimation procedure. This is achieved
by eliminating the propagation delays between the[RANland [LMH while
maintaining the radio latency unchanged. This modification does not
impact the accuracy or resource requirements of the estimation process,
as these factors are determined by the algorithm type and the number of
measurements rather than the specific location of the computation. Ad-
ditionally, security considerations are affected by the decision to use the
O-RAN architecture rather than the BGPP| framework. Indeed, replac-
ing the with a dedicated xApp introduces new security dynamics
and mitigates certain concerns by involving different entities in the local-
ization procedure. With core network functions excluded from this sce-
nario, core network-related positioning threats are eliminated. However,
physical threats related to communication between the target [UE| and
the RAN] such as spoofing attacks, remain unchanged from the
case. Excluding the core network reduces communication latency, en-
abling faster alert triggering and enhancing the overall security of the
positioning system. Furthermore, this change decreases the attack sur-
face, thereby strengthening the system’s resilience against threats.

Thus, focusing specifically on the positioning procedure, adopting
the O-RAN paradigm over the BGPP|approach offers significant advan-
tages in terms of latency optimization. On the other hand, considering
the entire system, the O-RAN paradigm may introduce challenges that
are not present in the architecture, such as[All/MI]security threats
[52], but this is out of the scope of this analysis.

Optimization Considerations of Positioning Modes and Methods

The[LMHis responsible for determining the positioning method and mode,
taking into account the capabilities of both the[UE]and the network. This
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decision significantly influences the parameters of the multi-objective
optimization problem. Different methods, as specified by BGPD]in [22],
involve obtaining diverse types of measurements during the localiza-
tion process, such as angle, time, and cell information. These measure-
ment types influence the algorithm’s accuracy, with time and angle mea-
surements typically providing higher precision than cell-based informa-
tion like Another essential factor in mode selection is the la-
tency cost, as different modes necessitate varying numbers of message
exchanges between the entities involved in the procedure. For example,
[53] analyzes the time required to perform the [E2E] localization estima-
tion across various modes, as summarized in Table[d]

Table 6: [E2E] Latency Costs for Different Positioning Modes and Methods
[53]. The table highlights the range of latency values in milliseconds.

Position Modes and Methods E2E Latency [ms]
UE Assisted DL-TDOA /DL-AOD 222.5-353
UL-TDOA and UL-AOA 149-322
Downlink NR E-CID 88-198
Uplink NR E-CID 59-125.5
UE Assisted Multi-RTT 288.5-486

A comparison between downlink and uplink scenarios (the first four
cases) highlights notable differences, particularly in [UEFAssisted (UEF
based) and Network-Based scenarios. In uplink scenarios, the
protocol is utilized more frequently than[LPD)} resulting in fewer message
exchanges between the [LMF and the target [UEl This reduction lowers
latency costs by eliminating the radio term. The advantages of uplink
are independent of the estimation technique used. However, the time
required to obtain measurements varies depending on the type of mea-
surement. For instance, the [E2E]latency for whether in uplink
or downlink, is generally lower than for methods utilizing angle or time
data. On the other hand, the technique enhances accuracy
by reducing synchronization complexity among multiple but in-
creases the overall time needed to collect time measurements from both

the[UE|and the [gNB|
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The choice of mode and method also impacts the terms of security
and resources. Different methods and modes lead to different security
threats and attack surfaces. For instance, trusted entities like the target
can potentially manipulate location information within the position-
ing protocol’s messages. Regarding resource terms, the selection of the
position mode determines whether the [UE|or the is responsible for
computing the location estimation. This choice affects the resource capa-
bilities and constraints in the optimization problem, thereby influencing
the associated cost function.

Optimization Considerations of Position Algorithms and Implemen-
tation

The type and implementation of the algorithm used in the estimation
process of the target[UEl affect various cost functions in the model. Here,
we provide an overview of some algorithms that can be used to com-
pute the location of a target[UE] followed by a discussion of how these
choices impact the optimization problem. The case studies section pro-
vides a more detailed evaluation of these algorithms. In this analysis,
we explore two primary methods for position estimation: a non-linear
algorithm based on gradient descent and a Brute Force (BE) approach.
The Non-Linear Algorithm are efficient in terms of computational re-
sources, making them suitable for real-time scenarios. However, they
may suffer from convergence to local minima, particularly when initial
conditions are not ideal. The study considers the following methods:

* Conjugate Gradient (CG): One of the most popular alternatives
to the gradient descent method, uses the conjugate gradient algo-
rithm to minimize the scalar function of one or more variables [54].
[CG assuming exact arithmetic, converges in at most n steps, where
n is the size of the matrix of the system.

* Broyden—Fletcher-Goldfarb-Shanno (BEGS): Minimizes a scalar
function of one or more variables using the[BEGS|algorithm [48]], an
iterative method for solving unconstrained nonlinear optimization
problems
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¢ Limited-memory BFGS Bound (L-BFGS-B): is an optimization al-
gorithm in the family of quasi-Newton methods that approximates
the using a limited amount of computer memory [55]. It is
particularly effective for solving optimization problems with con-
straints on the limits of variables, as it considers these constraints
during the optimization process.

* Newton{CG} combines the Newton method with the Conjugate
Gradient technique [56]]. It converges to the minimum by approxi-
mating the Hessian matrix to find the search direction of the gradi-
ent descent.

Methods like and offer a balance between computational
efficiency and accuracy, but can be sensitive to the starting points.

Employ a Brute Force Grid Based Algorithm strategy to minimize a
function over a given range, this approach aims to find the global min-
imum of the function by computing the value of the function at each
point of a multidimensional grid of points. Due to the exponential in-
crease in the number of grid points, the BE approach is computationally
inefficient in terms of time and memory usage. Indeed, the execution of
the minimization function may take a long time and/or incur memory
limitations, even with coarse grid spacing and even with moderate-sized
problems.

The choice of algorithm to be used affects the system performance;
as described by the model in the previous section, a trade-off must be
found between latency, performance, resources, and security. Regard-
ing the first approach, different methods result in varying levels of accu-
racy and latency, depending on the type of algorithm used as a baseline.
A clear discussion point is the trade-off between latency and accuracy
when considering only the [BE approach. In fact, this approach achieves
higher accuracy in estimation, but the time required to obtain the results
increases. However, latency can be reduced by increasing the number
of workers during the computation while still satisfying resource con-
straints. This trade-off in the implementation of the estimation algorithm
is further explored in Sec. where it is evaluated through several nu-
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merical simulations.

2.5 Case Study

This section presents the proposed system model and an implementa-
tion of the multi-objective optimization problem presented in Sec. 2.4.2]
through simulation and experimental results. First, sample-level simula-
tions conducted in a standard scenario are used to evaluate the impact of
different positioning algorithms and their implementation on multiple
performance indicators, focusing on accuracy and resource cost. Then,
we experimentally assess the latency of an [E2E] localization procedure
using the uplink positioning method, utilizing the [57]. The
simulation results and experimental data are then combined to discuss
a single case study in which the trade-off between latency, accuracy, re-
silience, and resources is evaluated.

2.5.1 Simulation Settings and Results

We investigate how different algorithmic approaches and implementa-
tions (Aalgo, imp) impact performance indicators. Using Python [58], we
implemented and evaluated all the algorithms mentioned in Sec.
using [TDOA|measurements, relying on the [57].

Simulation Settings

The sample-level simulation is set up as follows:

e 3GPP Scenario: The chosen scenario is theBGPP|outdoor[UMil[59],
the[gNBE inter-space distance is set to 200m within an area of 800m
by 800m, and the target is randomly located as shown in Fig-
ure

* 5G NR signaling: The is configured with a carrier frequency
of 3.4 GHz, a bandwidth of 100 MHz, and a [SCS| of 60 kHz [57].
This configuration is chosen to ensure high-accuracy positioning
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Figure 9: Urban Micro-cellular (UMi) Simulation Configuration. This con-
figuration follows the 3GPP specification [59] with [gNB| inter-space dis-
tances set to 200m within an 800m by 800m area.

in5Glnetworks. The channels between the target[UE|and the[gNBf
are assumed to be in a Line-of-Sight (LOS) condition.

¢ Algorithms: Algorithms are implemented using the Scipy [[60] mod-
ule, leveraging the optimize sub-module to vary Aqgp, imp, described
in[2.4.3]

¢ Server: The served used is a Dell EMC PowerEdge R640 powered
by 2x Intel Xeon Silver 4110 CPU with 8 cores @2.10 GHz (max 3.00
GHz), running Ubuntu 18.04 LTS with 5.17 Linux kernel.

Results

Figure |10|shows the positioning error for the target [UE| using the meth-
ods mentioned in The x-axis shows the number of iterations per-
formed by the algorithm, while the y-axis displays the error measured
in meters on a logarithmic scale. Initially, when the number of iterations
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Figure 10: Position Estimation Error vs. Number of Iterations. Comparison
of brute force and non-linear algorithms using 4[gNBE (full markers) and 18
(empty markers). The y-axis shows the error in meters on a logarith-
mic scale.

is low, the position estimation error is high across all methods. As the
number of iterations increases, the error decreases and stabilizes, con-
verging to a minimum value determined by the chosen algorithm and
configuration.

The graph compares position estimation errors for configurations us-
ing 4 [gNBf (represented by full markers) and 18 [gNB (represented by
empty markers). As shown in Figure[7, both the number of gNB and the
number of workers significantly influence the performance. Specifically,
increasing the number of [gNBp reduces the error and results in higher
algorithm latency. The [BF algorithm (shown in light blue) demonstrates
very low error rates even from the initial iterations, highlighting its high
accuracy. In contrast, non-linear algorithms (such as Newton-
CG, and require more iterations to stabilize and do not reach
the same level of accuracy as the BEmethod.

Figure[lT|and Figure[12]illustrates the position estimation latency ver-
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Figure 11: Position Estimation Latency vs. Number of Iterations for Non-
Linear. The full markers represent the case with 4 [gNBp while the empty

one is 18 [gNBp.

sus the number of iterations for non-linear algorithms and the number of
workers for the brute force algorithm, respectively, showing a significant
difference in the latency performance of the two types of algorithms.

The latency, shown in Figure ranges from approximately 0.8 to
4.5ms, depending on the specific algorithm used. In this case, latency
is a monotonic function of the number of iterations, steadily increasing
as the number of iterations increases, until convergence is reached. No-
tably, only the [[-BFGS-B method remains unaffected by the number of
iterations or the number of [gNBb due to its simplified Hessian inverse
computation, using the most recent gradients instead of the full gradient
history.

In contrast, Figure [12]displays the latency of the B algorithm, rang-
ing from 50 to 160 ms, influenced by the number of workers. The analysis
focuses on two cases: when the number of iterations Nji, = 2 and when
Nier > 2. Here, latency is not a monotonic function of the number of
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Figure 12: Position Estimation Latency vs. Number of Workers for Brute
Force Algorithms. The full markers represent the case with 4 [gNBk while

the empty one is 18[gNB.

workers. Increasing the number of workers initially decreases latency.
Still, beyond a certain threshold (in our case, N,y = 4), the overhead of
managing additional workers outweighs the benefits of parallel compu-
tation, causing an increase in latency. Both approaches show increased
latency with a higher number of [gNBf, reflecting the added computa-
tional complexity. The non-linear algorithms exhibit a significant in-
crease in latency with more iterations, except for [[-BFGS-Bl The brute
force algorithm’s latency, influenced by worker count, demonstrates the
importance of balancing parallelization costs against computational gains.

As the optimization is performed over a finite and discrete set of con-
figurations, convergence is ensured by design. For the localization step,
Figure [11| and Figure |12| show the convergence behavior of non-linear
algorithms (BFGS] [[z-BFGS-B), which are faster but sensitive to initializa-
tion. In contrast, the brute-force method guarantees convergence to the
global minimum, at the cost of higher computational effort.
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Figure 13: Positioning Error w/ and w/o attack for different algorithms

(BEGS [[-BFGS-B] and Brute Force) and [gNB|configurations (4 and 18).

To evaluate the robustness of the algorithms against tampering at-
tacks, we selected three methods: and the [BF with 4
workers. The tampering attack was simulated by introducing a time
offset equivalent to a 15 meter error in one of the measurements,
resulted in erroneousTDOA] values. Figure[I3|shows the positioning er-
ror for three different algorithms (BFGS, and [BE) in scenarios
with and without a tampering attack on one of the [gNBf, considering
configurations with 4 and 18 [gNB.

The bar plot clearly demonstrates the attack’s impact and the effect
of the number of [gNB on positioning accuracy. Under attack conditions
with 4[gNBE, the positioning error increases by approximately 5 to 6 me-
ters. In contrast, with 18[gNB, the error increases by only about 1 meter.
As shown in the flow diagram Figure 7} the number of [gNB influences
the selection of the positioning method and mode, which in turn affects
the resilience cost. As expected, the error decreases as the number of
[gNBk increases, improving the system’s robustness against tampering

45



attacks. This highlights the importance of having more measurements to
mitigate the adverse effects of attacks on positioning accuracy.

2.5.2 Experimental Setting and Results

End-to-End latency is evaluated in an experimental scenario by perform-
ing the [E2EIEC localization within our testbed, using the uplink TDOAI
method as described in [22].

Experimental Testbed

The testbed includes four main elements: the[CME and the core network,
the RAN] [COTSIUE] and the server.

) and Core network: Due to the lack of open-source [LMF im-
plementations, we developed aBGPPFcompliant[CMHusing Python,
available at [61]. Our[LME communicates with the target[UE using
[CPPl and with @ using in compliance with the BGPD
standards [36]], [37]. The[CLME| connects to the core network via the
as depicted in Figure 2| and communicates exclusively with
the [AMH through its exposed services. For user position estima-
tion, the [AMH utilizes services provided by the [LMF as detailed
in [40], [41]. Our[LMH is integrated with various open-source 5G
core network projects, i.e., free5GC [43] and core network [44];
for more details, refer to [27]. Integration required modifications
to the[AMF handler to support the forwarding of [LPPland [NRPPal

messages.

* RAN: Our testbed includes a [gNB|based on the project, fea-
turing [NRPPal functionalities. We utilized Ettus X310
devices [47] as radio transceivers. These devices support a wide
frequency range from 10 MHz to 8 GHz, covering all[NRIFR1 bands
with up to 400 MHz of instantaneous bandwidth. The transceivers
are equipped with vertically oriented VERT2450 antennas.

e COTS UE: The target[UE utilized in our localization testbed is the
Google Pixel 6.
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* Server: We used the same server from the simulation case study to
deploy our[RANJand core network.

Results

Within the described testbed, we performed the [E2E] localization proce-
dure, focusing on the time required for each step of the estimation pro-
cess. The messages exchanged between the involved entities are illus-
trated in Figure[T4 Furthermore, this figure illustrates the diverse timers
employed throughout the latency analysis, along with the corresponding

delta times.
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Figure 14: End-to-End Localization Procedure using UL-TDOA. Illustration
of message exchanges and timing involved in the UL-TDOA method, with
yellow circles indicating the different timers in the estimation process.
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Table[7|summarized the latency analysis results, highlighting the op-
erations involved and the time required for each step.

Table 7: End-to-End Latency Results for UL-TDOA Method. Summary of
the time required for each step in the UL-TDOA localization procedure,
including the mean delta time for handling NRPPa messages and LPP re-
quests.

Operation | Loc. LPP Pos. | NRPPa NRPPa NRPPa Algo. E2E
Handler | Cap. Pos. Info. | Pos. Act. | Meas.

Delta Ao [ms] | Apq[ms] | Azp[ms] | Ayz[ms] | Asq[ms] | Ags[ms] | Apse [ms]

Mean 9.21 231.02 12.39 8.38 7.82 11.02 279.85

From the analysis, it is evident that the time needed to handle each
[NRPPal message is around 7/8 ms, except for the first message, which
requires more time due to the configuration of the signal necessary
for estimation. The time required for handling the[LPPlrequest/response
capabilities is around 231 ms. Consequently, the [E2E] latency is approxi-
mately 280 ms.

Despite these factors, the experimentally measured latency success-
fully meets some requirements [39], specifically satisfying the
1-4 latency requirements. It should be emphasized that the delta time for
handling[LPPlposition capabilities messages is considered reasonable be-
cause it is derived using a commercial[COTSIUE] which processes and re-
sponds to requests as the standard specified. The [OTAl propagation time
in this case study can be considered negligible since the entire testbed is
situated within a single room. However, the remaining latency measure-
ments are obtained using the[OAI[gNB|open-source project. It should be
highlighted that, specifically for positioning purposes, the implementa-
tion of NRPPal functionalities within[OA]lis still in its preliminary stages.
While acknowledging this limitation, the experimental results obtained
from this testbed are nonetheless encouraging and demonstrate the po-
tential of the evaluated system.

2.5.3 Trade-off Optimization Model Analysis

We can draw several conclusions from the results of the two case stud-
ies. In the simulation case study, we primarily investigate the trade-off
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between accuracy and latency. In the experimental case study, we eval-
uate the time required to perform a complete[E2E|localization procedure
using network-based methods. By analyzing these two cases and ap-
plying the proposed multi-objective optimization model, we can deter-
mine which combinations of algorithm and implementation (i.e., Aaigo,imp
and number of workers N,), and network configuration (i.e., number of
Ngng) can meet the standardized requirements.

Feasible Solutions

Figure [I5] shows all the feasible points that satisfied the different
requirements represented by the shaded regions.

A BFGS NgNB:4
102 £ v L-BFGS-B Ngp=4 |
Brute, Nyng=4
AL A BFGS Nyp=18
i v L-BFGS-B Nyp=18
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Figure 15: Position Estimation Error vs. Latency. Comparison of brute force
and non-linear algorithms using 4[gNBp (full markers) and 18 (empty
markers).The different shaded regions represent the various PSL require-
ments in terms of latency and accuracy. Both axes are on a logarithmic scale.

For the lower 1, 2, and 3, all combinations of the algorithms
considered in the simulation case study meet the accuracy and latency
requirements. For [PSL]5, where accuracy is more critical than latency,
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only the BH algorithm with Ngnp = 18 satisfies the requirements of the
localization service. Instead, for [PSLk 4 and 6, which have stringent
latency requirements, i.e., 10/15 ms, no combination of Aggqimp, Nw,
and Nyng meets the criteria, as the [UEl positioning capabilities exchange
(Ag,1) alone takes approximately 231 ms. Table 8| summarizes the dis-
cussed results.

Table 8: [PS[]Satisfaction by Localization System Configurations. Compari-
son of non-linear and brute force algorithms with 4 and 18[gNBf in meeting
the accuracy and latency requirements for different[PSIk.

Requirement Algorithm
PSL Non-linear Brute Force
Accuracy | Latency 4 gNB 18 gNB 4¢gNB | 18 gNB
1 10m 1000ms | All methods | All methods | Al N,, | All IV,
2 3m 1000ms | All methods | All methods | ALl N,, | All IV,
3 Im 1000ms | All methods | All methods | All Ny, | All N,
4 Im 15ms None None None None
5 0.3m 1000ms None None None All Ny,
6 0.3m 10ms None None None None

Pareto Efficient Solutions

Within our multi-objective optimization problem, there is not a single
optimal solution, but rather multiple solutions. Therefore, we present a
set of Pareto efficient solutions, i.e., points where no cost function can be
improved without causing a deterioration in at least one other objective
[62], for the two optimization problems described in Sec.

Figure (16| shows all the feasible solutions within the requirement of
1. The Pareto efficient solutions for the no-preference optimization
problem are highlighted in yellow, while those for the scalarized prob-
lem are shown in green. Additionally, the dashed circular line includes
feasible and efficient solutions that meet the 5 requirement. Some
points within this dashed circle are colored yellow with green outlines,
indicating that they are Pareto solutions of the no-preference problem
under the[PSI]1 constraint and the scalarized problem under the [PSL]5
requirement.
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Figure 16: Feasible and Pareto efficient solutions with requirements of [PSI]
1 and 5 (dashed circle) of No-preference (in yellow) and Scalarized (green)
optimization problem, where the dimension of the point indicates the num-
ber of workers.

In the no-preference optimization problem, represented by the yellow
solutions, the[L-BFGS-Bland BF algorithms were used. The lower latency
solutions are achieved with and configurations of 4 and 18
[NBk, with the 4 [gNB|setup leading to the minimum latency. The other
solutions, using the [BE approach with 18 [gNB|and varying the number
of workers (1, 2, and 4), achieve the minimum positioning error but have
significantly higher latencies.

For the scalarized optimization problem, the green solutions repre-
sent the Pareto efficient points. The BEGSlalgorithm with 18[gNBk under
the [PSL] 1 constraint results in a positioning error of 0.32 m and a la-
tency of 2.60ms. Under the [PSL]5 constraint, the [BF algorithm with 18
@ and different worker configurations (1, 2, and 4) achieves Pareto
solutions, with the configuration using 4 workers reaching a latency of
52.13ms and a positioning error of 0.29 m.
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2.6 Summary and Outlook

This chapter provided a general background on [5( positioning, outlin-
ing its principles, architectures, and protocols, and was complemented
by an experimental assessment based on both open-source and com-
mercial implementations. By integrating the proposed [LMF with BGPDP
standard protocols and leveraging full and core network function-
alities, we carried out extensive tests with a variety of commercial off-
the-shelf[UEk. These experiments evaluated supported signals, position-
ing modes, and protocols, offering a realistic view of the current capabil-
ities and maturity of BG positioning solutions.

In addition this chapter provides a model to frame cellular localiza-
tion and beyond as a multi-objective optimization problem. This ap-
proach offers a valuable framework for designing efficient and reliable
location services in BG and beyond, enabling informed trade-offs be-
tween latency, accuracy, resource use, and resilience in bGl and future
networks. Through simulations, we assess the performance of different
algorithms and system parameters, revealing inherent trade-offs among
these factors and including architectural aspects. Experimental results
further validate the model by measuring end-to-end latency for the Up-
link procedure using equipment. The findings show that,
while basic requirements are satisfied by various configurations, achiev-
ing higher service levels demands a more specific implementation of
algorithms and system configurations. Moreover, our proposed model
provides valuable guidance in selecting the optimal configuration and al-
gorithm implementation to meet specific performance requirements and
constraints.

It is essential to recognize that[bGl positioning is not solely a matter of
achieving high accuracy or minimizing latency. As positioning capabil-
ities are increasingly integrated into critical and sensitive applications,
aspects such as security become equally important. While this chapter
has primarily addressed the technical foundations, experimental readi-
ness, and performance trade-offs of BGl positioning, the following chap-
ters will turn to a central and emerging challenge in this domain: ensur-
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ing the (physical-layer) security of 5G| positioning systems. Tackling this
dimension is crucial to deliver trustworthy, resilient, and secure location
services in future cellular-networks.
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Chapter 3

Principles of 5G
Positioning Security

Initially, 5th Generation (5G) positioning focused primarily on accuracy
and latency as mentioned in the previous Chapter. Then, its scope has ex-
panded to include reliability and integrity, emphasizing the need and the
urgency of researching adversarial localization strategies and developing
robust countermeasures against location security threats in bGlnetworks.
However, the security challenges of cellular-based positioning, particu-
larly in [5G remain underexplored compared to the well-researched do-
main of Global Navigation Satellite System (GNSS). The inherent com-
plexities of cellular networks, with their distinct measurements, proto-
cols, and entities, require dedicated security analysis to uncover crit-
ical vulnerabilities and devise effective countermeasures. The E{ lo-
calization service relies heavily on physical-level measurements of ref-
erence signals, such as time, power, and angle, which are exchanged
among multiple network entities through dedicated protocols. While
these measurements are processed through various localization meth-
ods to enhance flexibility and precision, they simultaneously broaden
the system’s attack surface.

In this context, this Chapter aims to raise awareness of the adversarial
threats targeting Gl positioning services by presenting a detailed secu-
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rity analysis.

3.1 5G Positioning Threats

This section provides a detailed taxonomy of potential threats to the
BG localization services. It highlights the security risks associated with
various positioning methods and architectures, including 3rd Genera-
tion Partnership Project BGPP) and O-RAN frameworks, and explores
emerging applications like sidelink positioning.

3.1.1 Taxonomy of Positioning Threats

Bd positioning systems face various security threats, which can be cate-
gorized into the following three primary types: Tampering attacks, Poi-
soning attacks and Jamming attacks.

Tampering

Tampering attacks involve altering or manipulating data, which affects
three key data types: (i) signal measurements (e.g., angle, time, or cell
ID); (ii) the estimated location of the target User Equipment (UE) or (iii)
anchor nodes (gNodeBs (gNB) and [UEk) information used as assistance
location data. We categorize tampering into logical and physical types:

* Logical Tampering: Modifies measurements or location estimates
within the payload of positioning protocols. For example, a mali-
cious node in the network might alter Round Trip Time (RTT) or
Time Difference of Arrival (TDOA)) values.

¢ Physical Tampering: Alters the physical properties of signals. For
instance, spoofing attacks introduce intentional delays to manipu-
late timing measurements.

Figure [17| presents a geometric overview of a representative (non-
exhaustive) set of New Radio (NR)-based positioning methods and demon-
strates how a single corrupted uplink [[DOA| measurement can distort
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Ideal UL-TDOA

Figure 17: Geometric example of a representative (non-exhaustive) set of
BGlbased positioning methods. Tampering a single uplink TDOA measure-
ment shifts the estimated position of the target[UE

the estimated target position. Indeed, these alterations can distort the
hyperbolic curves (indicated by tampered uplink [TDOA|in the figure),
leading to significant[UE!'s location estimation errors.

Poisoning of Training Datasets

Poisoning attacks are malicious manipulations of training data to com-
promise the integrity and reliability of the Artificial Intelligence (AI)/Machine
Learning (ML)-based localization algorithms [63]. These attacks inject
carefully crafted malicious data, such as distorted signal strength or ma-
nipulated location measurements, into the training dataset. Their goal is

to deceive the model during learning, causing it to form incorrect asso-
ciations between features and location clues, which leads to inaccurate
predictions or misclassifications.

Jamming

Jamming attacks are a disruptive form of interference that significantly
impact positioning systems by artificially increasing the channel noise to
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degrade the signal-to-noise ratio, thereby disrupting the accurate trans-
mission and reception of positioning signals. Such attacks can lead to
service interruptions and, in severe cases, cause a complete Denial of
Service for the entire positioning system, rendering it inoperable.

3.1.2 Architecture: Security Threats Aspects

This subsection explores the security challenges within BGl positioning
architectures, focusing on O-RAN, and sidelink scenarios. It ex-
amines vulnerabilities in the core network, the expanded attack surface
introduced by O-RAN’s [All//ML] integration, and trust issues in sidelink
positioning’s direct[UEHo{UEl communication.

3GPP Positioning: General Framework

Core networks and Network Functions (NFs) face three primary secu-
rity threats that can compromise the localization process:(i) attacks
where, for example, internal may reject or fail to forward local-
ization requests; (ii) Compromised Location Systems, where malicious en-
tities could infiltrate the network, introducing rogue components (e.g.,
the Access And Mobility Function (AME) selecting a malicious Location
Management Function (LME)); and (iii) Unauthorized Access, where the
localization procedure might be initiated without proper authorization,
exposing sensitive positional data. While the likelihood of a malicious
entity infiltrating the core network and attacking the 5Gllocalization ser-
vices is relatively low, given that are physically secured and man-
aged by trusted network operators, external communications and inter-
actions with third-party entities significantly broaden the threat land-
scape. These interactions, such as obtaining measurements from un-
trusted or [gNBp, introduce vulnerabilities to attacks like spoofing,
jamming, wormholes, and Man-in-the-Middle (MITM). Compared to inter-
nal threats, external attacks from untrusted entities or third-party actors
are more prevalent and pose a substantially higher risk.
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3GPP Positioning: Sidelink Framework

Unlike traditional positioning methods Sidelink (SL) relies on measure-
ments and location data from potentially untrusted entities, such as[UEk,
which creates notable security challenges. Trust issues arise as even Lo-
cated [UEk, though registered within the Public Land Mobile Network
(PLMN)), can act maliciously by providing falsified information, intro-
ducing delays, or transmitting inaccurate positional data, thereby com-
promising the localization process. The reliance on direct[UEHo{UElcom-
munication increases the system’s vulnerability to tampering, data ma-
nipulation, and other security threats. To mitigate these risks, BGPD has
established robust security protocols in TS 33.533, focusing on authoriza-
tion, privacy, and integrity of both unicast and broadcast communica-
tions among in[SLpositioning scenarios.

O-RAN Positioning

O-RAN introduces unique security challenges in addition to traditional
threats faced by BGPD| positioning systems. A significant concern in O-
RAN positioning is the vulnerability of [All//ML] models to poisoning at-
tacks. Attackers could poison these models by feeding them with ma-
licious position data, leading to erroneous position estimations, where
injected random data causes the model to output inaccurate or mean-
ingless positions, or targeted misclassifications, where specific malicious
location data causes the model to misclassify or estimate adversarially
desired positions. Such attacks highlight the importance of robust safe-
guards to ensure the integrity and reliability of[All/ML}based positioning
mechanisms.

3.2 Threat Model

Building on the attack surface and vulnerability analysis detailed in Sec-
tion this section presents a comprehensive analysis of specific at-
tack scenarios targeting [5(] positioning systems, under the assumption
that the [UElis configured to support this service. We first described the
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potential threats posed by external entities, considering two levels of at-
tacker capabilities: one with limited knowledge of the positioning con-
figuration system, and the other without this limitation, i.e., the attacker
knows the Positioning Reference Signal (PRS) configuration. Then, we
analyze possible malicious behavior carried out by a trusted entity in-
volved in the positioning procedure with the purpose of interfering with
the service.

3.2.1 External Third-Party Attacker

Spoofer attacker

legitimate DL signal é spoofed DL signal
"DVAVQ—' ; ’—%AVQ* Target UE
re-transmitted
DL/UL signal

gNB

re-transmitted
DL/UL signal

\u

desired fake
position receiver of the
legitimate signal

Wormbhole attacker

Figure 18: Third-party attacks. The upper part represents a spoofer attacker
tampering the downlink signal from the [gNB] to the victim [UEl The lower
part shows the wormhole attacker that establishes two fake connections,
one with the target[UE]and the other with the [gNB}

Spoofing

A malicious third party external to the communication between the tar-
get[UEland the [LMF can perform a spoofing attack. In particular, the at-
tacker attempts to modify the physical property of the signal transmitted
by the [UE| or by the [gNB, leading to a physical tampering attack. This
threat can affect all the positioning modes since the attack surface con-
sists of the communication between the [UEand the network. Figure
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illustrates how the spoofer attacker acts on the communication between
the target and the [gNB|by physically altering the signals in the air.

We analyze two attack strategies that a malicious third party may
adopt to tamper with positioning measurements, based on their capa-
bilities and knowledge of the reference signal’s properties. The first, re-
quiring low capabilities, is a meaconing attack where the attacker does
not know the specific configuration but is aware of the carrier fre-
quency. By retransmitting an entire 5G frame, including the with
higher power and a controlled delay, the attacker exploits the capture ef-
fect to overshadow the legitimate signal. This introduces spurious peaks
in the correlation function and biases the Time of Arrival esti-
mate, as demonstrated in [12]. The second, requiring high capabilities,
is a spoofing attack where the adversary has knowledge of the con-
figuration. As shown in [14], the attacker forges the signal alone,
without affecting data traffic, by leveraging the absence of two-way au-
thentication. This allows selective manipulation of timing measurements
through precomputed delay injections, misleading the receiver to esti-
mate a false position.

Wormhole & Man-in-the-middle

The wormhole attack is a major threat to wireless networks, including
BGlpositioning. The goal of this attack is to alter the original signal prop-
agation path by creating a rogue tunnel, thereby fooling the system into
perceiving a different path than the legitimate one. To better understand
the attack architecture, Figure 18 shows the principle of a wormhole at-
tack on the localization systems. As shown in the figure, the attacker es-
tablishes two fake connections (both uplink and downlink) and creates
the rogue tunnel that undermines the time or angle measurements. In
addition to the wormbhole attack, a potential threat is posed by the[MITM]
attack. The attacker inserts himself into the communication channel be-
tween the user and the gaining the ability to view and manipulate
the exchanged messages. However, given the encryption and integrity
protection of B( positioning messages, the main capabilities are limited
to physical tampering, achieved by retransmitting signals from an alter-
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native malicious location, as in the wormhole attack.

3.2.2 Malicious Anchor

Target UE

When the acts as the malicious node, potential threats include ma-
nipulating positioning measurements and data to target either the net-
work or the entity requesting the localization service. In this context, the
[UEls role in the localization process determines its attack method. For
downlink techniques, it can tamper with the measurements at a logical
level. Alternatively, when the final estimation is calculated by the target
the malicious can directly alter the result. These attacks result
in erroneous location estimations by the [LMF| either through falsified
measurements or deliberate manipulation of the final computation.

Fake gNB

To realize a fake [gNB| an attacker may first obtain the identities and
broadcast information of legitimate [gNBp through passive monitoring of
control channels and public network information. Although it is highly
unlikely that an attacker could operate an Radio Access Network (RAN)
node with the full capabilities of a trusted one, we include such scenar-
ios for completeness. In our security analysis, we consider two logical
tampering attacks via a fake [gNB] First, in uplink-based positioning
methods, where the [gNB| collects measurements, a malicious [gNB| can
alter these values, effectively complementing tampering carried out by
a rogue[UE]l Second, by falsifying its reported location, a malicious
can distort the information provided via the Transmit/Receive Point
Information Exchange procedure in the New Radio Positioning Protocol
a (NRPPa) protocol, directly affecting the final position estimation com-
puted by the LMFE
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Malicious Located UE

In the [SL] positioning scenario, a Located [UE acts as an anchor node, i.e.,
its position is known and used to support the location estimation of the
target. The Server [UE] relies on the anchors’ location data to complete
the positioning procedure and compute its own position. For instance,
in the [UEFOnly operation [S[] mode, where the network does not partic-
ipate in the estimation process, the Server [UE lacks mechanisms to ver-
ify the data received from the Located [UEl Consequently, any attacker
registered within the PLMN] can pose as a Located [UE] supplying tam-
pered measurements, delayed signals, or false location data. The impact
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Figure 19: A logical attack by a[UH in an [RTT}based sidelink positioning
procedure. The malicious[UE2 (red) falsifies its position report, leading to
an incorrect location estimate for the target[UEl

of such an attack is illustrated in Figure[T9] where a logical tampering at-
tack, specifically, a falsified position of the Located [UE] adversely affects
the final location estimation of the target[UEl
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3.2.3 Insider Threats

While not the primary focus of this chapter, we acknowledge for com-
pleteness the potential threats posed by malicious insiders with legiti-
mate access privileges. Network administrators,operators, or other
trusted personnel could potentially manipulate positioning data, alter
anchor node configurations, or leak location information while bypass-
ing standard security controls. These threats are particularly dangerous
as they operate within established trust boundaries and can circumvent
protections designed for external attackers. Effective countermeasures
against insider threats require cross-entity verification where possible,
robust logging with tamper-evident records, and operational security
policies including privilege separation and mandatory rotation of duties.

3.3 3GPP Positioning Integrity

Until now, we have analyzed potential threats to the B localization
system, while now we discuss the BGPfs efforts in standardizing po-
sitioning integrity. The initial standardization of 5G| positioning by BGPPl
focused on improving accuracy and other key performance indicators,
with security receiving less attention [53]. However, starting from Re-
lease 17, the concept of positioning integrity was first introduced within
the [GNSStbased technique and then extended to all 5G] methods in Re-
lease 18 . The defines integrity as the level of trust in the esti-
mated position, evaluated using various indicators to ensure reliability
and safety against all possible sources of error, whether intentional or
unintentional, during ongoing procedures. The main indicators include
the Alert Limit (AL) (ear), which defines the maximum allowable error,
and the Time-to-Alert (ITA), which specifies the maximum time that can
elapse before reporting a positioning failure. The Protection Level repre-
sents the upper bound of the true positioning error, while the Integrity
Risk (1) is defined as the probability that the error is larger than the [AT]
without triggering an alarm in time, i.e.

I, = P{e > ear & undetected} (3.1)
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While the Target Integrity Risk (TIR) defines the integrity requirement for
a given use case, and the protection level is used to compute the actual in-
tegrity risk. This computation determines whether the integrity require-
ments are met, if they are not, the estimation is rejected as unreliable.

These Key Performance Indicators (KPIs) are fundamental for any
positioning system, regardless of the underlying technology, as already
demonstrated in[GNSS|solutions. A well-known approach is the Receiver
Autonomous Integrity Monitoring (RAIM) framework, which, in addi-
tion to position estimation, computes protection levels and integrity risk
to ensure the safe use of the derived localization data. The definition of
integrity related [KPIk within BGPP| positioning follows the same princi-
ple, aiming to achieve comparable levels of reliability and to enable se-
cure and trustworthy operations in safety-critical scenarios. In the next
chapter, focusing on a downlink-based use case, we investigate the secu-
rity aspects of Bl positioning under a spoofing attack and demonstrate
how anomaly detection methods can be employed to enhance integrity
monitoring and improve the overall integrity risk.

3.4 Summary and Outlook

In this chapter, we conducted an in-depth analysis of the security vul-
nerabilities affecting 5G| positioning systems, focusing on both BGPPland
O-RAN architectures. We explored a range of adversarial attack scenar-
ios specific to these frameworks and demonstrated their potential impact
on localization accuracy. Additionally, we examined ongoing advance-
ments in standardization to detect and mitigate these security threats.

In conclusion, this work highlights the urgent need to address se-
curity challenges within [5G positioning architectures in order to ensure
reliable performance. Building on this foundation, the next chapter fo-
cuses on one of the most critical and pervasive threats: spoofing attacks
targeting timing-based positioning methods such as downlink/uplink
and multi{fRTT] We will investigate their mechanisms, potential
impact, and the design of detection strategies aimed at strengthening the
integrity and trustworthiness of location-based services.
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Chapter 4

Physical Layer
Vulnerabilities and

Countermeasures in
TOA-Based 5G Positioning

Building on the discussion of threats to 5th Generation (5G) localization
services presented in the previous chapter, this chapter opens with a con-
cise review of prior work on timing-based spoofing attacks, highlight-
ing the most relevant contributions and observed vulnerabilities. This
related work sets the stage for a deeper investigation into the physical-
layer threats, which are particularly critical as higher-level security mech-
anisms offer limited protection against malicious actors at this level. With
this context, we first describe the complete procedure for obtaining po-
sition estimates based on timing measurements, establishing the neces-
sary foundation for the analysis of spoofing attacks. We then introduce a
mathematical framework for modeling attacks on the Positioning Refer-
ence Signal and present two complementary strategies for anomaly de-
tection. The chapter concludes with 3rd Generation Partnership Project
(BGPD)-compliant simulations, examining the impact of overshadowing
attacks on the localization process under both Line-of-Sight (LOS) and
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Non-Line-of-Sight (NLOS) conditions, and evaluating the effectiveness
of the proposed detection methods in mitigating integrity risks.

4.1 Related Work

Timing estimation is crucial for multiple 5 positioning methods, such
as those based on the estimation of Round Trip Time (RTT) and Time
Difference of Arrival (TDOA). In these cases, the Time of Arrival (TOA)
of the received signal is estimated by cross-correlating the received sig-
nal with the transmitted one, which is known or reconstructed, and by
performing a peak search over the resulting correlation function [64]-
[69]. Recent studies demonstrate how manipulating the signals during
the wireless propagation can introduce additional peaks in the correla-
tion, thus altering the time measurements obtained and consequently re-
sulting in erroneous positioning estimation as shown in previous chap-
ter and in Figure This outcome can lead to potentially fatal results
in safety-critical scenarios [12], [14], [15]. Research efforts have been di-
rected toward providing secure positioning services and studying the
security aspects of localization based on [5G cellular networks [12], [14]-
[16], [70]. In particular, as mentioned in Chapter [E] positioning is sus-
ceptible to various physical layer threats that can undermine the acquisi-
tion of positioning measurements by the target User Equipment (UE) or
the gNodeBs (gNB): jamming, spoofing, and the wormhole attack. In
the jamming case, a malicious third party interferes with the communi-
cation between the [UE|and [gNBf, disabling the positioning service [71].
Such intentional interference is not strictly related to positioning but is
a more general threat for BGl systems as it also disrupts communication
services.

In the spoofing case, a malicious third party can transmit fake refer-
ence signals to modify the physical properties of the signals transmitted
by the [UE| or the A well-known example in the literature is Global
Positioning System (GPS) spoofing, where an attacker manipulates the
signal to alter the estimated position of the target as desired
[72]. Recent works also demonstrated experimentally how the New Ra-
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dio (NR) signals are vulnerable to spoofing attacks [12], [16], [73]. An
example implementation of a spoofing attack is the signal overshadow-
ing attack, where the attacker transmits a high-power crafted signal at
a specific time-frequency position within the transmission channel [15]].
This attack exploits the capture effect [74], where the receiver prioritizes
the stronger signal among overlapping ones. As a result, the attacker can
alter the messages received by the[UE]in the downlink (by the[gNB]in the
uplink) by overwriting parts of the legitimate signal from the (from
the [UE).

In [14], the authors demonstrate the feasibility of spoofing reference
signals during the measurement process without disrupting the commu-
nication service. An attacker, by sniffing and analyzing the legitimate
channel, can infer the configuration of the reference signal (i.e., time-
domain and frequency-domain allocation, periodicity, and offset) and
subsequently craft specific radio resources dedicated to positioning ref-
erence signals. The feasibility of such attacks has also been demonstrated
through real-world implementations, in which full-frame meaconing re-
plays are executed using commercial Software-Defined Radios (SDRk)
and Field Programmable Gate Arrays (FPGA)-based low-latency pro-
cessing platforms [31]], [32]. In these scenarios, prior knowledge of the
Positioning Reference Signal (PRS) configuration is not required, as the
attacker retransmits the entire received downlink signal, including both
reference signals and user data. Reported replay delays as low as 30us
enable successful execution of the attack without disrupting ongoing
communications. These experimental findings validate the practical vi-
ability of overshadowing and replay-based spoofing in realistic 5G| de-
ployments. Similarly, a wormhole attacker can create a rogue path for
the signal [75]. This is achieved by capturing the uplink/downlink sig-
nals and replaying them from another position, thereby altering timing
or angle measurements.

Preliminary efforts have focused on detecting these threats. In Global
Navigation Satellite System (GNSS), Receiver Autonomous Integrity Mon-
itoring (RAIM) ensures positioning integrity and mitigates faulty mea-
surements by leveraging redundancy information to identify and ex-
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clude faults, such as through solution separation and statistical tests [76]].
This concept extends to [5G systems for computing protection levels and
upholding integrity [77]. RAIM]| not only addresses errors from sources
like multipath or[NLOS conditions but also detects tampering and spoof-
ing attacks.

The V-Range system proposed in [12] offers a method to secure tim-
ing measurements by using shortened Orthogonal Frequency Division
Multiplexing symbols, thus increasing temporal resolution. Ad-
ditionally, the authors propose performing integrity checks at both the
physical and data levels, such as inspecting energy variance and com-
paring received data with expected symbols, to ensure high precision
and resilience against overshadowing attacks.

In [14], the authors proposed neural network-based defenses against
BGIPRS|spoofing attacks. Utilizing hardware features for content-agnostic
authentication, these techniques are designed to protectbGlnon-encrypted
broadcast channels and signals, such as the Specifically, 1/Q fea-
tures are transformed into I/Q images and then processed by neural
networks for pattern recognition. These preliminary promising results
highlight the critical importance of addressing location security. How-
ever, using shortened symbols might limit the flexibility of the 5G] po-
sitioning system in terms of signal configuration, and neural networks
require dedicated hardware and complex signal processing. Addition-
ally, a general framework for performance assessment in the presence of
timing-based attacks is still lacking.

4.2 5G Positioning Model

In this section, we describe all the steps needed for the estimation of lo-
calization, from the generation of the Reference Signal (RS) to the estima-
tion of [OAland the formulation of the localization problem.
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4.2.1 Reference Signals

The defines both the [RSE, i.e., the and Sounding Reference
Signal (GRS), and the associated reception procedures in [57], [78]. In
the downlink localization procedure, the[UE|takes care of the measuring
process and the is used for the ranging operation with the [gNB.
The is specifically designed for localization: it is a Gold sequence
with high auto-correlation and low cross-correlation properties. These
characteristics enhance timing accuracy for position estimation. The[PRS
sequence and the relative mapping in Resource Elements (REk) (k,1) in
the[OFDMIgrid, with k representing the subcarrier and [ the[OFDM]sym-
bol within a slot depends on multiple parameters. Higher-layer proto-
cols provide these parameters, configured by the Location Management
Function (LMF) based on the[UEland network capabilities (via LTE Posi-
tioning Protocol capabilities messages [36]]). In this way, only the
target [UE and the can generate the correct sequence and the
[REk mapping to obtain the timing measurements. Although this analy-
sis focuses on the downlink[PRS|procedure, the same principles apply to
uplink positioning, where the [UE|transmits the for timing measure-
ments at the[gNB| The sequence is also defined by pseudo-random
sequences and follows similar resource element mapping rules, mirror-
ing the procedure used for the

4.2.2 TOA Estimation

Considering the downlink procedure, the transmitted by the i-th
withi =1, , Npnp is modulated using the as follows:

N—
si(t) =Y P e2mE L 0<t<Ti=1,--- ,Npw  (41)
k=0

—

where N is the total number of subcarriers and T is the symbol time,
where Si(k’l) is defined as

kD e
sk = {;(k b LPRS fori=1,---, Ngng 4.2)
P € LDpATA
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where o™ is the symbol while X" is the data symbol. These
symbols are non-zero only when ! € Lprs or [ € Lpara.

In downlink-based positioning, the [UE] receives the combined [PRSs
transmitted by all the[gNBp participating in the procedure. The received
signal can thus be expressed as:

r(t) = Z i (t) + w(t) (4.3)

where w(t) is the receiver noise modeled as additive white Gaussian pro-
cess with variance o2 r;(t) is the signal component related to the i-th
transmitting gNB. We focus in the following derivations on a single sig-
nal component. Considering a multipath scenario (see, e.g., the
link-level channel model in [59]), the i-th signal component can be ex-
pressed as

NP
ri(t) = Z ansi(t — 1) (4.4)
n=1

where 7,, and «,, are the delay and complex amplitude of the n-th multi-
path component, respectively, with n = 1,2,..., N,. The receiver pro-
cesses the incoming signal to estimate the [TOA] of each To this
scope, a reference sequence of [PRS|for each [gNB|and the corresponding
modulated signal 3,(¢) is generated locally as:

N-1
5 =S alfD. e 0<t<T (4.5)
k=0

Then, thecomputes the discrete cross-correlation between the locally
generated and the received signal over an observation window of
duration MTsym. Let r[n] = r(nT,) denote the sampled version of the

70



received signal r(t) with sampling time 7. The cross-correlation is

M Ngym

Riln] = Y r[m]3;[m —n]

m=0
NgnB Np M Ngym

Z Z Qnj Z = |7/ Ts1]57 [m — n]

j=0 n=0 m=0
MNsym

+ Z w[m]s;[m —n]. (4.6)

As the sequences used by different [gNB are orthogonal, the cross-
correlations between s;[m] and 3} [m] are null for j # i. Therefore, we
can rewrite

Np

Ri[n] = Z oanRiln — |7/ T3]] + 2[n] . 4.7)

n=0

where Ngym = |Tsym/Ts| and R[n] = Zﬁffg"“ si[m]3; [m — n], which cor-
responds to the discrete autocorrelation function when 3;[m] = s;[m] ¥n
(i.e., when the local copy of the transmitted signal is the same as the
true transmitted one); z[n] is the noise component after correlation. This
operation is performed by the for each received from the Ngnp
involved in the positioning procedure. Once the cross-correlation
is computed, the can be estimated in multiple ways [[69]. The most
common procedures are the following: i) Max: the[TOAlis defined as the
time delay corresponding to the highest peak; ii) P-Max: the is se-
lected from the first peaks among P largest in the correlation; iii) Simple
Thresholding: the[TOAlis estimated by selecting the first peak that exceeds
a pre-computed threshold. Without loss of generality, in the rest of the
Chapter we focus on the first solution for[TOA]estimation, i.e.

m = arg max R;[m] (4.8)
and 7; = mTs.
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4.2.3 Localization Problem

Once the[TOAlestimation is complete,[TDOAlor[RTT]are computed, elim-
inating any dependence on synchronization between the [gNBp and the
In methods, each measurement is the difference be-
tween two[TOAk. Using the j-th as reference node, the i-th
is computed as

tji:%j_%i fori:1,~--,NgNB\{j} (4:9)

The resulting system of Ngnp — 1 equations is used to estimate the user
position pyg = [ZuE, Jyg), with the i-th equation defined below

\/(xj —zuE)® + (y; — yue)?
— V(@i —2up)® + (Y — yue)? = ctji (4.10)
where c is the speed of light.

On the other hand, using the multiple Round Trip Time (multi-RTT)
method, the localization measurements are computed as the sum of the
two DL and UL[TOAE, plus the[RS|processing time, i.e., Tproc. For the i-th
the is computed as

RTT,i = TDL,i + TUL,i + Tproc fOori=1,--- Nenp (4.11)

These measurements result in a system of Ngnp equations. The i-th equa-
tion is defined as

tRTT,i

V(@i —zue)® + (Y — yue)? = ¢ (4.12)

The estimated position of the target [UE pyp = [Zug, §yug] is obtained
by resolving the non-linear problem in (4.10) or (4.12).

4.3 Timing-based Threats to 5G Positioning

In this section, we consider two examples of spoofing attacks, perpe-
trated by a malicious third-party actor in the downlink Localization Ser-
vice (LCY) process. Figureillustrates the case where the attacker tam-
pers with the from a single The extension to the uplink case is
straightforward.
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The two spoofing attacks we present are:

* Replay attack mode: the attacker performs an overshadowing attack
on the entire downlink signal (data and [PRS), i.e., it intercepts and
replays a delayed copy of the downlink signal with a higher power
to hide the legitimate signal.

* Forged [PRS mode: the attacker manipulates only the keeping
data symbols unaltered. This enables disruption of the positioning
system while preserving the integrity of data communication be-
tween the victim [UE| and the [gNB} ensuring stealthiness through-
out the communication.

Replay Attack

Legitimate DL signal :%: spoofed DL signal

Fake + Real

PRS DATA Real PRS pATA
EEEEEN

Target UE

gNB

Fake No

Figure 20: Two examples of spoofing attacks on the downlink signals: top)
the replay attack mode, where both[PRS|and data signals are overshadowed.
bottom) the forged [PRSIspoofing mode, where only the[PRS|is manipulated.

The feasibility and impact of these physical-layer spoofing attacks
critically depend on the relative geometry between the attacker, the le-
gitimate transmitter and receiver, as well as the directionality of the com-
munication links, particularly in systems employing beamforming such
as In practical localization scenarios, the[gNB|cannot steer highly
directional beams toward the[UElprior to determining its position. There-
fore, initial positioning procedures typically rely on wide or exploratory
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beams, making it feasible for a strategically placed adversary to intercept
and replay the relevant signals. While the feasibility of replay attacks is
constrained under tightly focused beamforming, such configurations are
generally applied only after initial positioning is completed, at which
point the [UEs location is already known and spoofing is less impactful.

4.3.1 Overshadowing - Replay Attack

The attacker can exploit the overshadowing - replay attack to tamper the
measurements by only re-transmitting the legitimate signals de-
layed and amplified, including both and data [12]. The attacker’s
received signal, u;(t), is the signal originally transmitted by the i-th le-
gitimate Such a signal is retransmitted as s (t) after being delayed
by ¢ and amplified by a factor G, where

0 ift<o
£ = 413
sa(?) {GAui(t—é) ift >4 (4.13)

Here,

H,

wi(t —8) =Y Busi(t — & — vn) + wa(t) (4.14)

h=1

where ¢, and f;, account for the multipath effects between the legiti-
mate and the attacker. The total signal received by the target[UElis
the result of the superposition between the legitimate signals, rjeg(t) =

ZETE r;(t) and the malicious one
r(t) = ra(t) + rieg(t) + w(t) (4.15)

Considering the multipath propagation effect

Qp Hp
ra(t) =Y 7gGa Y Brsi(t — 0 — 0 — tn) + wa(t)
q=1 h=1

(4.16)

THere we assume the attacker is able to distinguish the signal from a single[gNB} e.g.,
by means of a directive antenna.
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where v, and 6, represent the amplitude and delay of the ¢g-th multipath
component between the attacker and the victim [UE|and wj is the Gaus-
sian noise. After a rearrangement of amplitudes and delays, such that
G = V¢Bm and ¥; = 64 + 1, the malicious component can be rewritten
as

LP
ra(t) = Ga Y _ Gsi(t — 6 — 1) + wa(t) (4.17)

=1

The resulting cross-correlation includes an additional term introduced
by the attack

M Ny

Ri[n] = Z rleg[m]gf [m —n]

m=0

+ > ra[mls;im —n]+ z[n] (4.18)

where the first term represents the discrete cross-correlation of the legit-
imate signal, and the second term corresponds to the attacker’s contri-
bution. From eq. {#.17), the cross-correlation due to the attacker’s signal
can be expressed as

M Neym
S ralnfsi[m —n] =
" Ly M Neym
=Ga) G Y silm—[6/T,) — [9/T:]]3][m — n]
]WNS}i:l m=0
+ > walmlsim —n) (4.19)
m=0

Considering the noise term as negligible, which is a particularly realistic
assumption as an attacker would use a directive antenna to ensure high
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Signal-to-Noise Ratio (SNR)), we can approximate (#.18) as
Z anR iln— | 7n/Ts]]

+GAZQ n— [6/Ts) — |91/Ts]] + z[n] (4.20)

This expression accounts for the multipath effects between the [gNB|and
the and the attacker, as well as the attacker and along with
the amplification and delay introduced by the attacker. Thus, the peak
of the cross-correlation depends on all these multipath parameters. Con-
sidering, the case of scenario, where the first path of the multipath
(71, 1) of the legitimate channel is the strongest and resolvable, and as-
suming R;[0]=max,, R;[n], the peak of the cross-correlation is

max R;[n] = max{c; R;[0], GaCy R;[0]} (4.21)
Consequentially, the 7; is estimated erroneously when

GaC = GamfB1 > (4.22)

and the[TOAlerror is equal to [ +91 —71|. When is not satisfied, the
legitimate signal prevails on the malicious one, and the is correctly
estimated. Note that is a necessary but not sufficient condition for
an attack to be successful. Indeed, the delay ¢ introduced in the retrans-
mission might be bounded depending on the specific implementation,
see, e.g., [12].

4.3.2 Selective Spoofing - Forged PRS

In the selective spoofing attack, the malicious entity needs to acquire
critical information to execute the attack successfully, i.e., to craft the
malicious to be spoofed. Specifically, the attacker must know all
the higher-layer parameters related to the configurations, which are
necessary for the correct generation, mapping, and scrambling of the[PRS
sequence into the[REk as defined in [57]. Additionally, the attacker needs
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to obtain timing information from the[gNB]|to prepare the injection of the
[PRS at the subframe and symbol level [14]. Within this assumption, the
attacker is able to generate the malicious introducing an arbitrary
delay d and gain Ga.

sa(t) = Gasi(t —9) (4.23)

The receives a combined signal that includes all transmissions, in-
cluding the malicious one, as shown in [#.15). Following the same pro-
cedures outlined in Section the correlation peak of the maliciously
forged [PRSwill be identified as the[TOAlmeasurement. As for the previ-
ous case, the attack is successful (i.e., the[TOAlmeasurement is tampered)

when (4.22) is satisfied.

4.4 Attack Detection Methods

In this Section, we formalize the hypothesis testing for attack detection,
highlighting channel statistics-based methods’ limitations; then we present
two potential approaches. As a first approach, the information contained
in the correlation of the signal with the known[PRS|sequence (time of ar-
rival or maximum amplitude) is used without prior knowledge or Machine
Learning (ML). The second approach employs the Gaussian Mixture
Model (GMM) to leverage the [[OAlmaximum amplitude relationship.
Figure21|provides an overview of the proposed system model and threat
detection framework.

4.4.1 Hypothesis Testing for Attack Detection

The detection of an attack can be obtained by analyzing the signal re-
ceived at the victim[UEl A binary hypothesis test can be defined with the
following definition:

* Hy: no attack is present. The received signal at the [UEl depends on
the legitimate signal from the[gNB|and the receiver noise:

7(t) = rieg(t) +w(t) (4.24)
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Position Estimation
r(t) . Ri[n] ~
Correlation TOA - TDOA Localization
Estimation Algorithm

Peak Order Analysis
Offline Threshold
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Peak Search

Setting Alert
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Detection Training Evaluation Alert

Attack Detection

Figure 21: High-level overview of the 5G positioning system under spoof-
ing threats. The diagram illustrates the main stages of the localization pro-
cedure (transmission of reference signals, correlation, TOA estimation, and
position computation) and the integration of the proposed detection meth-
ods.

where r4(t) is the legitimate signal received from the [gNB| and
propagating through the channel, including multipath effects.

* H;: an overshadowing attack is present. The received signal in-
cludes both the legitimate signal and the spoofed signal introduced
by an attacker:

7(t) = rieg(t) +ra(t) +w(t) (4.25)

where 74 (t) is the spoofed signal introduced by the attacker after
receiving the legitimate one, incorporating multipath effects be-
tween the @ and the attacker, as well as between the attacker
and the[UE

Both the null hypothesis (H() and the alternative hypothesis (#;) involve
multiple channel parameters, which are generally unknown and difficult
to model accurately in practical scenarios. If the channel statistics are

considered as deterministic and unknown, we can define @y and ©; as
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the vectors of channel parameters, i.e.

O = [11,01, 72,2, - -, TN, , AN, Ow ]

©1 = [@0,Ga,8,01,(1,92,Coy ., I, v, | (4.26)

As the two hypotheses are nested and depend on multiple unknown pa-
rameters, we can define the Generalized Likelihood Ratio Test (GLRTI)

as:
maxeg, p (T(t) | H1, @1)

maxe, p(r(t) | Ho, Oo) 1 < £ #.27)

where A(r(t)) is the test statistic; p(r(t) | Ho, ©¢) is the likelihood of ob-
serving r(t) under Ho; p(r(t) | H1, ©1) is the likelihood of observing r(¢)

Ar(1)) =

under #;; and ¢ is the decision threshold, determined by the desired
false alarm rate. Considering the vector of received signal samples r, the
likelihood function under H, results in

Inp(r | Ho, ©p) ( Zan i[l7p/Ts ]

W n=1
1 e o2
+t— Z ap R [0]
W =1

Zanaq (T Tq)/TSJ]> (4.28)

n<q

Under H;, the likelihood function is

p(r ‘ Hlael) X (_0_22 Z O‘nRi[LTn/TSH + O_ig Z Q%Rf[o]

W on=1 W on=1

+gi2 Z anaqé?[L(Tn —74)/T5]]

2G " Lq"
*TQAZQRH((SJFW /Ts)] + ZQ
wol=1 Wl 1
A Zggq (11 — ) /Tsj]> (4.29)
W I<q
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Computational Limitations To solve the in using
and (4.29), we need to maximize the likelihood for each hypothesized
amplitude and time delay, corresponding to potential signal paths un-
der the two hypotheses, i.e. finding the maximum likelihood estimate
for ®y and ©; [66]. This process is non-tractable in general and can
be computationally expensive unless prior knowledge about the chan-
nel is utilized. Traditional methods for deriving Constant False Alarm
Rate (CEAR) thresholds often assume prior knowledge of channel statis-
tics under Hg or use predefined distributions (e.g., log-normal), but these
approaches fail to capture the intricate, real-world multipath and
conditions encountered inBGl[79]-[81]. This makes deriving[CEARIthresh-
olds for hypothesis testing even more challenging, as multipath vari-
ability and dynamic channel effects complicate the modeling of signal
statistics. For what concerns #;, together with the channel statistics also
the attacker delay and gain should be known, i.e., 6 and G4, which is
a highly unrealistic assumption. A possible solution is to learn channel
statistics under H,, i.e. using semi-supervised methods. In this case, the
test statistic is typically the likelihood of the observed data under H,

Ar(9) = B(r(t) | Ho) = € (4:30)
where p(r(t) | Ho) is the distribution function learned through a al-
gorithm, e.g. using autoencoders or density estimation approaches [82],
[83]. However, even this solution is impractical in 5G] scenario, as this
approach would require the collection of large databases of received sig-
nal samples, which are costly to build and prone to inaccuracies due to
the dynamic and unpredictable nature of real channels. Furthermore,
for many positioning methods, only the output of the correlator or the
likelihood function is accessible, which limits the granularity of statisti-
cal analysis. To address these limitations, in the following sections, we
propose two sub-optimal detection approaches:

1. Peak Order Analysis without Machine Learning: This approach
analyzes the output of the correlator to detect anomalies by exam-
ining the order and magnitude of correlation peaks. While simple
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and computationally efficient, this method is expected to perform
reliably only in conditions between the [JE| and the [gNB] In
conditions, it may lead to a higher rate of false alarms due
to the influence of multipath reflections, but it still serves as an in-
dicator of potential errors.

2. Semi-supervised Anomaly Detection: This method leverages the
correlator’s output to construct test statistics and applies machine
learning techniques, such as[IGMM] to identify patterns and anoma-
lies in the signal. By focusing on the correlator’s output rather
than the entire waveform, this approach reduces complexity and
latency, while adapting to dynamic multipath conditions without
relying on rigid statistical assumptions about the channel. Indeed,
deep learning methods could serve as an alternative to the
model for density estimation, as neural network-based approaches
have the potential to capture more complex patterns in the data.
This could provide a robust solution for physical layer attack de-
tection, offering a different perspective to the model. We se-
lected the approach in this work because it is easily explain-
able, allowing for greater interpretability of the results compared
to more complex deep learning models.

4.4.2 Peak Order Analysis

When the i-th[gNBJis under attack, the correlation function at the receiver
R;[n] presents multiple peaks: those due to the multipath propagation
of the legitimate signal and those due to the multipath propagation of
the attacker’s signal. If the [gNB]is in with the the strongest
peak is also the first one and corresponds to the direct path between the
[gNB|and the By definition of the overshadow, the first path of the
attacker’s signal is delayed compared to the legitimate one, i.e. 7 < 6;.
Therefore, in conditions, if the strongest peak is not the first peak
in time, then an attack can be detected. We define, for the i-th
the two strongest correlation peaks as P, ; = R;[m1] and P, » = R;[ma),
with the assumption of P; 1 > P; 5. In this way, we use m; — my as test
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statistic. In particular, when m; < my, we infer that P; ; corresponds to
the legitimate signal of the i-th[gNB] leading to the correct estimation of
the whereas when m; > my, an attack is detected. Identifying the
attack can trigger an alert, thus reducing the integrity risk. Nevertheless,
such a preliminary detection strategy is expected to be ineffective if the
is in with the user. Indeed, in this case, the first path might
not be the strongest one as the direct path is blocked. This would lead
to a higher false positive rate and a lower probability of detection of the
attack.

Alternatively, the maximum peak amplitude of the correlation can be
compared with a specific threshold previously selected. Indeed, there is
the assumption that a data set obtained in a safe scenario is available in
order to compute the optimal threshold by analyzing the distribution of
the amplitude of the correlation. Since the attacker amplifies the over-
shadowing signal, detection occurs if the gain of the received signal ex-
ceeds the threshold. The selection of the threshold is fundamental to
achieving the desired balance between detection and false positives of
the method. From the signals coming from the i—th we obtain Niain
measurements and corresponding correlations {R; ; [m]]}jvz‘”f“ with
peak amplitude

P, j = max R; ;[m] (4.31)

with j =1, -+, Nigain. Then a distribution analysis of these peaks is per-
formed to select the threshold as

gi = Qp{Pi,train} (432)

where P; grain = {P; ; } ;V:"af“ is the dataset containing the Niin larger peak
amplitudes and the operator Q,{D} denotes the p-th percentile for the el-
ements of the dataset D. Once the training is complete and the threshold
&; is computed, it is possible to detect the anomalies on the [TOAl mea-
surements obtained for the i-th[gNB} Indeed, for each new [PRS/measure-
ment, the method returns the under-attack status if the peak amplitude
of the cross-correlation overcomes the threshold: P; > &;.
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4.4.3 GMM-based Time-Amplitude Analysis

Building upon the hypothesis testing framework, we now introduce a
complementary approach for detecting attacks using|[GMMsk. Unlike the
hypothesis test, which focuses solely on signal characteristics, the[GMM}
based method leverages both time and amplitude data from cross-correlation
functions to detect spoofing. are probabilistic models that assume
data points are generated from a mixture of a finite number K of Gaus-
sian distributions, each with unknown parameters. They are well-suited

for spoofing detection due to their capability to model complex distribu-
tions with multiple subpopulations, enabling precise anomaly detection
without requiring labeled training data.

Previous studies have shown the effectiveness of [GMME [84] as coun-
termeasures against spoofing in [85]-[88]]. Our approach intro-
duces a novel method that seamlessly integrates with the BGPP| position-
ing procedure, eliminating the need for additional signal processing. The
key concept is to leverage the inherent relationship between time esti-
mates and their corresponding peak amplitudes derived from the cross-
correlation function, which are standard metrics for estimating[TOAland
[TDOAJin[5G Specifically, the method models the distribution of correla-
tion peaks in[PRY measurements to identify deviations in the TOA}peak
amplitude relationship, which indicates the presence of spoofing attacks.

Our goal is to determine if the received have been tampered
with by identifying anomalies from the modeled legitimate [TOAlpeak
amplitude channel-related relationship. The proposed method is articu-
lated in the following two phases.

Training Phase

During the training phase, measurements are collected in a secure
environment, i.e. in a default condition without any attacks. This dataset
is used to train the modeling the normal behavior of the[PRSk. For
the i-th [gNB] the steps involved are the following: (i) Collect a large set

measurement correlations {R; ;[m]} %" with corresponding pairs
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of and peak amplitudes
z;,j = [7ij, Pij] (4.33)

(ii) Train the with K components on this dataset to estimate the
parameters of the model using the Expectation-Maximization (EM) algo-
rithm. The is represented as a weighted sum of the K Gaussian
components:

K
fiomm(z[Ho) =D p(er) N (zlpy,, Tk, Ho) (4.34)
k=1
where N (z|p,, i, Ho)) is the probability density function of the k-th
Gaussian component and p(c;) are the mixture weights. Specifically,
p(ck), py, and Xy, are estimated by maximizing the joint log-likelihood
function for the training dataset, e.g. by using the algorithm [89].

Detection Phase

The detection phase starts for each new measurement. For each sig-
nal measurement at the i-th z; = [r;, P;], the likelihood A;(z;) is
compared to a threshold &; in order to detect anomalies caused by spoof-
ing attacks on the i-th [gNB}

Ri(@ilHo) = fi.oum(:|Ho) zz ¢ (4.35)

1

As for Section [4.4.7} the threshold &; is set to achieve the desired bal-
ance between detection probability and false alarm rate. As an example,
we consider the dataset of likelihood values from each measurement of
the training dataset, i.e. £; train = {A(z;, ])}jvz"l“ The threshold &; is set as

&= Qp{['i,train} (4.36)
where p represents a specific percentile.
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4.5 Case Study

This section presents the case study used to evaluate the performance of
abGlpositioning system in the presence of spoofing attacks. In particular,
we assess the positioning accuracy varying the attack extent. Then, we
evaluate the effectiveness of the proposed detection methods presented
in Sec. 4.4]in reducing the integrity risk of the positioning system when
it is under attack.

4.5.1 Simulation Settings

The simulations have been carried out in MATLAB by configuring a stan-
dard scenario, a standard multipath fading channel model, and varying
the attack configuration.

Scenario Configuration

The selected scenario is an indoor environment that includes the deploy-
ment of 12 with an inter-site distance equal to 20 m within a total
area of 120 m by 50 m, according to the specification [59]. The po-
sition of the target is drawn randomly within the area according to
a uniform distribution. The position of target [UElis estimated by lever-
aging downlink [PRSk transmitted by the multiple [gNBk. The TDOAI po-
sitioning method is employed and the position estimation is computed
with a grid-based non-linear least square algorithm to solve the system
of equations in (4.10). The chosen resolution for this simulation is 0.5m
for both the x and the y axes. While the positioning algorithm in this
simulation treats all measurements equally and does not exclude unre-
liable ones, the presence of more [gNBp than strictly required could im-
prove positioning accuracy by incorporating consistency checks, such as
adapted to [5Gl positioning [90]-[94]. This could filter out unreli-
able measurements based on geometric constraints and also help coun-
teract the spoofing attack. Additionally, methods like Kalman filtering
or multi-hypothesis tracking could further improve measurement con-
sistency and robustness. However, our primary focus in this Chapter is
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on detecting spoofing attacks at the single-link level, using the existing
measurements for anomaly detection, rather than developing position-
ing countermeasures.

Channel Configuration

The carrier frequency is set to 3.4 GHz with a bandwidth of 100 MHz.
The chosen bandwidth is selected to ensure high-precision positioning
results, as a wider bandwidth allows for better time resolution and more
accurate distance measurements, which is crucial for achieving precise
positioning in BG systems [95]. The Subcarrier Spacing (SCS) is 60 kHz,
giving a symbol time (7yym) equal to 16.67 us. The correlation window
observation is 4Ty, i.e. set M = 4. The channel has been modeled con-
sidering the path loss, the Additive White Gaussian Noise (AIWGN]), and
the multipath propagation, as described in (4.4). The multipath has been
simulated with the Tapped Delay Line (TDL) models defined in [59]. In
the simulation, we consider both the[LOSand [NLOS|conditions for the 12
[gNBp with the Delay Spread (DS) set to 30ns, i.e., short delay spread, to
ensure a more realistic evaluation and to account for scenarios in which
conditions cannot be assumed. Specifically, in scenario, all the
use the [TDL}E channel profile. For the case scenario, each
[gNB| has a 50% chance of being in with the[TDL}A channel pro-
file for the reference [gNB| and the TDI}B/C for all the other [gNBk. In
the remaining 50% of cases, the [gNB]is in [LOS| with the TDI}E configu-
ration. We used multiple [TDI]models and also introduced randomness
to the channel taps by adding a uniformly distributed random compo-
nent to the delay spread. Specifically, this random component follows a
uniform distribution /(0,1 ns), applied to a base delay spread of 30 ns.
This adjustment introduces variability in the delay spread, enhancing the
diversity of channel conditions to better reflect real-world propagation
scenarios.
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Attacker Configuration

In the simulation, we consider only one @ under attack, even if the
attack scenario could be extended to multiple [gNBk. For each iteration,
the attacker is randomly located between the [gNB|under attack and the
target[UE] as shown in Figure[22] In addition, the attacker is strategically

50

45 b
Under Attack gNB

40 - b

s A A A A A\A

n ™[] |

st A A A A A A

0 . . . . .
0 20 40 60 80 100 120

Figure 22: Attack scenario. The blue triangles indicate the locations of the
involved [gNBk. The attacker (orange star) is always located between the
gNB under attack (orange triangle) and the[UE] (black square).

positioned in conditions and configured with the [TDI}D channel
profile. This setup represents the worst-case scenario from the perspec-
tive of the target [UE since a spoofer in conditions would have a
significantly reduced impact. This is because, in scenarios, the
spoofer’s signal is weaker and more distorted, making it less likely to
overshadow the legitimate signal or significantly affect positioning
accuracy. The attacker performs a replay-type overshadowing by de-
laying the received legitimate signal. The introduced delay ¢ and the
gain G define the extent of the attack according to In the sim-
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ulation, we vary § and G, considering § = {0.01 Tgym, 0.02 Tyym }, and
Ga = {50,60,70} dB. G4 has been chosen to compensate for the path
loss experienced along the distance between the [gNB|and the attacker.

4.5.2 Performance Evaluation

Figure [23[ and Figure [24f show the Empirical Complementary Cumula-
tive Distribution Function (ECCDEF) of positioning errors under different
overshadowing attack configurations for and conditions, re-
spectively. In both cases, as the attacker’s gain increases, positioning

1 \
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09 —8—GA =50dB, § = 0.01 Ty, [
—0- G4 =50dB, § = 0.02 Ty,
08 —A— Gy = 60dB, § = 0.01 Ty ||
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0-7¢ Ga =T70dB, § = 0.01 Ty ||
Ga =T70dB, 6§ = 0.02 Ty,
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Figure 23: [ECCDH of the positioning error considering different over-
shadow attack configurations. The performance is evaluated for [LOS| con-
dition.

error also increases due to the stronger attacker signal, raising the proba-
bility of a successful attack. For a constant attacker gain, localization per-
formance degrades more when the introduced delay is 2% of the symbol
time, as greater delays increase the error and thus the [UE] posi-
tion error. The 95-percentile positioning error defines Positioning Ser-
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Figure 24: [ECCDH of the positioning error considering different over-
shadow attack configurations. The performance is evaluated for[NLOS]con-
dition.

vice Levels (PSIb) (see Sec. .1.6). It can be observed in Figure 23| and
Figure [24{that, in the absence of an attack, the localization process in the
simulated scenario can guarantee [PS[k 1 and 2 only under condi-
tions, while, under attack, accuracy degrades making [PSL] compliance
impossible.

We now evaluate the effect of the detection methods through the in-
tegrity risk. Measurements identified as compromised by the detection
methods are excluded (see (3.1)) (in Section[3.3), and the integrity risk is
then represented with the alert limit shown on the x-axis. The choice of
the alert limit depends on the specific application requirements.

1a) Peak order analysis: Figure [25|shows the integrity risk using the
peak order detection method for all attack configurations under both
and conditions. It can be observed that the positioning er-
ror is reduced for lower gains. In the case of an overshadow attack with
Ga = 50dB and § = 1% of Tyym, the probability of errors above 2m
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drops from 23% to 12% in[LOS With G5 = 60dB and § = 1% of Tyym
in [LOY| conditions, it reduces from 64% to 30%. Conversely, the detec-
tion method is less effective for higher gains, sometimes even worsening
performance, as in the case with Gpo = 70dB. Indeed, when G, is sig-
nificantly higher than the gain of the legitimate signal, the correlation
peak P, is due to the multipath of the attacker’s signal. In this case, since
Py > P, and t; < iy, the attack has success but goes undetected. In
the detection method becomes less effective due to the channel
conditions. The probability of having a positioning error greater than
10m reduces from 24% to 18% when Ga = 50dB and ¢ = 1% of Tsym,
and remains the same (45%) when Ga = 60dB and ¢ = 2%. The perfor-
mance related to [PSL] improves, as we can now guarantee [PSL] 1 when
Ga = 50dB in condition. For all the other overshadow attack con-
figurations, the probability of the positioning error exceeding 10 m with-
out detection remains above the requirement. It is important to mention
that in[NLOS| conditions, there is a remarkable rate of false alarms above

LOS, Gy = 70dB
—A—LOS, Gy = 60dB
—8—LOS, G, =50dB

LOS, Without Attack ||

NLOS, Gy = 70dB
—A— NLOS, G4 = 60dB
—o—NLOS, G4 = 50dB
NLOS, Without Attack

o
o
T

Integrity Risk
o o o o
(3] w &~ W

e
-
T

0 5 10 15 20
Alert Limit [m]

Figure 25: Integrity risk evaluated in[LOS|and [NLOS|conditions by varying
G 4, after applying the peak order method. The attacker delay is 1% of Tsym.
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10%. Therefore, we can consider this as a preliminary method, serving
as a starting point for more advanced algorithms discussed below.

1b) Max amplitude analysis: To simplify the notation, in the following,
we use , to denote £, = ¢ in eq. with p defining the percentile
used for threshold setting. Unless otherwise stated, {y5 is used.

| ;
Without Attack, &g
0.9 —0— G = 50dB, &y
—A— G =60dB, &
0.8F \“ Gy =T70dB, &g
Without Attack, &os
0.7 11\ —0- G =50dB, &5 1
% \ - GA=60dB, 595
£ 06\ =
e \ Gy =T70dB, &5
>
2 05F é
-
j=10]
<041
=
0.3
0.2
0.1
0
0

Alert Limit [m]

Figure 26: Integrity risk analysis in conditions under various attacker
gains (G 4), using the max amplitude method on correlation peaks with 80th
(&s0) and 95th (£95) percentiles thresholds. The attacker delay is 1% of the
symbol time (Tsym).

Figure |26 and Figure 27| show the integrity risk with thresholds set
at the 80-th and 95-th percentiles of the amplitude distribution in the
absence of an attack, and the introduced attack delay is always the 1% of
Toym.

Comparing Figure 23|and 24) with Figures[26|and 27} we can observe
that this detection method is particularly effective. For G5 = 70dB and
0 = 1%Tsym, integrity risk for errors above 15,m drops from 0.33 to 0.04
in and from 0.32 to 0.16 in[NLOS with £gg. The performance is also
enhanced for lower gains, even if less evident. By applying a threshold
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Figure 27: Integrity risk analysis in[NLOS|conditions under various attacker
gains (G ), using the max amplitude method on correlation peaks with 80th
(&80) and 95th (£95) percentiles thresholds. The attacker delay is 1% of the
symbol time (Tsym).

&5 when the attacker gain is 50 dB, the probability of having a position-
ing error greater than 15 m decreases from 0.08 to 0.01 in[LOSconditions,
and from 0.14 to 0.12 in[NLOS Lower thresholds improve the likelihood
of detecting the attack, thereby the integrity risk. Indeed, considering
Ga = 50dB as before, and now selecting £g9, we find that the proba-
bility of the error exceeding 15m is 0.005 in conditions, and 0.1 in
However, it should be noted that setting a lower threshold led to
an increased false positive rate. Threshold choice balances detection effi-
ciency and false positives based on the requirements and the operational
scenario. When the higher priority is to minimize false positives, a higher
threshold should be selected at the cost of worsening the integrity risk.
On the other hand, if a more efficient detection rate is preferred, the best
choice is to lower the threshold, even if it will increase false positives.

The integrity risk is improved for higher attacker gains than the peaks

92



1M~ \ \

—8— Gy = 50dB, peak analysis
0.9 —A— G4 = 60dB, peak analysis |
G = 70dB, peak analysis
0.8 —0- Ga =50dB, &y 1
| —A- G = 60dB, &
0.7 Ga = 70dB, &y 1

Integrity Risk

Alert Limit [m]

Figure 28: Comparison of detection methods in [LOS| conditions, with § =
1% of Tiyym. The figure shows the integrity risk after applying peak order
and &go-threshold max amplitude methods.

order detection method. Figure 28|illustrates the comparison between
the two methods under[LOS|conditions with § = 1% of Tyym, using &g as
the threshold for the maximum amplitude method. The detection rate is
also improved in conditions: For G, = 70dB, the detection rate
applying the peak order analysis is around 31%, and it reaches 53.6% by
involving the current solution, selecting a threshold equal to &g5. For all
the other configurations, performance does not improve, as shown in Ta-
ble[0] Therefore, relying solely on amplitude analysis is insufficient for
achieving good results, making it necessary to use a method that simul-
taneously analyzes both the [TOAl and the maximum amplitude of the
correlation peaks.

2) [GMMtbased detection method: In the latest proposed method pre-
sented in we leverage the to detect anomalies in the rela-
tionship between the estimates and their corresponding peak am-
plitudes. First, we find the probability that each measurement does not
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belong to the distribution obtained under safe conditions. Then, we com-
pare the likelihood with a pre-selected threshold. To simplify the no-
tation, in the following, we use ¢, to denote ¢, = ¢ in eq. with
p defining the percentile used for threshold setting. Unless otherwise
stated, £g5 is used.
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Figure 29: Negative log-likelihood obtained as|(GMM)|model in[LOS| condi-
tion.

TwolGMME are trained separately for and scenarios. Fig-
ure 29 and Figure B0|illustrate these models without attacks, with [TOA]
on the x-axis, correlation peak amplitudes (log scale) on the y-axis, and
point color representing the value of the negative log-likelihood.

It’s clearly visible that in the scenario, there is an evident divi-
sion between the points in the distribution due to the dataset configura-
tion: the channel is in condition 50% of the time, represented by
lower amplitudes, and in condition 50% of the time, aligning with
the distribution in Figure

Under attack, it is evident how the measurements tend to shift to-
wards higher gains and values, deviating from the model. For
Ga = 60dB and § = 1% of Ty case, illustrated in Figure B1]and Fig-
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Figure 30: Negative log-likelihood obtained as model in [NLOS| con-
dition.

ure B3] the detection rate is 66% in [LOS conditions and 61.2% in
conditions, as reported in Table @

When the introduced delay ¢ is incremented to the 2% of Tsym, the
shift in time becomes more accentuated, as illustrated in Figure [32| and
Figure increasing the detection rate to 66.2% in [LOS| and 81.6% in

Table [J reveals a common pattern: larger introduced delays lead to
greater estimations errors, enhancing the effectiveness of thelGMM|method.
Therefore, if attackers want to remain undetected, they must minimize
delay, reducing their impact on the estimation. We can also notice from
the table that increasing the attacker gain leads to an improved detection
rate. For G4 = 70dB and 0 = 1% of Ty, detection reaches 100%. As
stated in Table[J] the false positive rate is 3.6% in[LOS and 11.8%
scenarios. The results demonstrate that the method effectively identi-
fies spoofing attacks by analyzing the relationship between the es-
timates and their corresponding peak amplitudes, resulting in the best
above the proposed methods.
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Figure 31: Negative log-likelihood obtained as[GMM] model in [LOY condi-
tion with Attack setting: Ga = 60 dB and § = 1%Tsym. The contour plots
represent the GMM obtained without attack. The dots represent measured
log-likelihood values.

One of the key strengths of our approach lies in its computational
efficiency. Unlike Artificial Intelligence (Al)-based techniques for local-
ization, our [GMM}based method operates directly on standard metrics
available at the output of the cross-correlation step in the 5G] localization
framework. Moreover, while require training data, this does not
impose additional burdens since the necessary data entry is collected in
real-time as part of the existing localization procedure, leveraging out-
puts from the correlator. This integration ensures that the training pro-
cess aligns seamlessly with standard positioning workflows, eliminating
the need for separate data collection and minimizing overhead. This de-
sign, once the model is trained, allows anomaly detection and integrity
checks to run in parallel with the localization process, without introduc-
ing significant latency, ensuring compatibility with real-time systems.
Also considering larger-scale deployments, where many [gNBp and
[UEk are involved, the scalability of the approach remains efficient. In typ-
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Figure 32: Negative log-likelihood obtained as[GMM] model in [LOY condi-
tion with Attack setting: Ga = 60 dB and § = 2%Tsym. The contour plots
represent the GMM obtained without attack. The dots represent measured
log-likelihood values.

ical operating scenarios, only a subset of[gNBp are connected to the[UE]at
any given time, reducing the computational load and limiting the num-
ber of measurements that need to be processed. Furthermore, the trade-
off between latency and integrity is carefully managed. Indeed, while
the integrity monitoring process may introduce minor delays, these are
justified by the critical importance of ensuring reliable positioning. This
balance is especially important in safety-critical applications, where ac-
curately detecting spoofing attacks is essential to ensure trust and system
functionality.

4.6 Summary and Outlook

In this Chapter, we addressed the critical issue of physical layer threats
toBGl positioning systems, which is essential for the reliable operation of
safety-critical applications. We presented a comprehensive threat model
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Figure 33: Negative log-likelihood obtained as model in [NLOS| con-
dition with Attack setting: Go = 60 dB and ¢ = 1%Tsym. The contour plots
represent the GMM obtained without attack. The dots represent measured
log-likelihood values.

Table 9: Results comparison of proposed detection methods under various
attacker configurations in both [LOS| and NLOS scenarios. Thresholds for
the max amplitude and [GMMlbased methods are set at the 95th percentile.

Channel False Attack Configuration and Detection Rate
Detection Method Configuration Alarm G4 =50dB G4 =60dB G4 =70dB
Rate [ 0=1%[6=2%|0=1%[6=2%|0=1% | 6=2%
LOS 5.4% 14.8% 14.4% 57% 57% 56.8% 57%
Peaks Order NLOS T06% | 20% | 2aa% [ 306% | 2% [ 3% | 3%
LOS 6.2% 10.4% 10.4% 25.2% 24.6% 53.6% 53.2%
Max Amp.
NLOS 4.2% 10.2% 10.2% 25.6% 25% 53.6% 53.6%
CMM -_ 3 LOS 3.6"/: 15.4"/2 16%0 66%n 66.2‘;0 100%n 99.6"/2
s NLOS 11.8% 29.6% 57% 61.2% 81.6% 100% 99.8%

for timing-based measurements and evaluated the impact of such threats
under both [LOS/and INLOS|conditions through extensive simulations in
a dense indoor deployment scenario compliant with[3GPPlspecifications.

To mitigate these threats, we proposed two detection methods based on
time and amplitude analysis, including al[GMMtbased approach. The lat-
ter demonstrated superior performance across a variety of attack config-
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Figure 34: Negative log-likelihood obtained as model in [NLOS| con-
dition with Attack setting: Go = 60 dB and ¢ = 2%Tsym. The contour plots
represent the GMM obtained without attack. The dots represent measured
log-likelihood values.

urations, significantly reducing integrity risks and enhancing position-
ing accuracy.

These findings underscore the importance of developing and inte-
grating advanced detection mechanisms to ensure the resilience of
and beyond positioning systems against physical layer attacks. Assess-
ing how these factors influence both attack feasibility and detection per-
formance will be essential to validate the generality and robustness of
the proposed methods in diverse real-world environments. In the next
Chapter, we move from simulation to practical evaluation by present-
ing an experimental implementation of the Overshadowing - Replay Attack
(Meaconing) attack described in this Chapter, further highlighting its im-
pact and the challenges associated with real-world detection.
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Chapter 5

Translating Theory into
Practice: Experimental

Analysis of Meaconing
Attack

Meaconing is a well-established attack technique targeting positioning
systems, where legitimate signals are intercepted, delayed, and retrans-
mitted to manipulate a user’s estimated position. This method poses
a significant threat as it introduces spatial inaccuracies while maintain-
ing uninterrupted positioning service, remaining effective even when the
transmitted data is encrypted. Meaconing primarily exploits systems
that rely on time-of-flight calculations, such as Global Navigation Satel-
lite System (GNSS) and radar-based ranging technologies. The impact of
meaconing on these systems, as well as potential countermeasures, has
been extensively studied over the years [96]-[98]. Additionally, experi-
mental research has demonstrated the feasibility of relay/replay attacks
on [GNSS] signals using easily accessible off-the-shelf hardware, high-
lighting their practicality in real-world scenarios [7].
While 5th Generation (5G) systems utilize timing-based methods along-

side other positioning techniques, meaconing has so far received a some-
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what marginal attention as it has been considered not viable in cellular
communication systems. As a consequence, recent works on [5G loca-
tion security assume that adversaries would need to rely on more com-
plex and hard-to-tune selective signal overshadowing techniques (selec-
tive spoofing) as mentioned in the previous chapters. In contrast, full-
frame meaconing attacks offer a more practical and stealthy alternative.
In this scenario, the attacker delays the entire frame, including the
Positioning Reference Signal (PRS) and other transmitted signals, and
retransmits it with a higher power to exploit the capture effect at the
receiver. Unlike selective spoofing, this method does not require knowl-
edge of the initialization parameters, making it simpler to imple-
ment. Additionally, it introduces positioning errors without disrupting
the ongoing communication process, allowing the attack to remain unde-
tected while compromising the accuracy of the user’s position estimate,
as illustrated in Figure

Meaconing
attacker

Estimated

NN

Target UE
Legitimate Legitimate + Meaconing D
Signal Signals

Legitimate ToA

ToA Bias injected
Estimated ToA

Figure 35: Architecture of meaconing attack and impact on the Time of Ar-
rival (TOA) estimation.

The main concern about meaconing in 5G| positioning lies in the na-
ture of the attack itself, which requires the continuous retransmission
of delayed and amplified replicas of entire frames. However, un-
like systems, where the whole signal is designed for localization
purposes, in (| frames, positioning reference signals constitute only a
marginal part. The majority of the frame is instead dedicated to the pre-
cise control and reliable delivery of communication data, whose ampli-
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fied retransmission is deemed to cause potential communication disrup-
tion.

attacker

i
gNB and .
radar illluminator é N %
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Figure 36: Bistatic 5G New Radio (NR) Integrated Sensing and Communica-
tion scenario where the gNodeB (gNB) illuminates the scene and the
User Equipment (UE) senses. A blind attacker replays the captured down-
link frame with a programmable delay and carrier offset, forging an addi-
tional propagation path without demodulating or decoding the signal

[SACis an emerging paradigm that exploits the same radio resources
to simultaneously support data transmission and environmental sens-
ing. At the same time, inherits from the radar and sensing domain
a critical threat surface, where an over-the-air adversary can overshadow
or replay the signal to manipulate sensing outcomes [99]. Within this
context, we adapt the same meaconing attack on the framework.
Indeed, we investigate an attack scenario in which an adversary blindly
delays, applies a frequency offset, and continuously replays the incom-
ing BG Orthogonal Frequency Division Multiplexing (OFDM) frame at
higher power, as shown in Fig.
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5.1 System and Threat Model

This section first outlines the structure of BG communication channels
and signals used for both data transmission and positioning, then presents
a mathematical model of the meaconing attack and its impact on BGt
based localization services.

5.1.1 System Model: Sensing, Localization and Commu-
nication

5G Communication and Localization

In[5G]systems, the[gNB|and [UElexchange radio frames containing multi-
ple physical control and data channels [57]. Among the control channels
is the Synchronization Signal Block (SSB), which carries the Primary Syn-
chronization Signal (PSS) and Secondary Synchronization Signal (SSS),
enabling the [UE] to synchronize with the [gNBfs radio frame structure.
Among the data channels is the Physical Downlink Shared Channel (PDSCH),
which transports user data. Reference signals are embedded within these
channels to ensure accurate signal reception and channel estimation. Po-
sitioning in leverages dedicated reference signals such as the
(downlink) and the Sounding Reference Signal (SRS) (uplink). For down-
link positioning, the periodically transmits in a synchronized way
in predefined radio frame slots during ongoing communication
with the target[UEl The[UE is aware of the configuration and tim-
ing information thanks to the Location Management Function (LME), i.e.,
the standardized network function overseeing localization. Then, the[UE]
processes the received [PRS by relying on a locally generated sequence to
measure the[TOAl The[LMFH then uses these measurements to determine
the target[UE!'s position.

Integrated Sensing and Communication (ISAC)

The 3rd Generation Partnership Project 3GPD) is currently investigating
the standardization of [SAC]within 5G/6G systems [24], [25]. Neverthe-
less, at the time of this work, no specific signals have been defined exclu-
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sively for communication and sensing operations. In this study, the 5g
[OFDM] waveform is considered, which, although primarily designed for
user communication, can also be leveraged to extract information about
surrounding objects and their dynamics by reusing the origi-
nally introduced for positioning in 5Gl systems. Within this framework,
in an scenario, the illuminates the scene using while ei-
ther the (monostatic configuration) or a remote [UE] (bistatic config-
uration) performs matched filtering and 2D FFT processing to obtain the
Range-Doppler Map (RDM). The constitutes a fundamental per-
formance indicator for sensing operation, as it represents sensed targets
in terms of distance and relative velocity.

5.1.2 Threat Model: Meaconing Attack

A meaconing attack involves intercepting a legitimate signal and retrans-
mitting it after introducing a controlled delay and amplification, thereby
misleading the receiver about the signal’s actual arrival time. In[5Glsys-
tems, let s(t) represent the signal transmitted by the [gNB| which in-
cludes both data symbols (communication) and symbols (localiza-
tion). The attacker first receives the legitimate signal as 7 (t) after prop-
agation from the[gNBJto the attacker and then retransmits it after a delay
0 and by applying an amplification factor G ». The malicious retransmit-
ted signal is

SA(t) ZGA~’I“A(t—5) Vt> 6 (5.1)

The victim [UE] receives the resulting combined signal, which is the
sum of the legitimate signal and the malicious signal after propagation
from the attacker to the Assuming a multipath channel, the resulting
received signal by the [UE|can be written as

Ny M,
rue(t) = Z ans(t — 1) + GAZ Ym8(t — 0 — dpm) + w(t) (5.2)
n=1 m=1

with the first term depending on the channel from the to the
where «;, and 7,, are the complex amplitude and delay for the nth mul-
tipath component; the second term depends on the two channels from
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the[gNB]to the attacker and from the attacker to the[UE} here, 7, and ¢,,
are the complex amplitude and delays resulting from the convolution of
the two channel responses; the third term is the receiver noise, usually
modeled as a white Gaussian noiseﬂ Due to the capture effect [74], the
generally locks onto the strongest signal component for communica-
tion and positioning. In a timing-based positioning method, if the attack
is successful, i.e., the attacker’s delayed signal dominates, the esti-
mates the incorrectly, introducing a bias A = § + ¢; — 71, leading
to an erroneous position estimate. For instance, a delay of 1 us in [TOAI
estimation results into a ranging error of roughly 300 m, significantly de-
grading localization accuracy.

5.2 Attack Implementation

A full-frame 5G] meaconing attack can be executed by using a single
Software-Defined Radio (SDR), facing two primary challenges: manag-
ing the overhead timing introduced by the attacker’s signal processing
and mitigating self-interference resulting from simultaneous reception
and transmission operations.

Timing

NI Ettus [USRPISDR] devices are commonly controlled by a host system
via the UHD driver and associated APIs [100]. In a conventional setup,
the received signal is transferred to the host for processing and then re-
turned to the for re-transmission. This round trip introduces a
non-negligible delay on the order of half a millisecond, sufficient to dis-
rupt ongoing [5Gl communications and related services. However, by
leveraging the [FPGAlbased NI Ettus RF Network on Chip (RENoC) ar-
chitecture, the signal reception and re-transmission operations can be di-
rectly implemented on the [USRP|board, thus minimizing the processing

INote that the noise receiver at the attacker side is considered negligible, which is a
particularly realistic assumption as an attacker would use a directive antenna to ensure
high SNR.
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delay. Moreover, we achieve precise control over the introduced delay
through the RENoC]Samples per Packet (SPP) parameter.

Self-Interference

Simultaneous reception and transmission inherently suffer from two sources
of self-interference: (i) an internal interference due to shared hardware
resources between the reception and transmission chains of the[SDR} and
(ii) the attacker’s transmitted signal may inadvertently jam its own re-
ceiver if not properly isolated. We employ board such as the NI
Ettus X410, which provide distinct, isolated chains on a single device to
address the first issue. The second issue is mitigated by employing a
directive receiving antenna oriented toward the [gNB| which minimizes
self-interference by creating a spatial null, or “shadow zone,” in the re-
transmission direction.

5.3 Case-Study based on Signal Generated via
MATLAB

Within this preliminary results, we focus on the transmission of the
generated through MATLAB, as our primary objective is to investigate
and illustrate the impact on estimation during a meaconing attack.
In addition, we also evaluated the communication service with a smart-
phone[UE]and an Amarisoft Callbox Mini [gNB|in the next section.

5.3.1 Experimental Testbed

The testbed, illustrated in Figure 37, comprises three Universal Software
Radio Peripheral (USRP) [SDR! devices operating in line-of-sight: two
dedicated to legitimate communication and one acting as the attacker.

Legitimate transmission and reception are performed using
X310 devices [47] equipped with OmniLOG 70600 omnidirectional an-
tennas [101]. The attacker employs a [USRP| X410 [102] with a Hyper-
LOG 6080 directive antenna [103] to receive the legitimate signal, thereby
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Figure 37: Experimental Setup for 5G Positioning Spoofing Attack: The
lower image depicts the testbed environment with Legitimate Tx/Rx, At-
tacker Tx/Rx, and PRS Analyzer, while the upper plot shows time-domain

peaks of Legitimate and Attacker signals, highlighting spoofing effects
varying[GPD

avoiding self-interference while transmitting via an OmniLOG 70600 om-
nidirectional antenna [101]. The is transmitted within the N77
[NRIband with 3.4 GHz carrier frequency, a bandwidth of 60 MHz, and a

subcarrier spacing of 30 kHz, corresponding to a symbol time of 33.33 us.

The attacker implementation runs directly within the RF System on Chip
(RESoQ) architecture of the [USRP| X410 board, ensuring minimal delay
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during the attack by handling reception and transmission in parallel on
the hardware itself, rather than relying on host system processing.
The attacker introduces a programmable delay, leveraging the
[SPP|parameter.

5.3.2 Results

The upper part of Figure [37|shows the output of the correlation an-
alyzed in MATLAB. A clear distinction can be made between the legit-
imate and attacker peaks, with the malicious one being higher due to
retransmission amplification.
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Figure 38: correlation peaks comparing legitimate versus attacker
signals across [SPPl values of 100, 500, and 1000, showing corresponding
attacker-induced time delays of 3.965us, 9.585us, and 16.772us respec-
tively.

Figure 38| further illustrates the increased peak power and the delay
introduced by the attacker in the [TOA] estimation, observed by different
attacker parameter[SPPlset to 100, 500, and 1000. This delay, observed as
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the time difference between the legitimate and malicious peaks, grows as
the attacker increases the relative delay. The impact of the attack becomes
more significant with higher delay values, leading to an increase in the
normalized absolute value of the correlation peak, as the overlap be-
tween the legitimate and attacker[PRS|signals diminishes. The minimum
delay in this configuration occurs when is set to 100, corresponding
to a bias injection of approximately 3.965 s in the timing measurement.
This delay translates to an erroneous increase of around 1188 m in the
estimated distance between the and the[UEl For instance, as shown
in [17], a bias of approximately 100 meters in the[TOA]estimation can re-
sult in a localization error of about 12 meters at the 90th percentile. Such
a bias severely compromises the final position estimation, emphasizing
the need for robust countermeasures. While our demonstration targets
[TOAlmanipulation specifically, the underlying principles extend to other
positioning methods. This meaconing technique can readily compromise
Time Difference of Arrival and Round Trip Time measure-
ments, and with directional antennas, can similarly affect angle-based
positioning. The attack highlights a fundamental vulnerability: wireless
positioning systems remain susceptible to physical-layer manipulation
regardless of cryptographic protections.

5.4 Case-Study based on Full 5G System

In this section, we describe the configuration of the testbed deployed for
the experimental case study, as illustrated in Figure|39] We then present
the results and analyze the meaconing attack’s impact on both commu-
nication and localization services.

5.4.1 Experimental Testbed

The experimental testbed used to demonstrate the meaconing attack on
full-frame bl transmissions comprises the following components:

* 5G Core Network: A commercial Athonef]5GICNIhandles signal-

Zhttps:/ /buy.hpe.com/it/it/software/networking-software/private-network-
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Figure 39: Experimental testbed setup for the full-frame [5G/ meaconing at-
tack, comprising the 5G Core Network (CN), [gNB} UEs (Samsung smart-
phone and USRP X310), the “parrot” attacker’s device (Ettus X410),
and a Keysight spectrum analyzer.

ing, authentication, and other control-plane functions.

e gNB: The is realized using an Amarisoft Call Box Mini [46],
providing the BGINRl access interface for both communication and
positioning services.

¢ UEs: Two distinct receivers are employed to evaluate communica-
tion and localization services, separately. A Commercial Off The
Shelf (COTS) Samsung A54 GG smartphone tests the communica-
tion service, ensuring that data sessions are intact under attack.
For the localization service, a X310 equipped with an
OmniLOG 70600 omnidirectional antenna and controlled via
MATLAB is utilized to process signals and analyze ranging
timing-based measurements.

* Attacker: The “parrot” device leverages a NI Ettus X410
A directive HyperLOG 6080 antenna is pointed toward the
[gNB] for precise signal reception, while an OmniLOG 70600 omni-
directional antenna replays the captured signal. This configuration
enables controlled meaconing of full-frame [5Gl signals.

* Spectrum Analyzer: A Keysight MXA N9021B [104] spectrum an-
alyzer validates the presence and influence of the attacker on the

software/aruba-networking-private-5g-software/athonet-mobile-core/p /1014769364
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resulting BEANR signal. Indeed, by examining the received signal
power per Resource Element (RE) before and after the meaconing
event, it confirms the attack’s impact on the 5Gl system.

5.4.2 Results

To assess the feasibility and impact of the meaconing attack under re-
alistic 5G| conditions, we analyze both duplexing schemes: Frequency
Division Duplex (EDD) and Time Division Duplex (IDD) as shown in
Table 10

Table 10: Radio Frequency configuration of the two scenarios analyzed dur-
ing the meaconing attack.

Multiplexing | NR Band | BW [MHz] | SCS [kHz] Symbol

Schemes Time [ps]
TDD 78 20 30 33.33
FDD 7 20 15 66.67

Evaluating the meaconing attack across these configurations,
with comparatively relaxed timing constraints and [TDD|with more strin-
gent timing, provides a comprehensive view of its robustness and effec-
tiveness under varying operational scenarios. The setup, in partic-
ular, presents a challenging environment that closely mirrors real-world
demands on 5(] systems, thereby offering a rigorous test of the attack’s
viability.

Attack Validation

We employ two distinct methods to verify the correct execution of the
meaconing attack.

* Smartphone-based Approach: A smartphone running the
NetworkSignalGuru (v4.6.21) application [105] is used to measure
key radio metrics like Reference Signal Received Power (RSRD)
and signal-to-interference-plus-noise ratio (SINR). From applica-
tion screenshot [105], [106] we observed that, under the attack, the
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IRSRP| increased by approximately 13 dBm, the [SINR| decreased by
6 dB, while the Reference Signal Received Quality remained
relatively stable, as shown in the Figure

114

100

19088641 500 535970 | N7:...
TAG B

NCI PCI NRARFCN

2147483647 ...
SSINR  [TA

100 19088641 500 535970 I N7:... 5
TAC

NCI PCI NRARFCN

2147483647 ...
R TA

19088641 500 535970 I N7:...
NCI PCI NRARFCN

2147483647 ...
R fTA

Figure 40: Measured power levels of reference signals (RSRD} and
SINR) using the smartphone application before (top), during (middle), and
after (bottom) the meaconing attack.

In addition, in the upper plot of Figure 41| shows a histogram of
the measured with and without the attack in both and
scenarios. Under attack, the[RSRPlincreases by approximately
10dB in both scenarios, confirming that the attacker’s signal signif-
icantly affects the received power levels at the[UE|by overshadow-
ing the legitimate communication.

* Spectrum Analyzer-based Approach: For a more formal and pre-
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Figure 41: Attack Power Analysis: (Top) [RSRPl measurements using spec-
trum analyzer in both[[DDland [FDDlduplexing schemes, with and without
the meaconing attack. (Bottom) Power per [RElfor various 5G] signals under
the[FDDIscheme, demonstrating increased power levels during the attack.

cise verification, we use a Keysight MXA N9021B spectrum ana-
lyzer capable of decoding the 5G| frame and measuring the
power per[RElfor different signals as show in table[T1} In the lower
plot of Figure 41} we observe the same trend: the power per RE
is higher when the attack is active. This result corroborates the
findings from the smartphone measurements, confirming that the
meaconing attack indeed increases the signal power level received

by the[UE| under both and schemes.

Impact on Communication Service

Having established the presence of the attacker, we now examine its in-
fluence on the ongoing communication service. First, the meaconing at-
tack does not completely interrupt the communication between the [gNB|
and the[UE] avoiding Denial of Service (DoS), thus maintaining a degree
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of stealthiness. This behavior is evident in Figure[d2) where the downlink
bitrate decreases during the attack (highlighted in red) without dropping
to zero. Second, although communication is not halted, the amount of
transmitted data diminishes because the victim perceives increased
interference. As confirmed by the measured which declines from
about 13dB to 8.5 dB during the attack, the [UE| experiences lower signal
quality. This degradation prompts a downgrade in modulation order: as
shown in Figure the modulation scheme shifts from 16QAM to QPSK
during the attack, then returns to 16QAM afterward. This direct corre-
lation between reduced [SINR] lowered modulation order, and decreased
bitrate exemplifies the negative impact of the meaconing attack on com-
munication performance.

Modulation
constellation

32 Mbps

24 Mbps

Bitrate

16 Mbps

Downlink

8 Mbps UE

Annected Attack starts

\Attack ends Time

Figure 42: Temporal evolution of downlink bitrate (Bottom) and uplink
modulation constellation (Top) with (red zone) and without (blue zone) the
meaconing attack.

Table 11: Power per [RE] for different signals with and without the meacon-
ing attack, measured using the spectrum analyzer.

Power per RE [dBm]
Signal PSS SSS | PBCH-DMRS | PBCH
with attack | -78,88 | -78,72 -78,93 -78,96
without attack | -87,93 | -87,9 -88,05 -87,98

114



Impact on Localization Service

Finally, we assess the meaconing attack’s impact on[5Gllocalization. The
primary metric is the correlation of the received with a locally gen-
erated reference sequence. By monitoring these correlation peaks, is pos-
sible to estimate and leverage multiple synchronized [gNB to infer
the[UE] position.

Without Attack With Attack
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Figure 43: Correlation peaks of the [PRS signal: (Left) Single peak without
the meaconing attack, and (Right) dual peaks with the attack, indicating the
presence of an additional delayed and amplified signal from the attacker.

Figure [43| demonstrates how the attack introduces additional peaks
in the correlation. A simple moving average filter, with a window
size equal to 100 samples, is applied to the correlation output values for
better visualization clarity. Only one legitimate, dominant peak is visible
without attack (left plot), while a second significant peak appears under
attack conditions (right plot). The second peak is delayed and ampli-
fied with respect to the legitimate. This secondary peak directly stems
from the attacker’s retransmission, which introduces an artificial mali-
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cious delay. In our attack scenario, adjusting the[RENoCHrelated [SPD] pa-
rameter to 2000 results in a delay of about 30 is, making the two peaks
easily distinguishable. Reducing the to 100 decreases the delay to
approximately 4 us, representing a more realistic and challenging attack
scenario. Even such a smaller delay translates into a substantial ranging
error (on the order of 1200 m), severely compromising the accuracy of the
[UE!'s position estimate.

5.5 Case-Study based on ISAC Scenario

This kind of attack can be replicated also in the framework since
as described the communication between the [gNB|and the [UE]is not in-
terrupted. Hence, the same attack can disrupt the sensing performance
without performing a[DoS on the communication of the

5.5.1 Experimental Testbed

The testbed used to exploit the impact of the attack on ISAC scenario
is the same as the previous section (shown in Figure B9), with the only
difference that the is used for sensing operation with respect to po-
sitioning. As previously described in the case study, the relay-based at-
tack is implemented using a radio loopback mechanism on our[SDR|plat-
form. The attacker captures the legitimate signal, applies a pro-
grammable delay, and retransmits it with increased power, functionally
equivalent to a single-tap finite impulse response (FIR) filter. The de-
lay is precisely controlled through the[SPP|parameter in the FPGA-based
architecture, which we set to 100, corresponding to about 3.9 us
delay. This short delay in the uplink scenario ensures that the injected
path’s peak remains within the limited Channel Impulse Response (CIR)
window of the Amarisoft By boosting the retransmitted signal’s
power, the attacker can inject false targets or mask genuine ones, while
maintaining operational communication.
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5.5.2 Results

We now evaluate the impact of the attack on[[SAClin two different ways.
In the former one, in downlink scenario, by looking the obtained
by the correlation of the In the latter one. in uplink scenario, we
look on the of the transmitted by the smartphone and received
and analyzed by the Amarisoft.

Downlink Scenario

Considering the downlink scenario in absence of an attack the resulting
at the receiver is shown in Figure 44| In the absence of the attack,
the strongest correlation peak corresponding to the direct path between
the[gNB|and the[UEl Indeed, it is located at the origin with zero Doppler
due to the static nature of the setup.
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Figure 44: [RDMk at the receiver without an attack. The legitimate direct
path appears centered at zero range and zero Doppler, as expected in a static
scenario and highlighted in the plot zoom.

We progressively increase the attacker’s output power while keeping
the delay fixed from 48 dB to 60 dB. The received power ratio between re-
play and legitimate signals, determines two observed distinct outcomes:
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1. Ghost-Target Injection: If the attacker’s signal reaches the receiver
with lower power than the legitimate transmission, the corre-
lation peak of the genuine signal remains dominant and is correctly
interpreted as the direct path. A second, weaker peak, delayed by

Correlation Amplitude
w

\

0 1 2 3 4 5 6
Delay [ps]

Figure 45: PRS correlation when the attacker transmits with a gain of 48 dB.
The legitimate peak is aligned at zero delay, while the attacker’s weaker
peak is delayed by 3.9us.

3.9us, appears as a result of the forged signal. Figure {45|illustrates
this case, where the attacker uses a transmit gain of 48 dB. The le-
gitimate peak is aligned at zero delay and has higher amplitude,
while the delayed peak corresponds to the attacker’s signal. The re-
sulting[RDM] shown in Figure [46} reveals a fake target at a bistatic
range of approximately 1150 m, consistent with the introduced de-
lay of around 3.9us. Moreover, due to the 100 Hz frequency off-
set applied during retransmission, the forged target appears with
an artificial Doppler shift equivalent to a radial velocity of about
5m/s, creating the illusion of motion.

2. RDM misalignment: When the attacker signal has higher power
than the legitimate one, the delayed peak becomes the strongest
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Figure 46: RDM under ghost-target injection. The replayed frame intro-
duces a systematic velocity bias of 5m/s, moving the true direct path and
injecting a false echo.

in the correlation and is mistakenly interpreted as the direct
path, causing it to be wrongly aligned at zero delay. The Figure 47]
shows the PRS correlation when the attacker transmits with a gain
of 60dB. As a result, the is re-aligned to this delayed signal.
This misalignment causes any real targets located at shorter ranges

than the fake one to be masked or discarded, as their returns fall

outside the expected range window relative to the (forged) direct
path. Conversely, real targets located at greater ranges than the
fake one are shifted in the RDM and appear closer than their actual
positions. The re-alignment of the also impacts the estima-
tion of target velocities. When the attacker’s signal is mistaken for
the direct path, any frequency shift it introduces may be misinter-
preted as the receiver’s Carrier Frequency Offset (CEO) relative to
the transmitter. Consequently, the Doppler processing is anchored
to the attacker’s frequency, which is now assumed to represent zero
Doppler. This shift in reference leads to incorrect Doppler estimates
for legitimate targets, whose velocities are measured relative to the
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Figure 47: PRS correlation at 60 dB attacker gain. The replayed peak is now
the strongest and is misidentified as the direct path, thereby obscuring any
earlier legitimate targets.

attacker’s signal rather than the true transmitter.

Uplink Scenario

We further extend the attack to the uplink, targeting the in a
configuration. The attacker captures the legitimate SRS with a direc-
tional antenna and retransmits a delayed version using an omnidirec-
tional antenna, incrementally raising the TX gain. The attack’s impact
on uplink sensing is evaluated by analyzing the[CIRland Signal-to-Noise
Ratio (SNR) of the SRS at the [gNB]

As shown in Figure 48] the legitimate direct path appears as the cen-
tral peak, while the attacker successfully injects a delayed peak corre-
sponding to the malicious path with a gain of 44 dB. At this point, the
of the[SRSis 10.9dB.

As the attacker’s gain increases to 48 dB (Figure [49), the drops
significantly to -7.1 dB, and the legitimate peak is no longer centered.
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Figure 48: SRS at the [gNB| with low attacker gain. The [CIR] window
shows both the legitimate direct path (DP) peak and the delayed malicious
injected path (IP) peak.
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Figure 49: SRS at the[gNB] The[CIRlwindow shows both the legitimate
direct path (DP) peak and the delayed malicious injected path (IP) peak.

Finally, in Figure with a gain of 52dB, the attacker’s peak be-
comes dominant, and the gNB resynchronizes on it. The SNR in this case
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Figure 50: SRS at the with high attacker gain. The window
shows both the legitimate direct path (DP) peak and the delayed malicious
injected path (IP) peak.

slightly recovers to 0.4dB. The time offset between the peaks matches
the configured delay, i.e. approx. 4 us delay, confirming the attack’s pre-
cision and its potential to compromise both communication and sensing
integrity in integrated systems.

5.6 Discussion

This work represents an important step forward in understanding the
practical implications of meaconing attacks in EG systems; however, it
should be regarded as a starting point for a broader investigation into
the resilience of 5G| positioning systems.

First, as already mentioned in the previous chapters, robust counter-
measures must be developed to detect and defend against meaconing at-
tacks, also leveraging metrics derived from communication signals. For
example, a simple change detection method using a metric like
would be sufficient to identify a baseline attack.
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However, it is crucial to note that defensive strategies should also ac-
count for the possibility that attacks may become significantly more sophis-
ticated than the simple delayed and amplified retransmissions demon-
strated in this work. Such attacks may employ programmable delays
and gains to fine-tune the retransmission of signals, and they may even
manipulate channel characteristics to make frame superposition less de-
tectable, potentially making the attack harder to identify and mitigate.
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Chapter 6

Conclusion

This thesis addresses the resilience of 5G positioning along three comple-
mentary contributions: an optimization framework, physical-layer secu-
rity, and experimental validation.

The first contribution investigates the localization process not merely
as a challenge of accuracy or latency, but as a multi-objective optimiza-
tion problem that also considers resilience and resource efficiency. In
particular, resilience and security take on an increasingly central role,
given the critical applications that rely on secure and reliable positioning
services. Building on this, the contributions of this work continue focus-
ing on positioning security. We include a detailed overview of potential
threats that can be carried out in 5G networks and analyze both insider
and third-party attacks, distinguishing between high-level threats and
those at the physical layer, where the attack surface is broader and the
potential impact is more severe. Among these, particular attention is
devoted to physical-layer spoofing attacks that target timing measure-
ments. Such attacks cause a significant degradation of positioning per-
formance, exceeding the limits defined by the required performance ser-
vice levels. To support this analysis, we propose a threat model and de-
velop two complementary detection strategies: the first exploits intrin-
sic signal properties, and the second leverages machine-learning tech-
niques, in particular Gaussian Mixture Model, with the latter method
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providing further gains in robustness. Although research on the security
of 5G positioning is gradually gaining attention in the literature, experi-
mental implementations of attacks and corresponding countermeasures
remain inadequate. To the best of our knowledge, this thesis presents
the first demonstration of a meaconing attack implemented on a replay
attack on a fully 5G frame using a dedicated testbed composed of end-
to-end 5G system. The results show that timing measurements can be
effectively tampered with, while ongoing communication remains oper-
ational, although with a significant degradation in quality. This outcome
demonstrates that such an attack can be conducted in a stealthy manner,
without resulting in a denial-of-service. These findings emphasize the
urgent need for robust and integrated detection methods to safeguard
the resilience of 5G positioning systems. Looking ahead, the threats an-
alyzed in this work have implications beyond 5G positioning, particu-
larly in the emerging Integrated Sensing and Communication paradigm
as preliminary results demonstrate. Indeed, recent studies have demon-
strated the feasibility of similar attacks within the Integrated Sensing and
Communication framework, leading to incorrect estimations of the num-
ber of targets, as well as erroneous range and Doppler measurements
in both monostatic and bistatic radar scenarios. These attacks can leave
the communication service unaffected, thereby maintaining stealth while
compromising sensing performance.

In conclusion, this thesis confirms that resilience and security are not
secondary features, but fundamental requirements for critical applica-
tions. Positioning systems, on which these applications rely, must ensure
reliability even under challenging conditions and potential intentional
attacks, highlighting that robustness and trustworthiness are essential
for their proper functioning and safe deployment in real-world scenar-
ios.
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