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Abstract

Cyber-physical systems underpin many of today’s critical in-
frastructures, including industrial automation, energy produc-
tion, healthcare environments, and smart-city ecosystems. These
systems tightly couple software, networks, and physical pro-
cesses, operate under real-time and safety constraints, and
span heterogeneous technologies and organizational domains.
Their growing interconnection has expanded the attack surface
across enterprise, demilitarized, and operational networks, as
well as across devices ranging from modern edge platforms
to legacy industrial controllers. However, three major gaps
limit the effectiveness of current security approaches. First,
although existing standards and frameworks support gover-
nance and compliance, they provide few system-level security
metrics that are meaningful in industrial environments, that
can be measured continuously, and that satisfy formal con-
ditions of soundness and reproducibility. Second, even when
indicators exist, there is no clear architectural path to trans-
form them into timely, auditable defensive actions without un-
dermining availability or operational continuity. Distributed
infrastructures must exchange trust, policy, and posture in-
formation in ways that resist tampering, avoid single points of
failure, and remain scalable. Third, security in these environ-
ments depends not only on technical mechanisms but also on
human behavior, organizational practice, and emerging forms
of deception. Operators increasingly face social-engineering
campaigns that exploit synthetic media and Al-generated con-
tent, while organizations lack clear evidence on how to tailor
training and awareness programs in a scalable and context-
appropriate manner. This thesis addresses these gaps through

xxi



an integrated research agenda that links measurable security,
enforceable distributed architectures, and the human dimen-
sion within industrial and human-cyber-physical systems.

The thesis adopts a consistent methodological approach across
its contributions: it first conducts a critical synthesis of prior
literature to identify conceptual and practical gaps, then de-
signs models and architectures that address these gaps, and
finally implements and evaluates prototype systems under re-
alistic constraints such as device heterogeneity, timing require-

ments, and resource limitations.

The first contribution addresses security metrics for indus-
trial cyber-physical systems through a multi-stage systematic
pipeline for collecting, classifying, filtering, and validating in-
dicators from academic and industrial sources. Metrics are
documented using a uniform schema, mapped to established
taxonomies, and filtered according to inclusion criteria tied
to industrial networks and constraints. The remaining candi-
dates are evaluated against formal Conditions for Sound Secu-
rity Metrics, covering clarity, measurability, monotonicity, and
reproducibility. From 278 proposals, only 32 metrics satisfy all
conditions, revealing that many published indicators lack clear
definitions, units, or links to real security outcomes. Most
validated metrics support system-level assessment across CIA
properties, while notable gaps emerge for human-related and
authentication metrics, and challenges remain around context-

awareness and cross-environment comparability.

Building on the need to move from measurement to action,
the second contribution introduces GRAPH4, a system that
operationalizes security metrics through attack-graph—driven
monitoring in programmable networks. The approach gener-
ates attack graphs in the control plane to identify the network
components and flows that are relevant to a given threat sce-
nario, based on knowledge of the full network topology. These

xxii



graphs are then translated into rules that are deployed in
programmable data-plane devices, enabling metric collection,
anomaly detection, and alerting to be performed directly at
line rate. By distributing responsibilities between control and
data planes, GRAPH4 supports timely and resource-aware re-
sponses to emerging conditions while preserving operational
continuity. Experimental evaluation demonstrates that this
architecture improves detection efficiency and responsiveness
with modest overhead, showing the feasibility of in-network

measurement and mitigation in industrial environments.

The third contribution addresses identity, trust, and resilience
in distributed and collaborative environments where devices
cannot be assumed to be trustworthy by default. The the-
sis explores two complementary directions. The first focuses
on secure identification and authorization in industrial com-
munication that uses OPC UA. Although OPC UA provides
strong native security features, prior work shows that secure
deployments remain difficult to achieve in practice, due to
complex certificate management workflows and heterogeneous
support for security extensions across devices. To address
these challenges, the thesis introduces PK-IOTA, an auto-
mated framework that secures OPC UA communications by
combining in-network certificate validation with decentralized
credential coordination. Programmable data-plane switches
validate certificates inline, while certificate issuance, revoca-
tion, and lifecycle events are recorded on a direct acyclic graph
ledger, providing a tamper-evident and scalable distribution
layer without reliance on a single authority. Evaluation on a
physical industrial testbed demonstrates that Pk-IOTA adds
only minimal overhead while enabling consistent, auditable,
and resilient certificate management in operational environ-
ments.

The second direction addresses trust and resilience in collab-
orative machine learning among untrusted devices, a class of

xxiii



scenarios that increasingly affects industrial and IoT ecosys-
tems. Existing trust-management approaches for federated
learning often rely on centralized or blockchain architectures
that do not scale and are difficult to audit in adversarial set-
tings. This raises the core research question of how to design
a trust mechanism that remains both scalable and tamper-
resistant while operating in decentralized environments. To
answer this question, the thesis introduces a trust-management
mechanism based on a Direct Acyclic Graph (DAG) ledger
that records model updates and distribute trust assessment in
the network. The design adapts the ledger’s tip-selection logic
so that the graph advances preferentially on contributions as-
sessed as trustworthy according to context-aware indicators.
These indicators are used to weight or filter local updates be-
fore aggregation, while smart-contract logic automates the ver-
ification and exclusion of suspected adversarial behavior. The
system is evaluated using a lightweight convolutional model on
Fashion-MNIST under controlled poisoning and collusion set-
tings. Results show that the DAG-based trust layer improves
selectivity against malicious contributions with limited com-
putational cost, preserves model utility near the clean baseline
under moderate adversarial pressure, and achieves linear scala-
bility with essentially constant transaction time as the number
of participants increases.

The final contribution concerns the human dimension of cyber-
security in industrial and socio-technical environments. The
thesis conducts two systematic reviews to consolidate frag-
mented evidence from different disciplines and inform human-
centered security practice. The first review examines the re-
lationship between sociodemographic attributes and aware-
ness, attitudes, behavior, and training outcomes in cybersecu-
rity. Using a structured search and PRISMA-based screening
process, the review synthesizes findings from 68 studies, pro-
viding both qualitative interpretations and quantitative sum-

Xxiv



maries. The analysis reveals that age, education, job sector,
culture, and gender are associated with significant differences
in how individuals perceive and manage cyber risk, although
the effects are nuanced, context-dependent, and not determin-
istic. These factors are best understood as a neutral starting
point for designing tailored training rather than as grounds
for stereotyping or exclusion. The review also notes that ad-
vanced analytical approaches are still rarely applied in this
field, largely due to the scarcity of suitable datasets, and sug-
gests that future research will benefit from richer data and
responsible modelling practices. The second review focuses
on deception in computer-mediated contexts, with particular
attention to deepfakes and other Al-generated content. It sur-
veys 57 studies from the information systems field, maps lin-
guistic, behavioral, physiological, and contextual cues associ-
ated with deceptive interactions, and analyzes the theoretical
perspectives and methodological choices that underpin decep-
tion research. The review shows that techniques originally
developed for face-to-face cues or simple textual analysis are
insufficient in environments where attackers combine multiple
media channels, exploit anonymity and asynchrony, and ma-
nipulate social and emotional signals. It argues for multimodal
approaches that integrate technical detection capabilities with
training, governance, and organizational practice.
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Chapter 1

Introduction

Cyber—Physical Systems (CPS) blend software, communication networks,
and physical processes into a single operational fabric E Embedded con-
trollers sense the environment, run analytics, and actuate responses on
machines and infrastructures. This integration underpins critical do-
mains, including manufacturing, energy, transportation, healthcare, and
smart cities, where digital decisions have immediate physical consequences.
As connectivity increases, so does exposure to faults, misconfigurations,
and adversarial actions. Industry estimates report global cybercrime
losses exceeding $400 billion and surpassing $1 trillion in broader assess-
mentsﬂ Pervasive IoT deployment in CPS expands the attack surface;
recent examples include:

e Verkada (large-scale camera compromise and exposure of cloud-
stored footage)ﬂ;

o SolarWinds (supply-chain compromise)lﬂ

o BotenaGo (malware infecting routers and IoT devices)ﬂ

Thttps://www.nsf.gov /news/special_reports/cyber-physical /

2https://ir.mcafee.com/news-releases/news-release-details/
new-mecalee-report-estimates-global-cybercrime-losses-exceed- 1

Shttps:/ /www.verkada.com /security-update/report/

4https://www.cisecurity.org/solarwinds

Shttps://www.iotworldtoday.com/2021/11/16/botenago-malware-targets-millions-
of-iot-devices/


https://www.nsf.gov/news/special_reports/cyber-physical/
https://ir.mcafee.com/news-releases/news-release-details/new-mcafee-report-estimates-global-cybercrime-losses-exceed-1
https://ir.mcafee.com/news-releases/news-release-details/new-mcafee-report-estimates-global-cybercrime-losses-exceed-1
https://www.verkada.com/security-update/report/
https://www.cisecurity.org/solarwinds

e Yarix (the cybersecurity company that discovered a commercial
website for buying audio-video recordings illegally stolen from home/of-
fices IoT cameras)ﬁ

Securing CPS, therefore, demands approaches that are technically rigor-
ous, operationally realistic, and attentive to human work.

1.1 Cyber—Physical Systems: definition and secu-
rity challenges

CPS connects sensors, controllers, and actuators through computation
and communication to manage a physical process [11]. Typical industrial
examples include process plants coordinated by programmable logic con-
trollers and supervisory control systems, autonomous material handling in
warehouses, and distributed monitoring of utilities. Outside the factory,
CPS appear in connected vehicles, building automation, and medical de-
vices. Despite their variety, these systems share a common architecture:
field devices at the edge, cyber services that coordinate decisions, and
interfaces where humans supervise, diagnose, and intervene.

Security in CPS encompasses more than just the confidentiality and
integrity of data [11]. The availability and timeliness of control signals
affect safety and production quality. Attacks that would be considered a
nuisance in enterprise I'T can have a disproportionate impact in control en-
vironments, where jitter, packet loss, or stale configuration may propagate
to physical damage. The Science of Security agendaﬂ emphasizes the need
for measurable and testable security in such systems, with a particular fo-
cus on metrics that guide evaluation, design, and deployment. Traditional
guidance for information security measurement (e.g., ISO 27004 |19] and
NIST SP 800-55 [51]) offers valuable management indicators but does not
provide straightforward metrics to evaluate cyber—physical coupling and
real-time operation. Bridging this gap is central to this thesis.

Shttps://www.yarix.com/en/News/News/Chiuso-il-sito-che-vendeva-illecitamente-
accessi-a-videocamere-di-sorveglianza
“https:/ /cps-vo.org/group/SoS /about
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Modern CPS seldom operate in isolation [11]. Industrial networks in-
terconnect operational technology and enterprise services through demil-
itarized zones, remote maintenance channels, and cloud analytics. This
interconnection improves efficiency and visibility, but it also expands the
attack surface across legacy equipment, vendor ecosystems, and hetero-
geneous protocols. As systems become data-driven and service-oriented,
adversaries have more opportunities to exploit supply chains, weak iden-
tities, or misaligned configurations. Measurement and assurance must
therefore scale across layers and sites, remain comparable under diversity,
and support automation without sacrificing safety [125].

The societal and economic relevance of CPS motivates stronger as-
surance. In manufacturing, disruptions translate into financial losses and
contractual penalties. In healthcare and utilities, failures can endanger
people or degrade essential services. Security controls must respect real-
time constraints and quality-of-service guarantees, and they must be au-
ditable to meet regulatory and certification requirements. A purely tech-
nical perspective is not sufficient. Human operators and engineers plan,
supervise, and recover systems. Their cognition and coordination shape
outcomes during both routine work and incidents.

1.2 Research gaps and motivation

Despite significant progress, three gaps persist at the intersection of secu-
rity research and CPS practice.

Need for measurable security. A large body of work recommends the use
of metrics for governance and reporting, yet validated and reproducible
system-level measurements tailored to industrial contexts remain limited.
Many proposals focus on single components, overlook dependencies and
emergent behavior, or lack clear data sources and units of measurement.
There is a need for metrics that can be collected with realistic effort in
plants, that support comparison across deployments, and that are suitable
for both design-time assurance and run-time operation [9§].
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Architectural resilience. Metrics deliver value when they close the loop
from observation to action. Industrial distributed environments require
architectures that can embed measurements in the network and at end-
points, validate their provenance, and use them to orchestrate safe re-
sponses [125]. Centralized authorities create bottlenecks and single points
of failure, while heterogeneous devices and protocols complicate uniform
enforcement [321]. Programmable data planes and trustworthy coordi-
nation substrates offer promising building blocks, provided they remain
compatible with legacy constraints and support real-time performance.

Role of human and social factors. Security outcomes depend on people
as much as on technology. Operators, engineers, and end-users are part
of both the attack surface and the defense [314]. Organizational prac-
tices, training, and cognitive biases influence detection, escalation, and
recovery. As synthetic media and automated influence campaigns prolif-
erate, deception targets human judgment with increasing realism [229].
A comprehensive approach must therefore incorporate human factors and
provide pathways for personalized, effective training that match roles,
contexts, and risks.

1.3 Thesis objectives and contributions

This thesis advances an integrated view of CPS security that unites metric-
driven evaluation, deployable architectures, and human factors. The first
objective is to consolidate a validated catalogue of security metrics for
industrial CPS, together with a methodology for collection, classification,
filtering, and soundness validation. The second objective is to design
and assess architectural mechanisms that operationalize metrics through
in-network enforcement and distributed trust substrates, supporting iden-
tity, policy, and aggregation at scale. The third objective is to extend the
scope from CPS to Human—Cyber—Physical Systems, clarifying how hu-
man cognition and social dynamics affect security, and how training and
deception research can be aligned with industrial realities.

The value added lies in an interdisciplinary approach that connects
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quantitative measurement, programmable networking, distributed ledgers,
machine learning, and human factors to deliver security that is auditable,
scalable, and aligned with real work.

1.4 Approach and artifacts

The work combines systematic synthesis with design and empirical evalu-
ation, and for each topic, the thesis follows a consistent arc. It first maps
the state of the art, mainly through systematic literature reviews, and
analyzes the evidence to surface gaps and unmet requirements. From this
basis, it proposes a resolution model, designs and implements the cor-
responding mechanism, and evaluates effectiveness and efficiency under
realistic conditions. This process yields a vetted set of security metrics
suitable for industrial CPS, networked prototypes that enact metric driven
enforcement with programmable data planes and distributed ledgers, a
distributed based trust mechanism that scales Federated Learning and
resists poisoning, and human centered results that quantify the role of so-
ciodemographics and consolidate evidence on computer mediated decep-
tion, including deepfakes and multimodal cues, to guide tailored training
and organizational practice.

This thesis is structured as follows. Chapter [2| defines security metrics
for industrial CPS, presents the collection and validation methodology,
and reports the resulting taxonomy and gaps. Chapter |3| translates met-
rics into action through in-network enforcement and trustworthy coordi-
nation, and evaluates the impact on performance and assurance. Chap-
ter [4] extends the lens to Human—Cyber—Physical Systems, examines the
influence of sociodemographics on cybersecurity outcomes, and surveys
deception in the AI era with a focus on multimodal indicators. Chap-
ter [o| synthesizes findings and outlines future research on standardization,
deployment, and interdisciplinary validation in real infrastructures.



Chapter 2

Security Metrics for CPS

2.1 Definition and role of security metrics

2.1.1 Definition

Security metrics are quantitative or qualitative measurements, produced
over time, used to assess specific security properties and to support risk
assessment, performance evaluation, and continuous improvement. In
practice, metrics underpin agendas for management, compliance, and re-
porting (e.g., ISO 27004 [19], NIST SP 800-55 [51]). These frameworks
primarily highlight organizational processes and policy performance; com-
plementary, system-level measurements are required in settings where cy-
ber events may propagate to the physical world (e.g., CPS).

2.1.2 Role

The role of security metrics includes:

¢ Quantification: producing consistent, comparable measures of security-
relevant properties (e.g., counts, rates, scores, state variables).

e Operational linkage: providing machine-readable signals that con-
nect analysis to action for governance, assurance, and operations
(e.g., threshold-based policies, resource reallocation, configuration
updates).



European initiatives, such as the Cybersecurity Act, seek to harmonize as-
surance through certification [273], highlighting the need for metrics that

remain meaningful across heterogeneous devices and operational contexts.

2.1.3 Basic properties

Effective metrics exhibit the following characteristics:

o Well scoped: they target clearly identified properties (e.g., confiden-
tiality, integrity, availability) with explicit data sources and units.

e Feasible and automatable: they enable continuous assessment at
sustainable cost. Improvements in measured values correspond to
genuine security gains across deployments.

¢ Reproducible: repeated measurements under the same conditions
yield consistent values across operators and deployments.

Operationally, a metric can be implemented as a structured questionnaire
or computation that maps observations to a value or score |4]. To aid
selection and comparison, taxonomic descriptors are useful, such as re-
sult type (nominal, ordinal, interval, ratio, absolute, distribution), scope
(users, software, hardware, network, organization), automation (manual
vs. automatic computation), and measurement (static vs. dynamic/real-
time) [4]. Domain-specific taxonomies may be required, as shown for
embedded systems in [169).

2.2 State of the Art

Defining standard, quantitative security metrics that are valid across con-
texts is non-trivial. Philippou, Frey, and Rashid [219] explicitly criticizes
widely used guidance for insufficient contextualization and weak align-
ment with business objectives. They advocate a goal-driven strategy that
traces each metric to concrete objectives, yielding more precise and suit-
able outcomes at the cost of substantial upfront effort to establish and
maintain the traceability between objectives and measures.
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Because contextualization is domain-dependent, several works narrow
their scope to specific areas, enabling a transition from qualitative desider-
ata to quantitative, operational metrics. Wang, Jajodia, and Singhal [286]
focus on network security metrics, reviewing advantages and limitations
of common measures. Longueira-Romerc et al. |[169] address embedded
systems, filtering an initial pool of >200 metrics and selecting 169 for eval-
uation using SMART [62], PRAGMATIC [34], and quality characteristics
from Savola [245]; their analysis targets comparability, cost-effectiveness,
measurability, repeatability, and reproducibility [169].

Other contributions introduce domain-specific quantitative constructs
(e.g., metrics for “stealthy” attacks in control settings [197]). Survey-
based works (e.g., Pendleton et al. [218]) compare proposals across sys-
tem security and assess effectiveness with respect to vulnerabilities, attack
severity, and defense strength, concluding that notable gaps persist be-
tween research outcomes and desirable metric properties. For certain sub-
fields, conformance perspectives (e.g., Hauet on ISA99/TEC 62443 [105])
provide clearer definitions of what constitutes good metrics, although
guidance remains uneven across domains. Policy-level frameworks (e.g.,
the EU Cybersecurity Act [273] and its recently approved amendmemﬂ)
aim for harmonization through certification; however, the heterogeneity of
devices and operational contexts limits the applicability of one-size-fits-all

prescriptions.

A recurring difficulty is that the first coarse selection of suitable met-
rics is both critical and under-standardized. The literature documents
three complementary strategies:

o classification and selection, which defines a domain-coherent taxon-
omy and selects metrics to cover required aspects (e.g., [261], [195));

e automatic generation from contextual goals and security objectives
(e-g., [13));

Thttps://digital-strategy.ec.europa.eu/en/library /proposed-regulation-managed-
security-services-amendment




o multivocal literature review (MLR) that mines academic and grey
literature via snowballing and staged filtering (e.g., |75]);

Context also modulates metric behavior, even for seemingly similar appli-
cations. Traditional Biometric Systems and Wearable Biometric Systems
exhibit different threats and vulnerabilities, motivating the use of different
metrics [262)].

To make the space navigable, a widely used technical taxonomy (ref-
erenced from Pendleton et al. [218]) partitions metrics into four types:

e defense metrics: quantify the strength, coverage, and operational
cost of preventive, reactive, and proactive mechanisms (e.g., adap-
tation dynamics [122]).

¢ Vulnerability metrics: characterise exposure (e.g., password weak-
nesses, attack surface [174], software flaws as in CVSSEI).

o Attack metrics: quantify attacker capability and activity (e.g., bot-
net bandwidth in DDoS, malware obfuscation prevalence, packer
complexity in layers or granularity [238]).

e Situation metrics: capture the evolving security state under at-
tack—defense dynamics (e.g., incident frequency, security investment
[315]); these include data-driven indicators (e.g., Network Malicious-
ness [317]) and model-driven constructs (e.g., fraction of compro-
mised hosts).

Turning qualitative notions into quantitative measures requires sound
evaluation criteria. Ahmed [3] underline that a valid metric should rely on
properties that are measurable through consistently accessible data, that
data collection must be feasible and preferably automated while account-
ing for costs, that the method of quantification should be clearly defined
(for example, using counts, rates, or percentages), and that the metric
must include explicit units of measurement. Savola [245] argue that ef-
fective metrics should reduce to interpretable scores when appropriate;
CVSS is a canonical example of a composite score that mixes intrinsic,

2https://nvd.nist.gov/vuln-metrics/cvss

9


https://nvd.nist.gov/vuln-metrics/cvss

temporal, and environmental factors via a published, open methodﬂ Be-
yond checklists, Yee [309] formalize Conditions for Sound Security Metrics
(CSSM), requiring metrics to be well-defined (meaningful, objective, un-
biased, sufficiently complete, and affordable), progressive (monotone with
respect to actual security), and reproducible (strongly or weakly, across
environments).

CPS introduces additional risks that influence metric design. Threat
modelling frameworks (e.g., STRIDE [251]) help systematize properties to
be measured (Spoofing, Tampering, Repudiation, Information Disclosure,
Denial of Service, Elevation of Privilege). However, empirical analyses
suggest that many metrics still focus on isolated components. Aigner and
Khelil [4] benchmark CPS metrics against CPS-specific conditions and
find good coverage of many desired features, yet persisting gaps in attack
detection and, crucially, insufficient treatment of dependencies and side
effects in System-of-Systems (SoS) contexts: emergent properties from
component composition are often neglected, hindering accurate system-
level assessment. More generally, flawed metrics can stem from measuring
the wrong factors, omitting relevant ones, or introducing subjectivity and
bias; Yee [308] documents such pitfalls and advocates rigorous design-
and-test cycles. Community efforts (e.g., SecurityMetrics.orgED reflect the
ongoing debate at the intersection of policy and technology.

In summary, progressing from qualitative indicators to quantitative,
operational measures in CPS/ICPS entails:

e anchoring metrics to context and objectives, even when this in-
creases specification effort ([219]);

« using structured selection pipelines (classification, generation, MLR)
to mitigate ad hoc choices (|261} (195} |13} |75]);

¢ adopting taxonomies that cover defense, vulnerability, attack, and
situational perspectives ([218) 174} 238,315, 317, [122]);

Shttps://www.first.org/cvss/
4https://www.securitymetrics.org
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« validating soundness via criteria ([3, [245]) and formal conditions
(e.g. CSSM [309)).

Desired characteristics for CPS/ICPS include efficiency and cost-effectiveness,
for both design-time certification and run-time reconfiguration, agility to
keep pace with evolving vulnerabilities, interpretability, including for non-
expert stakeholders, and a true system-level focus that extends beyond
individual components. Where appropriate, environmental and impact-
sensitive factors should be integrated to differentiate semantically similar
vulnerabilities whose physical or financial consequences diverge across de-
ployments.

2.3 A systematic analysis of security metrics for
ICPS

The literature consistently indicates that, although security metrics are
widely recommended for governance and reporting, validated, system-level
measures tailored to CPS, and especially ICPS, remain limited. Survey
and position papers highlight persistent gaps between available propos-
als and desirable properties of metrics [218], while policy-oriented frame-
works primarily focus on organizational processes rather than on mea-
surements that capture the cyber—physical interplay typical of CPS [19,
51]. Further critiques emphasize insufficient contextualization and weak
alignment with operational or business objectives, calling for goal-driven
strategies that explicitly trace each metric to clearly defined objectives
[219]. Domain-specific efforts confirm the difficulty of moving from qual-
itative desiderata to quantitative, operational measures: targeted filters
for embedded systems require substantial curation [169], and evaluation
checklists underline the need for measurability, feasibility, and explicit
units and methods (3} |245].

In CPS settings, additional constraints compound these shortcomings.
Benchmarks reveal that many metrics focus on isolated components but
fail to sufficiently address dependencies, emergent behaviors, and side
effects in System-of-Systems contexts; coverage of attack detection and
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system-level posture remains incomplete [4]. At the same time, the het-
erogeneity of industrial devices and operating environments limits the ap-
plicability of one-size-fits-all approaches, reinforcing the need for domain-
aware, reproducible metrics [273].

Motivated by these observations, this chapter undertakes a systematic
analysis aimed at identifying, classifying, and vetting security metrics that
are applicable to ICPS. The objective is to consolidate a coherent, context-
sensitive set of measures that can be collected with realistic effort in in-
dustrial environments, support comparability across deployments, and are
suitable for both design-time assurance and run-time operation. The fol-
lowing sections detail the methodology for collection, filtering, and vali-
dation, present a taxonomy tailored to ICPS, and discuss representative
use cases and limitations.

2.3.1 Methodology: collection, classification, filtering, valida-
tion

This section outlines the methodology for the systematic collection, selec-
tion, and validation of security metrics tailored to ICPS. By restricting
the domain, the process yields a concrete, domain-aware set of metrics,
while remaining general enough to be re-applied to other CPS contexts.
The workflow is presented in algorithmic form in Fig. [0] and summarized
in Fig. The initial dataset, intermediate reduction steps, and the fi-
nal metric set are publicly availableﬂ Throughout the process, selections
were reviewed with domain experts to ensure accuracy and consistency.

Collection To assemble a comprehensive pool of candidates, the method-
ology begins with the pre-filter dataset reported by Longueira-Romerc et
al. |169] (i.e., before their embedded-systems-specific reductions), which
aggregates over 500 metrics from multiple sources |218} 230, 69, [194]. This
seed was extended through additional searches in IEEE Xplore, Elsevier,
ACM Digital Library, Springer, and Google Scholar, using terms such as

”» N

"security metric,” ”security assessment,” "ICPS,” and "CPS.” Inclusion

Shttps://doi.org/10.5281/zenodo.10142113
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Figure 1: A graphical summarization of our objective with the several steps
required for the achievement of the set of security metrics for a specific

domain.
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prioritized works that present security measurements or metrics with suf-
ficiently clear definitions for real use cases and surveys that collect or
compare security metrics. This step additionally incorporated 14 metrics
from Boyer and McQueen [33] and 29 from Bhol, Mohanty, and Pattnaik
[27]. After pruning duplicates and not-referenced entries, the initial set
comprised 278 distinct metrics.

Classification Each metric is described through a unified schema adapted
from established taxonomies (283} 244]):

e Name: concise label.

¢ Definition: what is measured.

e Meaning: why it is informative for security.

e Weakness: assumptions/limitations and required external inputs.
e Scope: locus (network, device, user, organization, system).

o Result type: qualitative vs. quantitative; scale (nominal/ordinal/in-
terval /ratio/absolute/distribution).

e Automation: manual vs. automatic computation.
o Measurement: static vs. dynamic (run-time).

¢ Counstruction: directly measured vs. modelled via artifacts (e.g., At-
tack Graphs [207]).

This schema standardizes documentation, enabling downstream filtering
and validation.

Domain analysis (ICPS context). The dataset is structured by classify-
ing metrics based on the most common attributes present in the literature,
as shown in Section Classifying metrics according to specific charac-
teristics enables the selection of them based on criteria that depend on
the context. In this case, I refer to the domain of ICPS, so it is necessary
to study its intrinsic characteristics before proposing a set of metrics that
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fully capture the security issues that may arise. ICPS are composed of
interconnected Cyber and Physical components that monitor and manage
physical processes. They are responsible for the safety and operation of
the industrial process, which involves managing heterogeneous hardware
and software. They include devices such as sensors, actuators, Supervi-
sory Control and Data Acquisition (SCADA) systems, Human-Machine
Interfaces (HMI), and dedicated subsystems, such as Programmable Logic
Controllers (PLC) [53]. This heterogeneity obviously translates into sys-
tem complexity, which implies more effort to manage and prevent anoma-
lies. Additionally, ICPS networks utilize a diverse range of protocols,
tailored to the specific objectives of each system. Real-time constraints
and legacy hardware are two of the most important challenges that indus-
trial protocols are specifically made to address. The Purdue Enterprise
Reference Architecture [297] is the reference networking architecture for
ICPS systems, adopted in the ANSI/ISA-95 standard, and divides ICPS
network into three logical segments: the lower layer is the Manufacturing
Zone, also known as Operational Technology (OT), while the upper layer
constitute the Enterprise Zone, also referred to as Information Technol-
ogy (IT), with a Demilitarized Zone of convergence between them. The
OT network includes hardware and software used to monitor and man-
age industrial equipment, assets, processes, and events. On the other side,
the traditional Information Technology IT network contains workstations,
databases, and other typical machines used to manipulate information.
From this perspective, the main concerns of IT systems are the confiden-
tiality and integrity of the data, whereas for the OT part, availability is
fundamental, as it can guarantee human safety and fault tolerance [318§].

Filtering and reductions. Based on the domain analysis and the classifi-
cation attributes, the following inclusion criteria guide filtering:

¢ The metric definition is applicable to IT/OT networks, components,

protocols, or devices.

¢ The meaning explicitly relates to at least one security property
among Confidentiality, Integrity, and Availability.
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e The weakness indicates requirements or issues that are resolvable
within the ICPS domain.

e The scope is one of: Network, Device, System, or User.

Two reduction steps are applied. First, metrics outside the target scopes
are removed. Second, the remaining metrics are checked against the other
three criteria. As an illustration (Tab. [I)), Infection Rate [50] is retained
(malware spread is a relevant IT-side concern in industrial contexts [93]),
whereas ISP badness metric [135] is excluded due to lack of linkage to
ICPS components.

Table 1: Example metrics that match or do not match the first three
inclusion criteria (IC) regarding the second reduction step.

Metric Definition Ref i\éatch
Average number of comput-
Infec- ers that can be infected by a
tion compromised computer (per | [50] Yes
Rate time unit) at the early stage
of spreading
Quantifies the effect of spam
from one ISP or Autonomous
5P gyst the test of th
badness ystem on the Test o © [135] No
metric Internet,  comparing the
”spamcount” with its “dis-
connectability”

Validation (CSSM) The filtered set is then vetted using the CSSM ([309]):

o Well-defined: meaningful, objective, unbiased, sufficiently complete,
affordable.

e Progressive: metric evolution aligns monotonically with actual se-
curity posture.

¢ Reproducible: strong and weak reproducibility across environments.
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Following guidance in [309], assessments were first performed individually
and then discussed collectively to ensure completeness and reduce bias.
Table [2] reports representative outcomes: Vulnerability lifetime fails Well-
defined condition due to difficulties in reliably establishing introduction
time (cf. VCC pitfalls [188] |9]); Network maliciousness fails the Progres-
sive condition (blacklist counts need not track security posture [317]);
Worst case loss fails the Reproducible condition (estimation variability
[33]); VEA-bility, instead, passes all conditions (system-level aggregation
of CVSS with standardized procedure [276]).

Table 2: Example metrics that respect (V) or not (X) the three CSSM
conditions: Well-defined (WD), Progressive (P), Reproducible (R).

Metric Description Ref WD| P | R

Measures how long it
Vulnerabil- | takes to patch a vulner-

ity lifetime | ability since its introduc- [218] X

tion
Network It estimates the fraction of
malicious- blacklisted IP addresses in | [317] vV | X
ness metric | a network

Maximum dollar value

of the damage/loss that
Worst-case coul.d' be inflicted l?y [33) v v | x
loss malicious personnel via

a compromised control

system

Aggregating scores from
CVSS for the overall sys-
VEA-bility | tem, identifying all the | [276] vV |V |V
(well-known) vulnerabili-
ties on hosts

Deduplication and merging. Finally, equivalent metrics, such as those
with the same objective/concept, and matching scope, result type, au-
tomation, measurement, construction, and type, are merged into unified
entries. CSSM soundness is preserved under additive aggregation when
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component metrics are sound [309], ensuring the final catalogue is non-
redundant and validated for ICPS adoption.

2.3.2 Results and taxonomy of metrics for Industrial CPS

This section presents the security metrics that successfully passed all
stages of the selection and validation process. The characteristics and
properties of the validated metrics are outlined to provide a foundation
for practical application in the ICPS domain.

Figure|3|illustrates the distribution of security metrics across the cate-
gories Vulnerability, Attack, Defense, and Situation, both before and after
filtering and validation. This view highlights how category proportions
evolve through successive steps.

The selection process began with 278 security metrics. Non-useful or
invalid entries were removed at each step; results are reported in Fig.
The first CSSM condition (Well-Defined) accounts for most of the prun-
ing, reflecting that many metrics, which later fail the Progressive and
Reproducible tests, already lack a sufficiently well-defined formulation,
primarily due to missing units, undefined data sources, or non-actionable
definitions.

After validation, a total of 32 security metrics constitutes the final
set. To assess coverage, the contribution to Confidentiality, Integrity, and
Availability (CTA) was examined. Specifically, 87.5% of the metrics cover
all three CIA aspects, while the remaining 12.5% cover only one aspect.
Table 3| reports the complete list and CIA coverage. These metrics meet
the specified criteria and are positioned as reliable indicators of security
within the scope of this study.

A final perspective is provided in Fig. The initial set exhibited
an imbalance between static and dynamic metrics; as filtering and vali-
dation progress, the difference narrows, approaching an almost balanced
partition.
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1: procedure Obtaining-Metrics

2 > collection
3 fullMetricsSet <— analyzeLiterature()

4: fullLength < length of fullMetricsSet

5: > classification
6: N<«+©0

7 while N < fullLength do

8: classify (fullMetricsSet[N])

9: N+ N+1

10: end while

11: > filtering
12: properties <— domainAnalysis()

13: N<+0

14: reductionSet1 < @
15: while N < fullLength do

16: if fullMetricsSet[N] respects properties then

17: reductionSet1.add(fullMetricsSet[N])

18: end if

19: N+ N+1

20: end while

21: > validation
22: firstLength < length of reductionSetl

23: N+o0

24: reductionSet2 < 0
25: while N < firstLength do

26: if reductionSet1[N] respects CSSM then

27: reductionSet2.add(reductionSet1[N])

28: end if

29: N+ N+1

30: end while

31: > merge
32: secondLength < length of reductionSet2

33: Ni<+ 0

34: Nj« 0

35: finalSet <
36: while Ni < secondLength do

37: while Nj < secondLength do

38: if ¢ # j then

39: if reductionSet2[Ni] is equivalent to reductionSet2[Nj] then
40: mergedMetric < mergeMetrics(reductionSet2[Ni], reductionSet2[Nj])
41: finalSet.add(mergedMetric)

42: end if

43: end if

44: Nj« Nj+1

45: end while

46: Nj <0

47: Ni<+ Ni+1

48: end while
49: end procedure

Figure 2: Algorithm to obtain the filtered and validated set of security
metrics.
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Figure 3: Percentage of security metrics by category after each step of the
filtering and validation procedure.
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Figure 4: Number of security metrics after each step of CSSM-based fil-
tering and validation (Well-Defined, Progressive, Reproducible).
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Figure 5: Percentage of dynamic and static security metrics after each step
of the filtering and validation procedure.

2.3.3 Discussion and limitations

The effort aimed to assemble a comprehensive, validated set of security
metrics for ICPS. The systematic methodology relies on published litera-
ture for metric collection; consequently, completeness is bounded by the
breadth and depth of existing work. In addition, the resulting set may not
fully capture emerging threats or future changes in the ICPS landscape.
The domain is inherently dynamic, shaped by technological evolution and
by the interconnection of systems with distinct vulnerabilities and con-
straints.

Classifying security metrics requires interpreting and applying criteria
to assign them to types. Despite the use of explicit criteria and careful
review of definitions, this step remains susceptible to subjectivity. Differ-
ent assessors may interpret the criteria differently, resulting in variations
in categorization. This does not undermine the methodology; rather, it
promotes transparency in the classification process and acknowledges its
interpretative nature. Future refinements of the criteria and consensus-
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building among experts could help reduce subjectivity and strengthen
reproducibility.

The coverage of the resulting metrics primarily concerns technical as-
pects. Yet, the deployment and operation of ICPS, and of CPS more
broadly, encompass broader considerations, including social dimensions,
the protection of fundamental rights (e.g., privacy), ethical issues, phys-
ical safety, and the integration of threat intelligence. An additional ob-
servation is that only 3% of the final set fall under the User category,
underscoring the relatively limited attention that user-related issues re-
ceive in security evaluations, despite the user often being identified as the
weakest link in cybersecurity [131].

22



X X X A9IIqeIoumna [epowt OTuwreuAp [enuew dAljejrjuenb  YIomjeu 98riuedIad ISOH S[qelaunp
X X X asuoJop [opowt orureudp ok oaljejrjuenb  yiomjeu AM19-VHA
X A9Iqeourna Topoux OTRUAp [enuewW  dATjejrwenb  9d1A0D 1090%,] UM/ [oUTRTD-OPIS
X X X asuajop [opowt PIGLCATS ojne  oArpejjuenb  yromjou "TdON pue 1d4ds
X X X uorjyenyis Inseouw orureuAp ojne aArjelIURND Iosn unod a3er1arid 100y
X X X uoryenyis aanseauwt OTwRUAD ojne aATyR)IIURND  WO)SAS sAe(] o3uey)) andoy
X X X uoryenys [opou oIjR)S  [enuew oAljejuenb  wreysAs JUOUIISOAT] TO WINYY
X asuojop [opowt olje)S  [enuew oAljejjuenb  welsAs QW) UOI}RIO)ISOY
X X X asuajep [epou oTweuAp [enuew  oATjejRnb  YI0MjoU SSOUOATI}ODLJO DATIR[IY]
X X X asuojop aInseawt orureudp ok oaljejrjuenb  yIomjeu OLIOUI W} UOI}ORY
X X X uoryenyis [opowt o1ye)s ojne  oArjejrywenb  yromjeu JUNod AYIqRTORaY]
X X X asuojop [opowt orureudp [enuew  oArejenb  wolsAs 90UR)SISAI UOIRIPOUD]
X X X asuajep [epowt o1pe)s ojne  oArjejryuenb  yromjeu syjed oe)y Jo IaquinN
X X X AN(IqeIouma Tepowt orureudp  oine  oaljejipuenb  jIomjeu a8ejueoIod ostorduio)) yI10m1aN
X X X asuajep [opowt oluRUAp [enuewl  oArjelenb  yIomjeu UOT)RN[RAD 9SULJO(] 193IR], SUTAOIN
X Iosn aInseawt orureudp  oine  oaljejrpuenb Iosn 38ua1)g pIlomssed WNUWIUII
X X X asuajep [epowt o1pe)s ojne  oArjejyuenb  yromjeu sYI8ueT e jo URIpIN
X X X AN(IqeIoumA Tepowt oTwreuAp [enuew aaljejnuenb  yiomjou  (DILIN) 9SToidurod-o3-owI)-uesy
X X X uoryenys [opowt OIURUAD [enuew oArjejrjuenb  od1A0p (ALHAIN) am[req o, 110JH uesly
X X X asuojop Tepowt o1ye)s ojme  eArjejrjuenb  yiomjeu SYI8ueT yred }oeIy JO URSN
X X X A91iqerouna [opowt o19R)S ojne  oanejyuenb  welsAs oLpowr Kj9jes-Aep-019z-y
X X X asuajop aInseawt orureudp  ome  eaAnejiquenb  yiomjeu  ougewr Ajriqeded U099 UOISILIJUT
X X X uoryenys aInseaut o19R)S ojne  oarjejyuenb  yromjeu 99l JuepIou]
X X X AN(Iqeouma aInseawt o1ye)s ome  eArjejjUenb  8d1ALD OLIj9W sunA pajrojdxe A[edLI0)sTH
X X X asuajop aunseawt PIGLCATS ojne  aArjejIjUeNb  WeYSAS  JUNOD ADUSIOYOP WISIURYDIW UOIIIS(]
X X X AN(IqeIsumA Tepowt o1ye)s ojme  eArjejrjuenb  yromjeu yaydep asusjoq
X uoryenyIs aunseawt orureudp ok oAljejrjuenb  yiomjou ainsodxa uoISSISuRI) ByR([
X X X asuajep [opouwx o1pe)s ojne  aArjejrywenb  yIomjeu AJISIOAL(T-TP
X X X 9suaJop aunseauwt orureudp ok oaljejrjuenb  yiomjeu JLIjOUW }S0))
X X X uoryenyis aInseaw ormeudp  ojne  oAnjejrywenb  9d1A0p junoy) 9s9T, Jueuoduro))
X X X AN(Iqeauma [opouwt PIGLCATS ojne  oArpejrjuenb  yromjou 90RJINS YRy
X X X AN[IqeIoUMA Topout o11e)8 renuewt  oArnejenb  yIomjou joeduy yoeiy
v I D odAT, UOIIONIISUO,) oINS\ Oy nsoy adoog oure N

pue ‘SULIe)[ ‘UOTIDA[0D B JO J[NSAI ® Se PIUrL)IQO dIOM Je[) SOLIPW AJLINDSS JO

urewop §JO[ o1} 10§ UOTRpITeA
308 [eUy oY) JO ISI[ AU, € YR

23



2.4 Open challenges

The systematic study yields a multi-stage methodology, from broad collec-
tion to classification, domain-aware filtering, and CSSM-based validation,
resulting in a consolidated set of ICPS-specific security metrics that spans
a wide range of technical concerns [309} |3, 245]. Despite these results, im-
portant challenges remain. System-of-Systems composition is still weakly
represented: dependencies, side effects, and emergent dynamics across
layers receive limited attention, even though they shape real risk in in-
terconnected plants. Coverage is skewed toward technical artefacts, while
user-facing aspects and operational routines appear only marginally, de-
spite their role in incident causation and recovery. Finally, the diversity
of industrial protocols, legacy equipment, and timing constraints compli-
cates the direct comparison of metric values across sites, unless the context
is modeled explicitly.

2.4.1 Context-awareness and scalability

ICPS operates across heterogeneous OT/IT stacks, legacy devices, real-
time constraints, and diverse industrial protocols (297318, 53]. A metric
that is well defined in one plant or vendor ecosystem may require re-
scoping or re-calibration in another; domain tailoring improves relevance
[169, 219] but complicates comparability and benchmarking across sites
[218]. Feasible data collection at scale must respect operational costs
and timing constraints while preserving measurability and automation
properties [3| [245]. Even when CSSM conditions are met, local process
dynamics and maintenance practices introduce variability that challenges
strong or weak reproducibility [309].

Scalability pressures also arise in the measurement pipeline itself: ag-
gregating over large attack graphs, spanning Enterprise, DMZ, Manufac-
turing zones, or federating across distributed plants stresses computation,
storage, and normalization. Hierarchical collection and placement-aware
sensing mitigate part of the burden, yet end-to-end scalability ultimately
depends on architectural choices. This observation motivates the archi-
tectural mechanisms developed in the next chapter, where programmable
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data planes, orchestrators, and trustworthy coordination substrates effi-
ciently and consistently embed metrics.

2.4.2 Integration with automated decision-making

Metrics deliver value when they close the loop from sensing to control.
Moving beyond observability requires mapping measurements to policies,
orchestrating responses, and maintaining safety and stability in the face
of uncertainty. Soundness conditions, such as CSSM, validate the met-
ric itself [309], but do not guarantee that the induced control logic will
be effective or safe. Thresholds and guards require local calibration and
continuous revalidation to prevent drift or proxy effects 3| 245]. Most
importantly, assessing whether a metric improves security is difficult out-
side a complete architecture that supports repeatable actuation paths and
feedback; applicability and utility are best demonstrated within concrete
deployments or faithful testbeds that exercise the full sense-decide—act
loop. Metrics should be treated as first-class control variables, measured
in-network or at endpoints, attested and shared when needed, and con-
sumed by controllers to enact timely responses.

2.4.3 Authentication metrics: a missing layer

The analysis surfaced a specific blind spot. None of the authentication-
related candidates made it to the final set. One metric tracked the num-
ber of authentications required before the exploit failed the Well-Defined
condition, as establishing a consistent introduction time and exploit pre-
conditions was not defined. Another metric that enumerated session-
handling requirements failed applicability for ICPS, as it lacked a clear
operational mapping to OT contexts and device constraints. As a result,
authentication, identification, and authorization remain under-metricated
for industrial environments. This absence is notable because identity and
session assurances underpin any trustworthy posture in networks where
cyber events can propagate to the physical layer.
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2.4.4 Implications

Four implications follow. First, ICPS require authentication and autho-
rization metrics that align with device capabilities, protocol behavior,
and real-time constraints, and that remain measurable without intrusive
instrumentation. Second, trustworthy transport and validation of met-
ric signals are necessary to prevent tampering and to support cross-site
comparability. Third, automated controllers need canonical, auditable
formats for ingesting metrics and enacting decisions in a way that is ex-
plainable, reversible, and safe. Fourth, measurement must extend to the
human dimension: user-oriented metrics are needed to capture operator
workload, procedural adherence, error propensity, and security culture
signals, collected ethically and with minimal disruption, so that socio-
technical risk becomes observable and improvable.

The next chapters build on these observations by exploring architec-
tural mechanisms that can embed metric collection and validation into
the network fabric, coordinate authentication mechanisms without rely-
ing on fragile central points, and consider the human factors. The aim is
to transform metrics from static artefacts into operational primitives that
support scalable assurance in heterogeneous industrial settings.
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Chapter 3

Architectures

3.1 The link between metrics and architectures

Security metrics become effective when embedded into the control fabric
of a system, influencing configuration, orchestration, and recovery. This
section outlines how run-time measurements are transformed into enforce-
able decisions and which architectural properties, i.e., distribution, pro-
grammability, and verifiability, make that transformation scalable and de-
pendable in CPS and ICPS. The next subsections provide the conceptual
bridge; the following chapter instantiates these ideas in three complemen-
tary designs.

From measurement to enforcement

Moving from observation to action requires a well-defined loop of sensing,
interpretation, and control [329]. In operational terms, measurements are
mapped to policy constructs (e.g., thresholds, guards, weights), composed
when multiple indicators are relevant, and consumed along placement-
aware enforcement paths at endpoints, in the network, and within con-
trollers. Stability, rollback capability, and the cost of false decisions are
integral to these paths. Feedback closes the loop by checking whether
actions improve the targeted posture and by recalibrating parameters as
operating conditions evolve. The practical consequence is that the testa-
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bility of a metric depends on the execution substrate that consumes it:
effectiveness is demonstrated where sensing, decision, and actuation are
exercised together [329).

The role of distributed and programmable infrastructures

Architectural support determines whether metrics can be collected and
enforced at the required scale and speed. Three capabilities are central:

e Programmable data planes and control: in-network telemetry and
match—action pipelines enable timely, low-overhead collection and
first-line reactions close to traffic sources and sinks [255], while
software-defined control provides a global view for correlating in-
dicators and orchestrating changes across zones with real-time con-
straints [140].

¢ Distributed coordination substrates: when decisions rely on shared
state (e.g., policy status, identity /credential posture, trust attributes),
tamper-evident and auditable coordination mechanisms support con-
sistent dissemination and verification among distinct components or
administrative domains [274).

e Orchestration and lifecycle integration: controllers and configura-
tion managers turn metric-driven policies into durable outcomes;
exposing metrics as first-class control variables (schemas, units, up-
date semantics) enables staged responses, safe fallbacks, and post-
incident auditing [312].

Together, these capabilities turn metrics from static indicators into op-
erational levers. The next chapter instantiates this linkage in three steps:
first, metric-guided monitoring and response built around attack-graph
reasoning and programmable planes; second, identity- and policy-aware
coordination for industrial middleware; third, metric-weighted decision
pipelines for distributed learning in untrusted environments.
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3.2 GRAPH4: Security monitoring through attack
graphs

Ubiquitous connectivity and reliance on digital infrastructure have am-
plified the impact of cyberattacks, while anomaly detection has emerged
as a crucial approach to identify deviations from normal behavior beyond
signature-based recognition [2]. Yet anomalies are not always attacks,
and making timely, accurate decisions requires automated pipelines that
weigh evidence and trigger proportionate responses. In networked CPS
and ICPS, this calls for measurement signals that can be acted upon with
minimal delay and overhead.

Software-Defined Networking (SDN) offers a natural control fabric for
collecting indicators and orchestrating responses, thanks to its centralised
control and global visibility [187]. However, naively computing rich met-
rics in the controller can introduce non-negligible overhead and energy
cost, especially in large or time-critical environments (218, [198]. Offload-
ing pacosts, especially in large or time-critical environments [021tracking,
218, but indiscriminate in-network computation risks burdening switches
and increasing forwarding delay [83].

The proposed architecture, called GRAPH4, addresses this trade-off
by selectively placing in-network monitoring where it matters most. At-
tack graphs are derived in the control plane from the active topology and
configuration to identify nodes and paths that are vulnerable to specific
attack classes. Only those portions of the network receive targeted mon-
itoring rules in the programmable data plane; when local deviations are
detected, concise alerts are raised to the controller for correlation and re-
sponse. This focused strategy concentrates computation where it yields
the highest value, reduces overall overhead, and supports prompt mitiga-
tion.

Programmable data planes enable in-network telemetry and first-line
reactions with bounded overhead. In the following, these capabilities are
combined with attack-graph reasoning to place monitoring exactly where
risk concentrates, so that only the relevant portions of the network execute
metric collection and local checks.
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3.2.1 Background

P4

P4 [30] is an open-source programming language that controls data plane
packet processing. As depicted in Figure @ a P4-enabled switch differs
from traditional ones in two aspects: first, the switch functions are not
hardwired but specified by a P4 program; second, control and data plane
communication takes place through a fixed-function device channel, but
the data plane APIs are established by the P4 program. The Southbound
Interface APIs, which expose the specific features and protocols supported
by the data plane, are built using the specifications provided by P4Run-
time [52] for abstracting the hardware interfaces. P4’s primary goals are
as follows:

o Reconfigurability: the packet parsing logic and processing rules can
be dynamically installed and updated by the controller.

¢ Protocol independence: by giving rule names, key types, and typed
match+action tables in the header fields, the controller can deter-
mine how to process header fields, freeing the switch from fixed
actions taken on standard packet formats.

o Target independence: the P4 code is completely portable across all
targets. The P4 compiler is tasked with translating program features
that make use of target-specific capabilities.

P4 is designed around an abstract model that explains the traffic for-
warding of the switch through match+action steps that are organized in
series, parallel, or both. The parser, which extracts header information
and serves as a programmable interpreter of supported protocols, first
handles inbound packets. The match-action tables, which determine the
egress port and queue for the packet, then receive the extracted header
data. The packet may be sent, replicated, dropped, or cause flow control
depending on the ingress processing. A P4 program defines the following
elements to express the behavior of the data plane:

1. Header types: packet header definitions, i.e., the set of fields and

their sizes.
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2. Parsers: finite-state machines that map packets into headers and
metadata.

3. Tables: data structures defining matching fields and actions applied
to them.

4. Actions: code fragments that describe packet manipulation and can
consider external data, supplied by the control plane at runtime.

5. Match—action units: elements that construct lookup keys from packet
fields” metadata and use them to find the right action and execute
it.

6. Control flows: imperative blocks that describe packet processing on

a target using the data-dependent sequence of match—action unit

invocations.

Thus, P4 enhances traditional SDNs (heavily reliant on the OpenFlow
protocol [183]) by addressing two well-known shortcomings [90]: a signif-
icant communication overhead is generated between the data plane and
the control plane, and significant processing capabilities are needed at the

controller.

P4’s unrivaled expressiveness provided a revolutionary new perspec-
tive on network programmability and monitoring. With P4 programmable
switches, it is now possible for network operators to partially overcome
such drawbacks. Programmable switches can execute a portion of network
monitoring and security operations directly in their data plane pipeline,
providing partially or fully processed information to the control plane. On
the other hand, data plane programming has some intrinsic entry barriers,
such as the need for specialized hardware and the effort required for net-
work architects to become proficient in creating efficient and portable code
[240]. The expressiveness limitations of OpenFlow-based SDNs do not al-
low for coding algorithms on the data plane, such as network entropy
calculation, which is presented in the next section. In fact, OpenFlow
only allows for a fixed set of configurations, while P4 can be used to code
custom packet processing algorithms.
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Figure 6: Comparing the architecture of a traditional switch and a P4
programmable switch. The forwarding behavior of the P4 programmable
switch can be configured directly from the Application, setting the P4
program. In contrast, a legacy switch’s application determines the behavior
of the control plane, which then configures the data plane.

Network Traffic Entropy

Entropy was introduced as a measure of uncertainty by Shannon in
1948 [248]. Assuming that X is a dataset with a finite number n of inde-
pendent symbols, represented by x1, xa, ..., x,, with corresponding prob-
abilities p = p1, p2, ---, Pn, the entropy of X is defined as follows:

H(X) = *Zpilogpi (3.1)

The entropy value ranges between 0 and log n, reaching the upper bound
when X has a uniform distribution. To make entropy values independent
of the number of distinct symbols, entropy can be normalized to vary from
0 to 1 as follows:

H(X)

Hy(X) = log n (3.2)

From the above definitions, it is possible to define network traffic entropy
as an indication of traffic distribution across the network [144]. Each
network switch can evaluate the traffic entropy related to the network
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flows that cross it in a given time interval Tj,; as:

—~ fi fi
H=- ' log L 3.3

2 81 5 51, (33)
where f; is the packet count of the incoming flow 4, S| is the total
number of processed packets by the switch during T;,¢, n is the overall
number of distinct flows, and d is the base of the logarithm. Network
traffic entropy reaches its minimum value H = 0 when in the given time
interval Ty, all packets |S|:: belong to the same flow i, while it reaches
its maximum value H = log,;n when each of the n flows transports only
one packet.

3.2.2 Related Works

In literature, security metrics proposed for network analysis focus espe-
cially on attack graphs, which are graphical representations of potential
attack paths and the various steps an attacker might take to compro-
mise a target system or network. They provide a visual depiction of the
relationships between different vulnerabilities, system components, and
attack techniques that an adversary could use to achieve their objectives.
Over time, various research works have exploited their potential. Wang
et al. [287] proposed a general framework for designing network security
metrics based on AGs. In [163], Lippmann et al. propose the Network
Compromise Percentage Metric while evaluating the so-called defense-in-
depth strategy using AGs. In [185], Mehta et al. compute a ranking
of states in an AG based on the probability of attackers reaching each
state during a random simulation; the PageRank algorithm is adapted
for such a ranking; a key assumption made in this work is that attackers
would progress along different paths in an AG in a random fashion. In
this work [214] from Pamula et al., attack trees are replaced by attack
trees with more advanced AGs and attack paths with attack scenarios. In
[151], Leversage et al. proposed a mean time-to-compromise metric based
on the predator state-space model. Homer et al. |121] address several
important issues in calculating such metrics, including the dependencies
between different attack sequences in an AG and cyclic structures in such
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graphs. Poolsappasit et al. [221], instead, proposed Bayesian networks to
quantify the chances of attacks and to develop a security mitigation and

management plan as a metric.

More recent works start to consider vulnerabilities inside the nodes
of the graph to make more accurate calculations: Wang et al. [288] in-
stead of attempting to rank unknown vulnerabilities, propose a metric
that counts how many such vulnerabilities would be required for compro-
mising network assets: a larger count implies more security because the
likelihood of having more unknown vulnerabilities available, applicable,
and exploitable all at the same time will be significantly lower; Zhang et
al. [319] presented a biodiversity-inspired metric based on the effective
number of distinct resources, with the idea that the larger the diversity
in components, the more secure it is the system because it is less proba-
ble that the same vulnerability is shared between different manufacturer;
Ramos et al. [230] proposed metrics that consider the length and the
number of attack paths resulting from the graph. An implementation of
AGs very common in literature is MulVAL [208], a project that, since
2006, has proposed an end-to-end framework and reasoning system that
produces AGs by conducting multihost, multistage vulnerability analysis
on a network. A recent work by Stan et al. [259] that utilizes this tool
on modern network architectures leverages MulVAL to model multiple at-
tack techniques, including spoofing, man-in-the-middle, DDoS, and other
types of attacks.

Metrics that pertain to this category require a high-level view of the
network to produce and utilize an AG. Moreover, many of them are
resource-intensive and cannot be computed on devices that must maintain
a very low overhead, such as switches. A device, such as a switch, could
implement only metrics of a measure type, but can still exploit the possi-
bility of managing the data plane. The aforementioned studies all employ
AGs as a means of obtaining a comprehensive overview of potential attack
vectors within network environments, with the intent of deriving relevant
metrics from such data. Distinguishing this research from prior work, the
analytical scope is extended beyond metrics obtainable from AGs alone
by integrating AG-derived indicators with lower-level data collected at
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multiple vantage points. In addition, the investigation focuses specifi-
cally on networks employing DPP, leveraging their intrinsic capabilities;
an emphasis that sets it apart from earlier efforts.

In contrast, considering low-level metrics deployable on network de-
vices, the first contribution is the direct detection of DDoS attacks within
the data plane of switches. However, the widely adopted data plane pro-
gramming language, P4, lacks support for many arithmetic operations,
limiting the straightforward implementation of advanced network moni-
toring functionalities required for DDoS detection. To address this lim-
itation, Ding et al. [58] present two novel strategies for estimating flow
cardinality and normalized network traffic entropy, which rely solely on
P4-supported operations and ensure a low relative error. Building upon
these contributions, the authors propose a DDoS detection strategy based
on variations of normalized network traffic entropy. The results demon-
strate comparable or higher detection accuracy compared to state-of-the-
art solutions while being simpler and executed entirely in the data plane.
Moreover, Gao et al. [83] propose an alternative solution, as mentioned
in the introduction, which allows it to overcome the use of sketches and
enables switches to alert the controller automatically upon detection of
anomalies. They implement statistical checks in P4 by revisiting the def-
inition and computation of statistical measures and collecting the tech-
niques in a P4 library. Considering these works, the distinction inherent
in this research lies in the opposite concept to what was previously dis-
cussed. Low-level metrics are consolidated with high-level metrics, and
the resulting integrated analysis is applied coherently across distinct layers
of security evaluation.

3.2.3 The GRAPH4 Architecture

Prior work has demonstrated that several security indicators can be com-
puted directly in a P4 data plane to detect network attacks, such as traffic
entropy or reachability-derived measures. The computation performed on
forwarding devices, however, introduces overhead that may be unaccept-
able in environments with strict latency or traffic-shaping requirements.
GRAPH4 addresses this tension by combining low-level measurements in
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the data plane with high-level reasoning in the control plane. The con-
troller employs Attack Graphs (AGs) to identify vulnerable regions of
the topology and to place data-plane computations where they are most
valuable, thereby concentrating resources around critical assets and min-
imizing unnecessary network-wide instrumentation.

Architecture Figure|7|illustrates the split between the control plane and
the data plane. The controller maintains a model of the network that
includes the topology, hosts, and their exposed services, as well as the
attack vector under analysis. From these inputs, it generates an AG
that enumerates feasible paths to vulnerable targets. The AG serves two
purposes. First, it enables the computation of high-level metrics that
summarise the security posture over the graph, such as the number of
attack paths, the standard deviation or mode of path lengths [230], and
the defence depth [33]. Second, it provides precise guidance on where to
place low-level measurements and detection routines. In GRAPH4, the
emphasis is on this second role: AGs are used to select the subset of
switches that forward traffic to or from vulnerable hosts, and only these

devices are instrumented.

Control plane The controller constructs the AG based on the current
view of the network and the specified attack vector. Using the result-
ing graph, it identifies vulnerable hosts and the paths that reach them.
This information is translated into placement decisions for data-plane
code. Only switches that lie on vulnerable paths receive the programs
that compute low-level indicators such as entropy or counters required for
AG-related metrics. The outcome is a focused deployment that reduces
overhead while preserving detection capability on the paths of interest.

Data plane On the forwarding devices, GRAPH4 follows the philoso-
phy of in-network telemetry and line-rate analytics. The difference with
network-wide approaches such as [83] is the scoping: monitoring is re-
stricted to flows associated with the vulnerable hosts selected by the con-
troller. Switches compute the required indicators and raise an alert when
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Figure 7: Interaction between control plane and data plane in GRAPHA4.
Hosts in red are identified by the AG as vulnerable; the controller instru-
ments nearby switches to gather and evaluate metrics.

thresholds are exceeded or anomalous patterns are observed. Alerts are
reported to the controller, which determines the appropriate response,
such as adjusting rules, rate-limiting specific flows, or isolating segments
of the topology.

Workflow Operation proceeds in two phases. During initialisation, the
controller gathers topology and service information, generates the AG,
identifies vulnerable hosts, selects the switches that handle their traffic,
and installs the necessary match—action tables that implement the low-
level detection logic. During run time, the instrumented switches monitor
traffic associated with the protected assets and notify the controller when
indicators suggest an ongoing attack. The controller then applies coun-
termeasures and, if needed, updates both the AG and the placement to
reflect the new state of the network.

GRAPH4 is agnostic to the specific indicator computed in the data
plane and to the specific metric extracted from the AG. Any measure
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Figure 8: GRAPH4 workflow. The control plane (blue) generates the
AG and places data-plane programs; the data plane (violet) monitors the
selected traffic and reports anomalies for mitigation.

that benefits from local visibility can be implemented on selected switches,
while model-based metrics over the AG provide the global view needed
for placement and for high-level reporting. This cooperation between
model-based and measurement-based metrics enhances resource allocation
and reduces energy and computational usage, which is crucial for inline

detection at scale.

3.2.4  Proof of Concept

This section presents a proof of concept (PoC) that demonstrates the
feasibility and effectiveness of GRAPH4 in detecting distributed denial-
of-service (DDoS) attacks while minimising monitoring overhead through
targeted metric placement. The attack model consists of a volumetric
flood directed at one or more hosts and traversing multiple network re-
gions with the aim of exhausting bandwidth and isolating the targets.
GRAPH4 combines high-level reasoning on the controller and low-level
measurements in the data plane: the controller generates MulVAL AGs
to locate vulnerable hosts and their corresponding paths, and selected
switches compute a normalized traffic-entropy indicator (P4ANEntropy)
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that triggers alerts on anomalies. When the entropy indicator falls
below an adaptive threshold, the controller installs mitigation rules that
block the malicious flow; the metric then returns to nominal values. In
the emulation environment, the mean reaction time from detection to rule

deployment was 2.5s.

Low-level metric

P4ANEntropy estimates the normalised entropy of network traffic over
configurable time windows (cf. Eq. , and is implemented in P4 de-
spite the lack of native division, logarithm, floating-point operations, and
loops. The P4DDoS application was adapted for GRAPH4, allowing
detection rules to be installed only for hosts designated as vulnerable by
the AG. This restriction ensures that monitoring is focused on the traffic
that matters in the current scenario. DDoS is signalled when the entropy
value drops below an adaptive threshold. Figure [J] shows a representative
run with a threshold of 0.5: once the threshold is crossed, the controller
deploys match—action rules to block the flow, and the entropy returns to

its typical value.
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© o o
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Figure 9: Normalised entropy (P4NEntropy) over time. When the metric

drops below 0.5, a DDoS condition is detected and mitigation rules are
installed; the metric then returns to nominal values.
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AG cuts

The testbed is built in Minine’ﬂ with a single P4 switch (bmv2 behavioral
mode]ED and a custom controller for the control plane [240]. The topology
(Fig. follows [83] with an additional subnet protected by a firewall;
an external traffic source is attached to the P4 switch, which connects to
three /24 subnets with six destination hosts each. Virtual link capacity is
bounded by CPU resources, and the experiments ran on Ubuntu 20.04 LTS
(14 GB RAM, 3 vCPU, KVM). To produce the AG, the extended MulVAL
version [259] was used; the knowledge base is expressed in Datalog [46] via
an input.P file declaring hosts, gateways, services, vulnerabilities, and the
attack goal (Figs. . Hosts that appear along at least one feasible
attack path are deemed vulnerable. Denoting by N, the total number of
hosts, the set splits into V' vulnerable and S non-vulnerable hosts, with

N, =V+56. (3.4)

Switches compute the entropy indicator only for flows whose endpoints
include a vulnerable host.

The effect of targeted placement is quantified by measuring the Packet
Processing Time (PPT)E| on the switch. Figure reports PPT distri-
butions for 10,000 packets under different fractions of monitored traffic.
The distributions exhibit stable averages and limited sensitivity to the
proportion of monitored packets; the single-packet PPT depends primar-
ily on whether the packet triggers metric computation, rather than on
the number of other packets monitored in the same interval. The total
computation time on a switch, 7., can therefore be modelled as propor-
tional to the number of monitored flows (and thus to V') times the average
PPT of monitored packets. This single-switch approximation is consistent
with the analytical treatment in [83]. Figure [14] illustrates the relation-
ship: without AG guidance, T, grows with Nj, (effectively V' = Np),
whereas with GRAPH4 it is upper-bounded by V, yielding a reduction

Thttps://mininet.org/

2https://github.com /p4lang/behavioral-model

SPPT is computed as tout — tin from Wireshark captures at ingress and egress
interfaces.
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1 /x attacker info */

2 attackerLocated(internet).

3 malicious(attacker).

4

5 /* network topology */

6 isGateway(switchP4,subnetP4).

7 isGateway(ovsl,subnetl).

8 isGateway(ovs2,subnet2).

9 isGateway(ovs3,subnet3).

10

11 located(ovsl, subnetP4, ipSubnet).

12 located(ovs2, subnetP4, ipSubnet).

13 located(ovs3, subnetP4, ipSubnet).

14

15 located(hostl, subnetl, ipSubnet).

16 /x repeat for every host of subnet 1, 2 and 3 */
17

18 hacl(internet, hostl, tcp, 80).

19 /x repeat for every host x/

20

21 /* active services x/

22 networkService(hostl, ssh, tcp, 80, _).
23 /* repeat for every host %/

24

25 aclH(hostl, _, _, hostl, tcp, 80).

26 /* repeat for every host of subnet 1 and 2 *x/
27

28

29 /* vulnerability information x/

30 vulHostDos (hostl).

31 /x repeat for every VULNERABLE host x/
32

33 attackGoal(dos(attacker,hostl)).

Figure 11: Excerpt from input.P (MulVAL/Datalog) used to generate the
AG. Repeated declarations are omitted for brevity.
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4: host1,tcp,80):1 l

5: vulHostDos(host1):1 ————> 2: RULE 50 (Network based DoS):0 ————> 1: dos(attacker,host1):0

6: aclH(host1,_,_host1,tcp,80) 4I

7: netServi 1,ssh;tcp,80,):1

Figure 12: Attack Graph generated from the topology in Fig. for one
host in a vulnerable subnet. The full output contains analogous graphs for
all relevant hosts.

A; whenever only a subset of hosts is vulnerable. The linear trend is
further supported by experiments with 50,000 packets per run and moni-
tored fractions of 0%, 12.5%, 25%, 50%, and 100%, where the mean and
variance of PPT scale with the monitored load (Fig. . Control-plane
overhead remains negligible because the data plane emits compact alerts
only when thresholds are crossed: a report with source and destination
IPv4 addresses fits in 64 bits per event, unlike SDN mirroring approaches
that forward bulk traffic to the controller.

3.2.5 Limitations and outlook

GRAPH4 demonstrates that metric-driven monitoring can be selective
and efficient when high-level reasoning on attack paths guides the place-
ment of low-level, in-network measurements. The proof of concept shows
real-time detection and mitigation of DDoS conditions with focused in-
strumentation, limited control-plane signalling, and a measurable reduc-
tion of switch load whenever only a subset of hosts is classified as vulner-
able.

Two limitations deserve attention. The completeness of the Attack
Graph depends on the quality of the inputs used by the controller, namely
topology, exposed services, and associated vulnerabilities. Missing or in-
accurate facts produce incomplete graphs and may hide feasible attack
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Figure 13: Packet Processing Time (PPT) on the switch for 10,000 packets
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metric computation; orange: packets used to compute the metric; red lines:
respective averages.
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Figure 14: Computation time 7. on the switch. The blue curve corresponds
to V.= Nj (no AG guidance). Other curves show cases with V' < Ny,
where the reduction A; reflects the benefit of AG-guided placement.
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Figure 15: Mean and variance of single-switch PPTs across five scenarios
(50,000 packets each) as the monitored fraction increases from 0% to 100%.

45



paths, creating a misleading sense of protection. In addition, the workflow
assumes relative stability, whereas industrial environments can change fre-
quently in topology and exposure. Keeping the graph aligned with reality
and updating placement decisions with low latency is challenging; without
timely adaptation, the model drifts and detection accuracy degrades.
Mitigation of these issues points to improved asset discovery, contin-
uous configuration auditing, and rapid re-generation of the graph with
corresponding re-deployment of data-plane probes. Further development
includes quantifying end-to-end gains in multi-switch scenarios, exploring
indicators beyond entropy while preserving explainability, and incorpo-
rating learning-based detectors with careful calibration and control.

3.3 PK-IOTA: Secure certificate distribution

3.3.1 Motivation and context

Industrial Control Systems (ICS) integrate cyber and physical compo-
nents to operate critical infrastructures and production lines [127]. With
Industry 4.0 and the Industrial Internet of Things (IIoT), machines, sen-
sors, and actuators communicate across heterogeneous networks at scale.
The OPC Unified Architecture (OPC UA) [200] has emerged as the de
facto standard for interoperable industrial communications [139], offering
built-in mechanisms for authenticity, integrity, and confidentiality; its se-
curity design has been positively assessed by the German Federal Office
for Information Security [35].

Despite security-by-design, real deployments often fall short. Internet-
wide measurements revealed that most reachable OPC UA endpoints are
misconfigured, often lacking access control, disabled security features, dep-
recated cryptography, or certificate reuse [55]. A systematic assessment
of 48 artifacts further highlighted gaps in certificate management and
trust-list handling, enabling attacks such as forged data ingestion, eaves-
dropping, and parameter manipulation with direct physical consequences
[70]. Two practical challenges emerge: managing certificates and trust
lists at scale, and coping with inconsistent or partial security support
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across multi-vendor estates.

The previous chapter (GRAPH4) established that validated security
metrics can guide selective, real-time monitoring and mitigation. That
perspective optimises where and how to measure and react. A comple-
mentary requirement is ensuring that only authenticated and authorized
entities exchange data, with verifiable and timely certificate validation
and revocation across heterogeneous and legacy installations: as shown in
Chapter[2] the current State of the art in security metrics does not address
this condition. Thus, an architecture called PK-IOTA will be presented,
which addresses this need by automating OPC-UA credential handling
and relocating critical validation logic to the network, thereby ensuring

trustworthy enforcement complements metric-driven monitoring.

3.3.2 Challenges in OPC UA deployments

OPC UA [173] is a machine-to-machine communication standard designed
to ensure secure, reliable, and platform-independent exchange of data be-
tween devices and systems in Industry 4.0 settings. The latest OPC UA
specification 1.05 [200], which comprises 24 parts that focus on various fea-
tures of the protocol, was released in 2022. It establishes two communica-
tion strategies based on the client-server model and the publish-subscribe
model. The two main features of OPC UA are its information model-
based architecture and integrated secure communication by design [35].
The information model architecture enables platform-independent com-
munication between industrial devices of different manufacturers: device
functions, sensor values, and other variables, as well as their relationships,
are represented by OPC UA servers as a set of nodes in an address space,
from which clients can dynamically request the execution of functions or
access data of variables. Core Information Models are already defined as
part of the OPC UA specification, but vendors can extend them to add
information about their products [204].

To establish a communication channel, an OPC UA client and an OPC
UA server must first perform a security handshake consisting of four steps,
as shown in Figure [I6] During the security handshake, the client and
server authenticate themselves using their OPC UA Application Instance
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Certificate, a type of X.509-compliant digital certificate. These certificates
are mutually exchanged and verified between devices when initiating a
secure communication session. To verify received certificates, each device
maintains a Trust List. This list consists of certificates that are trusted
by the device. A received certificate is considered valid if it is either in
the trust list itself or part of a certificate chain that has an anchor in the

trust list.
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Figure 16: Connection establishment handshake in OPC UA, which com-
prises four steps: GetEndpoints, OpenSecureChannel, CreateSession, Ac-
tivateSession. In the GetEndpoints response, the OPC UA server provides
a list of endpoints, each one specifying a Security Mode, Security Policy,
and User Identity Token. The OPC UA client selects one endpoint to con-
nect to.

In the first step, the client must select an Endpoint, i.e., a config-
uration option that specifies how a connection to the server can be es-
tablished. Therefore, it sends a GetEndpoints request to the server in
order to obtain the descriptions of the existing Session Endpoints. Each
Session Endpoint is defined by a Security Mode, a Security Policy, and
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the supported User Identity Token(s). The Security Mode defines how
messages are exchanged between parties to achieve authentication, con-
fidentiality, and integrity. Available Security Modes are None, Sign, and
SignAndEncrypt. These modes offer unprotected communication (None),
authenticated communication (Sign), and authenticated and confidential
communication (SignAndEncrypt). Security Policies define the crypto-
graphic primitives and their parameters to implement the various security
modes. Finally, the UserldentityToken defines the supported user authen-
tication methods for an endpoint: Anonymous (no user authentication),
Username&Password, and Certificate.

Upon receiving the GetEndpoints response, the client promptly selects
a Session Endpoint and validates the server’s Application Instance Cer-
tificate. If the certificate is deemed trustworthy, the client then proceeds
to send an OpenSecureChannel request to the selected Session Endpoint
as the second step. When the Security Mode is set to None, the OpenSe-
cureChannel message remains unsecured. If Sign is chosen, the message is
signed with the client’s Application Instance Certificate’s private key. For
SignAndEncrypt, the message is additionally encrypted with the server’s
Application Instance Certificate’s public key, as specified in the Security
Policy, which outlines the algorithms for signing and encryption. Once
the server receives the OpenSecureChannel request, it first validates the
client’s Application Instance Certificate. The certificate is provided in an
unencrypted part of the message and can thereby be read by the server.
If the client’s certificate is considered trustworthy by the server, then the
message has to be interpreted according to the Security Policy and the Se-
curity Mode, i.e. decrypted with the associated private key of the server’s
Application Instance Certificate, and the signature of the message is ver-
ified with the public key of the client’s Application Instance Certificate.
The server then sends an equally secured response to this request, where-
upon the client performs equivalent validations on the server certificate.
The OpenSecureChannel Request and Response messages contain a nonce
from the client and the server, respectively, in each message. These nonces
are used to compute the symmetric signing and encryption keys for the
session |205]. The Secure Channel has a finite lifetime to resist long-term
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attacks. After this lifetime has expired, a renewal of the channel must
be initiated by repeating the steps described above. Nevertheless, this
renewal process is transparent to the Session that is created on top of a
Secure Channel.

The third step involves creating a Session on top of the previously es-
tablished Secure Channel. In this phase, the client and server must verify
possession of their respective Application Instance Certificates through
a challenge-response mechanism. In fact, the CreateSession request sent
by the client to the server also contains the client certificate and a nonce.
First, the server verifies that the client certificate matches the one used for
the Secure Channel, and then signs the client nonce with its private key to
prove possession of its Application Instance Certificate. Subsequently, in
the CreateSession response, the server provides its certificate, the signed
client’s nonce, a new nonce, and two values that uniquely identify the Ses-
sion. The first value is the sessionld, which is used to identify the Session
in the audit logs and in the server’s Address Space. The second is the
authenticationToken, which is used to associate an incoming request with
a Session.

The fourth and final step is session activation via the ActivateSession
service, necessary to specify the identity of the user associated with the
session. This Service request shall be issued by the Client before any other
Service request. Failure to do so shall cause the Server to close the Session.
In the ActivateSession request, the client proves that it is the same appli-
cation that called the CreateSession service by signing the server nonce
and the server certificate obtained in the CreateSession response with the
private key associated with the client certificate specified in the CreateSes-
sion request. Note that the CreateSession and ActivateSession requests
and responses are signed and encrypted using the symmetric keys derived
in the OpenSecureChannel phase according to the selected Security Mode
and Security Policy.

While OPC UA’s protocol design is inherently secure [35], the range
of configuration options available can greatly affect its overall security.
Official guidelines aim to address these concerns [206]. Firstly, com-
munication security should always be enabled, ensuring that messages
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are both signed and encrypted whenever possible. Additionally, anony-
mous authentication should be prohibited. Finally, only three of the six
available security policies (Aes128_Sha256_RsaOaep, Basic256Sha256,
Aes256__Sha256_ RsaPss) should be employed, as one offers no security
and two have been deprecated due to their reliance on SHA-1.

3.3.3 Problem Statement

The majority of the security goals of OPC UA are achieved by relying
on the Secure Channel [186]: depending on the selected Security Mode,
it guarantees the confidentiality and integrity of the data exchanged in
a session by encrypting the transmitted messages and applying a digital
signature to them. Furthermore, when establishing secure communica-
tion, OPC UA clients and servers mutually authenticate themselves by
exchanging their Application Instance Certificates and generating a ses-
sion key for subsequent secure communication.

Similar to many other network protocols, OPC UA uses X.509 [29]
compliant certificates for authentication. In OPC UA, it is possible to
use either certificates issued by a trusted Certification Authority or self-
signed certificates. In the latter case, the private key associated with
the public key of the new certificate is used to sign the certificate, which
implies that the entity generating the certificate is the Certification Au-
thority. To verify received certificates, each client and server maintains a
set of trustworthy certificates in its so-called trust list. A server accepts
connections from a client in case the client can authenticate itself with a
certificate that the server can successfully verify based on its local trust
list, and vice versa [137].

A common approach for managing these certificates involves manually
installing them into the trust lists of applications and devices. During the
initial connection between two devices, the connection is blocked because a
trust relationship is absent. Nevertheless, certificates from these attempts
are stored, allowing an administrator to manually configure the devices
and establish trust for these certificates, enabling future connections. This
method, however, is not feasible for large OPC UA networks [136], requires
significant manual effort, and is thus prone to human error.
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Fortunately, OPC UA defines methods for the automated management
of certificates [201], which include functionalities designed for standard
OPC UA applications (both servers and clients), as well as capabilities
tailored for a specialized server responsible for certificate management,
referred to as the Global Discovery Server (GDS). The available methods
enable applications to obtain certificates and update their trust lists, ei-
ther through a process performed by the application itself (Pull Model)
or on the initiative of the GDS (Push Model).

However, recent works |70} |55] have revealed that significant challenges
still exist in setting up secure OPC UA deployments in practice. [55]
shows that 92% of OPC UA deployments reachable over the Internet are
improperly configured. In particular, 24% of these servers completely dis-
able communication security, while another 25% rely on outdated cryp-
tographic methods, such as SHA-1. Additionally, 35% of the systems
improperly implement otherwise secure configurations by reusing security-
critical certificates across devices in multiple systems within different net-
works, making these systems susceptible to impersonation and eavesdrop-
ping. Finally, 44% of servers allow unauthenticated users to read, write,
and execute functions on industrial devices. The authors affirm that se-
cure protocols are no guarantee for secure deployments: they underscore
the need to reduce configuration complexity in OPC UA deployments
and demand secure defaults for all configuration options, eventually tran-
sitioning from security by design to security by default.

Diving deeper, [70] systematically investigated the security of 48 real-
world OPC UA artifacts (22 products from vendors and 16 libraries, of
which 11 provide OPC UA servers and 15 provide OPC UA clients), show-
ing that in practice, many of them have missing support for security fea-
tures of the protocol. Specifically, only 10 artifacts (20.8% out of 48)
correctly implement the certificate management, while 7 artifacts do not
support security features at all, and the remaining 31 (64.6% of the to-
tal) exhibit issues or errors in the trust list management. Moreover, the
features the GDS offers to manage certificates are supported by only 5
artifacts. The authors demonstrate that inconsistent or nonexistent sup-
port for managing trust lists and integrating with the GDS can lead to
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misconfigurations, rendering OPC UA deployments vulnerable to Rogue
Server, Rogue Client, and Middleperson attacks. In the Rogue Server at-
tack, the attacker feeds incorrect information to OPC UA clients while a
Rogue Client eavesdrops and changes values, which can directly alter the
physical process. Finally, a Middleperson attacker aims to establish him-
self as a man-in-the-middle (MitM) in the connection between the OPC
UA client and server, intercepting and manipulating all communications
between both.

Therefore, while the security-by-design of the OPC UA standard is cer-
tified by the German Federal Office for Information Security (BSI) 35,
it is evident that practical deployments of OPC UA often fail to meet
these security standards due to misconfigurations, lack of support for key
security features, and the complexities associated with managing certifi-
cates and trust lists in real-world ICS environments. This security gap
between protocol design and practical deployments highlights the need for
automated configuration processes to ensure that OPC UA systems can
consistently achieve the intended level of security in operational settings.

3.3.4 Design Goals & Challenges

To close the security gaps outlined in the previous Section, this work aims
to facilitate the secure deployment and configuration of OPC UA systems
in practical ICS settings. To achieve this, the following key challenges are
directly tackled:

e The complexity of OPC UA certificate and trust list management in
real-world deployments: the manual management of certificates and
trust lists in large-scale OPC UA networks is impractical and highly
error-prone. Although current OPC UA setups often rely on GDS
for certificate management, many ICS environments still lack GDS
support, and many OPC UA industrial devices lack compatibility
with GDS features [70]. At the moment of the writing, existing
commercial GDS solutions are also limited in number, and none are
currently certified by the OPC Foundatiorﬁ

4https://opcfoundation.org/products/?category=18
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¢ Inconsistent support for OPC UA security features: OPC UA pro-
vides extensive security features, but these are inconsistently imple-
mented across devices, with many lacking critical support for cer-
tificate management, trust list handling, or GDS integration. Such
inconsistency hinders the security of OPC UA deployments, as ad-
ministrators cannot rely on uniform functionality across devices.
Standardizing security configurations becomes challenging when de-
vices exhibit varied support for fundamental security features.

By addressing these specific challenges, a scalable architecture with
the following design goals is deployed:

e Automated certificate management: by leveraging a Distributed
Ledger Technology (DLT) as a decentralized PKI, eliminating man-
ual, error-prone certificates by handling and ensuring that trust re-
lationships between OPC UA devices are accurately maintained in

real-time.

e Independence from GDS: while GDS provides valuable certificate
management functions, not all OPC UA environments support it.
Therefore, this approach removes reliance on GDS by distributing
OPC UA certificates over a DLT and validating certificates in the
network data plane via programmable switches.

¢ Independence from device-level security feature support: by inte-
grating in-network certificate validation via Data Plane Programmable
(DPP) switches, PK-IOTA performs real-time certificate verifica-
tion that operates independently of device-specific security features
such as trust list management. This design ensures a uniform secu-
rity layer even if individual OPC UA devices have limited security
features. The approach relies solely on a common set of features
supported by most OPC UA devices (85.4% of the artifacts ana-
lyzed by [70]). Deployed industrial OPC UA devices are assumed
to support the Sign&Encrypt security mode, a non-deprecated se-
curity policy, and either Certificate or Username&Password as user
identity tokens.
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o Security requirements: The system is designed to be robust against
Rogue Server, Rogue Client, and Middleperson attacks by mandat-
ing certificate validation at the data plane, thereby blocking unau-
thorized devices before they access critical ICS components.

Data Plane Programmability (P4)

One of the key enablers of this approach is the adoption of P4 [31]. already
introduced in Sec By deploying P4-based programmable switches,
OPC UA certificate validation is moved directly into the network path.
Custom header parsing enables the inspection of OPC UA messages and
the extraction of certificate data within the switch data plane, maintain-
ing protocol independence and runtime control. Rather than relying on
each endpoint device to maintain an up-to-date trust list, the network it-
self inspects connection requests and extracts certificates. Any OPC UA
connection employing an untrusted or revoked certificate can be dropped
immediately, effectively preventing unauthorized connections.

Decentralized certificate manager

This chapter introduces the necessity of a distributed certificate manager
and analyzes possible approaches for its implementation. Beyond simple
storage capabilities, such a manager must also communicate with all con-
trollers in real-time, eliminating the need for continuous polling, which can
be inefficient and prone to delays. This requires introducing a server-like
structure that coordinates and manages certificates dynamically across
various devices.

One possible solution to distributed certificate management could be
a centralized system. This method already exists in the current OPC UA
standard, which provides a centralized certificate authority. However, this
approach introduces significant challenges. Centralized systems typically
involve extensive human intervention, requiring administrators to handle
certificate requests, revocations, and renewals [67]. This human element
can lead to errors, delays, inefficiencies, and security incidents [217], mak-
ing the system unsuitable for large-scale or highly dynamic industrial en-
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vironments. Furthermore, centralized management presents a single point
of failure (SPoF), which is particularly problematic in mission-critical in-
dustrial applications. For these reasons, an automated, decentralized ap-
proach to certificate management is highly desirable.

A promising alternative to the centralized approach is DLT, which
inherently supports decentralized architectures. DLTs are decentralized
systems that record data across a network of nodes to ensure consistency,
transparency, and immutability. Each participant in the network main-
tains a copy of the ledger, and updates are validated through a consensus
mechanism, ensuring all nodes agree on the state of the data. Blockchain,
in particular, is a specific type of DLT that combines cryptography, con-
sensus protocols, peer-to-peer networks, and smart contract technologies
to create a decentralized and secure system for recording transactions. A
blockchain operates as a chain of blocks, where each block contains a set of
transactions and is cryptographically linked to the previous one, forming
a continuous and tamper-proof ledger. The process of adding new blocks
begins with transactions being proposed and disseminated across the net-
work. Depending on the system, these transactions are grouped into a
block by a participating node, commonly referred to as a miner or valida-
tor. A consensus mechanism takes action before the block is added to the
chain to ensure agreement among nodes on the ledger’s state and prevent
attacks such as double-spending, which occurs when an attacker success-
fully spends the same digital tokens twice by creating conflicting trans-
actions. Consensus can be implemented through various methods, such
as Proof-of-Work (PoW), used in Bitcoin; Proof-of-Stake (PoS), used in
Ethereum; or Delegated PoS, used in TRON. Once consensus is achieved,
the cryptographic hash of the previous block is embedded in the new block,
creating a secure link between them. This chaining ensures that altering
a block would require modifying all subsequent blocks, which is computa-
tionally infeasible in most cases but still enables quick verification. The
longest chain rule is applied to avoid forks, where the only valid chain
considered is the one with the majority of blocks attached. These mech-
anisms, without the need for a central authority, maintain the integrity
and consistency of the ledger while preventing unauthorized alterations.
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These properties offer several advantages that make it a potential candi-
date for distributed certificate management in industrial contexts [254].
In fact, each node in the network holds a complete copy of the blockchain,
meaning that even if one or several nodes fail, the certificate management
process can continue uninterrupted. In addition, blockchain facilitates
automatic synchronization across multiple controllers and clients for au-
tomated certificate management [142]. By utilizing smart contracts, which
are self-executing contracts with the terms of the agreement directly writ-
ten into code, blockchain can handle certificate lifecycle events such as
expiration, renewal, or revocation without requiring manual intervention.
This streamlines the process and reduces the likelihood of errors arising
from manual handling. Moreover, as the number of devices or controllers
increases, blockchain enables seamless integration without introducing ad-
ditional management complexity, allowing the system to scale effectively.
Additionally, using the blockchain solves some security issues naturally
present in centralized CAs, such as the split-work attack, certificate re-
vocation and validation problems, and trusted certificate/key store man-
agement problems [142].

However, blockchain faces significant challenges, including scalability
and performance issues. Blockchain networks utilize consensus algorithms
to reach a consensus on the validity of transactions and updates to the
ledger. Standard methods include PoW. Many of these popular consen-
sus mechanisms introduce significant inefficiencies, and using miners and
validators that create one block at a time causes the entire infrastructure
to struggle with throughput, taking up to ten minutes to craft a single
block in Bitcoirﬂ Those problems make blockchain a complex choice for
PKI despite its potential benefits [303].

For this reason, innovative solutions have been proposed to overcome
the limitations of blockchain, primarily by developing different consen-
sus protocols or validation mechanisms within the P2P network [302] and
modifying the chain-like architecture. A promising project in this direc-
tion is IOTA, which will be introduced in the next chapter.

Shttps://bitinfocharts.com/
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IOTA

"The Tangle” [222] introduced the mathematical foundations of the IOTA
project. It focused on providing a distributed microtransaction infrastruc-
ture for the IoT domain, designed to be more energy-efficient and faster
than classical blockchains. IOTA is not based upon a chain ledger but
is based on a Direct Acyclic Graph (DAG) where each node represents a
transaction and consensus is achieved through the confirmation process:
each new transaction verifies two previous transactions, eliminating the
need for PoW or PoS and making the system more scalable and efficient.
This confirmation is based on checking that the two transactions are not
conflicting and do not approve conflicting transactions to avoid double-
spending. In classic blockchains, nodes validate transactions by checking
digital signatures and ensuring sufficient balances before adding them to a
block. In IOTA, transactions are validated through mutual confirmation,
eliminating the need for block formation. This improves transaction speed
by ensuring that at least partial peer confirmations occur quickly [310],
thereby avoiding the bottleneck caused by many blockchain architectures
and enabling asynchronous and parallel transactions. It should also be
noted that the tangle may contain conflicting transactions; some will be-
come orphaned, as subsequent nodes will not choose them for verification
(due to the tip algorithm). Early research on IOTA identified delays in
attaching transactions to the Tangle |102]. However, later simulations
highlighted its superior performance over traditional blockchains in terms
of transaction confirmation rates and computational requirements [32].
While Bitcoin averages 7 transactions per second (TPS) and Ethereum
can handle around 15 TPS, IOTA demonstrates an almost linear rela-
tionship with the transaction arrival rate, making it possible to exceed 80
Confirmed TPS under certain conditions [72]. This is due to the almost
linear relationship between transactions sent per second and throughput
until it reaches the maximum load [60], keeping the latency constant and
limiting CPU usage. Although IOTA has an innovative DAG-based archi-
tecture, it preserves almost all of the benefits of traditional blockchains,
such as protection from tampering, immutability, the absence of a central
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point of failure, and transparency , while also introducing enhanced
scalability and efficiency: key improvements that were essential for ad-
dressing the limitations of traditional blockchain systems 291]. These
characteristics enable the designation of IOTA’s technologies as a secure,
efficient, and tamper-proof choice for implementing a distributed certifi-
cate manager.

3.3.5 Threat model
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Figure 17: The Threat Model of this work is based on the ICS Purdue
Reference Architecture. The attacker is assumed to have Dolev-Yao capa-
bilities above level 1, but cannot tamper with the channel between the P4
controller and the P4 programmable switch.

The system and threat model behind this work are illustrated through
the Purdue Enterprise Reference Architecture for ICS systems se-
curity. As depicted in Figure the Purdue Architecture organizes the
ICS network into six layers: levels 4 and 5 form the Information Tech-
nology (IT) network, while the lower levels constitute the Operational
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Technology (OT) network. The latter handles the control, monitoring,
and automation of physical processes. At level 0, sensors and actuators
are deployed to interact with the physical process: they are referred as In-
dustrial ToT (IToT) devices. They are directly connected to level 1, which
comprises various Programmable Logic Controllers (PLCs). The PLCs
implement system control logic by observing sensor readings and conse-
quently updating actuator signals. They expose an OPC UA server and
employ the OPC UA protocol for communicating with the upper layers.
This aspect has become so ubiquitous in the Industry 4.0 ecosystem that
virtually every major PLC vendor today includes an embedded OPC UA
in their products |15} [128] [129).

Levels 2 (SCADA, HMI) and 3 encompass devices that implement
supervisory control, data acquisition, and monitoring to manage plant
operations. To provide these functionalities, these devices act as OPC
UA clients by requesting sensors and actuators’ data collected by the
OPC UA server at level 1. As described in Section the OPC UA
communication is supposed to be properly configured as described by the
official OPC Foundation guidelines [206], i.e. (1) by enabling Security
Mode SignAndEncrypt with certificates either signed by a trusted Cer-
tification Authority or self-signed certificates, (2) disabling anonymous
authentication, and (3) employing one of the three suggested Security
Policies.

In the system model, network communication between levels 1 and
2 is assumed to be enabled through a P4 programmable switch. The
P4 controller is deployed at level 3 of the Purdue Enterprise Reference
Architecture and is able to communicate with the Enterprise Zone and
with the public IOTA blockchain through the demilitarized zone (DMZ),
which manages the connection between the I'T and the OT networks while
keeping them isolated from each other [130].

With respect to the attacker model, the ICS network is assumed to be
partially controlled by a Dolev—Yao intruder [59]. A typical Dolev—Yao in-
truder can access all public network messages and modify, inject, delete,
or delay them. The Dolev-Yao attacker has, therefore, almost infinite
capabilities. However, the intruder is constrained by the perfect cryp-
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tography assumption: he can only decrypt a ciphertext or forge a signa-
ture if they possesses the corresponding keys. In summary, cryptographic
attacks (e.g., brute force on Private Keys or dictionary attacks on pass-
words) cannot be carried out by the attacker. Additionally, consistent
with prior work in ICS security [1}, (127} [220, [71], the adversary is assumed
to operate only at or above Level 1 of the Purdue Enterprise Reference
Architecture. The Dolev—Yao attacker is further constrained by the as-
sumption of a secure channel between the P4 controller and the P4 pro-
grammable switch [311]; consequently, the P4 Runtime southbound APIs
cannot be tampered with.
The attacker’s goal is to perform one of the following three attacks:

1. Rogue Server: a new OPC UA device has been added to the network
and needs to establish secure OPC UA communication with other
devices. The attacker on the network aims to deceive this new OPC
UA client by injecting malicious data. The attacker sets up an OPC
UA server offering secure endpoints, making new clients believe they
are communicating with the legitimate OPC UA server.

2. Rogue Client: the attacker attempts to connect to the OPC UA
server to eavesdrop or alter the information exchanged between the
server and clients. They set up a client that, despite lacking autho-
rization from the network administrator, tries to establish a connec-
tion with the server.

3. Middle person attack: the attacker acts as an intermediary between
the OPC UA client and server, intercepting and modifying all com-
munications between them. This attack requires achieving both
Rogue Client and Rogue Server objectives.

The attacker model is consistent with those in the prior work of OPC
UA security |70}, 227, 65} |64} [139]

3.3.6 PK-IOTA Architecture

This section introduces PK-IOTA, an automated architecture designed
to manage and distribute OPC UA certificates, addressing the challenges
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discussed in Section[3.3:4 First, a comprehensive overview of the elements
encompassed within the architecture is given, along with the underlying
assumptions. Then, the workflow is outlined, illustrating how the PK-
IOTA entities interact during runtime.

The architecture of PK-IOTA, represented in Figure is composed
of four key and interconnected layers: (1) Device Layer, (2) Data Plane
Layer, 3) IOTA Clients Layer, and (4) IOTA Layer. Its foundation is
the Device Layer, comprising OPC UA clients and servers deployed in
accordance with the Purdue Enterprise Reference Architecture. Building
on this, the Data Plane Layer integrates P4 programmable switches to
enforce real-time security policies and perform in-network certificate vali-
dation, ensuring that communication is solely allowed to trusted OPC UA
devices. Positioned above the Data Plane Layer, the IOTA Clients Layer
acts as a middleware connecting the blockchain with the devices in both
Layer (1) and (2), facilitating seamless management of OPC UA certificate
transactions. At the top of the architecture, the IOTA Layer provides a
secure, immutable ledger that underpins the entire system, handling the
issuance and revocation of OPC UA certificates.

Device Layer

The Device Layer consists of OPC UA clients and servers already deployed
within the ICS network, as described in Section [3.3.5l Each device is
configured by the network administrator to use the Sign&Encrypt security
mode, avoid deprecated security policies, and is equipped with a self-
signed certificate or one issued by a trusted Certification Authority.

The assumption is that OPC UA devices can perform all certificate
validation steps outlined in the OPC UA standard specification [203],
excluding the "Trust List Check” for the reasons outlined in Section [3.3.3
This step involves verifying whether an OPC UA certificate is trusted by
determining if it is included in the device’s trust list. In the PK-IOTA
architecture, the certificate validation is performed in-network at the Data
Plane Layer, offloading it from end OPC UA devices.
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Data Plane Layer

The Data Plane Layer consists of P4 programmable switches inspecting
network packets and enforcing trust on every connection establishment
handshake between an OPC UA client and server. In particular, whenever
an OPC UA Open Secure Channel request is sent by an OPC UA client,
the programmable switch parses the OPC UA payload, extracting the
sender’s certificate and the certificate thumbprint. Subsequently, it checks
the certificate’s trust status: if the certificate is untrusted or revoked, the
programmable switch drops the packet and the OPC UA connection is
rejected directly at the data plane, preventing untrusted endpoints from
establishing OPC UA Secure Channels in the first place. This process is
then repeated with the following OPC UA Open Secure Channel response
sent by the OPC UA server.

Algorithm [1] illustrates the PK-IOTA P4 Parsing Pipeline, which be-
gins by handling the standard TCP/IP packet headers (Ethernet, IPv4,
and TCP). Once the pipeline identifies that the payload is an OPC UA
message, the parser transitions to a specialized state that extracts the
OPC UA header and determines the OPC UA message type. If the
OPC UA message type is OPN (indicating an Open Secure Channel), the
switch parses the corresponding security header and proceeds to parse
the sender’s certificate and its thumbprint, as shown in Algorithm [2} The
extractCert() procedure retrieves the certificate length from the relevant
OPC UA message fields and then performs the necessary endianness ad-
justments. Specifically, although the OPC UA specification encodes the
certificate length as a big-endian integer, it must be converted to little-
endian to be processed as bytes in the P4 language. Since the maximum
size of a variable in P4 is 256 bytes, and the certificate may exceed this
limit, the parser processes the certificate iteratively. The final parsing
step involves extracting the certificate thumbprint.

As soon as the OPC UA Open Secure Channel request or response is
completely parsed, the Data Plane Layer enforces in-network, real-time
trust verification of OPC UA certificates within the Ingress processing
pipeline. The P4 switch checks the certificate thumbprint against a dedi-
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Algorithm 1 PK-IOTA P4 Parsing Pipeline.

Input: packet p
Output: hdr.ipv4, hdr.tcp, tcp__metadata, hdr.opcua, opcua__cert,
opcua__cert_ thumbprint
1: control block Parser
2 p.extract(hdr.ethernet);
3 if p is IPv4 then
4 p.extract(hdr.ipv4);
5: if p is TCP then
6.
7
8
9

p-extract(hdr.tcp);
tep.full_length = (hdr.ipv4.totalLen - IPV4_LEN) * 8;
tep.header_length = ((bit<16>)hdr.tcp.dataOffset) << 5;
: tcp.payload_ length = tcp.full_length - tcp.header_ length;
10: if tcp__metadata.payload_length > 0 and p is OPCUA then

11: p.extract(hdr.tcp_options);

12: p.extract(hdr.opcua);

13: opcua__cert = extractCert(p);

14: p.extract(opcua__cert_thumbprint);
15: end if

16: end if

17: end if

18: end control block

cated match-action table (thumbprint_ table). This table is populated by
the P4 controller, which installs rules mapping valid thumbprints to an
“allow” action. If a matching thumbprint rule is found, the packet is clas-
sified as trusted, permitting the OPC UA Secure Channel establishment
to continue. Conversely, if no corresponding rule exists, the data plane
immediately drops the packet, thus preventing any connections with un-
known or unauthorized OPC UA certificates. This mechanism effectively
offloads trust-list management from individual OPC UA devices, enforc-
ing real-time, centralized policy control at the data plane level.

Tota Clients Layer

To complement the real-time certificate enforcement performed by the
Data Plane Layer, the IOTA Clients Layer provides an interface for OPC
UA network administrators to manage and distribute OPC UA trusted
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Algorithm 2 OPC UA Certificate extraction inside the PK-IOTA P4 Pars-
ing Pipeline.

Input: packet p
Output: opcua_ cert

1:
2
3
4:
5:
6.
7
8
9

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:
35:

procedure extractCert()

bit<2048>[100] opcua_ cert;
bit<32> cert__bytes;
bit<32> remaining;
state parse_ certLength
p.extract(hdr.opcua__certLength);
bit<8> hexl = hdr.opcua__certLength[31:24];
bit<8> hex2 = hdr.opcua_ certLength[23:16];
bit<8> hex3 = hdr.opcua_ certLength[15:8];
bit<8> hex4 = hdr.opcua__certLength[7:0];
cert_bytes = (bit<32>)(hex4 ++ hex3 ++ hex2 4+ hex1);
remaining = cert__bytes;
transition select(cert_ bytes)
0 : drop;
__: check_ cert__length;

state check_ cert_length
transition select(cert_bytes > 255)
false : parse_ certificate_ending part_ only;
true : parse_ certificate;

state parse_ certificate
packet.extract(opcua__cert.next);
remaining = remaining - 256;
transition select(remaining > 255)
false : parse_ certificate_ending_ part;
true : parse_ certificate;

state parse_ certificate__ending_part
packet.extract(opcua_ cert, (bit<32>)(remaining * 8));

state parse__certificate__ending_part__only
packet.extract(opcua__cert, cert_ bytes);

return opcua__cert

36: end procedure
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certificates via the IOTA Tangle. In this architecture, the P4 controller
itself acts as a listener to relevant IOTA transactions originating from the
administrator wallet. Whenever these transactions carry an OPC UA cer-
tificate for issuance or revocation, the controller updates the thumbprint_ ta-
ble entries in the P4-programmable switch accordingly, by either installing
a match-action rule to allow OPC UA connections for a newly trusted
certificate or removing a rule to prevent future connections for a revoked
one. This mechanism ensures that trust relationships are tamper-proof
and maintained in near-real time throughout the ICS network, offloading
individual OPC UA devices from the complexities of certificate distribu-

tion.

From the Stardust release onward, IOTA enabled the implementa-
tion of smart contracts by allowing interoperability between two layers:
Layer 1 (L1), based on IOTA’s Tangle, and Layer 2 (L2), which works
as a sidechain infrastructure and supports Ethereum virtual machines
(EVMs) [63]. This dual-layer architecture enables different approaches
to managing certificates, with each layer providing distinct advantages in
terms of speed, computational requirements, and functional capabilities.
PK-IOTA architecture is proposed with two different interactions with the
IOTA layer: MQTT interactions with the Tangle (L1) and Smart contract
(L2); the two solutions are distinct, and it can be chosen which of the two
to use, as they reach the same objectives but with different requirements
and effects, both in terms of performance and functionalities.

L1 implementation
In the L1 implementation, IOTA clients utilize the iota-sdk MQTT Python
library to facilitate the exchange of transactions between devices. This
framework allows the sender to read certificates sequentially and trans-
mit them as the payload of a Tangle transaction. Receivers, meanwhile,
listen for transactions tagged with specific labels, such as ”certificate,”
using the MQTT protocol. The certificate data can be encoded within
the transaction’s payload in various formats, together with a boolean flag
indicating whether the transaction involves the issuance of a new certifi-
cate or its revocation. To ensure the integrity of the process and filter out
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unauthorized submissions, receivers only consider transactions originating
from a designated administrator: clients verify the sender’s signature by
checking that the associated public key is among the pre-authorized keys
(i.e., one of the administrator’s keys). Each client implements both the
sender and listener functionalities to enable bidirectional communication.
This implementation leverages the inherent scalability and efficiency of
the Tangle, allowing for the assessment of baseline performance in terms
of computational overhead.

L2 implementation

In the L2 implementation, clients use Node.js along with the web3 library
to interact with SCs deployed on the L2 sidechain. These SCs provide
various functionalities to automate certificate management. They main-
tain a list of all valid certificates, automatically removing entries when
certificates expire or are revoked. The addition and revocation of certifi-
cates are managed by specific functions: addCertificate(cert, expireDate)
and revokeCertificate(cert). These functions update the local list of cer-
tificates and their statuses. Moreover, when changes occur in the list,
the SC emits an event to notify all IOTA clients, ensuring real-time up-
dates. The SC maintains a tamper-proof and valid list of certificates and
facilitates certificate management and automation, such as during client
initialization. It offers a function, getAllCertificates(), that retrieves all
valid certificates and sends them to clients. As a result, clients only need
to use the Node.js frontend application to interact with the SC and receive
event notifications. Although this approach introduces a higher computa-
tional load due to the additional complexity of smart contract execution,
it offers greater functionality and automation.

Tota Layer

The Iota Layer contains the IOTA Tangle, which is employed to provide
tamper-proof and immutable records of certificate information, including
revocations. Clients can interact with the Tangle either by running a
local IOTA node or by connecting to publicly available nodes, also those
provided by IOTA as a service. IOTA is equipped with load balancing to
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optimize performance and ensure reliable access to its publicly available
nodes.

Operating a local IOTA node offers direct, real-time visibility into the
Tangle and, for transactions containing OPC UA certificates, enhances
control and reliability. However, this setup requires substantial computing
resources, which may be challenging for devices with limited processing
power or storage capacity. Therefore, clients must carefully weigh the
benefits of direct monitoring against the resource demands when choosing
between a local node and a public one.

Local nodes utilize the Hornet daemon, managing L1 network assets
and related tools. Clients can connect to both public testnets and main-
nets in the L1 network. For SC capabilities, the Wasp daemon is used
alongside Hornet to handle L2 assets. However, due to current security
policies set by the IOTA community, running a local L2 node connected
to official IOTA public L2 sidechain is not possible. Consequently, clients
requiring SC functionality have two options: connect only to public L2
nodes provided by IOTA via their load balancing service or deploy a pri-
vate L2 sidechain running local nodes. The choice depends on the spe-
cific trade-offs between resource availability, the desired control over the
blockchain environment, and eventual fees.

Workflow

Figure [19| illustrates how new OPC UA devices are added as trusted en-
tities in the OPC UA network and how OPC UA certificates are revoked.
The workflow unfolds through coordinated interactions among the net-
work administrator, the IOTA network, the P4 controller, and the P4
switch, thus ensuring that certificate updates are securely propagated
throughout the 4 layers of the PK-IOTA architecture.

Insertion of a Certificate:
Initially, the network administrator generates or obtains a valid OPC
UA certificate for the new client or server. During the process of provi-
sioning the certificate to the OPC UA device, the network administrator
automatically interacts with the IOTA network using an IOTA client to
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register the new certificate as trusted. This certificate is published on
the IOTA network through the IOTA Clients Layer, either to the Tan-
gle on Layerl via an MQTT-based transaction or to a smart contract
on Layer2. Once the certificate transaction is successfully processed on
the IOTA network, the local IOTA client on the P4 controller is notified.
In response, the controller extracts the certificate’s thumbprint and in-
stalls the corresponding entry in the thumbprint_ table of the P4 switch
via the TableEntry P4Runtime API [52]. These rules are enforced by
the P4 switch, which controls the traffic between OPC UA clients and
the server, allowing the new device to establish OPC UA secure channels
with other trusted entities. Any future connection request involving the
new certificate is accepted immediately, provided its thumbprint matches
an entry in the switch’s table. If an update is missed (e.g., transient
disconnection), the controller reconciles state on resume by (L2) calling
getAllCertificates() or (L1) replaying recent transactions from the admin-
istrator’s address.

Revocation of a Certificate:

Revocation follows a similar process. The administrator, upon identifying
a potentially compromised or expired certificate, sends a revocation trans-
action through the IOTA Clients Layer. On Layerl, the Tangle processes
and broadcasts this update, while on Layer2, a smart contract removes the
certificate from its valid list and emits an event indicating its revocation.
In both cases, the P4 controller detects the revocation message through
its local IOTA client and removes the certificate’s thumbprint from the
thumbprint_table. As a result, any subsequent attempt to initiate an
OPC UA connection with that certificate is dropped at the data plane,
effectively cutting off compromised devices from the network.

By joining in-network certificate validation with the IOTA-based cer-
tificate management, it is ensured that trust decisions remain consistent
throughout the ICS network. Administrators can thus extend or revoke
trust as needed, while end devices remain focused on core OPC UA func-
tionalities rather than managing local certificate lists.

70



& = - )
> ]|l f‘i’ !
oW : o “#OPC UA
Admin Client OPC UA IOTA client I0TA Node(s) Controller P4 switch Server OPC UA
*New
certificate*
H generate
HCerrmcare
installCertificate(cert)
prepareT: ) notify(cert.desh
generate P4
event(cert,dest) Rule
addPATableEntry(rule)
»
parse OPC UA, apply
OPCUA OpenSecurech:annul request '[ Iatoh-action 1able
*Certificate -
mes invalid* OPC UA OpenSecureChannel response
generate
revoke
removeCertificate(cert)
prepareT! i notify(cert.desh
generate P4
event(cert,dest) Rule
S
addPATableEntry(rule)
- P4 match-action table
malicious or invalid OPC UA OpenSecureChannel request drop OPC UA request

Figure 19: Workflow of the PK-IOTA certificate management process for
adding and revoking certificates.

3.3.7 Evaluation

This section evaluates the overall efficacy of PK-IOTA to determine its ap-
plicability in real-world Industry 4.0 scenarios with real-time constraints
on OPC UA communications. The assessment empirically addresses the
following evaluation questions:

Q1 How much in-network overhead does PK-IOTA introduce on the
data plane for validating OPC UA certificates during the OPC UA
security handshake?

Q2 How efficiently can PK-IOTA propagate and manage OPC UA cer-
tificates through the IOTA Tangle, and how do the Layer 1 and
Layer 2 approaches compare in terms of latency, resource consump-
tion, and functionality?

Q3 What is the total resource consumption of the various components
of the PK-IOTA architecture, and how does this impact runtime

performance under realistic operational conditions?
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This Section begins by outlining the experimental setup used to conduct
the tests needed to answer these questions.

Experimental Setup
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Figure 20: Experimental setup employed to conduct the evaluation of the
PK-IOTA architecture.

To evaluate the proposed PK-IOTA architecture, a physical testbed
was set up as depicted in Figure This testbed adheres to the Purdue
Enterprise Reference Architecture, maintaining the conventional separa-
tion between the Information Technology and Operational Technology
domains. By incorporating devices and systems commonly encountered
in industrial environments, the testbed provides a realistic representation
of an Industry 4.0 scenario, enabling rigorous assessment of PK-IOTA’s
applicability and performance in practical settings.

The IT domain is implemented using a single high-performance work-
station, representing the Enterprise Zone of the testbed. This workstation,
a Dell PC equipped with an Intel i7 processor and 64 GB of RAM, hosts
the OPC UA client (implemented with opcua—asynci(ﬂ) and the IOTA
client for managing transactions. It represents the HMI and main work-
station for the system administrator.

The interconnection between the IT and OT domains is realized through
an Aruba Switch. The OT segment is structured into three layers, omit-
ting the SCADA Level 2 of the Purdue Reference Architecture due to

6https://github.com/FreeOpcUa/opcua-asyncio
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the small scale of the testbed. The first layer corresponds to Level 0 in
the Purdue model and includes sensors and actuatorsm Additionally, an
embedded IoT device capable of using different industrial protocolsﬁ is
employed. The second layer, corresponding to Level 1, is composed of
a Revolution Pi (RevPi) deviceﬂ an open-source industrial-grade com-
puter used to emulate various components of an industrial network, such
as PLCs or Edge Nodes. The RevPi was chosen for its versatility in
simulating industrial protocols like OPC UA and Modbus, as well as for
its compatibility with P4 bmv2 virtual switches. In addition, the RevPi
hosts an OPC UA server that exposes the values of sensors and actuators
operating at Level 0. The third layer, corresponding to Level 3 of the
Purdue Architecture, is represented by an edge node equipped with an
Intel i7 processor and 32 GB of RAM. This edge node hosts the IOTA
client, which observes certificate transactions, and a custom P4 controller
presented in previous works |12} |6 1236]. The edge node is connected to
the Aruba Switch, enabling its interaction with the IOTA blockchain.

In-Network certificate validation Overhead (Q1)

To quantify the overhead introduced by in-network certificate validation
within PK-IOTA, a series of experiments were conducted to measure
packet processing and packet dequeuing times. These tests analyzed the
impact of P4 data plane in-network certificate validation on the OPC UA
connection establishment process. Specifically, Open Secure Channel re-
quest and response packets (i.e., with OPN message type) were tagged
within the parser pipeline with metadata. Then, in the egress pipeline,
the packet processing and dequeuing were measured times exclusively for
tagged packets. The results of these computations were stored in registers,
enabling a precise packet-level analysis.

Figure presents the packet processing times for 1000 OPC UA
connection attempts, covering 2000 Open Secure Channel requests and
responses. When comparing standard OPC UA traffic to that with in-

“https:/ /www.dexterindustries.com/grovepi/
8https://sklep.inveo.com.pl/en/monitoring /49-nano-temp.html
9https://revolutionpi.com/en/revolution-pi-series
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network certificate validation, an average increase of 38%, approximately
2600us per packet can be observed. This extra processing is attributed to
the additional steps required to parse and validate OPC UA certificates
in the data plane as described in Section [3.3.6

Figure displays the packet dequeuing times for the same experi-
mental setup. The introduction of in-network certificate validation adds
only about 1.04us per packet, highlighting its minimal impact on overall
network throughput.

Finally, Figure compares the end-to-end handshake times across
1000 OPC UA connection attempts, with and without certificate vali-
dation. The total time for performing the OPC UA security handshake
increased by 14%, approximately 14.37 ms on average, due to the in-
network validation process. Despite this overhead, the handshake process
remains within acceptable limits for real-time industrial applications.

Overall, the results confirm that the inclusion of in-network certificate
validation introduces a measurable but minimal overhead. The implemen-
tation ensures that the security of OPC UA communications is enhanced
without significantly compromising the performance or real-time require-

ments of industrial control systems.

OPC UA certificates propagation delay over the IOTA Tangle (Q2)

PK-IOTA aims to provide a scalable, globally distributed certificate dis-
tribution system. For this reason, the experiments aimed to evaluate the
feasibility and performance of IOTA as a certificate manager, focusing
on the delays, resource consumption, and functionalities in transmitting
certificates.

PK-IOTA is deployed on both layers to compare the performance and
feasibility of these two approaches. By evaluating both models, the aim
is to identify the trade-offs between transmission delays, computational
efficiency, and the enhanced capabilities provided by smart contract au-
tomation.

Distinct Hornet and Wasp IOTA nodes were deployed over VMs lo-
cated in different physical positions. In particular, VMs are placed re-
spectively with long distances (United States - Australia and Europe -
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Figure 21: Evaluation on a RevPi-hosted P4 data plane comparing stan-
dard OPC UA connections (blue) versus in-network certificate validation
(orange): (a) packet processing times collected over 1,000 OPC UA connec-
tion attempts (2,000 data points from the OpenSecureChannel request/re-
sponse); (b) packet dequeuing times under the same setup and dataset
(1,000 attempts, 2,000 OpenSecureChannel points); (c) end-to-end OPC
UA handshake time, reported as the mean over 1,000 client—server connec-
tion attempts, with error bars indicating the standard deviation.

Australia) and short distances (North Europe - Central Europe and even
local) to evaluate the impact of the use of this technology over networks
of different sizes, which is a requirement of the distributed IToT use-case
scenario. Moreover, the tests are performed with certificates in different
formats to also assess the difference in delays caused by payload size.

The L1 tests, based on tangle transactions, are performed using Python
scripts and the iota-sdk mqtt librarym Transactions are sent with JSON-
RPC calls to the local Hornet node of the VMs, which operates over the
IOTA Testnet.

300 tests were performed for each distance and each certificate format
(.txt, .pem, and .der). The delay is considered between the local time
of the sender’s call to the function send() of iota-sdk and the local time
at the reception of the transaction from the listener, with a previous
synchronization of the two clocks.

The L2 tests, based on SC interactions, i.e. blockchain, are performed
with Nodejs projects and the web3 library. The SC is written in Solidity'El

Ohttps://github.com/iotaledger /iota-sdk
https://soliditylang.org/
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Figure 22: The boxplot illustrates the time taken to send and receive
transactions in the IOTA L1 layer, using various certificate formats as
payloads across different physical distances between nodes. The different
certificate formats are distinguished by varying box border styles, while
the color shades indicate the different physical distances.

Smart Contract

EU-EU .pem~ —— pem (solid border)
, —--- txt (dashed border)
EU-EU .txt- L i
EU-AUS .pem -
(]
S
'_
EU-AUS .txt-
USA-AUS .pem -
USA-AUS .txt-
r T T T T T 1
0.0 0.5 1.0 15 2.0 2.5 3.0

Time (s)
Figure 23: The boxplot illustrates the time taken to call the SC sendCer-
tificates() function and receive the event notification in the IOTA L2, using
various certificate formats as payloads across different physical distances
between nodes. The different certificate formats are distinguished by vary-
ing box border styles, while the color shades indicate the different physical
distances.
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and deployed over a private chain, where all the Wasp nodes of the VMs
from the tests take part. The local test, instead, is performed over the
IOTA EVM testnet to evaluate timing over a public EVM testnet. The
SC has some basic functions, such as storing, retrieving, and revoking
certificates. The actions performed by the admin are mimed by calling
the sendCertificates() function to insert the certificate of a new OPC-
UA client in the storage manager; this is a restricted function, so it can
be called only by authorized parties. Adding or revoking certificates will
emit events that the receiver will be listening to. The delays are measured
from the moment the sender calls the sendCertificate() function and the
reception of the event by the listener. Tests are performed for the insertion
case, as the revoke mechanism has an identical structure and, therefore,
would give the same results in terms of delay. For each distance and
certificate format (.txt and .pem), 300 tests were performed.

Results L1 tests As we can observe in the mqtt test’s results shown
in Figure 22 the average transaction time is proportional to the dis-
tance between network nodes. This behavior is likely influenced not only
by network delay but also by the consensus mechanism of IOTA, given
the significant differences observed across cases. Furthermore, in smaller
networks, the number of outliers is notably lower, reinforcing that the
efficiency of the transaction confirmation mechanism depends on node
proximity [72}[313]. The process by which a transaction is added in IOTA
primarily relies on the closest nodes, making this outcome expected, and
delays caused by more distant transactions are likely also due to transac-
tion reattachments within the DAG [54]. However, results show that even
in cases where reattachment occurs, the delay remains within one minute,
keeping the architecture responsive and within the system’s operational

requirements.

Results L2 tests The results on Layer 2, shown in Figure differ
significantly from those observed on Layer 1. First, the average time for
sending a certificate, executed as a smart contract function, is considerably
shorter than on L1, ranging between 1.5 and 2 seconds for long-distance
cases and around 0.5 seconds for shorter distances, with no evident differ-
ences related to payload size. The low variance is likely due to the smaller
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private network of the sidechain and the distinct L2 consensus mecha-
nism, where the execution of the smart contract occurs on a blockchain
that indirectly relies on a DAG [63]. Since updating the chain state on
the L1 DAG is decoupled from the smart contract’s execution, it does not
affect the smart contract’s response time, allowing for quicker processing
and additional functionalities, such as the getAllCertificates() function,
which retrieves all valid certificates at a given moment.

Overall Resource Consumption (Q3)

Table 4: Comparison of memory usage, CPU usage, and power consump-
tion for each component.

Component Deployed in Memory (MB) CPU (%) Power Cons. (W)
Mean Max  Mean Max Mean Max

IOTA sender Windows Workstation 148.17  154.00 0.61 0.63 19.18 19.37
IOTA receiver Edge Node 132.22  170.02 0.23 0.67 18.53 19.40
IOTA node Azure Cloud VM 444.27  455.31 3.38 3.80 25.33 26.21
OPC UA Client Windows Workstation 53.97 54.00 1.54 2.28 18.73 20.45
OPC UA Server RevPi Connect 4 110.85 11212 10.31 11.30 2.15" 2.15*
P4 bmv2 RevPi Connect 4 23345 262.76 29.09 35.75 2.15" 2.15*
P4 Controller Edge Node 288.05 288.05 6.63 6.97  45.77 57.80

* Power on RevPi estimated via Ohm’s law P = V - I: voltage from vcgencmd
measure__volts, current I = 2.5 A supplied by the DIN Rail PSU MDR-60-24.

Table[d]summarizes the memory, CPU, and power consumption of each
PK-IOTA component, revealing how resource demands vary according to
each component’s role within the architecture. The IOTA node exhibits
the highest memory footprint at 444.27 MB on average, reflecting the
overhead of maintaining a direct connection to the Tangle and processing
distributed certificate transactions. By contrast, the IOTA sender and
receiver processes require significantly less memory (148.17 MB and 132.22
MB on average, respectively) since they only handle lightweight, client-
side interactions with the ledger.

The RevPi, which functions as both an OPC UA server and a host
for the bmv2 P4 switch, averages 233.45 MB of memory consumption,
underscoring the computational demands of simulating industrial devices
and running in-network certificate checks. This dual role also contributes
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to its higher CPU utilization, which averages 29.09%.

In terms of power consumption, the edge node that hosts the P4 con-
troller and IOTA client shows the highest average draw at 45.77 W. This
usage reflects its dual responsibilities of continuously listening for cer-
tificate transactions and dynamically modifying match-action table rules
via the P4Runtime API. Meanwhile, the RevPi’s power usage, estimated
through Ohm’s law, remains relatively modest at 2.15 W, even though it
manages industrial traffic emulation and P4 switching concurrently.

Overall, these findings confirm that while resource usage differs across
components, the PK-IOTA architecture operates within feasible limits for
typical industrial applications. The results highlight that both DLT-based
certificate management and in-network certificate enforcement can be sup-
ported in real time without imposing excessive strain on the underlying
hardware.

3.3.8 Discussion & Limitations

Security Analysis

The security of the OPC UA protocol has been extensively analyzed and
formally proven by (227, |65, 64]. Building on these formal guarantees,
PK-IOTA architecture augments OPC UA with a decentralized certificate
manager and in-network certificate validation to ensure robust protection
against Rogue Server, Rogue Client, and Middleperson attacks. To for-
mally prove this, based on the threat model described in Section [3.3.5
the DLT is modeled as an authentic channel. By doing so, the assump-
tion is that messages published on, or retrieved from, the IOTA ledger
cannot be tampered with or falsified by the attacker. While an adversary
can read these messages, they cannot alter the sender’s identity, which
is represented by the network administrator in this use-case scenario, or
the content of any transaction. This property ensures that a certificate
added to the IOTA ledger for issuance or revocation arrives unmodified
at all legitimate parties. Additionally, the communication link between
the P4 controller and the P4 programmable switch is modeled as a secure
channel that is both confidential and authentic. An adversary cannot
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learn or modify messages exchanged over this link, which prevents on-
path manipulation of P4 rules or the insertion of forged entries into the
thumbprint_ table. The next section illustrates how the Pk—-IOTA archi-
tecture thwarts each attack.

Security against Rogue Server Attacks

Let Cy be the certificate of an OPC UA server S, and let T denote the
trusted certificate set stored on the IOTA ledger. In PK-IOTA, the P4
data plane inspects each OpenSecureChannel request and checks whether
Cs €T. If Cs ¢ T, the request is dropped immediately, preventing the
connection from being established.

Under the defined threat model, the Dolev—Yao attacker cannot mod-
ify the IOTA ledger or falsify transactions, because the ledger is treated
as an authentic channel: the attacker can read messages but cannot al-
ter them or spoof their origin. Similarly, the adversary cannot tamper
with the secure channel between the P4 controller and the programmable
switch, so it cannot install malicious rules or bypass the ledger-based trust
checks. The only remaining avenues for a Rogue Server attack would be
to (1) steal the ledger wallet credentials of the network administrator and
add a fake certificate to T, or (2) compromise an existing OPC UA server
directly. Both scenarios exceed the adversarial capabilities defined under
the assumed Dolev—Yao attacker model. Additionally, the first scenario
will involve social engineering techniques and is outside the scope of this
work. The second scenario, instead, violates the assumption that the
attacker does not have access to devices below Level 2 of the Purdue ar-
chitecture, which is a typical location for OPC UA servers in industrial
control systems. Therefore, given these channel assumptions and the ICS
network segmentation, the attacker cannot succeed in creating a Rogue
Server.

Security against Rogue Client Attacks

Let C. be the certificate of an OPC UA client C, and let T denote the
trusted certificate set on the IOTA ledger. In PK-IOTA, the P4 data plane
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inspects every OpenSecureChannel request originating from a client. If
C. ¢ T, the packet is dropped immediately, preventing any connection
attempt from proceeding.

Within the defined threat model, a Dolev—Yao attacker cannot alter
the ledger, since it is modeled as an authentic channel: the attacker can
read but cannot forge or modify transactions. Likewise, the secure link
between the P4 controller and the switch is beyond the attacker’s reach,
so installing malicious entries in the thumbprint_table is not possible.
The only viable option for impersonating a legitimate client would be to
(1) steal the ledger account belonging to the network administrator and
add the attacker’s certificate to T, or (2) compromise an existing OPC UA
client. Both scenarios lie outside the defined threat model, which assumes
a Dolev—Yao attacker.

Security against Middleperson Attacks

For a Middleperson attack to succeed, the attacker must impersonate both
the server S (with certificate Cy) and the client C' (with certificate C..).
However, as shown in the analyses of Rogue Server and Rogue Client at-
tacks, neither impersonation is feasible within the PK-IOTA architecture.
Consequently, the conditions necessary for a Middleperson attack cannot
be fulfilled.

Scalability

The scalability of the PK-IOTA architecture requires consideration of
both the P4 programmable data plane and the IOTA blockchain. In the
data plane, OPC UA certificates are parsed in 2048-bit (256-byte) chunks
by means of a P4 header stack. For the experiments, the header stack size
is set to 100, allowing for a maximum certificate length of 256-100 = 25600
bytes. Since the header stack size is defined by a 32-bit unsigned integer
in the P4 language specification, this limit can be significantly increased.
This is a parameter whose value should be taken into consideration at
deployment time to balance resource usage and performance.

The thumbprint_ table in the P4 pipeline is configured to hold up to
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1024 match-action table entries. Each entry corresponds to the certificate
thumbprint of an OPC UA device. This capacity is expected to suffice for
most industrial networks, yet it can be expanded based on the capabilities
of the P4 programmable switch. The RevPi employed, for instance, has
32 GB of available memory, and related studies show that modern pro-
grammable switches typically provide abundant memory for match-action
table entries [48].

With respect to the IOTA blockchain, instead, this solution behaves
differently depending on whether it operates on the L1 or the L2 of the
IOTA network.

On L1, scalability is one of Tangle’s core strengths. Its feeless nature
ensures that the cost of issuing or revoking certificates does not increase
with the number of transactions. Additionally, the IOTA Tangle is de-
signed to improve its performance as the network grows, meaning that as
more certificates are managed and more nodes participate, the system’s
throughput scales effectively [313|. Therefore, even with a significant in-
crease in the number of certificates, the solution remains sustainable in
terms of performance and cost. However, it is worth noting that opera-
tions on L1 may occasionally encounter network-wide confirmation delays
during periods of extremely high activity, as observed during the perfor-
mance tests.

On L2, scalability depends on the architecture of the private sidechain
or the chosen public L2 solution, as the chain settings are configurable at
deployment time, allowing for tailored adjustments. When using a public
L2 sidechain, scalability is influenced by that platform’s fees and network
congestion, which can become a limitation if certificate operations increase
dramatically. However, in this architecture and specific PKI use case, the
number of certificates is not expected to be very high, mitigating potential
scalability concerns.

Costs of the IOTA Infrastructure

When discussing the theoretical monetary costs of this PKI implementa-
tion for OPC UA clients and servers on the IOTA blockchain, it is essen-
tial to distinguish between L1 and L2 operations. As mentioned earlier,
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transactions on the IOTA Tangle at L1 are feeless, meaning registering
or revoking certificates does not incur direct transaction costs. Moreover,
sending transactions on L1 does not require additional infrastructure costs
unless one opts to operate a local IOTA Hornet node for greater control
or independence, though this is not strictly necessary.

However, if the implementation relies on L2, a private sidechain would
need to be established to maintain feeless operations. The costs would
primarily stem from maintaining the L2 infrastructure, including hosting
and operational expenses. Alternatively, relying on a public blockchain
on L2 is possible, which typically involves transaction fees. Thus, the
monetary costs depend on the choice between sustaining a private L2 in-
frastructure or paying fees for a public L2 network. Nevertheless, from the
performance tests conducted, the computational resource costs required
to sustain the private IOTA infrastructure have proven negligible and are
entirely manageable by the workstations operating as OPC UA clients
and servers.

3.3.9 Related Works

OPC UA certificate management is a widely recognized challenge in indus-
trial communication security, leading to numerous research efforts aimed
at simplifying or automating the associated processes [139, 137,138}, [186].
For instance, the work by Atutxa et al. |[17] demonstrates the potential
of in-network validation of Datagram Transport Layer Security (DTLS)
certificates to enhance both the efficiency and security of IIoT communi-
cations. This approach closely aligns with PK-IOTA’s objectives, which
combine blockchain technology with P4-based in-network processing to
ensure robust certificate management and validation.

Beyond the scope of OPC UA, many researchers have explored blockchain-
based approaches for implementing PKIs, such as Certcoin [78] and its
privacy-aware extension [18]. They are deployed over different public
blockchains: Bitcoin, in CertCoin [78|, Ethereum in LightCert4IoT [84],
Hyperledger Fabric in DPKI [216]; however, they follow the same core con-
cept: leveraging the blockchain to distribute the certification management
over different nodes but still guaranteeing the authenticity and security of
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the infrastructure. Toorani et al. [272] implement a dynamic PKI that re-
moves reliance on centralized Certificate Authorities by using blockchain
and consensus mechanisms for secure public key registration, revocation,
and verification, whereas [142] exploits the blockchain to achieve a PKI
with Certificate Transparency.

Most of the works employ classic blockchains as an append-only stor-
age [293} |155] |177], thus not considering the advantages that DAG-based
blockchains could bring. Only a few works leverage a DAG-based ledger
for managing certificates [267,291], but they lack integration with smart
contracts and are based on initial versions of IOTA, which require a cen-
tral coordinator. However, they confirmed the utility and advantages of
DAG-based PKI, including no transaction costs, low energy consumption,
scalability, and parallelization. By building on newer IOTA versions, PK-
IOTA expands these concepts to include both L1 and L2 functionalities,
aiming to provide greater flexibility, improved performance, and richer
OPC UA certificate management features.

3.3.10 Future works

Pk-TOTA is an architecture that integrates programmable data planes
with a DAG-based distributed ledger to address certificate management
in OPC UA deployments for Industry 4.0. By combining P4—based valida-
tion in the network with IOTA for decentralised publication, verification,
and revocation of certificates, the framework automates trust—establish-
ment and enforces secure communication across heterogeneous devices.
Under the stated threat model, a Dolev—Yao adversary cannot successfully
mount OPC UA Rogue Server, Rogue Client, or Middleperson attacks.
Evaluation on a physical testbed indicates that in—network certificate
validation introduces a modest overhead on the OPC UA security hand-
shake, with an average increase of approximately 14%, without disrupt-
ing time—sensitive operations typical of ICS environments. The use of
IOTA provides an immutable and tamper-evident substrate for certifi-
cate issuance and revocation with low computational overhead, suitable
even for resource-constrained settings and resilient to single points of fail-
ure that affect centralised PKI designs. Comparative analysis between
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Layer 1 and Layer 2 on IOTA highlights a flexible deployment space:
fee—less operations and simplicity on Layer 1 versus enhanced function-
ality on Layer 2, where smart contracts enable automation of certificate
lifecycle tasks. Tests show that both configurations remain sustainable as
the number of certificates grows, with lightweight processing that avoids
becoming a bottleneck for OPC UA client and server operations.

However, the approach has limitations. P4-capable hardware is re-
quired to enforce validation in the data plane, and the IOTA substrate
entails operating compatible infrastructure, especially in private or hybrid
deployments. Layer 1 can leverage public nodes, whereas Layer 2 needs a
dedicated side chain with associated operational costs. These trade—offs
can be mitigated through careful architectural choices and benefit from
the scalability properties of the IOTA DAG.

Future work encompasses three directions. First, broadening applica-
bility across programmable data planes through the Tofino software ar-
chitecture [210|. Second, extending support to OPC UA Part 21: Device
Onboarding [202] to streamline secure provisioning. Third, with IOTA
Rebased, investigating smart contracts directly on Layer 1 to remove the
need for a separate Layer 2, simplifying deployments while retaining tam-
per—proof and scalable properties and enhancing automation of issuance,

revocation, and lifecycle monitoring.

3.3.11 From Identity Assurance to Trust in Distributed Learn-
ing

The results obtained so far cover two complementary pillars for securing
industrial CPS communications: metric—driven monitoring and reaction
(GRAPH4), and identity and policy enforcement with automated cer-
tificate handling (Pk-TIOTA). Yet, as modern ICPS increasingly rely on
collaborative contributions from a wide variety of edge devices and orga-
nizations, identity and transport security alone do not guarantee reliable
operation. In open and crowd—sourced cyber—physical ecosystems, partic-
ipation is intended to be permissionless: nodes may join and leave at will,
contribute sporadically, and operate across heterogeneous administrative
domains [242]. In such settings, managing identity through traditional
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public key infrastructures and long-lived X.509 certificates is not aligned
with both operational reality and the design goal of openness, as it intro-
duces enrollment overhead, central gatekeepers, brittle revocation work-
flows, and persistent identifiers that conflict with privacy and churn. This
shift in assumptions necessitates mechanisms that can maintain openness
while establishing accountability and reliability based on observable be-
havior, rather than relying on static credentials.

First, certificate—centric identity presupposes an enrollment authority
and a provisioning workflow that issues, distributes, rotates, and revokes
credentials. This introduces gatekeeping, administrative overhead, and
potential single points of failure.

Second, openness and privacy expectations often conflict with strong,
persistent identities. Many contributors prefer to remain pseudonymous
or rotate their keys regularly to minimize linkability across interactions.
Binding each participant to a stable certificate simplifies access control but
undermines unlinkability, creates durable identifiers that can be tracked
across sessions, and can deter participation from stakeholders who do not
wish to disclose organizational or personal attributes. Where data pro-
tection and minimal disclosure principles apply, strong identity becomes
a liability rather than an enabler.

Third, heterogeneity across vendors, software stacks, and device ca-
pabilities leads to uneven support for certificate storage, secure elements,
and on—device cryptographic hygiene. Weak key protection, certificate
reuse, and expired or misconfigured chains are common failure modes.
Enforcing uniform PKI practices in a federated, multi—stakeholder land-
scape requires coordination that is costly and fragile. The resulting con-
figuration drift erodes the very guarantees that certificates are meant to
provide.

Fourth, open participation amplifies adversarial strategies such as iden-
tity multiplication. Certificates do not, by themselves, prevent Sybil-like
behaviors where an entity presents many distinct identities to gain dispro-
portionate influence. Even with stringent issuance policies, any scheme
anchored in static credentials is vulnerable to key compromise and clan-
destine redistribution, especially at the edges where physical security is
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limited.

Finally, the control surface in open collaboration shifts from authenti-
cating “who” to evaluating “what” is being contributed. When the value
and risk of participation are determined by behavior over time, static
proofs of identity provide limited assurance. What is needed is account-
ability that does not rely on a priori vetting and that can cope with
ephemeral, rotating, or pseudonymous identifiers while still enabling ex-
clusion of harmful actors and attenuation of low—quality contributions.

For these reasons, certificate—based identity, while effective in closed
and tightly administered environments, is not well-suited as the primary
mechanism for open, crowd-sourced contexts. Alternative models must
privilege openness and privacy, tolerate churn and heterogeneity, and fo-
cus assurance on observable behavior and continuously updated evidence
rather than on static enrollment credentials. In the next section, an archi-
tecture to address this problem will be presented, with a specific use-case
scenario: Federated Learning.

3.4 DAGTrustFL: Trust management for distributed
AT systems

3.4.1 Federated learning in IoT and its vulnerabilities

Federated Learning (FL) is a distributed training paradigm in which mul-
tiple participants collaboratively learn a shared model by exchanging up-
dates (e.g., gradients or model deltas) rather than raw data. A coordina-
tor aggregates these updates into a global model and redistributes it to
participants, enabling iterative improvement while keeping local datasets
in place [184]. This approach reduces the exposure of sensitive informa-
tion and curtails the risks inherent in centralized data collection, which
has made FL attractive for privacy—aware and bandwidth—constrained
settings |157].

In industrial and urban IoT scenarios, such as smart manufacturing
lines, traffic sensing, energy grids, or environmental monitoring, data are
naturally generated at the edge and are often heterogeneous, bursty, and
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sensitive. FL aligns with these constraints by allowing devices to con-
tribute to a common model without exporting raw measurements, thereby
lowering communication costs and enhancing privacy. Smart—city deploy-
ments, in particular, can benefit from FL to build models for forecasting,
anomaly detection, and resource optimization from geographically dis-
persed sensors while respecting local data residency and privacy require-
ments [215].

ToT ecosystems are frequently open, dynamic, and multi—stakeholder:
devices may join or leave, connectivity is intermittent, and capabilities
vary widely. This participation model eases adoption and scales contribu-
tions, but it also weakens assumptions that underlie traditional identity
and access control. In practice, FL. must tolerate non—IID data distribu-
tions, irregular reporting, energy constraints, and limited cryptographic
hygiene across heterogeneous hardware and software stacks [157] 215|.

These possibilities allow a new paradigm to emerge within FL: pub-
lic environments. In this scenario, any IoT device can participate in the
training process, joining and leaving the network at will. Unlike more con-
trolled setups, there is no central authority to vet the devices or enforce
strict participation rules. This openness fosters inclusivity and lowers bar-
riers to entry, allowing a broader range of devices to contribute to model
improvement. For instance, an IoT device might connect to the network,
train on the provided pre-trained model until it reaches the desired accu-
racy, and then disconnect after updating the global model. This dynamic
environment offers notable economic advantages for participants. Access
to pre-trained models can require costly licensing fees. In public FL en-
vironments, IoT devices receive a pre-trained model and actively enhance
their performance by contributing with their locally gathered insights. As
they improve the model, they also derive greater value from it, creating a
collaborative relationship where costs are significantly reduced.

The promise of public FL environments lies in their ability to make
cutting-edge machine learning more accessible and cost-effective for IoT
ecosystems, particularly smart cities. Yet, this openness also introduces
significant challenges, particularly concerning the trustworthiness of the
devices and the integrity of the global model. Since FL does not provide
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visibility into each participant’s local training process, malicious devices
may attempt to poison the model, enabling evasion attacks. In smart
city scenarios, ensuring the integrity of critical data in these untrustwor-
thy environments is essential. This balance between opportunity and risk
forms the foundation for exploring advanced mechanisms to secure and
scale FL in such dynamic, decentralized systems, and trust between peers
becomes fundamental. Standardizing trust management in FL can ensure
consistency, security, and interoperability across diverse systems. A uni-
fied approach would streamline the deployment of FL models, improve
scalability, reduce fragmentation, and facilitate broader adoption while
maintaining security.

In cyber—physical contexts, model errors and delayed detection can
propagate into control decisions and physical actuation. The consequence
space therefore includes safety, availability, and quality—of-service im-
pacts, not only accuracy loss. Two classes of safeguards emerge as nec-
essary complements to transport and identity security: trust assessment
over contributions (e.g., consistency, similarity, and reputation over time)
to modulate acceptance, weighting, or quarantine of updates; and au-
ditable coordination across stakeholders to record decisions, support roll-
back, and enable forensic analysis in case of suspected poisoning or collu-
sion [157} [215].

Trust Management in IoT Environments

In FL, practical applications in collaborative IoT environments rely on dis-
tributed data and privacy preservation. However, these environments pose
significant challenges, as they involve diverse and resource-constrained IoT
devices that contribute to a shared model without inherent trust among
participants.

Trust Challenges in IoT-Based FL

In smart cities, IoT devices such as traffic sensors and environmental
monitors generate valuable data for applications like traffic prediction
and resource allocation. However, the integrity of local model updates is
critical. Malicious devices could introduce manipulated data, leading to
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incorrect model outputs that impact public safety. A poisoning attack
on a traffic prediction system, for example, could cause congestion, while
flawed environmental data could hinder climate monitoring efforts.

Similarly, in smart healthcare, FL enables the training of Al models
across networks of Internet of Medical Things (IoMT) devices, hospitals,
and research centers while preserving patient privacy. However, the accu-
racy of local model updates directly impacts medical outcomes. A model
poisoning attack could lead to misdiagnoses, improper treatment plans,
or even life-threatening errors.

Unlike traditional centralized environments, where data sources can be
strictly verified, FL in collaborative IoT lacks inherent trust. This neces-
sitates trust mechanisms capable of evaluating model updates, detecting
anomalous behavior, and mitigating threats dynamically.

Defining Trust in IoT Systems

Trust in IoT refers to confidence in a device’s reliability, integrity,
and behavior. Unlike human trust, which is often based on intuition,
trust in IoT relies on measurable, dynamic criteria that evolve based on
interactions and performance. Several key properties define trust in these

environments:

e Asymmetry: Trust is not necessarily mutual. For instance, Device
A may trust Device B, but the reverse is not guaranteed.

o Transferability: Trust can be inferred indirectly. If Device A trusts
Device B and Device B trusts Device C, Device A may develop trust
in Device C.

e Subjectivity: Each device or system has its own trust requirements

and evaluation criteria.

e Dynamism: Trust scores evolve over time, adapting to new interac-

tions, decaying, or strengthening based on evidence.

Effectively managing these trust properties in IoT-based FL requires so-
phisticated frameworks known as Trust Management Models (TMMs),
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which dynamically evaluate, propagate, and update trust across the net-
work. Thus, TMMs provide structured methods to assess and maintain
trust in decentralized ToT networks [281]. They consist of five key com-
ponents:

e Trust Composition: The attributes or samples used to evaluate
trust, such as Quality of Service (QoS) data: data accuracy, re-
sponsiveness, and social factors like cooperation and frequency of

communication.

e Trust Indicators: The single application-specific metrics, such as
sensor reliability in IoT or the authenticity of partial models in FL,
that make part of the composition.

e Trust Computation: Methods to calculate trust, ranging from weighted
aggregations to advanced models leveraging machine learning or
entropy-based analysis.

e Trust Propagation: Disseminating trust evaluations throughout the
network.

e Trust Updating: Adapting trust scores dynamically using decay
functions, sliding windows, or aging factors to ensure trust reflects
recent behavior.

Approaches to TMMs
Various TMMs have been proposed to manage trust in FL, differing in
how trust is computed, propagated, and evaluated, but no standard is
available or proposed. Some approaches rely on centralized trust compu-
tation, where the FL server assesses trust based on model updates, en-
suring robustness but creating a Single Point of Failure (SPOF). Instead,
trust evaluation can be distributed across edge nodes using various tech-
niques, even applying Deep Reinforcement Learning [179]. Other models
establish inter-server trust [179], enabling the expansion of the trust envi-
ronment, a case particularly attractive in the Smart Cities scenario. Trust
computation and trust indicators vary, with some methods clustering FL
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agents by behavioral similarity, while others dynamically adjust aggrega-
tion weights based on model accuracy [292]. In this landscape, Trusted
Execution Environments (TEEs) have been explored as a potential solu-
tion, as they provide secure enclaves for executing sensitive operations,
ensuring data integrity and confidentiality even in compromised systems.
However, their applicability in IoT-driven FL is limited due to hardware
constraints and the heterogeneity of IoT devices, which often lack the
resources needed for efficient TEE deployment [191].
Issues of TMM

Managing trust in FL and IoT is challenging due to network heterogeneity,
resource constraints, and evolving security threats. Sybil attacks exploit
false identities, while bad-mouthing and self-promoting attacks manipu-
late trust data. Trust inconsistency arises in decentralized systems be-
cause each device independently calculates trust based on data it gathers
from its own perspective, often obtained from indirect trust evaluations
of different network nodes. The local trust computations can vary sig-
nificantly due to differences in the quality, availability, and timeliness of
the data each device receives. As a result, devices may reach conflicting
conclusions about the trustworthiness of the same entity. This inconsis-
tency creates vulnerabilities, such as enabling malicious actors to exploit
gaps or discrepancies in trust assessments. Mechanisms that enable the
consistent sharing of trust data among all devices, ensure access to a
tamper-proof historical record of trust evaluations, and provide guaran-
tees of non-repudiation and data integrity can mitigate these issues and
establish a unified and secure foundation for trust propagation in decen-

tralized environments [167].

Blockchains in FL trust

Blockchain technology has become a critical component in TMMSs, partic-
ularly for managing trust in decentralized environments such as FL and
general IoT networks [166], for several reasons:

e One of the most significant benefits blockchain brings to TMM is
decentralization. By distributing trust-related information across
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nodes with equal rights and obligations, blockchain eliminates the
risk of a SPOF and promotes fairness in the system.

e Another fundamental feature is tamper-proofing. Blockchain en-
sures that data recorded within its ledger cannot be altered, facili-
tating auditable and reliable trust evaluations.

e Smart contracts further augment TMM by automating trust-related
processes. These self-executing programs run on the blockchain, en-
suring the atomicity of trust evaluation rules and consistent appli-
cation without human intervention.

o Consistency is another critical advantage offered by blockchain, as it
maintains a unified record of trust data across all nodes that keeps
integrity.

Blockchain contributes to TMM through its layered integration within IoT
architectures. At the sensing layer, it can record all device data, creating
an end-to-end chain of trust from data collection to processing. At the
network layer, blockchain can act as an auditable log of data transmission,
verifying the integrity of data paths and constraining intermediary behav-
ior. At the application layer, blockchain can enhance user confidence by
enabling secure access control, identity management, privacy preservation,
and trust-based auditing [166]. Moreover, blockchain and TMM exhibit
mutual benefits. Trust Management can facilitate blockchain’s mecha-
nisms by evaluating the trustworthiness of participants, influencing roles
in consensus mechanisms, assisting in asset management, providing trust
to cross-blockchains, and creating incentive mechanisms based on repu-
tation credits. Blockchain, in turn, provides the robust infrastructure
required to implement decentralized, transparent, and tamper-proof trust
evaluation. In [28], blockchain accelerates transmission rates and ensures
reliability in Medical IoT-based FL. Based on blockchain-stored trust and
reputation scores, federated aggregators and group leaders are elected.
They employ a trust-empowered consensus mechanism that enhances the
efficiency of the agreement.
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Challenges and limitations of Blockchain-based TMMs
Despite their advantages, blockchain-TMMs face several limitations, as
both technologies are complex and require considerable computational
resources. Ome key challenge is scalability. From an auditability per-
spective, it is preferable to store extensive trust-related data. However,
while blockchains offer tamper-proof records, the high volume of trust data
that can be stored and managed within blockchains can be problematic
[300]. The sequential layout of a classical blockchain, one block after the
other, limits the blockchain throughput, creating a bottleneck when trust
data reach significant density, as shown in Fig. Techniques such as
sharding, off-chain processing, and reducing storage redundancy are often
employed to strike a balance between scalability and auditability. Energy
efficiency is another critical issue. Classical consensus mechanisms, such
as Proof of Work, are extremely energy-intensive, making them unsuitable
for resource-constrained IoT and IoMT devices. Lightweight alternatives
are urgently needed to ensure the practical deployment of these systems.
There are currently more energy-efficient solutions, like PoS, where val-
idators are chosen to create new blocks and confirm transactions based
on the amount of cryptocurrency they stake as collateral. However, most
PoS protocols are vulnerable to certain security threats [74] and limit
access to the consensus algorithm to a minority set of nodes that can per-
form staking and, potentially, engage in censorship. Context-awareness
in trust composition is often overlooked, even if it is essential for TMMs
to function effectively in heterogeneous IoT environments. FL operates in
diverse scenarios, and trust evaluations must adapt to varying contexts,
such as model characteristics, data reliability, and honest behaviors in
trust recommendations. Just a few of the reviewed blockchain-TMMs
by Liu et al. [166] satisfy context awareness. Moreover, blockchain-
TMDMs are designed to enhance security within distributed systems, but
can also introduce vulnerabilities. Bad-mouthing attacks, for example,
occur when malicious entities intentionally provide false feedback about
honest participants, and Sybil attacks happen when a single adversary
creates multiple fake identities to gain an unfair reputation. Addressing
these limitations requires innovative DLT designs to overcome scalability
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Figure 24: The bottleneck of blockchain vs DAG.

and energy-efficiency limitations, as well as the integration of specific and
context-aware trust indicators for efficient and effective trust tailored to
FL and IoT needs.

As already presented in Section with IOTA, a DAG-based ledger
organizes its structure as a directed acyclic graph, where each node rep-
resents a new single transaction. Unlike blockchains, which sequentially
add blocks one at a time, DAGs allow transactions to be processed asyn-
chronously, as shown in Fig. This means multiple transactions can
be added simultaneously, drastically improving transaction throughput.
In DAGs, each transaction is linked to one or more previous transac-
tions, serving as a record of new activity and as confirmation of earlier
data. Each transaction has a weight based on computational effort, and
its Cumulative Weight (CW) is the sum of its own weight and those of
all transactions approving it. As more approvals accumulate, the CW
increases. Once it surpasses a set threshold, the transaction is considered
confirmed. Blockchains can be seen as a specific case of DAGs, where the
cardinality of each link between nodes is just one. However, DAG and
blockchain follow different principles: while blockchain prevents forking
by delaying block creation via consensus mechanisms, DAG allows simul-
taneous transaction insertions, leading to multiple forks. However, DAG
limits excessive forking to avoid attacks like double-spending. Similar
to Blockchain’s longest chain rule, DAG employs the heaviest DAG rule,
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where tip selection favors transactions with the highest CW [160].

Leverage DAG and Context-Aware metrics

DAG-based ledgers address critical issues of scalability and synchronic-
ity inherent in traditional blockchains, making them well-suited to take
their place in managing trust in FL environments [5]. The DAG structure
provides an efficient DLT for recording trust-related data and enables au-
tomatic and context-aware trust computation across IoT and edge devices.
However, integrating these technologies could be challenging as the com-
plexity of the overall architecture leads to an augmented attack surface,
which can also damage efficiency and limit scalability advantages. Despite
the potential of DAG-based TMMs to address challenges in decentralized
environments, the number of solutions in the literature remains limited
and incomplete, exhibiting notable gaps [5]. In particular, the literature
shows no dedicated architectures for managing trust in FL, which limits
the use of general QoS indicators in trust evaluation. We state that these
indicators alone are insufficient for detecting malicious behavior in FL en-
vironments. Moreover, these architectures often use DAGs to record all
network interactions, leading to high storage demands and inefficiencies,
which can particularly hinder scalability. On top of that, ensuring eq-
uitable participation remains an issue, as nodes with higher trust might
not receive proportionate rewards or influence in consensus, potentially
disincentivizing their active involvement [306]. For these reasons, it is
desirable to develop an alternative framework that enables seamless inte-
gration between TMMs and DAG-based ledgers. Designing such a frame-
work, however, first requires a thorough analysis of the potential threats
that may emerge in these systems, which are presented in the following

section.

3.4.2 Threat Model

The following system model is assumed. An open, crowd-sourced FL
deployment runs over IoT devices, coordinated by an honest aggregator
and augmented with a DAG-based trust layer. In each round, a subset
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of clients contributes local updates that are committed as transactions on
the DAG and subsequently aggregated. Devices may join and leave freely;
identities are not pre-vetted. The network operates asynchronously, and
collusion among participants is possible.

Adversary and capabilities
An adversary can compromise a fraction of participants and coordinate
their behavior across rounds. Let N be the total population and K the
sample size per round. We denote by M % the fraction of malicious clients
whose goal is to degrade the global model or bias aggregation via poisoned
updates, and by C% the fraction exhibiting corrupted behavior inside the
DAG (e.g., strategic attachments or collusion that amplify malicious influ-
ence). The adversary controls local training data and update generation
for compromised clients, schedules message timing and DAG attachments
to influence tip selection and confirmations, and issues misleading sig-
nals in any peer-derived trust path (bad-mouthing, ballot-stuffing, self-
promotion) [154]. We assume the aggregator is not compromised and
cryptographic primitives are not broken.

Objectives
The attacker aims to:

¢ Reduce model utility or stall convergence via poisoning.

¢ Increase the inclusion probability of malicious updates in the effec-
tive aggregation set.

e Manipulate trust assessments to down-rank honest peers and up-
rank colluding ones.

o Distort the ledger structure (e.g., parasite-chain attempts) so that

malicious transactions gain confirmations and survive selection.

Trust manipulation and Poisoning in scope
We focus on untargeted poisoning where the goal is to depress overall
accuracy. Following prior work, we model label flipping as the primary
mechanism: adversarial clients alter their own traning dataset Dy by
remapping samples from class cgc to cyg before local training [271] (73]
133, |270]. Model/gradient perturbations consistent with this objective are
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permitted. Targeted backdoors are acknowledged but not evaluated. Re-
garding trust, we consider classic reputation attacks: bad-mouthing (sub-
mitting adverse assessments to depress victims), ballot-stuffing (mutual
promotion within a colluding set), and self-promotion (inflating one’s own
reliability) [154]. In the DAG setting, these behaviors materialize as cor-
rupted behavior: compromised clients coordinate tip selection and timing
to steer confirmation flows and cumulative weight, effectively implement-
ing end-of-round parasite-chain attempts (Fig. . The goal is twofold:
increase the probability that poisoned transactions are admitted into the
effective aggregation set, and inflate the apparent trust of malicious peers
through the additional confirmations accrued by the parasite chain.
Assumptions and constraints

The aggregator executes the prescribed protocol (honest-but-curious is
not leveraged here); signatures and hash links prevent undetected tam-
pering, but the adversary can choose when to publish and which tips
to reference. Sybil capability is considered at the level of identity churn
(e.g., newcomer attack), but unlimited identity fabrication is out of scope.
Denial-of-service, privacy attacks (inference/membership), and physical
compromise of the aggregator are excluded.

This setting aligns with FL poisoning and reputation-manipulation mod-
els in the literature (e.g., [258, |158]) while extending them with ex-
plicit DAG-structural adversarial behavior (corrupted attachments, par-
asite chains) that targets the confirmation dynamics rather than only the
update content.

3.4.3 Related Works

To overcome the threats presented, trust management in IoT and edge
computing has been explored through various paradigms, each differ-
ing in how trust is computed, propagated, and evaluated. In this sec-
tion, we survey the literature across five key dimensions: non-DLT-based
trust mechanisms in FL, TEE and committee-based models, blockchain-
based and smart contracts approaches, DAG-based trust architectures,
and poisoning-aware trust metrics for FL. This review highlights the lim-
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Figure 25: The parasite chain attack: Ti2 is a malicious node showing
corrupted behavior, and referencing a parasite chain containing 75, that is
a poisoned model update.

itations of existing approaches and motivates the need for DAG-based
trust mechanisms tailored specifically to open and heterogeneous FL en-
vironments in the IoT.

Several studies have addressed trust in FL without leveraging DLTs.
For example, centralized models such as [43] assess trust on the server
side based on client update behaviors, offering robustness against Byzan-
tine clients but introducing a single point of failure. Other methods,
like [237], use deep reinforcement learning to optimize task scheduling
based on resource availability and trust, though they neglect poisoning
detection and peer-to-peer reputational dynamics. Multi-server and clus-
tering approaches [179} [91] promote decentralized trust evaluations based
on distance metrics, while others [10] rely on Quality of Service (QoS)
and behavioral analytics. Despite their contributions, these methods lack
consistent and decentralized trust coordination, often resulting in conflicts
due to the absence of shared, immutable knowledge [167].

TEE-based solutions [191} 324] and committee-based consensus mod-
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Table 5: Contributions and limitations for different approaches in trust
management for IoT and FL.

Key dimension Related Works Main Contribution Limitations FL
Non-DLT Trust m m m Centralized and clustering- | Lack decentralization; limited | v/
Models based trust metrics (accuracy, | or no poisoning detection; scal-
QoS, update behavior) ability and inconsistencies is-

sues
TEE and Mlﬁ“ﬂl Secure aggregation using TEEs | High computational cost; no | v/
Committee-Based or rotating committee voting tamper-proof trust record; lim-

ited scalability and applicabil-

ity in FL

Blockchain-Based 266, 307@@ On-chain trust and incentive | Sequential block creation lim- | v/

Trust systems with smart contracts | its scalability and efficiency.
and custom consensus (PoR,

PoTC)

DAG-Based TMM E“@”@“ﬂl Scalable trust via DAGs in | Not applied to FL; poisoning | X
IoT /edge with parallel transac- | robustness not considered, and
tion validation implemented only as a reposi-

tory for the FL context.

Poisoning-Aware 264@@@ Use Shapley values, update | High computational cost; not | v

Trust similarity, adversarial scoring, | combined with DAG-based

TMMs; only used to compare
global model and local model

els have also been proposed to enhance trustworthiness. TEEs offer
hardware-level isolation but are often impractical for resource-constrained
IoT devices, limiting their scalability. Committee-based approaches rely
on rotating subsets of participants to validate updates, yet they do not
benefit from persistent, tamper-resistant storage and lack mechanisms for
global trust transparency, which are key requirements in open, decentral-
ized FL.

Blockchain-based FL frameworks have gained significant attention due
to their properties of immutability and auditability 323].
These systems commonly employ smart contracts to automate aggrega-
tion, reward distribution, and reputation evaluation. Consensus mech-
anisms such as Proof-of-Reputation and Proof-of-Trust Collabora-
tion aim to enhance trust resilience. However, traditional blockchain
architectures suffer from limited throughput and high latency due to
their sequential block validation and energy-intensive consensus proto-
cols [164].
metrics (e.g., participation frequency, model accuracy, data quality, or

Furthermore, many of these models rely on simplistic trust

contribution size), often neglecting direct use of model poisoning detec-

tion as a trust metric against model poisoning or malicious contributions
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[264} |172]. Smart contracts have also been employed to automate trust
verification and incentivization [233] (103} [176]. While they introduce use-
ful automation, these systems typically rely on static or coarse-grained
trust metrics and fail to integrate dynamic adversarial robustness evalua-
tions.

DAG-based DLTs such as IOTA [223], NANO [149], and Hedera [20]
address many of blockchain’s scalability challenges by enabling asynchronous
and parallel transaction validation. Their applicability to trust manage-
ment in IoT and edge computing has been demonstrated [5, 306, 156 61].
In [180], the authors used IOTA as a ledger to access models published
in IPFS, enabling a fully decentralized FL architecture without a central
entity, but without considering the inclusion of a TMM. However, DAG
has been exploited to provide TMM features: cumulative weights (CW) in
DAGs have been interpreted as implicit trust signals [306], and reputation-
driven tip selection strategies have been introduced [156]. Nonetheless,
these systems have not yet been applied to FL scenarios, nor have they
incorporated poisoning-aware or adversarially robust trust evaluations,
which are critical in highly dynamic and untrusted learning settings.

Finally, recent works have sought to introduce robustness into FL trust
evaluation 264} (172} 290| 1328], utilizing techniques such as Shapley val-
ues [168], reputation-weighted model aggregation [292], and adversarial-
aware scoring 242, [171]. These poisoning detection metrics have been
applied to identify poisoning between the global model and a local model
update. Although promising, these approaches are often computation-
ally demanding and have not been integrated into ledger-based systems
capable of decentralized coordination.

Table [5 presents a summary of the findings from the State of the Art.
While significant efforts have been made to build trust in FL through
centralized, committee-based, and blockchain-based strategies, they fall
short in terms of scalability, decentralization, or robustness against ad-
versarial behaviors, such as model poisoning. DAG-based DLTs emerge as
a compelling alternative, offering high throughput, lightweight consensus,
and asynchronous validation mechanisms. However, their integration into
FL trust management remains unexplored. This work aims to bridge that
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gap by proposing DAGTrustFL, a DAG-based trust architecture explic-
itly designed for open and resource-constrained FL environments in the
IoT, enabling secure, scalable, and poisoning-resilient collaboration across
heterogeneous devices.

3.4.4 Towards a trust framework for FL

The DAG structure provides an efficient DLT for recording trust-related
data, enabling automatic and context-aware trust computation across loT
and edge devices. However, integrating these technologies can be challeng-
ing, as the complexity of the overall architecture leads to an increased
attack surface, which can also compromise efficiency and limit scalabil-
ity advantages. Despite the potential of DAG-based TMMs to address
challenges in decentralized environments, the number of solutions in the
literature remains limited and incomplete, exhibiting notable gaps [5]. In
particular, the literature shows no dedicated architectures for managing
trust in FL, which limits the use of general QoS indicators in trust eval-
uation. We state that these indicators alone are insufficient for detecting
malicious behavior in FL environments. Moreover, these architectures
often utilize DAGs to record all network interactions, resulting in high
storage demands and inefficiencies that can particularly hinder scalability.
Furthermore, ensuring equitable participation remains an issue, as nodes
with higher trust may not receive proportionate rewards or influence in
the consensus, potentially disincentivizing their active involvement [306].
For this reason, the proposed framework coherently integrates TMMs with
a DAG ledger through two complementary components. The first adapts
the tip-selection algorithm so that the DAG itself functions as a trust-
management mechanism: attachments to tips are steered by contribution
reliability indicators, shaping the flow of updates and enforcing, at the FL
network layer, verification and attenuation of harmful behavior. The sec-
ond introduces a smart-contract layer that moves coordination away from
a single central aggregator toward a distributed, auditable logic, remov-
ing the SPoF and reducing any trust assumptions in the coordinator. The
selection, weighting, and inclusion of updates into the global model are
determined by on-chain, reproducible rules. Figure[30] presents the overall
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architecture with a numerical example illustrating the interaction between
these two components; technical details follow in the next sections.

Adapting the tip selection algorithm
Each peer evaluates trust independently, as trust is inherently subjective
and often relies on indirect assessments when direct data is unavailable.
IoT and edge devices actively manage trust in our framework by pub-
lishing their updated performance parameters on the DAG at the end
of each FL round. Specifically, after each round of local training, each
device generates a transaction containing its updated model parameters
and attaches it to two previous transactions using an adapted tip selection
algorithm. This algorithm incorporates trust evaluations to prevent con-
nections with potentially malicious nodes. Unlike traditional approaches
that rely solely on QoS data, our system integrates a context-aware trust
indicator: the proximity of parameter updates |322]. This ensures that
devices form connections only with nodes whose updates are consistent
and not anomalous. In Fig. the DAG shows an example of this mech-
anism, where honest peers do not connect their tips with nodes containing
divergent values of parameter updates. However, Fig. presents scalar
values for simplicity, whereas, in practice, the proximity of model updates
is assessed through matrix comparisons of updated parameters. For ex-
ample, in the case of Convolutional Neural Networks, the matrices contain
the weight of the network. Despite this simplification, the numerical ex-
ample effectively represents the underlying mechanism of proximity-based
update selection. The CW of a transaction, derived from the approvals it
receives, reflects the confidence in the legitimacy of the associated node. A
decay function dynamically adjusts CW over time, ensuring trust compu-
tations remain adaptive. If a node’s adjusted CW falls below a predefined
threshold, its trust score decreases, signaling potential malicious activity.
Imagine the case in which a peer starts to publish model updates that
are considered divergent; the aggregator, monitoring the adjusted CW,
can exclude the malicious node from future FL rounds. This design en-
ables the aggregator to extract trust metrics directly from the DAG. It
also prevents bad-mouthing attacks: even if malicious nodes try to avoid
connecting with legitimate nodes, they cannot alter the trust values of

103



those nodes stored in the DAG, making it easier for the aggregator to
identify and flag suspicious activity. Each peer is incentivized to maintain
a high trust score and avoid connections to nodes with anomaly values
in the DAG, as this increases its chances of being selected for future FL
training.
Smart Contract aggregation

The TMM proposed in our framework enables a central aggregator to per-
form model aggregation based on trust data from the DAG, ensuring that
only contributions from trusted nodes are considered. However, this pro-
cess can also be fully distributed through Smart Contracts, as shown in
Fig. providing automation, security, and transparency in trust evalua-
tion. In this paradigm, the Smart Contract acts as the aggregator. At the
end of each FL round, training nodes submit their model updates to the
Smart Contract, which autonomously runs poisoning detection algorithms
to identify adversarial contributions. Those algorithms can be based on
weight matrix similarities, the detection of a substantial decline in accu-
racy after the aggregation of an update, and the evolution of the global
model updated parameters [322]. The Smart Contract then computes
trust values for each node by aggregating the anomaly detection result
with direct and indirect trust evaluations from the DAG as a weighted
sum, as illustrated in Fig. The computation of trust scores can incor-
porate multiple indicators to ensure a nuanced evaluation of trust. These
indicators include QoS factors such as participation frequency, activity
level, and duration of engagement, as well as explicit mechanisms for de-
tecting illicit behavior. Once computed, the trust scores are published on
the DAG, ensuring an immutable and transparent record of each partici-
pant’s trustworthiness. Depending on the results obtained, the respective
model update will be included or excluded from the model aggregation.
By automatically excluding updates from untrustworthy peers, the Smart
Contract utilizes trust evaluations to enforce a selective aggregation pro-
cess, ensuring that only non-poisoned updates contribute to the global
model, mitigating the risk of model corruption and enhancing the relia-
bility of the final aggregation.

This thesis focuses on the development of an architecture centered
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on the first design path, specifically adapting the tip-selection algorithm,
while deferring Smart Contract aggregation to future work. The rationale
is twofold. First, tip selection is the pivotal mechanism that determines
which updates the DAG advances, making it the natural locus for embed-
ding trust signals and, in effect, turning the ledger into a trust manage-
ment mechanism. Second, decentralised aggregation via smart contracts
primarily removes reliance on a single central aggregator, an avenue al-
ready explored extensively in the literature [132, [250]. Although it is
valuable for eliminating assumptions about coordinator honesty and ex-
ploring its integration with a DAG-ledger technology, it first needs the
establishment of the DAG itself as the engine of trust.

3.4.5 DAGTrustFL System Model

To facilitate the reader’s understanding of the DAGTrustFL model, we
refer to the components illustrated in Fig. 29 and Fig. labeled with
letters ranging from A to H.

Transaction Structure

Each peer p; publishes a transaction ¥; to the DAG at the end of a local
training round (component A). Building from [306], |[156] and [258|, this
transaction encodes:

Vi = (Awi, i, i, Bi) (3.5)
where:
o Aw; € R? is the local model update vector;
e t; € R is the timestamp of the round;
o i ={1;,,¥;,} € G are the parent transactions approved by ;;
e [3; is the approval component;

The approval component [3; is defined as:
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Bi _ <DeVIDi, {POW?OHCQ},POWEargCt, Slgl> (36)
where:

e DevID; is the identifier of the node issuing the transaction;

e PoW; " € N is the proof-of-work (PoW) nonce used to validate
the issuance of v;;

o PoW;*" ¢ R+ is the difficulty threshold that must be satisfied by
the nonce.

o Sig, is a digital signature ensuring authenticity and integrity.

This lightweight PoW mechanism is introduced to mitigate spam and
Sybil attacks by requiring minimal computational effort from participat-
ing devices [54]. Each node must find a nonce such that the hash of
the transaction metadata, including its parent references, satisfies a pre-
defined PoW target. The target is intentionally set to a low difficulty
level, ensuring that the process remains computationally lightweight and
suitable for resource-constrained IoT or edge devices.

Transaction Verification Procedure

To preserve the integrity of the DAG and prevent the injection of mali-
cious or redundant model updates, each node must verify any newly re-
ceived transaction 1; before accepting it (component B. The verification
procedure in our framework consists of three main steps:

1. Uniqueness Check: The verifier ensures that the issuing peer p; has
not already submitted another update in the current FL round. This
prevents update duplication and ensures fair participation.

2. Validation of Approval Structure +; must reference valid parent tips
{¥j,, ¥} € G, and the included PoW nonce and Signature in f;
are verified.

3. Aggregation to the local DAG: If the transaction passes the above
checks, the transaction is added to the local DAG structure.
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Cumulative Weight and Endorsement

Whereas in existing DAG-based DLTs, it is essential to strictly order
transactions in the DAG, mainly due to financial requirements, and in our
approach, this sequence ordering is not necessary, as also denoted by [156].
However, we need to reach consensus on confirmed transactions. Each
transaction v; accumulates trust over time based on direct or indirect
approvals from other transactions.

Let G; = (¥, E) denote the DAG at round ¢, where ¥ is the set of
transactions and E the set of approval edges. The future cone 7; of a
transaction v; € ¥ is defined as the subset of G; that contains all the
nodes that directly or indirectly approve 1);:

n={wu U 7 (3.7)
P =i
where ; — 1; represents a direct approval in G,

The cumulative weight CW; € N (component C) of a transaction ¢; €
¥ is defined as:

CWi= > w (3.8)

where wy; is the static weight of the transaction v;, and 7; is the future
cone of 1;. When a transaction achieves a CW that surpasses a threshold
O, we consider the transaction confirmed. An adjacency matrix can help
in the calculation of CW [61]. In our case, we consider a weight w = 1
for all the transactions, leaving the possibility to exploit this feature to
improve the model in future works.

Distance metric

To detect poisoning attacks, the distance metric function D(:,-) can be
defined using various methodologies. In literature, cosine similarity [133,
268, |165] and Euclidean distance [42, [294) |159] are common and quite
effective when identifying poisoning by comparing the global model and
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a local model update. However, in our system, the poisoning detection is
distributed in the network; thus, we need to compare local models with
each other. We focused on cosine similarity.

Cosine similarity is evaluated specifically on the last layers’ gradient
to highlight the divergence between gradients from honest participants
and those from adversaries, due to their opposing objectives. Formally,
the cosine similarity between two gradients V; and V; is expressed as:
Vi-V;

¢s(Vi, V) = cos ¢ = IVl - 195117

(3.9)

A normalized cosine similarity that ranges from 0 (opposite direction)
to 1 (identical direction) can be defined as:
1+ CS(VZ‘, Vj)
2

where ¢s(V;, V;) is the standard cosine similarity. This metric assesses

csnorm(via Vj) = (310)

the angular alignment between gradients. Thus, the cosine dissimilarity
between two gradients V; and V; is defined as one minus their cosine
similarity:

cd(V;, Vi) =1—-1¢s(V;, V) (3.11)
This measure ranges from 0, when the vectors are perfectly aligned, to 2,
when they are diametrically opposed. Therefore, the normalized cosine
dissimilarity is defines as:

Cdnorm(vi; V]) =1~ Csnorm(via vj) (3'12>

The Euclidean distance [42] between two model updates Aw; and Awj; is

given by:

Dis(Aw;, Aw;) = \/Z (Aw; (k) — Aw;(k))? (3.13)
k

where Dis(+,-) € [0,00] is directly proportional to the distance between
Aw; and Aw;.

A normalized Euclidean distance between two models Aw; and Aw;
can be defined as:

. DZS(Ml,MQ)
D norm M 7M - . B 3.14
sworm (Mi, Ma) = e s (V5.0) (3.14)
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where Dis(Aw;, Aw;) is the standard Euclidean distance, and 0 is the
zero vector. Disporm(-,+) € [0,1], with value 0 that indicates identical
models and values closer to 1 indicate greater dissimilarity.

Empirical studies have demonstrated that the Euclidean Distances
computed between benign models are typically much smaller than those
involving poisoned models [42]. However, cosine dissimilarity tends to be
more resilient than Euclidean distance. Attackers may attempt to scale
their gradient updates to bypass detection from Euclidean distance meth-
ods, but they must preserve the directionality of their gradients to fulfill
their goals and not be detected by cosine dissimilarity [133].

Moreover, [304] observes that the weights of the last layer in a model
update are particularly sensitive to the local data distribution, making
them more informative for detecting poisoning attacks such as label flip-
ping. Leveraging this insight, the authors suggest that the comparison
of only the last layer’s weights, rather than the entire model, enables a
clearer separation between benign and malicious updates. In the case
of Convolutional Neural Networks (CNNs), this corresponds to the Fully
Connected (FC) layer, which most effectively highlights discrepancies in-
troduced by label flipping attacks, as the malicious updates tend to appear
as outliers with respect to those from honest clients.

Percentile-Based Outlier Detection

Mean-based thresholds outlier-detection techniques in federated learning
are particularly vulnerable to adversarial manipulation and extreme val-
ues |146]. While setting a fixed threshold on cosine similarity or Euclidean
distance might initially distinguish benign from malicious updates, this
gap diminishes as training progresses and model parameters consolidate.
Consequently, a dynamic thresholding strategy becomes essential.

To address this, DAGTrustFL adopts a percentile-based approach that
dynamically adapts thresholds using robust statistical measures. In each
federated learning round, similarity metrics are calculated across all par-
ticipant updates. We employ the Interquartile Range (IQR), calculated as
the difference between the first and the third quartiles: IQR = Q75 — Q25
The IQR is used to derive a dynamic threshold:
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Oouttier(t) = Q50 — IQR — 0

where @50 represents the median quartile and § = 0.05 serves as a
conservative buffer to reduce false positives. This method offers robustness
to significantly divergent values, adaptivity to the evolving distribution of
updates, and statistical soundness [275].

Redefined Tip Selection Strategy

To integrate both semantic similarity and structural validation, the tip
selection process in DAGTrustFL is adapted to consider both the model
proximity and the Cumulative Weight (CW) of existing tips. This dual
condition ensures that each new transaction attaches to the most trust-
worthy and contextually aligned updates while maintaining consistency
in DAG growth. To avoid the connection to malicious nodes inside the
graph, the peer selects two parent nodes to connect that are not too old,
to incentivize the growth of the graph in a linear way, and that have an
update that should not be poisoned. To identify the poisoning, recent
works compare the global update to the local ones to detect discrepan-
cies. In our case, instead, we compare the local model of peer p; with the
nodes of the other peers that have a tip inside the graph: i.e., participated
in this FL round and have uploaded an update (component D).

Let L(t;) C G be the set of current tips in the DAG at time ¢;, and
Aw; the model update of the new transaction ;. The selection of the
parent transactions v; = {¢;,, %, } is guided by the following logic:

1. Model similarity: Prefer tips whose model updates are semantically
close to Aw; and are not considered outliers;

2. Cumulative weight: Consider only unconfirmed tips with CW; < ©
as primary candidates;

3. Fallback: If no candidate satisfies the similarity constraint, allow
attachment to confirmed nodes.

The selection mechanism is formally defined as:
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v; = argmin(D(Aw;, Aw;) -s-CW;) where D(Aw;, Aw;) > Ooutiier(t)
JEL(t;
e

(3.15)
where:

e D(-,-) is the distance metric, which can be implemented by the nor-
malized Euclidean Distance or the normalized cosine dissimilarity;

e O is the Cumulative Weight threshold distinguishing confirmed from
unconfirmed tips;

o CW; is the Cumulative Weight of the transaction
o Ooutiier(t) is the dynamic percentile-based outlier threshold

e ¢ > 0 is a scalar weight for penalty factor to avoid connection to old
transaction (i.e., with higher CW )

If there are no such v; = {¢;,,%;,} € L(t;) items that meet the simi-
larity constraint, we can search for eligible parents to connect by looking
at the entire graph G. Thus, this fallback rule is invoked:

vi = arg min(D(Aw;, Aw;) -s-CW;) where  D(Aw;, Aw;) > outtier(t)
P; €G
(3.16)

For the selected tips v; = {%;,,%;,}, the algorithm examines a part
of the corresponding past cone to prevent the approval of potentially ma-
licious transactions done by corrupted behaviors, as discussed in the As-
sumptions and Threat Model section. Let G; = (¥, E) denote the DAG
at round t, where W is the set of transactions and E the set of approval
edges. The past cone p; of a transaction ¢; € U is defined as the subset
of G; that contains all nodes directly or indirectly approved by v;:

pi=1{witu J » (3.17)
Pi—;
where 1); — 1); represents a direct approval in G;
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A graphic example of past and future cones is shown in Figure De-
termining the appropriate depth y of the past cone to inspect is crucial
for balancing the computational cost of the tip selection algorithm with
the effectiveness of attack detection within the DAG. This depth depends
on the number of peers participating in each federated learning round,
denoted as K, since each round is expected to contribute K transactions
to the DAG. Given that the heaviest subgraph is selected at the end of
each round, the system can tolerate up to, but not including, 50% ma-
licious peers. In the worst-case scenario, where an attacker manages to
introduce a malicious update referenced exclusively by corrupted nodes,
preventing the inclusion of this malicious path requires examining a past
cone of depth y = % Increasing x beyond this threshold does not yield
additional security benefits.

For each node within the inspected past cone, the distance metric is
computed between the update associated with the node ¥ and that of
each of its parent nodes {¢y,, ¥, } If, for any parent-child pair, the con-
dition D(Awg, Awy, ) < I'(t) —e is not satisfied, the corresponding path is
excluded from consideration, and the origin transaction v;, is discarded
from the parent selection, as the node did not show a trustworthy behavior
and did not follow the logic of the tip selection algorithm. In such cases,
an alternative tip is selected from the previously identified candidates,
and the procedure is reiterated.

Heaviest Subgraph Selection for Secure Aggregation

To ensure consistency and filter out malicious or semantically divergent
branches in the DAG, our model uses a key mechanism that identifies the
heaviest subgraph rooted at one of the tips at the end of each FL round.
This selected subgraph is computed by the Aggregator (component E)
and serves as the trusted context for determining which transactions are
considered confirmed and eligible for aggregation.

Let G; = (U, E) denote the DAG at round ¢, where ¥ is the set of
transactions and E the set of approval edges. Let £(t) C ¥ be the current
set of tips.

For each tip v; € L(t), we compute the past cone p;, and for each set,
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Figure 28: The past cone p; and the future cone 7; of a transaction T; in
the DAG.

we compute the weight of those subgraphs. The weight of the subgraph
is computed as:

Wi(pi)= Y CW, (3.18)
Yj€pi
where CW; is the cumulative weight assigned to the transaction ;,
reflecting participation and reputation.
The heaviest subgraph G* C G; is then defined as:

G* = argmax W (p;) (3.19)
P €L(t)

Then, the Aggregator computes the corrupted behavior check of the tip
selection algorithm on the elected tip to check that the last node did not
attach a parasite chain to the graph. If anomalous behavior is detected,
the node is discarded, and the process is reiterated. If no anomalous
behavior is detected, from now on, only transactions in G* are considered
for downstream operations such as tip confirmation, trust computation,
and global model aggregation. Transactions outside G* are discarded

114



as unendorsed or inconsistent, thus enhancing the robustness of the FL
pipeline by filtering out isolated or adversarial forks.

This key strategy resembles the ”longest chain” rule used in blockchain
but is adapted to the DAG topology by selecting the path with the highest
cumulative trust weight, in a similar way to the Tangle [223]. Tt enforces
convergence around a single, trustworthy subgraph that discards mali-
cious transactions and enables the generation of Milestones at the end of
every FL round (component F). Therefore, a new milestone is generated,
a special transaction that confirms all the previous transactions and that
contains, as a model update, the new global model generated by the cen-
tral aggregator, and that will be considered as the first tip to connect in
the following FL round.

Trust Metrics from the Aggregator

The model we have described so far allows for the creation of a graph
that, in each round, filters out outliers and updates anomalies, leveraging
trust votes that each peer demonstrates by connecting to specific nodes in
the graph. However, to enable a high-level perspective over the trustwor-
thiness among peers in the network, the aggregator makes its own trust
evaluation based on direct and indirect trust (component G). Direct trust
is performed by checking the behavior of nodes inside the graph; indirect
trust comes from the edges of the graph that resemble trust manifesta-
tion. Similar to what has already been done by [156], we define a trust
score y; that the aggregator assigns to each peer p; at the end of each FL
round, as a weighted sum of two components: structural consistency o;
and update contribution 7);.

Structural Consistency (o;)

To reward structural consistency inside the graph and promote the correct
use of the tip selection algorithm, we enforce a hard threshold on the
similarity values in the inspected past cone p;. If any node in the parent
subgraph has a similarity below the threshold 7, the consistency is set to
zero, as the behavior of the node inside the graph is not legitimate and
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does not follow the logic of the tip selection algorithm:

if Jap, i« D(Aw;, Aw; T(t) —
oi(t) =40 W€ (A, Bwj) > T(E) — e (3.20)
1 otherwise

where D(+,-) € [0,1] is a normalized distance metric function, implemented
by normalized cosine dissimilarity or normalized Euclidean distance. The
selection of the depth x for the inspected past cone p; reflects a balance
between computational efficiency and security, and should always be less
than both % and the depth employed in the tip selection algorithm. In
practice, a depth of 1 may suffice to flag malicious behavior, since the
detection of corrupted activity is expected to be addressed in a distributed
manner by the peers. Nevertheless, adopting a depth greater than 1 can
further penalize corrupted actions in the computation of the composite
trust score.

Updates Contribution (7;)

To penalize peers that had discarded transactions, as they probably be-
haved maliciously, and to increase the reputation of active nodes with
respect to inactive ones, we define 7); as:

1 if 3¢, € G*
ni(t —1) otherwise

3.21
otherwise ( )

where G* is the heaviest subgraph of the current DAG, G is the current
DAG, and v; refers to transactions done by the peer p; for which the
trust component is being calculated. This way, if p; has a transaction
outside the heaviest graph, it will be penalized with a 0 value for this
trust component; if it did not participate in this round of FL, the last
score will be kept; and if the transaction is part of the heaviest graph, the

score will be maximum.

Composite Trust Score

The overall trust score p; € [0, 1] for the peer p; is given by the composition
of update contributions and structural consistency:
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i =vy-0;+vg-m; with vy +vg =1 (3.22)

Trust scores are periodically refreshed to reflect recent behavior. Let
ugt) be the trust score at round ¢:
t t—1 n
=2 (=) e (3.23)
where A € [0,1] controls the influence of historical versus current ob-
servations, as the magnitude of a decay function, and serves to maintain
dynamism in the trust system.

Trust-Weighted Federated Aggregation

In DAGTrustFL, the composite trust score p; is directly incorporated
into the aggregation phase of the FL process. Certain updates in the
DAG could be poisoned even if we chose the heaviest sub-graph and tried
to avoid corrupted behaviors, for example, if the depth x of the examined
past cone during the tip selection algorithm is not enough. At the end
of each round, the global model update is computed as a trust-weighted
average of the confirmed local model updates in the DAG (component H).

Let K denote the number of peers selected for aggregation, and Aw;
the model update from peer p; that pertains to transactions in the heaviest
sub-graph of the DAG, denoted as G*. Elaborating upon the commonly
used aggregation strategy of FedAvg [184], our trust-weighted global ag-
gregation is defined as:

K K
1
AWglobal = i ; Wi - Aw;, where M = ; 7% (3.24)

This ensures that model updates from more trustworthy peers (i.e.,
with higher p;) have a greater influence on the global model. It generalizes
the standard FedAvg rule by replacing uniform weighting with a dynamic,
reputation-based approach that does not require a threshold to be set.
Thus, updates from peers with low cumulative trust will have limited or
no impact on the aggregated model. M serves to normalize the influence

aCross peers.
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3.4.6 Experimental evaluation

Goals

We empirically test whether DAGTrustFL trust layer filters malicious
contributions as adversarial pressure increases, preserves model utility
compared to standard FL, and adds acceptable overhead. We answer these
via robustness/selectivity, utility, and cost/scalability measurements.

Setup
Environment. One Dockerized services run on the same host containing
an FL orchestrator (Env-1) and a DAG simulator (Env-2). The source
code of the experimental evaluation is available in our GitHub projec@
Python 3.12 with PyTorch is used throughout. The host has a CPU 13th
Gen Intel Core i9-14900K x 32 and as a GPU an NVIDIA Titan RTX,
24GB.

Data/Model. We used Fashion-MNIST [299] with the standard split
and the reference CNN implementation from [270].

Federated Learning Environment (Env-1). We extend the poisoning-
ready FL codebase [270] to: compute cosine/Euclidean similarities; ex-
port a per-round trust vector via get_ trust_vector(); and perform trust-
weighted FedAvg (Eq. (20)). Unless stated, total FL rounds are R=100,
local epochs are E=1, batch size is B=10, and learning rate is lr=10"3,
following the configuration suggested by [270]. While smaller batches in-
crease per-round training time due to the higher number of iterations,
they also inject stochastic noise into the gradient, which has been shown
to improve generalization and stabilize training in non-IID federated set-
tings [44].

DAG Environment (Env-2). Implemented with the networkx Python
library. Each transaction encodes (Aw;,t;,7;, i) as in Sec. IV-A; The
revised tip-selection is implemented with percentile/IQR thresholding,
heaviest-subgraph selection, milestone creation, and trust scoring (o, 7;, ;).
The DAG grows across rounds; since trust is persisted in the trust_ vec-
tor, we prune stale graph state every 25 rounds to bound memory and
traversal cost.

2https://github.com/UniboSecurityResearch/DAG TrustFL
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Threat Model. We vary the ratio of malicious (M%) and corrupted
(C%) clients among the N clients. We based the attacks on the label-
flipping attack, as specified in the threat model (Sec. III). We also test
collusion, i.e., corrupted behavior inside the DAG, and parasite-chain at-
tempt at the round end.

Baseline and Ablations
Baseline: FedAvg (uniform) [184] with Poisoning (with no countermea-
sures) [270].

Ablations:

1. Static distance threshold: replace IQR with fixed 6;

2. No central trust evaluation: normal FedAvg over G* (no trust weights);
3. No history: disable decay A = 0;

4. No corrupted-behavior check: disable past-cone validation (x = 0).

Performance metrics
We report false negative rate (FNR), false positive rate (FPR), and De-
tection Accuracy (DACC):

#{evil tx in G*}

FNR = 2
R #{evil tx submitted} (3.25)
#{benign tx not in G*}
FPR = 2
R #{benign tx submitted} (3.26)
DACC — #{evil tx not in G*} + #{bening tx in G*} (3.27)

#{total tx submitted}

Utility is Test Accuracy (MACC) at round R. Cost includes DAG time/round
(tip selection + G* + trust computations 4+ milestone). Hyperparameters
and defaults appear in Table [0}

Hypotheses
H1 (Ablations). Removing central trust or components (A, x,s) degrades
DACC, increases FNR/FPR; static thresholds underperform IQR.
H2 (Robustness/Selectivity). FPR grows slowly with (M+C)%; FNR re-
mains low (< 15%) up to moderate M %.
H3 (Utility). Under poisoning, MACC and convergence are better than
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Table 6: Hyperparameters and default values used in the experimental
evaluation.

Parameter Sweep values Default
Adversarial ratio (C'+ M)% {0, 10, 20, 30,40} % —
CW penalty factor (s) {0.00,0.02,0.05} 0.02
Past-cone depth () {0,1, [ K/4], | K/3], | K/2]} | [K/4]
CW threshold (©) {2,3,4,5,6,7,8,C,C + 1} 4
Decay factor (\) {0.0,0.1,0.3,0.5,0.7,0.9} 0.1
IQR buffer § — 0.05
Rounds (R) - 100
Total clients (N) {10, 20, 40, 60, 80, 100, 200} 10
Clients per round (K) {N —1,N/2} N-1
Local epochs (F) - 1
Batch size (B) - 10
Trust weights (vq, v9) - (0.6,0.4)

baseline; trust-weighted FedAvg mitigates residual inclusions; malicious
peers earn lower trust.

H4 (Cost/Scalability). DAG time/round is small vs. local training; scal-
ing with participants is near-linear to sub-quadratic.

3.4.7 Results and Findings
H1 — Ablations

Past-cone depth (). Small x (e.g., 1 or | K/4]) provides the best FNR/FPR
trade-off; x=0 fails in the presence of corrupted links; large x increases
FPR due to over-screening (Fig. . Decay (A). History smooths trust,
but in our runs A=0.1 performs marginally best (Fig. . No central
trust. Removing trust-weighted FedAvg degrades robustness, especially
as M% grows (Fig. . IQR vs static . The adaptive percentile range
tracks the evolving similarity distribution and isolates poisoned updates
more reliably than any fixed 6 (Fig. . CW threshold (©) and penalty
(¢). ©>4 avoids premature confirmations; ¢ around 0.25 biases toward

recent tips and improves metrics (Figs. 35d).
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Finding: H1 confirmed.

H2 — Robustness and Selectivity

Across (M+C)% € {0,10,20, 30,40} DAGTrustFL keeps FNR/FPR low
at mild—moderate threat and degrades gracefully at high threat. With
C=0 and M={10,20} we obtain DACC > 97.9% and > 99.1% respec-
tively; FNR remain under 15% in any of the tested scenarios. With cor-

ruption present, DACC stays competitive across settings (Table [7)).

Finding: H2 confirmed.

H3 — Utility

Final MACC is the same without poisoning and remains consistently bet-
ter than baseline at increasing (M+C)% (Fig. Table [7)); trust values
separate honest and malicious peers over all scenarios (Figs ‘

Finding: H3 confirmed.

Table 7: DAGTrustFL metrics ordered by total threat percentage (M +

C)%.
M% | C% | (M+C)% | MACC% | FPR% | FNR% | DACC%
0 0 0 91.69 0.11 0.00 99.89
10 0 10 91.23 1.61 7.05 97.86
10 10 20 90.81 0.14 8.23 96.30
20 0 20 90.99 0.02 1.11 99.15
10 20 30 91.06 4.64 11.11 91.36
20 10 30 90.98 6.47 1.75 94.95
30 0 30 90.99 17.71 13.85 76.66
10 30 40 90.84 2.44 3.37 95.29
20 20 40 90.59 5.01 7.73 94.05
30 10 40 89.87 33.45 6.17 77.67
40 0 40 90.14 39.09 3.90 75.08

H4 — Cost and Scalability

Per-round time Mean ML time/round =~ 17.86s; DAG time/round =
2.05s (device-DAG time + aggregator-DAT time). Thus, ledger overhead
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is a fraction of training time, and the majority of DAG time is spent by
the Aggregator elaborating the trust vector, leaving a low load to the
nodes of the FL system. Scalability We assess ledger-layer scalability
by increasing the number of participating clients (and proportionally the
per-round sample K) while keeping payload size and hyperparameters
fixed, and we record the DAG time per round (tip selection, G* selec-
tion, and trust scoring), and the device-side attachment latency for each
transaction. In DAG-based ledgers, validation and referencing proceed
asynchronously and in parallel, so throughput tracks the arrival rate of
transactions, and the per-transaction latency remains approximately sta-
ble over the operational range |41} 257]. Consequently, as K grows, the
total DAG time per round should increase roughly linearly (more transac-
tions to process) while the per-transaction latency stays nearly constant.
By contrast, blockchains with sequential block production (PoW/PoS)
exhibit a capacity ceiling: let T, be the average block interval and L the
block capacity, the maximal sustainable throughput is TPS,ax & L/Tp;
once the transaction arrival rate A(IN) exceeds this ceiling, a queue builds
up and waiting time increases with the excess load [305]. We denote by
N, the smallest population such that A(INy) = TPSax. This value de-
pends on the PoW, or PoS methods; for example, it results in around 7
for Bitcoin and 30 for Ethereum [305].

Empirically, our measurements match these expectations. The device-
side attachment latency is about 5ms per transaction (R=100, N=10),
i.e., negligible compared to local training. Moreover, 94.3% of local train-
ing completions fall within the same one-second window across devices,
so updates arrive in short bursts; even under bursty arrivals, the DAG
maintains approximately constant per-transaction latency. In an equiva-
lent blockchain, assuming a PoW time similar to the device-side attach-
ment latency in the DAG, the same burst pushes A\(N) = TPS,,,.x beyond
Ny, resulting in queueing delay and increasing confirmation times. The
comparative view in Fig. captures this effect: blockchain throughput
flattens at TPS.x and latency rises once K > N, whereas the DAG
curve continues to scale with K in our tested regime. Other than the
DAG itself, the trust-weighted tip selection algorithm demonstrates scal-
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Figure 33: Mean DAG time per round (s) by varying the num-
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able performance: Figure [33| reveals that the total DAG time per round
grows between O(log N) and O(N). This trend highlights that, beyond
the intrinsic scalability of the DAG structure, the computation of the
trust vector is itself efficient, contributing to the overall scalability of the
system rather than limiting it.

Finding: H4 supported.

3.4.8 Limitations and Future Works

Our evaluation reveals some limitations that bound the generality of our
claims. First, the poisoning filter ultimately relies on distance-based sep-
arability of client updates (cosine/Euclidean). Under higher adversarial
pressure, these metrics can become less discriminative, and robustness
degrades accordingly; hence, the security of the whole pipeline hinges
on how well the chosen similarity captures attack artifacts across rounds
and layers. Second, our threat model focuses on label-flipping and cor-
rupted attachment behavior inside the DAG under an honest, uncom-
promised aggregator; we did not test backdoors, gradient-sign or model-
scaling attacks, adaptive evasion that targets the percentile range itself,
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Figure 34: The TPS behavior while varying the number of FL participants
in a single round (K) with different ledgers: DAG compared to blockchains
(Bitcoin and Ethereum).

or strongly non-I1ID regimes with severe skew. Importantly, if the ag-
gregator were compromised, it could bias trust computation and admis-
sion policies. Third, comparability with blockchain-based trust layers is
limited by reporting practices in prior work: most papers provide only
end-model accuracy on heterogeneous datasets/protocols and rarely re-
port FPR/FNR/DACC or system cost, which prevents metric-aligned
head-to-head comparisons; our discussion therefore remains qualitative
at the DLT-family level. Fourth, the empirical scope is narrow: results
are obtained on Fashion-MNIST with a lightweight CNN and moderate
N, K; the DAG simulator is co-located with the FL orchestrator, so over-
heads exclude WAN propagation, asynchronous participation, churn, and
bandwidth constraints typical of cross-device deployments. Fifth, sev-
eral knobs expose robustness—cost trade-offs (IQR buffer §, CW threshold
O, past-cone depth x, decay A, penalty ¢): larger y improves screening
of corrupted links but increases false positives and computation; CW-
related parameters modulate confirmation latency and selectivity; our
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sweeps identify workable regimes but do not provide principled autotun-
ing. Finally, we adopt low PoW difficulty for edge devices; while this eases
analysis and deployment, it may underutilize the DAG’s ability to encode
graded endorsement strength and leaves the exact difficulty—security—la-
tency operating point underexplored.

Looking ahead, we plan to evaluate richer similarity signals beyond
cosine/Euclidean (e.g., model inversion, topological data analysis, and
Benford’s Law analysis [192]); broaden the adversarial suite to backdoors,
adaptive attacks, and sybil strategies under both IID and strongly non-IID
data; prototype a (Smart Contract)-governed or committee-based aggre-
gation on-ledger that replaces the single SPoF aggregator; evaluate the
model over an emulated WAN with asynchronous clients, dropouts, and
bandwidth limits to measure end-to-end latency, validation cost, and con-
vergence under churn; introduce adaptive pruning that preserves security-
relevant subgraphs while keeping memory bounded.

3.4.9 Conclusion

This chapter has developed a cohesive security path for ICPS: GRAPH4
shows how validated security metrics can be embedded into programmable
networks to sense and react with minimal overhead; Pk—-IOTA addresses
identity and policy enforcement by automating certificate issuance, val-
idation, and revocation for OPC UA through in—network checks and a
DAG-based ledger; DAGTrustFL extends assurance to collaborative in-
telligence by introducing a DAG-backed trust management mechanism
that weights contributions and detects poisoning during distributed learn-
ing, leveraging explicitly defined trust metrics (e.g., update consistency,
contribution quality, reputation trajectories) to quantify behavior and
drive decision-making. Together, these results link measurement (met-
ric—driven monitoring), enforcement (trustworthy identity and policy at
line rate), and governance (trust over model contributions) into a single
architectural trajectory for CPS.

Empirical evidence supports the practicality of this stack. GRAPH4
reduces the monitoring footprint by instrumenting only attack-relevant
paths derived from attack graphs, preserving forwarding performance
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while maintaining detection capability. Pk-IOTA introduces a modest
overhead on the OPC UA security handshake (about 14% on the testbed)
and leverages IOTA to provide immutable, tamper—evident certificate life-
cycle management; Layer 1 offers simplicity and feeless operation, whereas
Layer 2 adds automation via smart contracts with limited additional cost.
DAGTrustFL demonstrates on Fashion—-MNIST that trust—weighted ag-
gregation improves selectivity under poisoning while preserving utility
near the clean baseline; ledger overhead remains modest, the TMM cost
scales linearly with participants, and transaction time remains essentially
stable as the network grows, in contrast to blockchain baselines that
suffer throughput degradation. These results collectively indicate that
DAG-based trust and programmable enforcement can harden ICPS with
limited operational cost.

Limitations remain. Attack graphs rely on complete and timely vulner-
ability knowledge; incompleteness can result in reduced coverage. P4—ca-
pable hardware is required to push checks into the data plane. Operating
the ledger substrate entails infrastructure choices (public nodes on Layer 1
or a sidechain on Layer 2) with corresponding operational trade—offs. Fi-
nally, trust management in open, heterogeneous environments must strike
a balance between robustness, efficiency, and privacy, and calls for the
continued refinement of indicators and aggregation logic.

Toward standardisation, an architectural foundation emerges that bal-
ances efficiency, security, and interoperability through formally specified
trust metrics. A shared metric schema—encompassing definitions, units,
collection procedures, and aggregation rules—provides the backbone for
comparable and reproducible assessments across deployments. Scalabil-
ity is supported by DAG-based storage and retrieval of metric—derived
trust signals; security and privacy improve as trust decisions rely on
cross—checked indicators while raw data remain local; auditability fol-
lows from the immutability and verifiability of the ledger; adaptability
is enabled by time—evolving metric scores; and automation is achievable
via smart contracts for policy enactment and lifecycle control. Advancing
from a promising approach to a widely adopted practice will require gov-
ernance and access rules that use metric thresholds and scores to admit,
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weight, or exclude participants; careful engineering of computational cost
and ledger growth; reference implementations and benchmarks to foster
adoption; and a common metric representation to integrate diverse FL
and CPS infrastructures.

Future directions are clear: broader support across programmable data
planes, secure onboarding for industrial devices (OPC UA Part 21), con-
solidation of smart—contract capabilities directly on Layer 1 with IOTA
Rebased, and richer, context—aware trust signals that span network, mid-
dleware, and learning layers. With these steps, the path from measuring
to enforcing and governing security in ICPS becomes increasingly concrete
and deployable.
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Chapter 4

The Human Factor

4.1 Expanding to Human-Cyber-Physical Systems
(HCPS)

Industrial security in the previous chapters has been addressed from the
vantage point of networks, software, and devices. Yet they do not oper-
ate in a vacuum, and real production systems are socio—technical: people
design, supervise, intervene, and increasingly co—act with autonomous
assets. Ignoring human roles leaves blind spots in both assurance and
performance. Industry 5.0 makes this explicit by placing human cen-
tricity alongside efficiency and resilience, arguing for technologies that
complement human capabilities rather than replace them. Within this vi-
sion, the Human—Cyber—Physical System (HCPS) becomes a foundational
construct: a composite system where humans, cyberspace, and physical
assets interact across manufacturing levels and phases to optimise life-
cycle outcomes and stakeholder well-being. HCPS elevates machine and
cyber intelligence by integrating human perception, cognition, and tacit
knowledge, while simultaneously augmenting human capabilities through
interfaces, analytics, and assistive devices [170].

HCPS is not merely CPS with operators “at the edge.” It is organ-
ised around three recurring interaction patterns that span the factory:
human-in—the-loop at the unit level (operators sensing, deciding, and
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acting with machines), human—on—the-loop at the system level (super-
visors steering cyber services, digital twins, and decision support), and
human—in—the-society at the system-of-systems level (stakeholders col-
laborating through platforms and services across the value chain). These
paradigms are captured by an architecture that weaves cognition—to—tech-
nology integration and human—to—human interaction across connection,
conversion, cyber, cognition, and configuration layers. The result is a
tri-space integration in which data, models, and decisions circulate be-
tween humans, cyber services, and physical processes in a disciplined man-
ner [170].

Key enablers make HCPS practical in modern plants: operator abil-
ity augmentation (e.g., wearables, VR/AR /MR, exoskeletons) to enhance
perception and reduce workload; human-robot interaction methods that
ensure safety and fluid task sharing; digital twins that synchronise human
and machine states for analysis, prediction, and control; and tri—space
data fusion and crowdsourcing mechanisms that turn heterogeneous hu-
man/cyber /physical signals into actionable knowledge and value-added
services throughout the lifecycle. These technologies shift the control sur-
face from purely technical assets to coordinated human—machine ecosys-
tems, motivating security models that treat people as first—class compo-
nents rather than externalities.

Treating security as a property of Human—Cyber—Physical Systems
(HCPS) entails analyzing infrastructure and human behavior in tandem,
and optimizing both as a unified sociotechnical system. This perspec-
tive is not optional; it follows from consistent evidence that human error
is implicated in a large fraction of losses and cannot be neutralized by
technology alone [45]. A sociotechnical lens clarifies why HCPS security
is hard. First, unlike traditional industrial safety, adversaries in cyber
contexts actively try to induce mistakes through deception [260]: a con-
vincingly spoofed vendor email that lures an operator into clicking a link,
a fake maintenance ticket that elicits credentials, or an insider who learns
local escalation routines and bypasses them. These are not outliers but
routine pressures on everyday work, as operators are simultaneously part
of the attack surface and part of the defense. Second, enterprise net-
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works must remain open enough to be useful, which limits the reach of
hard technical barriers and lets open channels for attackers. Third, com-
plexity and tight coupling make small slips cascade [7]: a rushed firewall
change during a shift handover, followed by an overlooked alert, can dis-
able redundancy paths and escalate to a plant-wide outage. Even forensic
reconstruction becomes difficult when multi-protocol, partially encrypted
traffic obscures root causes. Finally, the systems are opaque and fast: a
single miskeyed command or misapplied script can do millisecond-scale
damage before anyone can intervene.

Human fallibility also follows recognizable patterns [45]. Execution
slips and lapses, such as doing the wrong thing by accident or omission,
tend to be noticed more often than planning mistakes, like applying the
wrong rule or acting on bad assumptions, which are detected less than
half the time across industrial settings. In IT-enabled environments, those
undetected planning errors are the ones that often hurt most: accepting
a “standard” operating procedure copied from another line that does not
fit the actual topology; disabling a “noisy” security control to restore
throughput under time pressure; trusting a mental model of the network
that no longer matches the deployed reality.

The common response, that is, more awareness training, is rarely suf-
ficient on its own. Large organizations report extensive programs, yet
breach rates do not reliably improve and can even worsen when training
remains abstract, one-off, or misaligned with incentives and daily context
[76]. The lesson from industrial safety is to move from episodic instruc-
tion to organizational practice; in cybersecurity, this means cultivating a
security culture that rewards early reporting of small anomalies, strength-
ening sensemaking for ambiguous incidents where no playbook fits, and
building “anti-fragile” learning loops that turn controlled failures in safe
environments into durable habits. Translating this culture into day-to-day
capability calls for personalized training rather than generic courses [196]:
role- and system-specific pathways that reflect each team’s exposure, tech-
nology stack, and recent incident patterns; micro-drills embedded in real
workflows; and adaptive refreshers paced by measurable behaviors. Gami-
fied feedback, timely acknowledgment, and structured after-action reviews
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help internalize these practices without adding brittle procedure for its
own sake, while competency metrics close the loop by steering what to
practice next and when to retire obsolete content [76].

Grounded in this HCPS perspective, the next step is to examine how
to exploit personalization to deliver more effective and efficient cybersecu-
rity training. For this reason, understanding how human attributes shape
security outcomes in practice is crucial. A large body of work has explored
links between psychological traits and susceptibility to social engineering
and cyber risk [77], and has even suggested tailoring security training to
psychological profiles [81]. In organizational settings, however, collecting
reliable psychological data is difficult: surveys are intrusive and costly,
responses may be inattentive or biased [16] [199], and the literature of-
fers no stable consensus on which traits consistently predict vulnerability
[234]. A pragmatic alternative is to leverage attributes that are simpler
to obtain, such as sociodemographic factors like education, role, domain
background, and tenure, as objective and readily obtainable signals that
still capture meaningful behavioral differences. Even here, caution is re-
quired: higher awareness does not automatically translate into secure
behavior, as evidenced by the persistent gap between stated knowledge
and actual practices, such as password hygiene [124].

To clarify these tensions and inform actionable, targeted interventions,
the following section presents a systematic literature review that sepa-
rates awareness, attitude, behavior, and training. The review addresses
the research question: to what extent do sociodemographics influence
users’ awareness, attitude, behavior, and training regarding cybersecu-
rity and social engineering attacks? By mapping findings, contradictions,
and theoretical lenses across studies, the analysis aims to surface where
sociodemographic signals can reliably guide customizable training and
where complementary approaches are needed. This prepares the ground
for a scalable, human—centered security program aligned with the HCPS
and Industry 5.0 principles.
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4.2 The influence of sociodemographic factors

4.2.1 Background

Several studies have examined the effectiveness of training programs in in-
creasing cybersecurity awareness, comparing tailored approaches to generic
training. Research has shown that a one-size-fits-all solution is not a good
choice, as each individual possesses distinct sociodemographic character-
istics that influence their perception of security threats [199]. Among the
various approaches explored in the literature, some studies have focused
on gamification to enhance learning, differentiating it from traditional
training techniques. Gamified training programs leverage interactive and
engaging elements to improve user participation and retention of security
concepts. In their work, Flores et al.[76] demonstrate better training out-
comes with gamification for young people; this result provides additional
evidence of how age, a sociodemographic factor, can influence cyberse-
curity training programs for improved outcomes. Baltutti et al.[21] ana-
lyzed cybersecurity behaviors among Western European knowledge work-
ers, identifying user archetypes through cluster analysis based on traits
like diligence and trust. They found that these types align with specific
socio-demographic factors, emphasizing that tailored interventions can en-
hance the effectiveness and efficiency of organizational training strategies.
Sociodemographic data refers to population characteristics that could be
linked to specific behaviors, perceptions, and decision-making activities in
various domains, including cybersecurity. They include variables such as
age, educational level, culture, gender, work experience, and work sector.
Wei et al.[295] highlights the relevance of some of the sociodemographic
factors mentioned above in shaping secure behaviors, emphasizing the
need for future research to further explore these aspects in conjunction
with social theories. Such theories help explain subtle differences, ad-
dress research gaps, and critically challenge assumptions about sociode-
mographics and security. Indeed, in social sciences, these factors are stud-
ied to understand how different groups of individuals respond to specific
situations: numerous works have analyzed sociodemographic factors and
highlighted their significance in evaluating security behaviors [81]. Ko-
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vavecevic et al.|[141] shows that sociodemographic factors, such as gender,
educational background, and type of school, significantly influence in-
dividuals’ cybersecurity knowledge and perception, which in turn affect
their cybersecurity behaviors. Building on that, the hypothesis of this
work is that sociodemographic factors influence cybersecurity behaviors
and users’ susceptibility to threats, particularly social engineering attacks.
Social engineering exploits psychological and cognitive biases to manipu-
late individuals into disclosing sensitive information or performing actions
compromising security. Since these biases can be shaped by educational,
professional, and cultural experiences, individuals with different sociode-
mographic profiles may exhibit distinct risk perceptions and defensive
behaviors [134]. Several social theories offer insight into how sociodemo-
graphic characteristics influence responses to cybersecurity threats. For
instance, Technology Threat Avoidance Theory (TTAT) and Protection
Motivation Theory (PMT) emphasize how perceived threat severity and
self-efficacy shape protective behaviors |284]. Deterrence Theory (DT)
focuses on the role of sanctions in discouraging risky actions, while the
Theory of Planned Behavior (TPB) highlights how attitudes, norms, and
perceived control drive intention and behavior [124]. Life-span Devel-
opmental Theory (LDT) and Socioemotional Selectivity Theory (SST)
examine how age-related shifts in priorities and social context affect risk
perception and cybersecurity awareness [162]. Theory of Mind (ToM)
adds a cognitive dimension, linking interpretative abilities to social expe-
rience, education, and age [301]. Hofstede’s cultural dimensions [120] offer
a comparative lens for examining societal differences, while the Lifestyle
and Routine Activities Theory (LRAT) investigates gendered patterns
in cybersecurity behavior. Finally, the Transactional Theory of Stress
and Coping (TTSC) associates age-related emotional responses with cy-
bersecurity behavior. These theories help explain the complex interplay
between sociodemographic factors and variations in cybersecurity aware-
ness, attitudes, and behaviors.
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4.2.2 Methodology
Data Collection and Search Strategy

This study was designed to align with the specific focus outlined in the
introduction: examining the role of sociodemographic factors in cyberse-
curity behaviors and assessing the potential of tailored training programs.
Peer-reviewed articles were collected from established publishers, includ-
ing IEEE, Elsevier, Springer, ACM, and the database indexed by Sco-
pus, using the following search query: (”socio-demographic” OR “human
factors” OR 7social factors”) AND ("cybersecurity” OR, ”information se-
curity” OR ”social engineering”) AND (”training” OR ”awareness” OR
"education”). The first two components of the query were derived from
RQ1 and RQ2, whereas the third component was derived from RQ3. Only
articles written in English and published after 2008 were considered. This
process resulted in an initial pool of 621 articles.

Inclusion and Exclusion Criteria

Duplicates, non-peer-reviewed papers, and studies that did not address
sociodemographic influences were excluded. Screening was conducted
using Rayyan E| in line with Preferred Reporting Items for Systematic
Reviews and Meta-Analyses (PRISMA) framework. PRISMA provides
a structured, evidence-based approach that ensures key methodological
steps are clearly documented and reported, facilitating critical appraisal,
replication, and comparison across studies [212]. This approach is im-
plemented through a two-step process: an abstract review followed by a
full-text analysis. Inclusion criteria required studies to satisfy one of these

three requirements:

e The study explores the link between sociodemographic factors and
cybersecurity behavior.

e The study explains this link through theoretical frameworks.

o The study evaluates/proposes tailored training programs.

Thttps://www.rayyan.ai/
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Studies focusing solely on psychological factors were excluded. The snow-
balling technique was applied, examining references of selected papers to
capture additional relevant studies. Ultimately, 68 articles met the cri-
teria and were included in the analysis. Given the heterogeneity of their
research questions and methodologies, a meta-analysis was not feasible.
Instead, A qualitative and quantitative synthesis was conducted to pro-
vide a comprehensive view aligned with the exploratory aim of this study.
The following section presents the results of this synthesis.

4.2.3 Results

Most of the analyzed studies rely heavily on subjective measures, with
surveys being the most commonly used method, accounting for 59% of
the total. In contrast, only 4.5% of the studies propose frameworks or
models to explore the relationship between sociodemographic factors and
cybersecurity, reflecting a limited emphasis on theoretical development in
this area. Additionally, 6% of the methods are pilot studies that focus
on specific situations or populations, offering valuable insights into how
cybersecurity behaviors occur in particular contexts but giving context-
dependent findings that are not generalizable. As shown in Figure
research has addressed various sociodemographic factors over time: to
fulfill the objective of this work, the focus was on the main ones.

Age and gender have been consistently explored in the earliest publi-
cations and remain prominent topics of discussion. Since 2015, there has
been a noticeable increase in attention to education level, cultural factors,
and job-related variables, signaling a broader interest in how professional
and cultural dimensions influence cybersecurity behaviors. Most studies
confirm the influence of sociodemographic factors on cybersecurity aware-
ness, behavior, and attitude, as shown in Table Factors such as age
and gender emerge as particularly impactful, with most articles reporting
significant differences across all three dimensions. However, while most
studies examining factors like culture, education level, and professional
sector also found evidence of differences, the total number of articles inves-
tigating these characteristics remains relatively small, especially regarding
dimensions like attitude. Regarding the other sociodemographic factors,
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Figure 36: The distribution of sociodemographic factors studied over time.

there were not enough quantitative studies to compare the percentage of
influence.

Regarding the geographical distribution of the studies, the SLR reveals
that most studies have been conducted in Europe and in the US, with rel-
atively fewer investigations emerging from Africa, Oceania, the Middle
East (ME), and South/Central America, as shown in Figure 37p. The
overrepresentation of certain regions may be due to more readily avail-
able sociodemographic data and a stronger emphasis on cybersecurity
research, while underrepresented regions may face challenges related to
funding, technological infrastructure, and differing academic paradigms.
This geographic concentration is mirrored in the level of analysis employed
in these studies, as the majority focus predominantly on individual-level
variables, while relatively few investigate both individual and state-level
factors or broader cultural dimensions (Figure ) However, some work
does not specify the geographical area or the type of factor. Surprisingly,
very few articles address the topic of cybersecurity in connection with the
use of AI, and none of the ones found discuss it in relation to sociode-
mographic factors. The degree to which sociodemographic factors exert
influence differs depending on the specific variable and theoretical frame-
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Table 8: Significance of sociodemographic effects across awareness, behav-
ior, and attitude, with darker shading indicating higher percentages.

Factor Outcome Awareness Behavior Attitude
n % n % n %

Age Significant 4 80% MMUN 83.4% B
Non-Significant 1 20% 2 16.6% 1  25%
Gender Significant 'S 100% [ Pl 100%
Non-Significant 0 0% 3 0 0%
Culture Significant P 100% . 0 —
Non-Significant 0 0% 0 0 —
Education Level  Significant Pl 66.6% [ Il 100%
Non-Significant 1 = 33.3% 2 0 0%
Sector Significant P 100% e Il 100%
Non-Significant 0 0% 2 0 0%

— indicates not reported / not applicable.

work; nevertheless, their impact on awareness and behavior is evident.
This suggests that sociodemographic characteristics could be effectively
leveraged to design tailored training interventions to maximize their ef-
fectiveness.

4.2.4 Discussion
Age

A common thread across studies is that younger individuals, especially
those in the 18-25 age range, often exhibit higher vulnerability. For ex-
ample, Salamah et al. and Jeong et al. report that younger em-
ployees and users display higher risk factors and lower levels of awareness.
Ricci et al. highlights that teenagers struggle to distinguish genuine
content from phishing attempts, pointing to an overall deficit in aware-
ness. Younger users are more prone to engage in risky behavior and are
more likely to adopt proactive cybersecurity measures , albeit relying
on automated solutions that may engender overconfidence. The TPB of-
fers one lens for interpreting these differences by positing that attitudes,
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subjective norms, and perceived behavioral control shape an individual’s
intention to engage in specific behaviors. Alanazi et al.[8] have applied
this framework to cybersecurity, showing that younger adults, immersed
in digital environments and influenced by contemporary training and peer
interactions, tend to form more favorable attitudes toward adopting new
security measures. Their perceptions of control over digital tasks are of-
ten higher due to greater digital literacy, which bolsters their willingness
to act; however, overconfidence and optimism bias can sometimes un-
dermine effective decision-making. In contrast, older adults benefit from
accumulated experience and tend to develop more cautious cyber hygiene
attitudes, as noted by Giriraj et al.. However, they may be partic-
ularly susceptible to phishing, as evidenced also by Salamah et al..
LDT and SST help explain this paradox. LDT posits that the relevance
of specific life domains evolves with age: older adults shift their priorities
toward personally and emotionally significant issues. SST further sug-
gests that individuals prioritize emotionally meaningful goals over purely
informational ones because they perceive their future time as limited.
As a result, older adults may be more receptive to phishing strategies
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that employ emotional cues, such as reciprocation or liking, because these
tactics align with their desire for social connection and emotional satis-
faction. Morrison et al.[193] adds further nuance, highlighting how older
adults perceive and engage with cybersecurity behaviors. When asked to
evaluate and rank various protective actions, older participants expressed
reluctance to engage for three key reasons: they did not want to, felt un-
able to, or did not see the need. Many lacked self-efficacy, often feeling
overwhelmed or fearful, particularly in managing passwords. This anxi-
ety aligns with the Transactional Theory of Stress and Coping (TTSC),
where high stress leads to emotion-focused coping, like avoidance. The
study underscores that cybersecurity is often a deeply emotional issue for
older adults, marked by anxiety and fear of failure, yet also a domain
where self-efficacy can be built with appropriate support. Additionally,
research by Lin et al.[162] suggests that while cybersecurity training can
reduce vulnerability among younger users, older users’ ingrained trust per-
ceptions and reduced sensitivity to deceptive cues limit the effectiveness
of the training. ToM provides another perspective on the problem: since
cognitive development is shaped by brain maturation, parenting, social
relations, and education, differences across age groups can impact one’s
ability to accurately interpret intentions and detect deception. Younger
individuals, who are still honing these abilities, may be less adept at dis-
cerning subtle cues of untrustworthiness, whereas older adults may rely on
heuristics that make them more vulnerable to emotionally charged mes-
sages [301]. Even if industry practices often focus on older individuals,
younger adults are more vulnerable to cybersecurity threats due to inex-
perience. However, they demonstrate higher prosecurity intentions and
protective actions, defining some common vulnerabilities and strengths of
specific groups. Older adults, while more cautious due to accumulated ex-
perience, remain highly susceptible to emotionally driven phishing tactics
and often experience emotional barriers that hinder active engagement in
protective behaviors. A targeted education could leverage the latter trait
to create prosecurity attitudes, avoiding the former trait from leading to
antisecurity behavior.
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Gender

Another sociodemographic factor frequently examined in the studies is
gender, as the relationship with cybersecurity can vary greatly depending
on knowledge, behavior, or awareness. Focusing on knowledge, McGill et
al.|182] and Anwar et al.[14] analyze this relationship through the PMT
to investigate the key factors influencing the intention to protect our-
selves; these key factors are then split into several constructs. McGill
et al.|182] found that females have lower overall levels of information se-
curity behavior than males. Still, it has also been shown that women
would not have a lower level of security self-efficacy and response efficacy,
two of the constructs mentioned above, than men. This would allow the
claim that the gender differences in security behavior do not appear to
arise from them. Anwar et al.[14] further elaborates that while some vari-
ability exists between men and women, the overall relationship among
the variables remains consistent, suggesting that the same theoretical or
predictive model could be applied to both genders. Some studies argue
that gender influences cybersecurity awareness, knowledge, and behavior
more favorably for men, but an equally clear counterpart asserting the
same for women was not found. Among the few, Sari et al.[243] note
that women exhibit more secure behavior than men, but their different
perception of technology influences their behavior, making them more
vulnerable to such attacks [92]. In some cases, women have shown better
knowledge than men, as evidenced by McCormac et al.|181] concerning
the Information Security Awareness (ISA) score. Nevertheless, the same
study highlights that women were more susceptible to phishing attacks
via email compared to men. However, there are other opinions on the
subject: Lee et al.[148] used the LRAT, hypothesizing that women in-
crease their target attractiveness to cybercrime due, among other things,
to their lower use of online platforms. The results refuted this hypothesis,
showing that women are more frequently targeted in cyber attacks simply
due to attackers’ preferences. These conclusions provide an interesting
point of reflection, suggesting that LRAT may not be an adequate theory
to explain the correlation between gender-based lifestyle and cybersecu-
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rity preparedness. Zwilling et al.[330] further elaborates on the TPB and
asserts that gender would not be significantly associated with protective
behavior, stating that there are no distinctions between men and women
in protective activities. The considerations mentioned so far do not take
into account another critical element: the impact of stereotypes. Wei et
al.[296] specifies that gender stereotypes contribute to distinguishing be-
tween two groups: the “perceivers,” who hold the stereotypes, and the
“experiencers”, i.e., the targets. The consequences affect both groups;
however, focusing on the experiencers, the authors demonstrate that gen-
der stereotypes are deeply rooted in the participants’ perceptions, con-
tribute to various individual outcomes, and generally reduce performance
due to stereotype threat. In a significant proportion, the outcome was
that both men and women felt that women’s likelihood and/or ability to
protect their privacy or security was lower than that of men. Studies show
mixed results: while men often exhibit higher security awareness, women
demonstrate secure behaviors. Still, they are more susceptible to specific
cyber threats due to perception biases and stereotypes rather than actual
knowledge gaps. Many results on gender were contradictory; to better un-
derstand these dynamics, future work could examine how different types
of cybersecurity training programs interact with gender to shape security
behaviors.

Culture

The relationship between cultural factors and cybersecurity awareness is
a recurring theme in multiple studies, highlighting how these characteris-
tics influence security behaviors at both the individual and organizational
levels. To systematically understand cultural differences, Hofstede’s cul-
tural dimensions [120] provide a valuable framework for understanding
variations in cybersecurity behaviors across different societies. One key
dimension, Uncertainty Avoidance (UAI), refers to the extent to which
members of a society feel uncomfortable with ambiguity and risk. This
is particularly relevant in Zwilling et al.|330|, where Turkish respondents,
considered part of a high-UAI society, viewed cybersecurity as highly risky
and threatening, which may explain their greater engagement in protective
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behaviors. Conversely, Israeli respondents, reflecting a lower UAI culture,
exhibited lower levels of personal cyber threat avoidance, relying instead
on institutional cybersecurity infrastructures. Language emerges as an-
other key cultural determinant affecting security awareness. Zwilling et
al.|330] found that Turkish respondents, by answering an awareness ques-
tionnaire in their native language, exhibited different perceptions than
their counterparts who responded in English. These findings align with
the Individualism vs. Collectivism framework, as collectivist cultures tend
to rely more on shared social knowledge and localized language rather than
standardized global frameworks. Chen et al.|[49] provides key insights into
cultural differences between Chinese and American users in cybersecu-
rity behaviors, integrating PMT and TTAT to explain coping strategies.
Building on this, they further emphasize that self-efficacy and response
efficacy must be addressed differently across cultures to improve cyberse-
curity outcomes. In individualistic cultures like the U.S., users focus on
personal efficacy and proactive security actions, while in collectivist and
high Power Distance societies like China, individuals rely more on govern-
ment and community protection. This reliance reduces the perceived need
for individual security measures, a pattern also seen in avoidance behav-
iors. TTAT suggests that while Americans trust protective tools, Chinese
users, influenced by modesty and communal values, are less inclined to
take independent action. Similarly, PMT highlights differences in self-
efficacy: Westerners exhibit optimism tied to personal success, whereas
Chinese users have a more realistic but stronger predictive self-efficacy,
making them more likely to comply with authority-endorsed security so-
lutions rather than question them. The findings suggest that UAI soci-
eties tend to engage more in protective actions, collectivist cultures rely
on communal knowledge and institutional support, while individualistic
cultures emphasize personal responsibility in security practices. While de-
veloped nations focus on technological solutions, research highlights the
need to prioritize cybersecurity education and social awareness.
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Education Level

Research on education level reveals both common patterns and notable
differences. A common theme among the studies is that educational back-
ground plays a positive and influential role in shaping cybersecurity prac-
tices. For instance, Salamah et al.[241] demonstrates that employees with
higher educational qualifications are generally less vulnerable because they
better understand phishing, adhere more closely to password security poli-
cies, and can identify illegitimate websites, thus exhibiting better cognitive
skills. This finding is echoed by Jeong et al.[134], who report that higher
education levels are associated with less risky actions and greater com-
pliance with cybersecurity-related activities. In contrast, sari et al.[243)]
compared different educational groups among users, finding that diploma
holders exhibit better cybersecurity behavior and a higher propensity for
prosecurity actions. In contrast, postgraduate users are less inclined to en-
gage in such practices, aside from specific behaviors, such as opening email
attachments from trusted senders. However, high school users appear to
be the most likely to engage in anti-security behaviors, as also highlighted
by the Age results. This stratification suggests that the relationship be-
tween education and cybersecurity is not strictly linear; instead, the type
and context of the educational experience may influence behavior in dis-
tinct ways. Zwilling et al.[330] employed the TPB to examine how edu-
cation influences cybersecurity awareness. Individuals who perceive their
education as positively impacting their cybersecurity awareness tend to
report higher overall awareness, further reinforcing the connection be-
tween educational experiences and the ability to recognize cybersecurity
hazards, as well as the importance of self-efficacy. Vrhovec et al.[284] uti-
lizes PMT to investigate trust perceptions and the effectiveness of aware-
ness campaigns between students and employees. Their findings suggest
that while employees tend to be influenced by messages that underscore
the effectiveness of state authorities, students may respond more posi-
tively to cybersecurity campaigns. Hong et al.[123] provides additional
insights by comparing working graduates and university students, finding
that non-final-year and final-year students score higher in cybersecurity
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attitudes and behaviors than full-time working graduates. Their results
suggest that prolonged exposure to a work environment where security
is not proactively pursued might seriously deteriorate ISA, highlighting
the moderating effect of the work environment. Hong et al.[124] employed
TPB to understand how attitudes, subjective norms, and perceived behav-
ioral control shape cybersecurity intentions, while PMT emphasized the
appraisal of threats and evaluation of coping responses, and DT provided
insight into the decision-making processes under risk. Higher education,
associated with enhanced cognitive skills and critical thinking, should fos-
ter more effective coping appraisals and improve an individual’s capacity
to assess the severity of cybersecurity threats and the cost-benefit analysis.
They confirmed through survey data that situational support promotes
robust cybersecurity behavioral habits via serial mediating effects involv-
ing self-efficacy and behavioral comprehensiveness, as well as response
efficacy and behavioral comprehensiveness. However, their study found
that first-year students reported significantly higher perceived situational
support than their more advanced counterparts. These findings indicate
that higher education is generally associated with better cybersecurity
awareness and prudent behavior; however, the relationship is nuanced
and context-dependent. Early stages of this educational path present a
crucial opportunity to instill effective cybersecurity behaviors, as age also
influences how individuals acquire cybersecurity knowledge [232].

Job and Study Sector

Salamah et al.[241] explores the professional domain by comparing var-
ious sectors and cybersecurity behaviors. Their findings indicate that
IT employees demonstrate higher cybersecurity awareness; for example,
they consistently classify phishing emails as security incidents and adhere
strictly to antivirus updates. In contrast, employees in the education,
business, and finance sectors tend to be less vigilant, often neglecting cru-
cial practices such as updating antivirus software or verifying the authen-
ticity of links. This suggests that the working sector can significantly af-
fect how cybersecurity measures are understood and implemented. Gallo
et al.[81], comparing STEM and non-STEM employees, reveals that a
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substantially higher percentage of STEM employees actively report suspi-
cious emails to their security departments, implying that technical train-
ing or exposure to STEM-related disciplines fosters a more significant
commitment to proactive cybersecurity practices. This may also reflect
greater exposure to cybersecurity training among individuals in STEM
fields. Tanriverdi et al.[265] provides another layer of insight by demon-
strating a relationship between an employee’s profession and their knowl-
edge about external IT security threats. Interestingly, they did not find a
similar association regarding insider threats or in performing prosecurity
behaviors, highlighting that the type of threat considered may influence
the perceived impact of one’s professional background. Mittal et al.[190]
contributes to the discussion by focusing on students from different aca-
demic disciplines. They found that students in arts and commerce tend
to access potentially harmful websites more frequently, which points to
a relative lack of cybersecurity awareness or a different risk tolerance in
non-technical fields. Their work notes that even within advanced levels
of study, such as among PhD students, training is still necessary to un-
derscore the risks of entering personal information on insecure websites.
Similarly, Huraj et al.[126] compares cybersecurity practices between com-
puter science and media studies students, finding that the former tend to
adopt stronger technical safeguards, whereas the latter, with a focus on
qualitative analysis and critical reflection, are less likely to install unver-
ified software, reflecting distinct risk perceptions. Hong et al.[124] uses
DT, PMT, and TPB to explain the correlation between self-efficacy and
its positive impact on behavioral comprehensiveness. They found that
students majoring in Science and Engineering had significantly higher
self-efficacy than others, thus following better prosecurity patterns. Find-
ings show that IT and STEM employees demonstrate higher awareness
and proactive security practices, while those in non-technical fields, such
as education, business, and media studies, exhibit lower vigilance and
differing risk perceptions. Professional background shapes cybersecurity
practices: training should focus on enhancing awareness and promoting
proactive practices in non-technical fields, while building on the existing
security knowledge and practices of STEM professionals.
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4.2.5 Concluding remarks

Cybersecurity awareness and behavior are shaped by sociodemographic
factor, including age, education, professional sector, culture, and gender,
that influence how individuals perceive and manage cyber risk. These at-
tributes are best treated as a non-discriminatory starting point for person-
alised training: when combined with role, context, and individual learning
needs, they enable content that fits participants more closely and im-
proves outcomes. Despite this promise, Al-driven methodologies remain
underutilized in behavioral cybersecurity, partly due to the novelty of the
techniques and the scarcity of high-quality datasets. As empirical evi-
dence accumulates and data availability improves, robust AI models can
more accurately capture sociodemographic effects and help scale tailored
training across diverse HCPS settings.

Personalization alone, however, is insufficient against a threat surface
increasingly shaped by Al-mediated manipulation. Deception undermines
trust and integrity in digital communication, now operating on a large
scale across email, social media, messaging platforms, virtual environ-
ments, and Al-driven systems. A salient driver is the rise of deepfakes,
synthetic video, audio, image, or text that is partially altered or entirely
generated (e.g., via generative adversarial networks), capable of credibly
imitating a person’s face or voice and fabricating events that never oc-
curred [82]. While such media can serve benign purposes, malicious uses,
such as misinformation, disinformation, fraud, and identity manipulation,
make deepfakes a particularly insidious form of computer-mediated decep-
tion [109] [0} [113].

Compared with face-to-face (F2F) settings, computer-mediated decep-
tion benefits from anonymity, asynchronicity, and the absence or reduc-
tion of nonverbal cues, which complicate detection and lower the cost of
perpetration. Attackers exploit these affordances through identity spoof-
ing, spear-phishing, bot-amplified narratives, and synthetic voice/video
prompts that leverage authority, urgency, and familiarity biases |40, 143,
106]. The societal and organizational consequences include erosion of pub-
lic trust, distorted decision processes, and substantial financial losses [24,
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252).

Given these dynamics, effective HCPS security must pair personalized,
data-informed training with interdisciplinary detection approaches that
integrate linguistic, behavioral, physiological, and contextual indicators,
prioritizing those that remain reliable under adversarial pressure. The
next chapter develops that perspective and delineates the methodological
and ethical considerations required to identify and resist manipulation at
scale.

4.3 Deception in the Al era

4.3.1 Deepfake Challenges

Research on deception has evolved substantially. Early work examined
face-to-face (F2F) interactions and focused on physiological cues such as
microexpressions and gaze patterns [189, [278]. More recent studies in-
vestigate linguistic and behavioral markers in computer-mediated com-
munication (CMC), where deception appears through textual ambiguity,
response latency, and stylistic inconsistencies ([113] [326]). Existing de-
tection approaches include automated systems [189], reality monitoring
[79], veracity assessment [252|, physiological measures such as finger tap-
ping tests and rigidity of body movement (citebastick2021would, proud-
foot2016man, twyman2014rigidity, twyman2014autonomous, twyman2015ro-
bustness, textual and linguistic analyses [161} {239, [253] [326} 327], and
machine learning classifiers [68, 113, 117, 118, 143, 252, [282]. These
methods were not designed or developed to detect deepfake-driven de-
ception. Social engineering and phishing exploit human psychological
weaknesses rather than technical flaws [40]. Deepfakes intensify these at-
tacks by increasing perceived authenticity and emotional impact, making
them harder to detect and shifting the focus onto cognitive vulnerabilities.
Attackers can use Al-generated voice clones of executives, colleagues, or
family members to induce transfers, credential sharing, or disclosure of
sensitive data. Synthetic audio and video also serve as persuasive deliv-
ery vectors, for example in spear-phishing emails. These tactics leverage
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authority and familiarity biases to lower scrutiny and create cues such
as urgency or confidentiality, which raise compliance and inhibit verifica-
tion. Current challenges include orchestrated disinformation campaigns
and Al-generated content |57} |108] |161].

4.3.2 Research Gaps

Despite substantial progress, several gaps remain. Deception research is
fragmented across computer science and engineering, information systems,
psychology, and criminology, which hampers a cohesive interdisciplinary
view of modern deception. Al-powered tools, such as machine learning
models that analyze language patterns, show promise but often falter in
real-world settings because of cultural biases, the diversity of manipu-
lation strategies targeting psychological vulnerabilities, and advances in
adversarial Al. Each scenario is context-dependent, and a universal detec-
tor is difficult to achieve. Ethical concerns, including privacy and the risk
of false accusations, are also underexplored [86]. These issues motivate
a systematic review that traces the evolution of deception research and
extracts actionable insights for mitigation. Therefore, this review asks:
What is the trajectory and current state of deception research in informa-
tion systems, and how can it inform our understanding of deepfakes? This
question centers on identifying and grounding deceptive cues in physical
and digital contexts and on the methods used in prior studies. It is divided
into two sub-questions. First, cue categories across physical and online
settings were analyzed (i.e., physiological, linguistic, behavioral, and mul-
tiple signals) as markers of deception. Second, explanatory frameworks
that link these cues to deceptive behavior across contexts were examined.
Drawing on 57 peer-reviewed studies in information systems conferences
and journals from 2004 to 2024, this review pursues three objectives: to
synthesize evidence-based indicators of deceptive cues across contexts, to
evaluate the effectiveness of detection methodologies amid emerging tech-
nologies, and to propose a roadmap for interdisciplinary research suited
to an increasingly complex media landscape.
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Figure 38: The PRISMA process applied in this study.

4.3.3 Methodology

To ensure transparency, consistency, and completeness in the systematic
literature review, the PRISMA framework was adopted, as described in
Section The process is illustrated in Fig.

Identification and Search Strategy

The search was initiated using Google Scholar with terms such as ”deep-
fake,” ”disinformation,” ”misinformation,” ”fake news,” "online decep-
tion,” and "computer-mediated deception.” These terms were selected
to capture both traditional forms of digital deception and emerging Al-
mediated manipulations. The goal was to review 20 years of peer-reviewed
publications (2004-2024) across information systems and behavioral sci-
ences to inform future research on computer-mediated deception, with
particular attention to deepfakes. However, this approach did not cap-
ture several key information systems journals. To address this, the search
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was expanded to include the Web of Science and Wiley Online Library;
however, both posed limitations for journal-specific queries. EBSCO was
selected as the primary database, supplementing it with Google Scholar
and ScienceDirect. Ultimately, articles from fifteen leading, authorita-
tive, and well-regarded journals in the field of information systems were
incorporated into the final database.

Screening and Selection Process

After removing duplicates, 845 unique articles were imported into Cov-
idence, a systematic review management tool. Title and abstracts were
independently screened by two researchers, with key information recorded
in a structured matrix covering source, discipline, theory, methods, data,
findings, and contributions. Papers were evaluated for peer-review sta-
tus, theoretical articulation, and relevance, and disagreements were re-
solved through discussion. Only studies explicitly grounded in theory re-
lated to deception and demonstrating methodological transparency were
retained. A second screening ensured consistency, followed by full-text
review by six researchers, with collective resolution of any disputes. Meta-
data, including authorship, publication year, theoretical framework, and
research method, was extracted. Ultimately, 757 articles were excluded
because they fell outside the scope of information systems, focused solely
on health-related contributions (e.g., COVID-19), emphasizing algorithms
(e.g., bot or phishing detection) without a deception component, or were
otherwise irrelevant. This process yielded 88 eligible articles.

Eligibility Criteria

From this set, 33 articles lacking theoretical grounding and 7 conference
papers not published in journals were removed, as these works typically
do not form the basis for continued theoretical development. This left
48 journal articles with substantive theoretical foundations. To ensure
comprehensive coverage, 11 key studies were added (six conference pa-
pers and five journal articles), recognized as essential contributions to the
literature, as they represented a continuation of prior scholarly work. In
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the final screening round, two articles were excluded because they lacked
a clear theoretical foundation. The resulting dataset comprised 57 peer-
reviewed articles, selected by a rigorous and consistent process.

Inclusion and Exclusion Criteria

The review was limited to peer-reviewed, English-language journal arti-
cles published between 2004 and 2024. This timeframe was chosen to
capture the evolution of deceptive technology from early forms of dig-
ital fraud to advanced synthetic media, and to examine how detection
methodologies have adapted over time. Only high-quality, peer-reviewed
literature was retained to ensure rigor and consistency. Studies were ex-
cluded if they primarily focused on health-related disinformation (e.g.,
COVID-19), phishing, malware, social engineering, financial fraud, online
fundraising, fake reviews, cyberbullying, or social media addiction. For
example, a large amount of papers published between 2020 and 2023 were
related to the COVID-19 pandemic; these studies addressed misinforma-
tion and disinformation about COVID-19 vaccinations, including public
health and pandemic-related narratives without a clear focus on decep-
tion behaviors through algorithmic content manipulation, transactional or
operational attacks—categorized under criminology, fraud prevention, or
cybersecurity engineering—rather than interaction tactics and strategies
with humans. These were excluded because they either fell outside the
scope of generalizability, were overly technique-driven without theoretical
grounding, or lacked a clear human or deception component.

4.3.4 Deception across Physical and Digital Contexts

Deceptive behavior occurs in both physical and digital contexts, but cues
and detection methods differ. In physical settings, deception research
often leverages automated detection systems to analyze behavioral and
hybrid cues, focusing on involuntary “tells” that indicate deception [247].
These systems, commonly used in law enforcement and border security,
detect subtle leakage behaviors such as micro-expression, facial move-
ments, hand gestures, and head velocity [189} 278|. Credibility assessment
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in interview settings examines kinesics cues (e.g., body movements, ges-
tures, posture, eye contact) and behavioral patterns such as multitasking
or error rates to evaluate credibility [278, [279] [277] 280]. Eye-tracking
studies have identified pupil dilation and eye-gaze fixation patterns as
additional indicators of deception [226]. These systems often rely on au-
tomated tools to detect inconsistencies in nonverbal behavior as cues for
deception. In contrast, digital environments lack access to physiological
cues, so deception has relied primarily on linguistic and contextual anal-
ysis. Automated systems analyze patterns in online communication to
identify deception through cues such as evasiveness or indirect respond-
ing [228 327, 326]. In CMC, deception is defined as the intentional use of
digital channels (e.g., emails, messaging apps, or social media) to mislead.
Sender credibility is key, correlating with deception success and false alarm
rates [86, 88]. Cultural and contextual factors further shape online decep-
tion. Communication norms vary across cultures: high-context cultures
rely on implicit forms of deception, whereas low-context cultures use more
explicit cues [80, |85, |89, 87]. Deceivers often communicate less directly,
using ambiguous or opaque messages to obscure intent [113] [326]. Media
richness also matters: richer media, such as video, provide more cues and
reduce opportunities for deception. Leaner media, such as text, allow for
greater message control [110]. Deception is also prevalent in e-commerce
and social media, including misrepresented products and fraudulent re-
views. Xiao et al.[298] theorizes how unethical practices exploit informa-
tion asymmetry to mislead buyers, while Banerjee et al.[24] and Kumar et
al.[143] emphasize the role of linguistic cues in deceptive online reviews.
Online deception encompasses a broader range of tactics, such as fake
profiles [246, 282], gender deception [115], and deceptive sources |25, 106,
143]. Phishing emails, which exploit appeals to urgency and authority [40],
and deceptive behaviors shaped by social structure and network dynam-
ics [213] further illustrate the breadth of online deception. Collectively,
these studies demonstrate how platform affordances facilitate deception,
making it more difficult to detect deceptive practices. A key distinction
exists between interpersonal deception and group deception. In interper-

sonal contexts, deceivers often use linguistic strategies such as ambiguous
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wordings, unusual delays, or reduced use of first-person pronouns to con-
ceal intent [109, 110,113}, [117} [118],|326]. Cultural norms and gender also
influence both deceptive behavior and the ability to detect it [80, [115]. In
group or organizational settings, collective awareness improves detection
[87, 1280], as members cross-check statements and identify inconsistencies
in behavior or speech. Insider threats often involve subtle attempts to
conceal activities by masking behavioral cues, which are sometimes ex-
posed through unusual communication patterns in team contexts [108,
116, |112]. Communication modality also plays a role: liars experience a
greater cognitive load in synchronous environments (e.g., live chats [256]),
making deception harder to sustain. In contrast, asynchronous environ-
ments (e.g., email) allow more time for message construction, thereby
complicating efforts to detect malicious messages. Below, the characteris-
tics of interpersonal deception and deception in group communication are

reviewed.

4.3.5 Physiological, Linguistic, Behavioral, and Multimodal
Cues

Computer-mediated deceptive cues can be grouped into four complemen-
tary categories: physiological, behavioral, linguistic, and multimodal.

Physiological cues

In face-to-face (F2F) contexts, deception detection studies often rely on
automated systems to capture subtle nonverbal “leakage” cues. These
“leakage” cues are involuntary signals of deceit that are difficult to sup-
press. Such systems are widely deployed in security and investigative
settings, including border control and law enforcement [189, [277]. While
CMC typically limits access to visual or physiological signals, certain sce-
narios (e.g., video calls, biometric-enabled platforms) still permit the ob-
servation of physiological markers such as micro-expressions, facial muscle
activity, eye-gaze fixation, pupil dilation, hand positioning, and head ve-
locity 189} [225], as well as finger tapping speed [26]. These cues reflect
involuntary physiological responses to the cognitive and emotional de-
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mands of lying, making them valuable inputs for automated credibility
assessment systems 277, [279).

Behavioral cues

Behavioral cues of deception often emerge through subtle shifts caused
by cognitive strain or strategic pressure. In automated interview settings,
unobtrusive measurements of facial and hand responses [189], along with
nonstrategic oculometric patterns [225], reveal involuntary leakage when
deceivers encounter novel stimuli—typically showing initial spikes in pupil
dilation followed by rapid decreases due to repetition priming. Deceptive
individuals also tend to fixate more frequently on neutral screen areas
as a defensive tactic. In the phishing email domain, users’ interaction
patterns with message elements serve as behavioral signals: most partici-
pants hovered over links fewer than five times on average, whereas those
who inspected URLs more frequently demonstrated significantly better
discrimination between genuine and phishing emails [40].

Linguistic cues

In fully text-based environments, linguistic features become the primary
evidence of deception, often reflecting a deceiver’s attempts to control
the narrative [147]. Deceptive messages exhibit measurable differences in
quantity (shorter or more verbose), complexity (at both vocabulary and
sentence levels), specificity, expressiveness, and formality [38) (228, 1326].
Chat-based studies show deceivers take longer to respond, revise their
replies more often, and produce shorter messages with reduced lexical di-
versity ([57]). Rubin and Lukoianova (2015) employed discourse structure
analysis to measure the distance between truthful and deceptive centers
and detect rhetorical inconsistencies as indicators of deception. Deception
detection research has increasingly taken into account the interactional
complexity within organizations. Language-action cues—such as pronoun
usage, sentiment, and turn-taking behavior—can reveal both defensive
and promotive strategies [147]. Deception in group-level studies reveals
that linguistic patterns shift significantly after an insider has been com-
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promised, with marked changes in inclusivity/exclusivity markers, cog-
nitive effort, and moral conflict terms [106, 116} (111} [114]. Research on
fraud detection in crowdfunding [252] and online reviews [24] reinforces
the predictive value of affect, complexity, specificity, and exaggeration.
Planned deception may allow for linguistic refinement, but spontaneous
deception—particularly in synchronous interactions—tends to reveal more
cues, such as longer pauses, reduced use of negations, and overly friendly
or ingratiating language [110, 113, 117, [L18]. Computational models that
leverage these linguistic and interactional cues have achieved high accu-
racy in detecting deception across both dyadic and group contexts (Ho
and Hancock, 2018; 2019).

Multimodal cues

Lewis et al.|153] emphasizes that the richness of a communication medium
depends in part on its ability to convey multiple cues simultaneously, in-
cluding verbal, nonverbal, and contextual cues. Richer media, such as F2F
interaction, naturally provide more of these cues, whereas CMC restricts
their availability. From a detection standpoint, integrating all available
cues within a medium, even when limited, enhances veracity assessment by
enabling cross-referencing across modalities and exposing inconsistencies
that may be overlooked when focusing on a single channel. For instance,
incongruence between verbal statements and behavioral patterns often
serves as a stronger indicator of deception than either cue by itself.

4.3.6  Multimodal Deception Theoretical Foundation

A foundational model in the study of deception is Interpersonal Deception
Theory (IDT)|37, [38]. IDT identified three main fundamental forms of
interpersonal deception: equivocation (avoiding comments), concealment
(omitting facts), and falsification (making false claims)[36]. Deception
often occurs to gain advantages, preserve self-image, or maintain relation-
ships with others. Identifying deception is challenging due to the truth
bias, which makes trusting others a complex decision shaped by the in-
teractive behaviors of both the sender and the receiver. Deception is
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further influenced by factors such as motivation, communication skills,
familiarity, and fear of being exposed. A key limitation in prior research
is that deception has been most often studied in isolation, within a single
context, which typically oversimplifies the phenomenon. Studying decep-
tion in isolation overlooks the complex, adaptive, and context-dependent
nature of deceptive communication, thereby limiting the validity and ap-
plicability of the findings. Deception is inherently interactive, dynamic,
and context-dependent by nature. 1. Deception is situational—the cues,
strategies, and detection success rates vary widely depending on the so-
cial, cultural, and technological context. Studying it in only one context
may yield misleading or non-generalizable conclusions. 2. Deception is
interactive—it unfolds online in exchanges between sender and receiver.
Focusing solely on one side (e.g., the deceiver’s behavior) or on a single
situation overlooks how responses, counterstrategies, and adaptations in-
fluence the outcome. 3. Deception involves variability—what works as a
deceptive strategy in one setting (e.g., F2F) may fail in another (e.g., on-
line or high-stakes). A single-context approach masks this variability. 4.
Deception is multimodal: with the advent of generative Al (GenAl) tech-
nology, deception is no longer conveyed through a single channel (e.g.,
just words) but rather through multiple modes of communication that
operate simultaneously and interactively. These include verbal content,
paralinguistic cues (such as tone and hesitation), nonverbal behavior (e.g.,
facial expressions and gestures), physiological signals, and contextual/dig-
ital cues. Understanding deception in contemporary communication en-
vironments requires a strong theoretical grounding. Across the literature,
several frameworks recur consistently, revealing a shared intellectual foun-
dation among researchers of deception. These frameworks generally fall
into four categories: cognitive theories, social theories, social psychology
theories, and communication/ media theories (see Figure . Cognitive
load and four-factor theories are frequently employed to identify behav-
ioral and linguistic cues of deception. Social learning and social cognitive
theories offer insight into deception in the workplace and group contexts,
including insider threats. Media-based theories, such as media richness
theory (MRT) and media synchronicity theory (MST), help explain how
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Figure 39: Theories adopted in the 57 deception research articles.

deception adapts across communication channels. What is needed is a
more integrated approach—one that captures how cognition, social envi-
ronments, and communication technologies interact in complex deception

scenarios (Figure [39).

Cognitive theories

Cognitive theories focus on the mental processes involved in deception.
Foundational among these is cognitive load theory, which posits that lying
demands more cognitive effort than telling the truth . Liars often fab-
ricate details, manifest inconsistency, and suppress the truth, all of which
increase the strain. This strain often manifests behaviorally—through
longer pauses, reduced fluency, or rigid body language; a phenomenon
known as kinesic rigidity [277]. The four-factor theory further outlines
how deception reveals itself through (1) attempted behavioral control, (2)
affective response (e.g., guilt or anxiety), (3) cognitive effort, and (4) phys-
iological arousal (e.g., increased heart rate or sweating). These cues—both
internal and external—are critical for identifying deception through both
verbal and nonverbal behavior. In digital environments, deception may
become even more prevalent and easier to execute. Online platforms en-
able users to curate or even reinvent their identities—whether on social
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media, job boards, or dating apps. For example, someone might subtly
exaggerate their qualifications on LinkedIn. Schroeder et al.[246] argue
that this digital self-presentation often blurs the line between impression
management and deception, raising complex questions about authentic-
ity. Strategic deception, which involves deliberate planning, is particu-
larly well-explained by motive-control theory. This theory suggests that
individuals weigh the perceived risks and rewards of deception. If the
potential benefits outweigh the costs, they may invest greater effort into
crafting convincing falsehoods [39]. Over time, frequent deceivers may
become more skilled, creating a feedback loop where success reinforces fu-
ture deception. Disruption of this cycle—by increasing detection risks or
reducing rewards—is a common strategy in deception detection research
[279].

Social theories

Social theories highlight that deception is not only an individual act but
can also be a learned social behavior. Social learning theory [23] suggests
that individuals model their behavior on what they observe in others. In
workplace settings, this may mean employees adopt deceptive practices
because such behavior goes unpunished or is tacitly normalized [269].
Over time, unethical behavior can become ingrained in an organization’s
culture. Social cognitive theory [22] expands on this by incorporating
personal beliefs, emotions, and environmental factors. Deception arises
from the interplay between individual cognition and social context. A
person may lie to avoid punishment, gain an advantage, or conform to
perceived norms. It is this constant interaction between the personal
thoughts, the observed actions, and the social cues that makes deception
more than just a matter of one’s own personality. This framework reveals
that deception is often shaped by situational and systemic influences, not
merely personal morality.
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Social psychology theories

Social psychology theories emphasize the influence of social context on
behavior. Impression management and self-presentation theories explain
how individuals use deception to control how they are perceived—whether
to appear more competent, likable, or trustworthy. Some individuals
would make a strategic effort to manage the presentation of themselves or
the artifacts of their identity to appear authentic. Not all deception is ma-
licious; sometimes it is benevolent (e.g., white lies), aimed at preserving
harmony or avoiding conflict. Goffman et al.[94] dramaturgical perspec-
tive reminds us that much of social life involves performance, often filtered
through socially accepted norms rather than total transparency. In digi-
tal contexts, the absence of physiological cues places greater emphasis on
verbal indicators. Online deceivers may use language that is more am-
biguous or complicated, delay more, or refrain from using the first-person
pronouns. These verbal patterns, now detectable by Al-based systems,
are increasingly recognized as indicators of deception. One of the most
complex theoretical frameworks in social psychology is the trustworthi-
ness attribution theory, which posits that people form judgments about
the trustworthiness of others, including individuals, organizations, or sys-
tems, based on attributed characteristics. The trustworthiness attribution
theory is a psychological and communication theory that explains how and
why people decide someone (or something) is trustworthy [108} [112]. In
the attribution process, people observe behaviors or outcomes and at-
tribute causes to them. In trust contexts, these attributions focus on why
someone behaves in a trustworthy or untrustworthy way. Rooted in at-
tribution theory, it posits that judgments are based on perceived ability,
benevolence, and integrity [178]. In Al contexts, users form attributions
based on system transparency, past performance, and inferred intent.

Communication and media theories

Communication and media theories examine how various communication
modes, whether face-to-face, email, or through social media, impact both
the act and detection of deception. That is, how people lie and how we
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catch those lies depend heavily on where the deception happens. Media
richness theory (MRT) holds that face-to-face (F2F) interaction, which of-
fers the richest array of cues (e.g., tone, gesture, facial expression), makes
deception more difficult. However, when the interaction moves online,
the dynamics shift. Media synchronicity theory (MST) explains this shift
by distinguishing between synchronous and asynchronous communication.
That is, MST emphasizes the timing of communication. Asynchronous
platforms (e.g., emails) allow deceivers time to craft and edit messages,
thereby increasing the opportunities for deception. Synchronous interac-
tions (e.g., phone calls, live chat, or video calls) limit this preparation
time and often expose more behavioral leakage. Channel expansion the-
ory (CET) adds another layer of nuance, suggesting that experience with
a communication medium affects one’s ability to use it effectively, includ-
ing for deceptive purposes. Someone proficient with Discord or Slack, for
instance, may know how to manipulate features to conceal deception, such
as deleting messages, exploiting visibility controls, or selectively sharing
content. This highlights how deception is not only psychological but also
strategic and technical in nature. Deceivers often choose platforms that
maximize their control—those that offer anonymity, editing features, or
delayed responses. Meanwhile, researchers and technologists are devel-
oping new tools that analyze digital cues, such as typing speed, lexical
complexity, and interaction timing, to flag potential deception. These
tools aim to identify digital “tells” when traditional cues, such as eye
contact, are unavailable.

4.3.7 Plural Methodologies

Researchers investigating deception utilize linguistic analysis, cognitive
tests, and automated systems to detect lies through nonverbal, verbal,
and physiological behavior (Figure 40). However, no single method is
flawless. Each has limitations, ranging from contextual dependencies and
the need for controlled environments to susceptibility to bias. Therefore,
a multidisciplinary approach that integrates cognitive, behavioral, and
automated techniques offers greater promise for accuracy.

Reality monitoring (RM) is a cognitive framework used to differentiate
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Figure 40: Methods adopted in the 57 deception research articles.

between truthful and fabricated statements based on memory character-
istics. Truthful accounts generally include perceptual, contextual, and
emotional details, whereas deceptive narratives often rely on reasoning
and speculation. Fuller et al.[79] demonstrated that automated linguistic
tools based on RM principles can detect deception by identifying these
differences: truthful narratives tend to be more vivid, while deceptive
ones are more abstract. The cognitive reflection test (CRT) measures
an individual’s ability to override intuitive but incorrect answers in fa-
vor of analytical thinking. Butavicius et al.[40] found that individuals
with higher CRT scores were better at detecting phishing emails, sug-
gesting that analytical thinkers are less susceptible to deception. How-
ever, CRT is limited by its focus on numerical reasoning and may suffer
from familiarity bias due to repeated exposure, making it unsuitable as
a standalone deception detection tool. The concealed information test
(CIT) detects deception by analyzing physiological and behavioral reac-
tions to crime-related stimuli. Twyman et al.[277] noted that deceptive
individuals often exhibit reduced physical movement, a sign of cognitive
load. Nevertheless, informed guilty individuals can use countermeasures
to evade detection [225]. Despite such drawbacks, automated CIT systems
have demonstrated potential in improving detection accuracy and reduc-
ing evaluator bias. Advancements in deception detection have emerged
by combining cognitive, linguistic, and automated methods, each offering
unique insights into how deception manifests. For instance, the finger
tapping test (FTT), a cognitive approach, captures subconscious behav-
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ioral changes (i.e., motor changes). Bastick et al.[26] found that in-depth
exposure to fake news increased users’ tapping flow by 5.15%, indicat-
ing that deception can alter motor behavior without conscious awareness.
Similarly, CRT and RM detect deliberate deception by revealing logical
inconsistencies and discrepancies in memory detail. Linguistic methods,
such as the vector space model (VSM) and text mining, are essential for
identifying deception in narrative structures. Rubin et al.[239] applied
VSM to classify rhetorical structures and found that truthful narratives
typically include more evidence and causal links. Liang et al.[161] em-
ployed text mining to identify personality traits and behavioral indicators
associated with insider threats. Tools like Linguistic Inquiry and Word
Count (LIWC) categorize words into linguistic and psychological cate-
gories. Ho et al.[106} [116] [109] |115] used these tools to analyze virtual
team interactions, revealing deceptive behaviors during communication.
These linguistic techniques complement cognitive approaches by quanti-
fying narrative irregularities that may suggest deceit. Linguistic analysis
has also been expanded into the automated detection of nonverbal behav-
ior. Machine learning, in particular, has significantly advanced the field by
enabling real-time analysis of both verbal and nonverbal cues. Meservy et
al.|189] showed that AT could detect deception in video footage with 71.1%
accuracy: far outperforming humans. However, limitations remain, such
as dependency on video quality and the need for controlled settings. The
integration of text mining with machine learning has proven particularly
effective in identifying linguistic patterns within deceptive contexts, such
as fake reviews [24], criminal statements |79], and crowdfunding scams
[252]. These models, ranging from neural networks to random forests,
leverage linguistic features that can reliably distinguish deceptive from
truthful content.

Multimodal approaches combine textual data with other media types
to provide powerful detection tools. Singh et al.[253] demonstrated im-
proved fake news detection by jointly analyzing text and image data.
Similarly, random forest models have shown promise in detecting social
media deception, effectively navigating the complex linguistic patterns
often found in digital content [282]. Zhou et al.[327] were pioneers in
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automating the analysis of linguistic cues in written communication, find-
ing that deceivers unconsciously tailor their language to serve deceptive
goals. However, their work did not incorporate gamified elements. Build-
ing on traditional frameworks, George et al.|87] proposed an individual-
centric model of deception detection within group support systems (GSS).
Gamification has since emerged as a novel method for studying decep-
tion, especially in the context of CMC. Pak et al.|213| linked deception
to social network structures, while Ho et al.[108] explored its impact on
trust dynamics in virtual teams. Gamified experimental designs enable
researchers to simulate real-world deception in interactive yet controlled
environments. For example, Ho et al.[107] used gamified platforms to
study insider threats by analyzing language-action cues during collabo-
rative tasks. Derrick et al.[57] examined typing behaviors in gamified
settings, revealing that message lengths and response time can indicate
deceptive intent. These approaches offer deeper insight than traditional
surveys by capturing behavioral nuances. Beyond detection, gamification
has contributed to training and system development. Ho et al.[110] de-
veloped an interactive framework to detect lying, while Dunbar et al.[66]
designed a video game to teach deception detection skills. Ho et al.[113]
incorporated machine learning models like SVMs and decision trees into
gamified experiments, enhancing the adaptability of detection methods.
Recent research has further explored the detection of collective deception
in disinformation scenarios. Ho et al.[106] simulated collaborative efforts
to identify misleading content, underlying the role of group dynamics in
deception detection. These applications have practical relevance for fields
like digital forensics, organizational trust, and cybersecurity. Statistical
methods are integral in deception research. Correlation analysis examines
the relationships between variables, while t-tests determine whether there
are significant group differences. For instance, Pak et al.[213] applied
paired-sample t-tests to investigate deception in online games. Schroeder
et al.[246] used independent t-tests to analyze the manipulation of so-
cial media profiles by job applications. Regression analysis quantifies the
influence of specific variables on deceptive behaviors. Lewis et al.[153]
applied logistic regression to compare deception patterns across cultures,
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while Ho et al.|[109, [110] used it to distinguish between truthful and decep-
tive digital messages. Marett et al.[175] used linear regression to uncover
cultural influences on deception. ANOVA and MANOVA extend these
findings by comparing multiple groups or dependent variables. Twyman
et al.[279] used ANOVA to analyze vocal deception cues, while Barfar
et al.[25] applied MANOVA to examine and analyze emotional and cog-
nitive responses to disinformation. Structural equation modeling (SEM)
enables the analysis of complex causal relationships. For example, Posey
et al.[224] examined how organizational commitment influences insider
threats, while George et al.|88] linked sender credibility to detection ac-
curacy. Other qualitative methods, such as the Delphi method and in-
terviews, can provide expert and in-depth perspectives on deceptive be-
havior. For example, Padayachee et al.[211] used Delphi to collect expert
consensus on insider threats while Lensvelt et al.[150] employed interviews
to explore the motivations behind deceptive survey responses.

4.3.8 Towards a Multimodal Deception Theory

As a form of computer-mediated deception, deepfakes represent a mul-
timodal synthetic media, combining video, audio, image, and text, of-
ten partially manipulated or entirely generated using GenAI. While some
deepfakes serve benign purposes (e.g., entertainment or satire), others
are used maliciously for mis-/dis-information, fraud, or identity manipu-
lation. These multimodal artifacts aim to mislead, fabricate, or obscure
reality, extending deception research to multiple communication channels
simultaneously. This systematic review supports the development of a
Multimodal Deception Theory (MDT), which integrates human cogni-
tion, social behavior, media communication, and Al-driven technological
interaction to address the complexity of modern deception. Buller and
Burgoon’s interpersonal deception theory (IDT)(1996) explores the behav-
ioral dynamics between senders and deceivers during deceptive exchanges.
However, IDT focuses on one channel at a time in detail, unlike MDT,
which uses multimodal evidence integration to find patterns across chan-
nels.Given the inherently multimodal nature of digital information, decep-
tion research must also adopt multimodal analysis techniques. Lewis et
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al.|152] emphasized that combining different types of multimedia can en-
hance content retrieval and semantic interpretation. As Oviatt et al.[209]
noted, people prefer multimodal communication for cognitive-demanding
tasks, as it reduces cognitive load. Consequently, many systems now
incorporate Al-powered multimodal analysis that detects deception via
language, behavior, and environmental cues. These include linguistic al-
gorithms [110, [113] and behavioral sensors [278} [277} |279]. Multimodal
detection systems have achieved an accuracy rate exceeding 83%, signifi-
cantly outperforming human judgments |113]|117].Despite growing atten-
tion, there is no unified theory to account for deception in multimodal
contexts.Deception involves cognitive effort [95], emotional manipulation,
and is shaped by social interaction [231]. Deceivers adapt their behav-
ior in response to feedback, adjusting their strategies to manage others’
perceptions [231]. MDT asserts that deception must be understood as
a cross-modal phenomenon, where inconsistencies across channels, such
as mismatched audio-visual signals, serve as indicators of deceit.Deep-
fakes exacerbate the trust crisis in digital information. As Al-generated
content becomes increasingly realistic and accessible, opportunities for
malicious use grow [100]. MDT thus incorporates both behavioral in-
sights and technological advancements to enhance detection strategies for
Al-generated content, including deepfakes. As manipulated technology
continues to evolve, deception research studies have become increasingly
complex, transitioning from textual deception to deepfake deception that
integrates multiple forms of media content. Although the multimodal de-
ception framework integrates existing theories and encompasses multiple
cues, its practicality remains theoretical. To evaluate its predictive valid-
ity and practical applicability, future research can conduct validation in
diverse real-world scenarios. The research question: "What is the trajec-
tory and the current state of deception research in information systems,
and how can it inform our understanding of deepfakes?”, is best addressed
through the lens of MDT. MDT provides an integrative framework that
evaluates deception across multiple channels of communication simultane-
ously, including visual, auditory, physiological, linguistic, and behavioral
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signals (EI) By situating deception within a multimodal paradigm, MDT
overcomes the limitations of single-cue or single-domain approaches that
dominate much of the existing research.First, MDT enables the system-
atic classification of deceptive cues across both physiological (e.g., micro-
expressions, body movement rigidity) and computer-mediated contexts
(e.g., linguistic markers, temporal irregularities). This aligns directly with
the first sub-question, which seeks to identify categories of cues across con-
texts and modalities. MDT treats these cues not in isolation but in in-
teraction, acknowledging that deception is rarely communicated through
a single channel.Second, MDT emphasizes how context and individual
differences shape the blend of cues, particularly in deepfake scenarios
where synthesized media blur the boundary between genuine and manipu-
lated content.A critical next step is empirical validation of this framework
by testing models that integrate cognitive load measures, social context
factors, and media richness in both laboratory and real-world settings.
Such studies can reveal whether integrated cues have the potential to
predict deception more effectively than single-channel approaches.Third,
MDT provides a theoretical scaffold for comparing explanatory frame-
works across disciplines.Traditional models, such as reality monitoring,
veracity assessment, and automated linguistic analysis, tend to focus on a
single domain (e.g., text, physiology). In contrast, MDT highlights the in-
terplay of cognitive, social, and computational mechanisms that underlie
deceptive behaviors. This directly informs this investigation into how dif-
ferent theoretical frameworks explain the intersections between cognitive
science and social behavior in both F2F and digital communication con-
texts.Fourth, MDT is particularly relevant for deepfake research because
these Al-generated deceptions deliberately manipulate multiple modali-
ties at once. Deepfakes do not simply alter visual or auditory signals;
they blur the boundaries between them, fabricating coherent multimodal
performances designed to suppress “cognitive leakage” and mask unin-
tentional cues. This makes them a reasonable stress test for MDT: if
traditional deception cues lose reliability in the presence of synthetic me-
dia, then MDT must evolve to incorporate computational and adversarial

2https://veracity.cci.fsu.edu/
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AT perspectives. By applying MDT to the phenomenon of deepfakes, this
review not only maps the trajectory of deception research but also extends
theoretical foundations to confront emerging Al-driven challenges.Finally,
comparative research across cultures and languages is needed to determine
whether cue patterns are universal or require adaptation to local norms.
Understanding cross-cultural variability is crucial for designing detection
tools that operate effectively globally, rather than only within specific lin-
guistic contexts. From a security perspective, future work should focus
on addressing adversarial resilience. Machine-learning detectors should
be tested against countermeasures, such as generative deepfakes and text
obfuscation, with defenses designed to evolve alongside the capabilities of
attackers. Ultimately, large-scale deployment raises critical ethical and
privacy considerations. Research into consent models, data governance,
and strategies for minimizing false positives will be necessary to ensure
that automated detection systems benefit society without compromising
individual rights.

4.3.9 Implications and Future Work

The key components of MDT increasingly encompass both behavioral and
computational studies. MDT is an interdisciplinary framework that exam-
ines multiple channels of human communication simultaneously: visual,
auditory, physiological, and linguistic signals, to interpret deceptive be-
havior (EI) It is considered a comprehensive theory because it integrates
cognitive science, social psychology, communication, linguistics, and com-
putational perspectives—including machine learning—to enable rigorous
analysis of deception detection. This study identifies the central theoreti-
cal components and methodological frameworks of MDT. Building on this
foundation, the systematic review explores the nature of deepfakes that
obscure distinctions between physiological and behavioral cues, while fab-
ricating verbal, auditory, and visual elements, often merging them into
a single deceptive act. Unlike human deception, which typically results
in “cognitive leakage” and unintentional cues, deepfakes minimize these

3https://veracity.cci.fsu.edu/
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indicators. This makes deepfake detection a critical context for extend-
ing MDT, as it challenges the reliability of traditional deception cues and
highlights the need to reassess deception through the integration of multi-
ple signals. Such an approach will lead to a stronger theoretical model for
identifying Al-generated deception, offering new insights into the mecha-
nisms of deception.

Theoretical implications

Deception is becoming increasingly sophisticated and is no longer a one-
size-fits-all behavior. It emerges at the intersection of individual cogni-
tion, social learning, psychological motivation, collective trustworthiness
attribution, communication, and technological affordance. By integrat-
ing theories across disciplines (i.e., psychology, sociology, communication,
and information systems), deception can be more fully understood as a
dynamic and socially embedded process. Emerging scholars in deception
research should adopt integrative frameworks that reflect this complexity.
Rather than choosing between theories, future research should synthesize
them to reflect the multidimensional nature of deception in the digital
age. Underutilized frameworks, such as moral disengagement theory and
technological affordance theory, may also offer valuable perspectives on
ethical and design considerations. Cross-cultural validation and research
on evolving strategies in the age of Al, deepfakes, and anonymous mes-
saging should be a top priority. In this evolving landscape, deception is
not only adapting but also becoming more sophisticated, and so must our
understanding of it evolve.

Methodological implications

Among the various approaches to deception research, three noticeable
shifts stand out: The first concerns detection technology, which has moved
from physiological-based polygraph systems to ‘online polygraph’ approaches
|106] that rely on language-action cues as the foundation for deception
analysis. The second shift centers on research focus, expanding from tra-
ditional language-based analysis to a broader examination of deceivers’
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behavior. This progression extends from identifying simple linguistic cues
to conducting experimental studies on cognitive processes, and more re-
cently, to applying machine learning for modeling deceptive behavior. In
today’s digital environment, this trajectory highlights the need for a multi-
dimensional lens that incorporates multimedia elements. Relying solely on
linguistic analysis is no longer sufficient; effective detection now requires
integrating linguistic algorithms, visual signals, and behavioral patterns
within a unified analytical framework. The third shift emphasizes that,
at its core, deception research is the study of human behavior. Gamified
experimental designs, which place participants in controlled yet engag-
ing environments, have proven especially valuable for observing real-time
decision-making and are increasingly adopted in the field. Looking ahead,
future studies must build more sensitive models that better reflect real-
world conditions, enabling researchers to capture how deceivers dynami-
cally adapt their strategies across diverse contexts.

Privacy concerns and ethical considerations

With advances in deception detection by integrating physiological, linguis-
tic, behavioral, and Al-driven analyses, systems continue to improve and
appear promising for combating deception and deepfakes. However, their
use raises significant concerns regarding privacy and ethics. Because these
systems often collect sensitive data (e.g., facial expressions, eye movement,
and speech patterns), they risk intruding on individuals’ personal lives and
privacy. In many contexts, such as border control, workplace monitoring,
or consumer tracking in shopping malls, obtaining informed consent may
be impractical. The wide range of potential applications only heightens
these privacy risks. Cultural and linguistic bias present another major
concern. Systems developed around Western cultural norms may misclas-
sify other culturally normative behaviors as deception. For example, low-
ering one’s gaze, considered respectful in many Middle Eastern countries,
could be misinterpreted as evasive or deceptive. Such misclassifications
risk reinforcing systematic bias and unfairly flagging certain groups. Orga-
nizations that adopt deception detection tools also face challenges related
to transparency and accountability in handling sensitive data. Errors in
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these systems can produce false positives, wrongly labeling innocent indi-
viduals as deceptive, potentially damaging their reputations, and causing
long-term harm. In workplace settings, while deception detection might
be introduced to promote safety and trust, inadequate data protection
could expose employees to privacy breaches. If governments compel or-
ganizations to share employees’ private data without consent, this would
create profound ethical and legal dilemmas.

Future work

As deception detection technologies advance, future research must exam-
ine the intersection of culture, human judgment, and artificial intelligence.
Current approaches risk oversimplifying deception by applying uniform
models across diverse social and cultural contexts. To ensure these sys-
tems are accurate, ethical, and broadly applicable, future studies should
pursue the following critical directions: understanding cross-cultural de-
ception dynamics, bolstering cyber self-efficacy and trustworthiness attri-
bution, and developing trustworthy human-AI collaboration frameworks.
Rather than replacing human judgment, deception detection approaches
should be designed to support collaborative decision-making. Al can ana-
lyze multimodal data, such as image patterns (EI), linguistic markers, and
behavioral signals, while humans contribute contextual insights, ethical
reasoning, and situational awareness. Future research should investigate
how employees, managers, and security professionals interact with one an-
other and with GenAlI technologies, and how such collaboration can foster
trust, accountability, and the ethical use of these technologies.

4.3.10 Conclusion and Contribution

This chapter extended the perspective from CPS to HCPS, treating secu-
rity and resilience as sociotechnical properties. The SLR on sociodemo-
graphic factors indicates that age, gender, education, sector, and culture
shape awareness, attitudes, and behavior. Effects are clearest for age and
gender and consistent for education and sector, while limits remain due to

4https://veracity.cci.fsu.edu/
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geographic concentration and reliance on surveys. These findings justify
personalized training programs that start from available attributes and
combine them with role, context, and learning needs, with evaluations
centered on behavior.

The second part focused on the analysis of deception cues and the
shift in deception research in the Al era, performing an SLR over decep-
tion research from 2004 to 2024, identifying key definitions, theories, and
methodologies across academic disciplines. Despite longstanding scholarly
interest, deception as a phenomenon remains underexplored, especially
in light of recent transformations in digital communication. This review
has highlighted the evolution of deception research alongside technological
shifts while calling for more integrative, interdisciplinary frameworks. The
emergence of Al-generated misinformation, deepfakes, and post-pandemic
shifts in communication underscores the urgency of deception detection.
Approaches such as gamification, multimodal analysis, and automated
systems offer promising paths forward. Building on these insights, this
study contributes an MDT, a framework that captures the complexity of
contemporary deception by integrating cognitive, linguistic, and compu-
tational perspectives.

The contributions are threefold. First, an action-oriented synthesis
of evidence demonstrates how sociodemographic factors can inform the
personalization of training in healthcare professional settings. Second,
a unified reading of deception across physical and digital contexts that
clarifies when traditional cues remain useful and when they lose reliability
in the presence of synthetic media. Third, the definition of MDT as a
theoretical basis for multimodal detection methods and for interventions
that combine personalization with adversarial robustness. Together, the
SLR and the MDT perspectives show that human factors are integral to
a system’s attack surface and resilience. They open the door to future
empirical work that links sociodemographic signals and multimodal cues
to measurable security behaviors and that validates personalized training
and detection strategies in operational settings.
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Chapter 5

Conclusion

5.1 Unified vision

5.1.1 Integrating metrics, architectures, and human factors

This dissertation presents a coherent view of security for cyber—physical
and human—cyber—physical systems. The central idea is that measurable
evidence, enforceable architectures, and human context must operate to-
gether as parts of a single assurance process.

First, a systematic analysis distilled a validated catalogue of security
metrics for Industrial CPS. The study combined literature collection, do-
main filtering, and formal vetting under Conditions for Sound Security
Metrics. The result is a set of metrics with explicit scope, data require-
ments, and computation methods that support both design-time assur-
ance and run-time monitoring. The catalogue and the method to obtain
it provide a reusable pathway for other CPS domains.

Second, two architectures demonstrated how metrics can drive action.
GRAPH4 links attack graph analytics with programmable data planes,
enabling monitoring and mitigation to follow the evolving exposure of the
network. The proposed architecture shows that metric computation can
be placed where it matters, with bounded overhead and with clear triggers
for control plane reaction. Pk-IOTA addresses certificate publication,
validation, and revocation for OPC UA by combining P4 enforcement in
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the network with a DAG ledger as an authentic record. Experiments on a
physical testbed indicate that in—network checks introduce modest latency
during handshakes and that both Layer 1 and Layer 2 configurations on
IOTA remain viable as deployments scale. The analysis clarifies the trade-
offs between simplicity and richer lifecycle automation.

Third, the work extends trust to collaborative machine learning. DAGTrustFL
adapts the tip selection mechanism of a DAG ledger to weight model up-
dates based on trust signals and to mitigate the influence of suspected
poisoning. The evaluation on an image classification task shows improved
selectivity under adversarial pressure while preserving utility. Ledger costs
scale well with the number of participants, and throughput remains stable
compared to blockchain baselines. Together, these results position DAGs
as a practical substrate for trust management in federated settings.

Fourth, the thesis brings the human factor into scope. The HCPS
perspective explains why operators, supervisors, and collaborating stake-
holders are not external to security but act as integral components. A
systematic review of sociodemographic influences reveals that age, ed-
ucation, sector, culture, and gender are often correlated with awareness
and behavior, supporting targeted and non-discriminatory training strate-
gies. A second review examines deception in digital environments, with
a specific focus on deepfakes, and motivates a multimodal theory that
integrates linguistic, behavioral, physiological, and contextual indicators.
These findings link technical assurance with organizational practice and
personalized capacity building.

The contributions are therefore complementary. Metrics provide ob-
servable and comparable signals. Architectures turn those signals into
timely enforcement and auditable records. Human-centred analyses guide
adoption, training, and resilience in the face of manipulation. Treated
together, these elements support measurable, explainable, and scalable
security in HCPS.

5.1.2 Towards self-defending and adaptive CPS

The results point to a practical control loop for self-defending systems.
Observation collects validated metrics at the right place in the stack.
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Inference combines models such as attack graphs and trust evaluations to
interpret those signals. Enforcement utilizes programmable switches and
ledgers to implement policies, validate identities, and record decisions
for audit purposes. Learning closes the loop with feedback into models,
configurations, and training programmes that reflect incidents and near
misses.

This loop enhances three key properties that are important in both
industrial and societal contexts. Scalability follows from placing computa-
tion in the data plane and from the parallelism of DAG ledgers. Verifiabil-
ity follows from authentic records, reproducible metrics, and transparent
decision paths. Human alignment follows from HCPS principles, where
interfaces, training, and governance reflect how people actually work and
decide under time and information constraints.

5.2  Future research directions

Several directions can be explored to consolidate the foundations laid out
in this thesis. A first line of work involves standardizing security metrics
for CPS and ICPS using explicit soundness conditions, open definitions,
and reference datasets. Shared taxonomies, machine-readable schemas,
and benchmark suites would improve comparability and accelerate adop-
tion in certification workflows.

A second line concerns trust management for distributed learning. The
adaptation of tip selection shows that a DAG can act as a trust engine.
Future work should define a common representation for trust signals, ex-
tend poisoning-aware indicators to richer tasks, and evaluate governance
choices for decentralized aggregation with smart contracts once Layer 1
execution becomes widely available over a DAG-based ledger, such as
IOTA. Reference implementations and interoperability profiles would sup-
port cross-domain deployments.

A third line addresses deception in human-centered systems. The pro-
posed multimodal perspective should be validated through controlled and
field studies that combine language, interaction patterns, and sensor data,
all under clear privacy and ethics constraints. Robustness against adver-
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sarial content and cross-cultural generalization requires particular care.
The outcome should inform training that adapts to roles and sociodemo-
graphic signals without resorting to stereotypes.

5.2.1 DBridging theory and deployment in real infrastructures

Translating the results into practice calls for pilots in live environments.
For GRAPH4, this means integrating with production controllers and
switches, linking attack graph generation with change management, and
quantifying benefits during red team exercises. For Pk-IOTA, it means
onboarding OPC UA Part 21, assessing public versus private node strate-
gies, and measuring lifecycle gains for issuance and revocation at plant
scale. For DAGTrustFL, it means embedding the trust layer into exist-
ing FL frameworks, profiling costs on constrained devices, and validating
resistance to stronger threat models and non-IID data.

On the human side, organizations should move from one-off aware-
ness to continuous, role-aware training with feedback loops. Studies that
correlate sociodemographic factors with measurable behaviors can inform
content and cadence, while deception-aware drills can enhance sensemak-
ing for ambiguous incidents. Metrics should track competence growth and
guide the retirement of ineffective practices.

Beyond individual prototypes and reviews, this dissertation advances
three shifts in how industrial and human—cyber—physical systems can be
secured: from static security by design to measurement-centered assur-
ance where validated metrics anchor every decision, from configuration
scattered across endpoints to programmable enforcement with verifiable
records on distributed ledgers, and from identity as a gatekeeping prereq-
uisite to behavior-grounded trust that preserves openness while sustaining
accountability. Overall, the thesis argues for security that is observable,
enforceable, and learnable. The methods and architecture presented show
that it is possible to connect formal measurement with programmable en-
forcement and with human-centered practice. The next steps involve cod-
ifying these connections into shared frameworks and demonstrating their
value in diverse, real operational contexts.
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