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Abstract

Space systems support the operation of many critical infras-
tructures and are often considered critical infrastructure them-
selves. However, the cybersecurity of space remains poorly
measured, inconsistently governed, and inadequately protected.
This thesis investigates the gap between the actual cyber risk
exposure of space-sector organisations and the governance
frameworks designed to address it, combining technical anal-
ysis, empirical measurement, legal assessment, and compar-
ative policy research.

The research first assesses the vulnerability landscape of satel-
lite communication systems through a technical survey and
the analysis of the 2022 Viasat KA-SAT attack, complemented
by original reconnaissance of internet-exposed space assets
using network scanning tools. The findings show that ground
and user segment security is systematically neglected despite
being the primary attack vector in documented incidents.

Building on this threat landscape, the thesis then evaluates
the cybersecurity governance frameworks of the United States,
United Kingdom, Germany, and the European Union, high-
lighting a consistent gap between regulatory ambition and
operational effectiveness.

To support the measurement of security posture, a structured
set of cybersecurity metrics is developed and validated for
the space domain, mapping existing metrics against the NIST
Cybersecurity Framework 2.0 and proposing new space-specific
indicators introduced in a realistic satellite network architec-
ture.

xxiii



The Risk Exposure Framework is then introduced as a repro-
ducible, data-driven methodology that quantifies the cyber
exposure of space organisations by combining internet scan-
ning data with vulnerability intelligence. Applied to eight
major space organisations, it finds that approximately four
percent of their combined internet-facing assets carry known,
unpatched vulnerabilities, with risk concentrated in outdated
web server stacks, legacy cryptographic libraries, and insuf-
ficient patch management.

Finally, a systematic discourse analysis of official policy docu-
ments from China, the United States, and the European Union
reveals that the three actors operate from structurally incom-
patible governance models, producing divergent strategic pos-
tures and practices in space security that make international
convergence unlikely in the near term.

The findings demonstrate that the space sector’s attack sur-
face is large, exposed, and exploitable, and that existing gov-
ernance frameworks lack the technical specificity and enforce-
ment capacity to produce measurable security outcomes. Cre-
ating a connection between technical vulnerability assessment
and policy analysis, the thesis maps the actual threat land-
scape, assess whether current policy responses are adequate,
and identifies what additional measures are needed to move
from the recognition of risk to its meaningful reduction.

xxiv



Chapter 1

Introduction

1.1 introduction

Space-based services, such as Satellite Communications (SATCOM), Earth
Observation (EO), and global navigation satellite systems (GNSS) are
now the backbone of essential civilian, commercial, and security func-
tions. Space applications and services that were reserved for scientific
and military use have become the connective tissue of everyday life.

Although deployed in orbit, the value of space systems is realised
on Earth through terrestrial networks: satellites are operated from enter-
prise and public infrastructures, data is processed in cloud-based chains,
and services are ultimately delivered to users via internet-connected ter-
minals and software stacks. This ecosystem provides multiple benefits:
disaster response, global connectivity, precision timing for finance, and
optimised logistics, not to mention the many defence and military appli-
cations of space technologies. However, the more space systems are used
and connected with multiple services and sectors, the broader the cyber
attack surface extends across the ground segment, user equipment, and
supply chains.

The stakes are not just abstract. On the morning Russia’s army in-
vaded Ukraine, a wiper malware named ”AcidRain” disabled tens of
thousands of satellite modems belonging to the Viasat KA-SAT network,
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degrading command links for Ukrainian units and knocking out remote
monitoring of 5.800 German wind turbines[81]. Governments in Europe
and in the US later attributed the operation to Moscow and called the ser-
vice loss “indiscriminate” [430]. In June 2024, the International Telecom-
munication Union received formal complaints from five European states
detailing persistent GPS disruption and even the insertion of violent im-
agery into satellite television broadcasts [428].

These episodes are not isolated anomalies. Documented cyber oper-
ations against space assets predate 2022 and have become more frequent
and more visible as the sector integrates cloud services, commercial off-
the-shelf software, and internet-reachable ground components [60, 145].

At the same time, dependence on space is expanding at scale: esti-
mates place the space economy at $630 billion in 2023, with projections
reaching roughly $1.8 trillion by 2035, outpacing global GDP growth by
about a factor of three [109, 560]. Launch cadence and on-orbit assets re-
flect the same trajectory: 2024 recorded more than 260 launches, and the
active satellite population surpassed 8000 units [68]. Since 2015, venture
capital has exceeded $60 billion, fuelling a diversified upstream–downstream
ecosystem [73]. From an architecture point of view, the sector is shifting
from being predominantly composed of satellites in Geostationary Orbit
(GEO) to large LEO constellations that promise low latency and rapid
revisit; forecasts suggest Low Earth Orbit (LEO) alone may host up to
60.000 active satellites by the early 2030s [388].

Growth increases both opportunity and exposure in equal measure,
highlighting the need for effective and mature cybersecurity measures.
Against this rapid growth, mounting dependency, and demonstrable ad-
versary activity, this thesis addresses the problem of how space systems
can be secured in practice. The research combines empirical measure-
ment of vulnerabilities, comparative analysis of governance frameworks,
and the development of prescriptive tools that connect legal frameworks
with operational feasibility. The following section sets out the original
contributions of the thesis, highlighting the advances it makes in the
emerging field of space cybersecurity. Taken together, these contribu-
tions form an integrated research agenda spanning theory, evidence, and
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policy.
This thesis makes four contributions to space cybersecurity research:

(I) a structured conceptual framework, (II) original empirical analysis
of cyber exposure in space systems, (III) an assessment of governance
and regulatory implications,(IV) and methodological tools for cyber risk
measurement. This Thesis, therefore, links theory, evidence, and policy,
improving how cyber risks in space systems are understood and man-
aged. These contributions are set out below and address four distinct
aspects of space cybersecurity.

1. Reframing space as critical infrastructure.

This work demonstrates that space is no longer an isolated tech-
nological domain but the backbone of modern critical infrastruc-
tures, supporting essential civilian, commercial, and security func-
tions. Analysing space technologies and their applications, our re-
search exposes systemic weaknesses that can cascade into failures
across dependent sectors. This enriches academic debates on crit-
ical infrastructure by showing the socio-technical interdependence
of space systems, also providing operators with a clearer under-
standing of where vulnerabilities originate and how they propa-
gate.

2. Advancing comparative governance analysis.

The thesis systematically compares how different countries and ju-
risdictions govern space cybersecurity, assessing the state, scope,
and binding force of applicable requirements. It maps responsibil-
ities, regulatory instruments, coordination mechanisms, and rele-
vant standards and best practices, and compares them against the
evolving threat landscape affecting space systems. With a partic-
ular focus on the European Union, the analysis examines how le-
gal and policy requirements translate into operational and action-
able measures for industry, evaluating their practical impact and
compliance implications. This includes an assessment of the EU
cybersecurity framework, the forthcoming EU Space Act, and the
application of the AI Act to space-based systems.
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3. Designing prescriptive and operational metrics.

Recognising that governance requires measurable benchmarks, this
thesis develops a framework of cybersecurity metrics specifically
tailored to space systems. These metrics link regulatory compli-
ance to observable technical indicators in satellite operations and
ground infrastructures. Through mapping to the NIST Cybersecu-
rity Framework 2.0 and the NIS2 Directive, the research identifies
critical blind spots in current measurement practices and proposes
new indicators to address them. The thesis bridges the regulatory
frameworks with technical feasibility and demonstrates through a
Proof of Concept (PoC) tool how metrics can support compliance
assessment and continuous improvement in operational settings.

4. Quantifying cyber exposure empirically.

To ground these normative and technical insights in the real world,
the thesis introduces a data-driven methodology for measuring the
attack surface of space organisations. We correlate exposed IPs,
known vulnerabilities, their severity, and exploit availability into a
composite risk score, developing a quantitative assessment of cyber
exposure in the space sector, showing how adversaries can observe
and exploit real-world weaknesses. In doing so, we enrich the em-
pirical literature and demonstrate how technical observables can be
translated into governance-relevant insights, informing both regu-
latory design and organisational defence priorities.

In summary, the thesis combines conceptual analysis, governance com-
parison, empirical measurement, and risk metrics in one study. These
elements link legal and policy requirements to concrete technical condi-
tions in space systems.

1.2 Background

The cybersecurity of space systems has emerged as a concrete opera-
tional and policy problem rather than a purely theoretical concern. Space
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infrastructures rely now on standard digital technologies, software-defined
components, and internet-connected ground and user segments. The ex-
panded attack surface that these evolutions have caused exposes space
to many of the same threats that affect terrestrial information systems,
while retaining constraints that make mitigation more difficult, such as
long hardware lifecycles, limited physical access, and complex interna-
tional ownership structures.

Empirical evidence shows that cyber incidents affecting space-related
infrastructure are no longer isolated events. Beyond individual inci-
dents, several analyses suggest that cyber operations targeting space in-
frastructure are increasing in frequency and diversity. Recent studies
identified more than two hundred cyber operations targeting space-related
assets between early 2023 and mid-2025, with notable spikes correspond-
ing to periods of geopolitical tension [412].

At the same time, official reporting mechanisms provide only limited
visibility. The European Repository of Cyber Incidents records very few
space-related cases each year, suggesting that underreporting or incon-
sistent classification remains a significant issue [205].

Technical exposure is amplified by the characteristics of space sys-
tems themselves. Many operational satellites were designed and launched
before cybersecurity became a core design requirement. A substantial
number of satellites currently in orbit predate modern encryption stan-
dards and secure update mechanisms, yet remain operational due to the
high cost of replacement and the longevity of space hardware [451].

On the ground, satellite control networks and user terminals often
rely on commercial off-the-shelf components and standard internet pro-
tocols. Research has shown that misconfigured or unpatched satellite
communication devices can be identified remotely and, in some cases,
exploited without sophisticated capabilities [441].

Despite these observable risks, systematic data on the cybersecurity
posture of space organisations remains scarce. Unlike sectors such as
finance or energy, the space sector lacks mature mechanisms for manda-
tory incident reporting, shared vulnerability databases, or common met-
rics for assessing exposure. Information sharing initiatives exist, but par-
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ticipation is largely voluntary and uneven.

A second gap concerns the relationship between cybersecurity risk
and governance frameworks. International space law provides little guid-
ance on cybersecurity, and existing treaties do not address digital threats
or responsibilities in cyberspace. No binding international rules explic-
itly govern cyber activities in space, leaving a void of clear norms and
obligations for protecting space assets against hacking. In practice, this
void has been filled patchily by national policies and ad-hoc guidelines,
leading to a fragmented governance landscape. Different jurisdictions
impose different (or no) cybersecurity requirements on satellite opera-
tors, resulting in uneven standards. Within the European Union, cy-
bersecurity obligations relevant to space activities have emerged indi-
rectly through broader digital and infrastructure legislation, but a bind-
ing framework addressing the entire space sector is still not in force.

Addressing these gaps is important for both practical and strategic
reasons. Space systems support services that are deeply embedded in
everyday activities, including navigation, communications, emergency
response, and financial timing. A study commissioned by the UK gov-
ernment estimated that a multi-day disruption of satellite navigation ser-
vices could result in economic losses of several billion pounds [498].

Addressing the identified gaps is also crucial for stakeholder confi-
dence and strategic autonomy. For the private sector, improving cyber
resilience in space assets is key to protecting huge investments and main-
taining service reliability for customers. For policymakers, closing the
governance gaps is important to align regulation with risk – ensuring
that as reliance on space grows, laws and standards keep pace to prevent
worst-case scenarios. There is also an equity and humanitarian dimen-
sion: many remote or developing regions rely on satellites. If these sys-
tems are not secure, the most vulnerable communities could lose lifeline
services during crises.

The significance of this research lies in the risks of inaction. Failing to
improve empirical insight into space cybersecurity means accepting po-
tentially catastrophic threats; failing to improve governance means leav-
ing a critical domain inadequately protected by the rule of law. Con-
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versely, addressing these gaps paves the way for a more secure and sus-
tainable space environment, which benefits all who rely on or venture
into this final frontier. It ensures that space can continue to enable inno-
vation and connectivity without becoming a new Wild West of unchecked
cyber dangers.

1.3 Outline of the Thesis

Following the main themes described above, this thesis comprises seven
main chapters that present published contributions in peer-reviewed jour-
nals and reviewed journals, along with additional content added to com-
plement and update them.

• Chapter 2 of the thesis is developed from the paper: ”Space Infras-
tructure as Critical Infrastructure: Rights Beyond Earth in the Digital
Age”[83]. In this chapter we discuss the relevance of space appli-
cations such as EO and GNSS for modern society and we highlight
their contributions not only to technological advancements but also
human rights protection, finally emphasizing the potential conse-
quences of a disruption to space systems

• Chapter 3 is adapted from the paper ”Securing the SATCOM user
segment, a multidisciplinary study in view of IRIS²[81]”. In this chap-
ter, we go deeper into assessing the vulnerabilities in the ground
and user segment of satellite communication infrastructure. In par-
ticular, we discuss the Viasat K-SAT attack and take some of the
main challenges as lessons learned for IRIS², the satellite communi-
cation constellation that the European Union is planning to build.
In this chapter, we also look at some managerial implications of im-
plementing cybersecurity features in satellite networks, as well as
the state of the art of cybersecurity standards for space.

• Chapter 4 explores the broader policy dimension of space cyberse-
curity and builds primarily on the paper: “Space Cybersecurity Gov-
ernance: Assessing Policies and Frameworks in View of the Future Eu-
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ropean Space Legislation” [82] This chapter lays the basis for a com-
parative analysis of cybersecurity policies and governance struc-
tures in four countries: the United Kingdom, Germany, the United
States, and Japan. The chapter reviews the current state of both
soft and hard law in these jurisdictions, and maps the institutional
responsibilities for protecting space infrastructure and networks.
The chapter also focuses on the European Union legal framework,
examining the current state of cybersecurity governance as well as
recent legislative developments in the field, their applicability. and
effectiveness.

• Chapter 5 dervis from the paper: “From Europe to Europa: Impli-
cations of the European AI Act for the Space Industry.”[501] and ad-
dresses the intersection between space and artificial intelligence,
analysing the implications of the AI Act for the space industry—especially
in light of the potential classification of space-based AI systems as
“high-risk” under the regulation.

• Chapter 6 builds on the article “Developing Security Metrics for Space
Systems: A Study Considering the NIST Cybersecurity Framework 2.0
and the NIS2 [79]”. This chapter takes the assumptions established
in the previous chapters, namely: the strategic importance of space
infrastructure and its exposure to growing cyber threats, and trans-
lates them into a practical framework for risk measurement.To do
so, the chapter surveys existing cybersecurity metrics from aca-
demic and professional sources and maps them to the functions,
categories, and subcategories of the NIST Cybersecurity Frame-
work 2.0. This analysis highlights significant gaps in how security
is measured, and proposes new, space-relevant metrics to address
these shortcomings. The chapter emphasizes how metrics can help
organizations not only measure their cybersecurity posture, but
also demonstrate compliance with regulations like the NIS2 Direc-
tive and the forthcoming EU space-specific rules. To support prac-
tical application, the chapter also introduces a proof-of-concept tool
developed to facilitate the measurement of these metrics in opera-

8



tional settings. The tool is demonstrated through a detailed case
study of a fictional satellite communications operator, modeled on
real-world architectures.

• Chapter 7 adopts a more technical approach to the issue of space
cybersecurity and builds on the findings presented in the paper
“Assessing the Attack Surface of Space Organizations: A Data-Driven
Analysis[77]”. This chapter operationalizes many of the insights de-
veloped in earlier parts of the thesis by introducing a quantitative
methodology to assess the cyber exposure of space organizations,
focusing on internet-facing systems. Using open-source data and
publicly accessible scanning platforms, the chapter defines and im-
plements a framework for calculating the cyber risk associated with
digital assets linked to actors in the space sector. The methodology
correlates four key variables: (1) the number of publicly exposed
IP addresses associated with a given organization, (2) the presence
of known vulnerabilities (CVEs) on those systems, (3) the severity
of those vulnerabilities using CVSS scores, and (4) the availability
of known exploits linked to those CVEs. These indicators are com-
bined to produce a composite risk score that reflects both the attack
surface and the likelihood of successful exploitation.

• Chapter 8 builds on the article “Competing Visions, Diverging Tra-
jectories: A Comparative Study of Space Security from Discourse
to Practice in China, the US, and the EU”, submitted for publi-
cation, and constitutes the final analytical chapter of the thesis.
This chapter represents a systematic comparative examination of
how the three space actors conceptualise and govern space secu-
rity across strategic, regulatory, military, and economic dimensions.
Drawing on a coded corpus of official documents published be-
tween 1995 and 2025, the chapter develops and applies a technop-
olitical framework structured around three analytical steps: fram-
ing, materialisation, and institutionalisation. This framework en-
ables tracing how political narratives about space are translated
into concrete technological priorities, organisational arrangements,
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and regulatory architectures. The central argument is that differ-
ences in space-security outcomes are not explained solely by mate-
rial capabilities or technological sophistication, but by distinct gov-
ernance models shaped by political institutions, threat perceptions,
strategic culture, and state–market relations. The chapter identi-
fies three ideal-typical models of space governance: a command-
and-deterrence model in the United States, centred on military in-
tegration and freedom of action; a developmental and strategic-
control model in China, combining state-led industrial expansion
with strong political oversight; and a multilevel regulatory and
norms-oriented model in the European Union, grounded in risk
management, legal harmonisation, and institutional coordination.
It further extends the comparison to the cyber dimension of space
systems, analysing how each actor structures authority, threat mod-
els, technological priorities, and economic incentives in the field
of space cybersecurity. This chapter presents a longitudinal and
systematically coded comparison of the three space powers. It ad-
vances a process-oriented technopolitical framework that connects
strategic studies, technology governance, and political economy.
The chapter clarifies how divergent governance logics shape re-
silience, regulation, military integration, and market structures in
the space domain, offering a coherent lens for understanding con-
temporary competition and cooperation in space.

The main findings of the four chapters are summarized in the conclu-
sions in Chapter 9, where we highlight the main findings and takeaways
of the thesis.
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Chapter 2

The space domain and its
cybersecurity implications

This chapter is adapted from the paper Space Infrastructure as Critical In-
frastructure: Rights Beyond Earth in the Digital Age[83], and aims to: (i)
present space use cases as societal enablers, and (ii) trace how disruptions
to space-enabled services propagate into terrestrial critical functions on
which public safety, public health, and the delivery of emergency ser-
vices depend. The goal is to understand the critical value space appli-
cations play in our modern societies and how potential disruptions can
cause not only financial damages, but the loss of human lives. Com-
pared to the subsequent chapters, this chapter adopts a non-technical
perspective on cybersecurity and serves primarily to provide a high-level
overview of why space systems are societally relevant and how deeply
space-enabled services are embedded in everyday life and critical soci-
etal functions. In this chapter, we also mention Union policy instruments
and their role in this framework (e.g., NIS2, CER, IRIS2), but a more de-
tailed legal analysis is deferred to Chapter 4 of this thesis.
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2.1 Introduction

With the increasing diffusion of Information and Communication Tech-
nologies (ICTs), access to the internet has become increasingly necessary
for society. ICT networks allow communication between people, govern-
ments, and companies located in any corner of the globe. Societies and
communities thrive on the opportunities offered by digital connectivity,
and businesses can significantly grow by accessing cross-border oppor-
tunities. In addition, different aspects of governmental services are being
digitalized, requiring citizens to be connected to the web.

The digital world no longer ends at the edge of a fiber-optic cable. Ev-
ery day, pictures, voice calls, and emergency signals jump from ground
networks to satellites and back again. Satellites guide firefighters toward
a spreading blaze, keep field hospitals online after a storm, and give re-
mote communities access to the internet. In other words, space systems
have quietly become things we rely on without thinking, much like elec-
tricity or clean water.

But the more we lean on these systems, the more we need them to
be resilient against hybrid threats such as cyber-attacks. A well-aimed
cyberattack on a single satellite link can scramble GNSS receivers, jam
rescue radios, or cut broadband to an entire region. If that happens, peo-
ple’s safety, their right to information, even the health of the environment
can be put on the line. In Europe, the NIS 2 Directive [169] and the Crit-
ical Entities Resilience Directive [202] now list space among the sectors
covered by general resilience and cybersecurity regimes, bringing certain
ground-segment operators within their scope; the precise reach of these
instruments is examined in Chapter 4.” The question is whether those
rules are strong, and specific, enough to keep this space-enabled world
safe.

This chapter aims to address the following research questions:

• How does the growing reliance on space technologies impact the
protection of fundamental rights such as the right to life, health,
and access to information?
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• What are the risks posed by cyberattacks to space infrastructure,
and how might such attacks undermine human security and emer-
gency response operations?

• To what extent do existing legal and policy frameworks (e.g., NIS 2,
Critical Entities Resilience Directive) adequately classify and pro-
tect space infrastructure as critical digital infrastructure?

To address these research questions, Section 2.2 presents the method-
ological framework adopted, grounded in EU law and focused on the
intersection of resilience and security. Section 2.3 examines how modern
space networks have become essential infrastructure, supporting sev-
eral critical services on which we rely. Section 2.4 analyses two ma-
jor applications: Earth Observation and Global Navigation Satellite Sys-
tems, as enablers of rights protection, illustrating through case studies
how these systems support emergency management, food security, and
public safety, while also introducing governance and privacy challenges.
Section 2.5 explores the vulnerabilities of these infrastructures to cyber
threats and their humanitarian consequences, linking technical failures
to rights impacts. Sections 2.6 then assess how current and emerging
EU legal frameworks, namely the NIS2 Directive, and the Critical Enti-
ties Resilience Directive address the classification, protection, and gov-
ernance of space infrastructure as critical digital infrastructure. Section
2.7 synthesises the findings, demonstrating that the resilience of space
systems is now inseparable from the protection of critical functions that
support fundamental rights and proposing policy principles for a secure
and rights-based space governance.

For this chapter, space systems are understood as the combination
of space-based and ground-based components that enable the opera-
tion of services delivered through space infrastructure. They typically
include spacecraft, ground control and mission operations centres, user
terminals, and data processing or distribution facilities. This definition is
consistent with the one adopted by the International Telecommunication
Union, which refers to a space system as “any group of associated space
objects, one or more of which are capable of providing space radiocom-
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munication or other space functions, together with the associated ground
segment ”.

2.2 Methodological Framework

This chapter employs a qualitative, cross-sectoral legal-policy analysis
that is grounded in the European Union’s fundamental-rights frame-
work. It examines how selected space-based services, such as EO and
GNSS, contribute to the realisation of rights whose enjoyment increas-
ingly depends on the continuity of digital and space infrastructure. These
two services were chosen as they represent some of the most direct tech-
nological interfaces between space systems and human security: EO en-
ables disaster preparedness, environmental protection, and public-health
monitoring; GNSS supports emergency response, transport safety, food
security, and the timing of critical services.

The analysis focuses on the Directive (EU) 2022/2555 (NIS2)[169] and
the Directive (EU) 2022/2557 (CER)[202] as some of the most recent EU
legislative instruments that explicitly recognise space as part of Europe’s
critical-infrastructure architecture and establish binding cybersecurity and
resilience duties for operators. Concerning fundamental rights, the nor-
mative reference is the Charter of Fundamental Rights of the European
Union [201], notably Articles 2 (right to life), 3 (integrity of the person),
6 (liberty and security), 11 (freedom of information), 35 (health care),
and 37 (environmental protection), and the international right to ade-
quate food and standard of living under Article 11 of the International
Covenant on Economic, Social and Cultural Rights [524]. These rights
are central but not exhaustive; they illustrate how the resilience of space
infrastructure under EU law enhances the protection of fundamental hu-
man interests.

The methodological framework adopted traces the connections be-
tween governance instruments, critical-infrastructure obligations, and
the protection of fundamental rights in the European legal order, provid-
ing a basis for comparative and future policy research on space resilience
and human security.
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2.3 Space Infrastructure in the Digital Age

Space systems played an important role from a geopolitical and tech-
nological perspective since the Cold War, where the space race between
the USSR and the USA accelerated the development of space technolo-
gies. From that time, space systems have been used for various purposes:
ensuring communications, distributing TV signals, observing the Earth,
conducting reconnaissance, and developing navigation, positioning, and
timing (NPT) infrastructures.

In the last century, space systems were mostly launched in geosta-
tionary orbit (GEO) to cover the whole surface of the Earth with one
or a few satellites. They were costly, ambitious, and long-term projects.
However, while such systems could offer important services, their la-
tency was high, given the distance from Earth’s surface (roughly 36,000
km). For these reasons, such systems were mostly used for specific ap-
plications and could not achieve ubiquitous use. Today, although GEO
remains a cornerstone of space operations, attention has pivoted toward
low-Earth-orbit (LEO) constellations.

Four interrelated factors lies behind this transition. First, access to
orbit has broadened substantially: average launch costs have fallen over
the past two decades, while the annual number of launches increased
by more than 50% per year between 2019 and 2023, a trend likely to ac-
celerate with reusable launchers [499]. Second, advances in component
design and software-defined payloads have enabled small satellites to
perform missions that previously required significantly larger payloads.
Third, private investors committed more than 70 billion USD to space
ventures during 2021–2022 [560], expanding the industrial base and ac-
celerating innovation. Finally, demand is growing: LEO constellations
are projected to lower wholesale data prices by about 10% between 2023
and 2035, even as global bandwidth demand rises by about 60%.

Together, these shifts have made space systems economically accessi-
ble and deeply integrated into terrestrial value chains. LEO offers low la-
tency, resembling terrestrial connectivity metrics. Commercial SATCOM
providers offer connections with latency between 20 and 40 ms [291]. In
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terms of capacity, they can provide better performance than GEO satel-
lites, though still below submarine cables. Constellations such as Star-
link are now acquiring consistent portions of the market and consist of
approximately 6,000 satellites, with plans to expand to 42,000 by 2035
[363][133].

Such systems can offer connectivity in rural areas and act as relays for
traditional communication services that fail to provide access. A UK pro-
gramme in 2024 deployed hybrid, multi-orbit terminals combining LEO
and GEO capacity to feed local 5G/6G or Wi-Fi cells [522]. The objective
was to bring gigabit-class broadband to communities where terrestrial
backhaul is uneconomic, and to create portable networks-of-last-resort
for emergencies.

Mega-constellations also enable continuous, high-resolution Earth ob-
servation (EO), supporting humanitarian and social initiatives such as
hazard prediction, early warning, and property protection. With satel-
lites becoming integral to digital society, interruptions to their function-
ing can breach rights to internet access, privacy, and environmental pro-
tection.

2.4 Earth Observation and GNSS as a Tool for
Rights Protection

Given the expected number of launches in the next decade, the role of
satellites in modern emergency response and disaster management will
only increase. This section focuses on EO and GNSS as tools for protect-
ing the environment and fundamental rights.

2.4.1 The role of Earth Observation in disaster manage-
ment and emergency response

With escalating climate risks, EO satellites provide comprehensive, near-
real-time data essential for environmental monitoring and disaster man-
agement [117]. Optical and radar sensors track climate indicators, inform

16



models, and support mitigation strategies, which makes EO data increas-
ingly recognised as a global public good.

EO is not only a source of scientific data but an operational tool for
disaster governance. After Hurricane Matthew in 2016, the Haiti Re-
covery Observatory used high-resolution satellite imagery to prioritise
reconstruction needs rather than relying solely on on-the-ground sur-
veys [86]. Following the February 2023 earthquake in Türkiye and Syria,
the International Charter “Space and Major Disasters” provided imagery
from satellites such as Pléiades Neo at 30 cm resolution, enabling search-
and-rescue teams to allocate resources and humanitarian aid more effec-
tively [297, 410]. These cases illustrate how EO is embedded in time-
critical decision-making, and without reliable access, response coordina-
tion would be significantly degraded.

The International Charter, created in 2000 by space agencies and op-
erators, provides a mechanism for rapid, free access to EO data dur-
ing disasters. It has been activated over 800 times—more than 400 for
floods—making it a central part of global emergency response infras-
tructure. In parallel, the Copernicus Emergency Management Service
(EMS), operated by the European Commission, delivers standardised
rapid-mapping products to EU Member States and international part-
ners. Copernicus EMS is increasingly relied upon for acute events such
as earthquakes and wildfires, and also for risk assessments and recov-
ery planning [116]. Both mechanisms institutionalise the link between
satellite operators, civil protection agencies, and humanitarian actors.

This institutionalisation sharpens the security stakes. If EO data flows
were disrupted, whether by commercial restrictions, state interference,
or cyberattacks on satellite operators and ground stations, the conse-
quences would go beyond technical inconvenience. The reliability of
humanitarian relief, the protection of affected populations, and the en-
forcement of human rights in crises would be directly compromised. In
this sense, EO is a strategic dependency whose cyber resilience is now
inseparable from environmental and human security.
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2.4.2 GNSS as a Human-Rights Enabler

GNSS provides position, navigation, and timing (PNT) services that are
foundational to the functioning of modern societies. Beyond personal
navigation, PNT signals regulate high-frequency trading platforms, syn-
chronise 5G networks, and support energy grid management by coordi-
nating frequency across geographically dispersed nodes [282]. In civil
aviation, GNSS enables Required Navigation Performance (RNP) and
allows aircrafts to land safely in low-visibility conditions. Road trans-
port relies on GNSS for fleet management and congestion monitoring,
and agriculture uses GNSS signals for precision farming, reducing fuel
use and chemical inputs while improving yields [409]. Maritime and
inland waterways depend on GNSS for collision avoidance, port opera-
tions, and compliance with emissions routing requirements. But GNSS
is not only used by various industries; the humanitarian value is equally
significant: the Advanced Mobile Location (AML) system, mandated in
the EU for emergency calls, uses GNSS to locate callers with an accu-
racy of a few metres, accelerating dispatch and saving thousands of lives
annually [53].

Despite this centrality, GNSS remains highly vulnerable. Signals are
extremely weak by the time they reach Earth and can be jammed or
spoofed with relatively inexpensive equipment. Several documented in-
cidents highlight the scale of the problem. Between 2010 and 2013, delib-
erate jamming around Newark Airport forced the Federal Aviation Ad-
ministration to suspend tests of GPS-based landing systems after inter-
ference was traced to a truck driver using a $30 jammer to hide from his
employer’s tracking device [230]. In 2013, researchers demonstrated the
spoofing of a 210-foot yacht in the Mediterranean, gradually misleading
its navigation system without triggering alarms [51]. Civil aviation has
also been affected: Eurocontrol reported more than 3,500 cases of GPS in-
terference in 2018 across European airspace, with hotspots in the Eastern
Mediterranean and Black Sea regions [188]. During the Russian invasion
of Ukraine, GNSS disruption and spoofing were recorded at large scale,
affecting not only military operations but also civil aviation routes over
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Poland, Finland, and the Baltic states [310].
Economic assessments confirm the scale of potential loss. A seven-

day outage in the UK alone would cost £7.6 billion, disrupting logistics,
financial transactions, and emergency services [498] that would be hit the
hardest. Emergency services, in fact capture the biggest share of GNSS
benefits in the UK, and when GNSS goes down, most of the damage falls
on emergency, maritime, and road—together nearly 88% of total losses
in a seven-day outage (about £7.64 bn overall). Emergency services alone
account for roughly £3.53 bn of that.

Two main factors are behind these numbers. First, the caller’s loca-
tion. Without GNSS, phones fall back to rough cell-ID, calls take longer,
and some never get through. London Economics estimates about 19,000
unanswered emergency calls in a week, with a loss valued at around
£1.46 bn just from that effect. Second, dispatch. Losing vehicle/personnel
tracking slows response, it is estimated +2 minutes for police and fire and
+4 minutes for ambulances, which accounts to around £1.97 bn for the
week. This means slower rescues and people who don’t get help in time.
That touches rights to life, health, and timely access to essential services.

From a governance perspective, the EU recognises GNSS as part of
its critical entities under the NIS2 Directive and the Critical Entities Re-
silience (CER) Directive. Yet regulation does not mandate specific tech-
nical redundancies. With PNT more deeply embedded into civil avia-
tion, finance, telecoms, and emergency response, cybersecurity and sig-
nal protection are prerequisites for the continuity of rights recognised
under EU law, including life, health, access to essential services, and an
adequate standard of living.

2.5 The Vulnerability of Space Infrastructure: Cy-
bersecurity Risks and Humanitarian Conse-
quences

The Haiti and Türkiye/Syria case studies have shown how EO supports
disaster response and post-crisis recovery. Space technology can provide
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time-sensitive data that helps rescue teams locate survivors, assess dam-
age, monitor displaced populations, and plan long-term reconstruction.
EO systems operate as lifelines upholding fundamental rights, including
the rights to life, health, and access to essential services. Yet, the very dig-
ital infrastructure enabling this life-saving functionality is increasingly
exposed to cyber threats.

Space operations depend on intricate digital systems, ground con-
trol stations, data reception facilities, and cloud-based processing plat-
forms [469]. They are part of vast, sophisticated supply chains, which
increase vulnerability to cyberattacks. The growing integration of space
technology with terrestrial applications has led to a rise in the number
of attacks. Even a relatively simple cyberattack could have significant
consequences, especially if it occurs during a humanitarian emergency.

The following scenarios introduced in this section are fictional con-
structs; their purpose is to demonstrate how a cyber incident affecting
orbital and terrestrial components of space infrastructure could affect
other critical sectors and impact fundamental rights. They are used to
trace causal and regulatory relationships under existing EU resilience
frameworks. This qualitative scenario method is useful to visualise in-
terdependence and legal responsibility; however, it carries inherent lim-
itations. Fictional cases cannot be empirically validated, their assump-
tions may not generalise across technologies or jurisdictions, and they
simplify the complexity of cascading effects. The scenarios are presented
as illustrative thought experiments whose purpose is to test whether cur-
rent governance instruments, particularly NIS2 and CER, are adequate to
prevent or mitigate comparable real-world incidents.

In the first case, we examine a ransomware attack on Earth Observa-
tion ground infrastructure. This highlights that space, despite being a
complex and unique critical infrastructure, is not immune to other types
of attacks that affect other “legacy” sectors. Particularly when we con-
sider the ground network, it resembles similar IT infrastructures such as
those of telecommunication networks.

Let’s consider that in the immediate aftermath of a major natural dis-
aster, such as a cyclone or earthquake, the International Charter “Space
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and Major Disasters” is activated. Dozens of satellites are tasked to col-
lect imagery of the affected areas, and rapid mapping services are mobi-
lized to guide emergency responders. However, just as data from satel-
lites begins to stream toward national authorities, a ransomware attack
disables a key ground station responsible for processing and distributing
the imagery.

Within minutes, emergency mapping systems go offline. Rescue teams
lose access to geospatial data identifying collapsed buildings, blocked
roads, or isolated communities. Vital hours are lost, not because of a lack
of satellite coverage, but because the digital pipeline that delivers the
data is compromised.

In this scenario, a cyberattack does not merely interrupt a technical
process, but also directly endangers lives. The denial of access to EO
data means a denial of essential information for delivering medical care,
evacuating vulnerable populations, or distributing food and water.

Moving toward GNSS technologies, a targeted cyber-attack on GNSS,
whether by jamming or spoofing, would immediately erode the capa-
bilities described in Section 4.2. In a jamming scenario, first-responders
would revert to manual location-finding techniques, adding an estimated
2–3 minutes per dispatch and potentially increasing preventable mor-
tality in mass-casualty events. Loss of continuous AIS tracking during
a spoofing attack would force search-and-rescue teams to rely on slow
radar sweeps, delaying aid to mariners in distress. In the context of
agriculture, GNSS signal manipulation would disrupt precision-farming
equipment, such as seeding, fertilisation, and irrigation, leading to crop
failures, resource waste, and volatile food prices that disproportionately
harm vulnerable communities.

These scenarios highlight a pressing challenge: satellite systems must
be recognized and protected as critical digital infrastructure. The secu-
rity of the ecosystem is not only a matter of national interest or tech-
nological resilience; it is a matter of global solidarity and human rights
protection.

Securing these systems involves multiple layers: reinforcing the cy-
bersecurity of ground stations, ensuring the integrity of space data through-
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out the processing chain, building redundancy protocols for crisis oper-
ations, and fostering transparency in how information is collected and
used. This also requires stronger legal and institutional frameworks to
ensure that space capabilities can withstand cyber threats and continue
to serve their humanitarian mission.

While fictional, the scenarios reflect documented patterns of real cy-
ber incidents targeting space-based systems and their terrestrial inter-
faces. We mentioned in the Introduction of this thesis how, the Viasat
KA-SAT[537] attack disabled tens of thousands of satellite modems and
caused connectivity loss for Ukrainian institutions and thousands of Eu-
ropean energy assets, showing how a single supply-chain breach can cas-
cade into critical-infrastructure disruption. A similar incident affected
the Dozor-Teleport (June 2023)[556], which was temporarily paralysed,
hindering Russian governmental communications. The attack illustrates
the strategic consequences of attacking commercial SATCOM providers.

A relevant attacks on Earth-observation systems, is represented by
the 2014 NOAA (National Oceanic and Atmospheric Administration) in-
trusion [372]. The breach forced NOAA to shut down certain data ser-
vices for emergency maintenance, cutting off data vital to disaster plan-
ning, aviation, shipping and other crucial uses. For about two days,
satellite data distribution was offline, which skewed weather forecasts
slightly and impeded the flow of environmental information until sys-
tems were restored. Had the outage persisted, it could have seriously
hampered storm tracking, hazard warnings, and climate monitoring, ex-
actly the kind of disruption the fictional scenario envisions for disaster-
response data.

GNSS spoofing incidents are amongst the most reported in recent
times; data from the Baltic Sea and Nordic region illustrate a growing
pattern of GNSS interference attributed to Russian jamming and spoof-
ing, which has directly impacted commercial aviation, marine navigation
and timing-dependent functions. According to Swedish aviation author-
ities, spoofing and jamming over eastern airspace have affected both air
and sea traffic [489]. The impacts of spoofing in the region are exponen-
tially increasing; nearly 123,000 flights were disrupted in early 2025 due
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to GPS signal interference [542][183].
All these examples reinforce the scenario modelling in this section

and call for governance frameworks that link space-system resilience
with the protection of fundamental rights. Given the real-world scenar-
ios, the fictional cases discussed in this chapter are plausible representa-
tions of existing threat patterns and thereby reinforce the legal and policy
analysis that follows.

The incidents and scenarios discussed above demonstrate that satel-
lite networks are now integral to the broader digital-infrastructure ecosys-
tems. Their disruption, whether through cyberattack, interference, or
cascading failure, produces effects similar to those of terrestrial digital as-
sets. Space infrastructure forms a subset of critical digital infrastructure,
extending the surface of risk and the scope of resilience obligations ad-
dressed by instruments such as NIS2 and CER. Safeguarding this ecosys-
tem is not solely a technical or national-security concern: it is directly
tied to the continuity of rights-relevant services, such as navigation for
rescue operations, connectivity for hospitals, and data for environmental
protection, whose interruption endangers the rights to life, health, and
security. Protecting space infrastructure, therefore, advances resilience,
but also human-rights protection through the continuity of essential ser-
vices.

The following section discusses the classification of space as a criti-
cal infrastructure sector under EU Law, what it entails, and whether this
classification is enough to guarantee the resilience of space and the ser-
vices it provides.

2.6 Toward Secure Space Governance

The empirical cases discussed in the preceding sections show that dis-
ruptions of space-enabled services translate into operational consequences
for emergency response, civil aviation, maritime safety, energy timing
and other critical terrestrial functions. This section asks a narrower ques-
tion: to what extent does the Union’s general cybersecurity instruments,
such as the NIS2[169],and CER [170] already engage with the entities that
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provide those services, and what do they actually require of them? The
fuller comparative and instrument-by-instrument analysis is developed
in Chapter 4; the purpose here is to identify, what duties currently at-
tach to in-scope space-sector entities and where the directive’s text leaves
gaps that the case material exposes.

NIS2 lists ”Space” in Annex I among its sectors of high criticality.
The entity type identified in that Annex is, however, deliberately re-
stricted: ”Operators of ground-based infrastructure, owned, managed and op-
erated by Member States or by private parties, that support the provision of
space-based services.” Read with Article 2 and the size thresholds in Com-
mission Recommendation 2003/361/EC [102], this brings within scope
the operators of teleports, gateway stations, satellite control centres, mis-
sion operations centres, and similar ground-segment assets above the
medium-enterprise threshold. Annex I does not address space segment
itself as a space entity; satellite manufacturers and constellation opera-
tors fall outside the Space sector entry, even where they are the source
of the service whose continuity matters to emergency response, aviation,
or energy. Two cases discussed earlier in this chapter illustrate why this
scoping matters. The 2022 Viasat KA-SAT compromise (Section 2.5) oper-
ated through ground-segment infrastructure of the kind Annex I reaches.
GNSS spoofing in the Baltic and Black Sea, by contrast, attacks the signal-
in-space and is not addressed by Annex I at all; whatever response the
Union can give to that family of incidents has to come from instruments
other than NIS2.

For entities that are in scope, NIS2 prescribes a specific set of duties.
Article 21(1) requires Member States to ensure that essential and impor-
tant entities take appropriate and proportionate technical, operational
and organisational measures ”to manage cybersecurity risk, calibrated
to the entity’s exposure, size, and the societal and economic impact of
a possible incident”. Article 21(2) lists the minimum content of those
measures, spanning risk analysis and information-security policies, inci-
dent handling, business continuity and crisis management, supply-chain
security, secure development and vulnerability handling, basic cyber hy-
giene and training, cryptography, access control and asset management,

24



and the use of multi-factor authentication and secured communications.
Article 23 layers an incident-reporting duty on top: an early warning to
the competent CSIRT within 24 hours of becoming aware of a significant
incident, a fuller incident notification within 72 hours, and a final report
within one month.

Read against the space-sector case material developed earlier in this
chapter, the catalogue is at once well-fitted and incomplete. It is well-
fitted to ground-segment incidents of the Viasat KA-SAT type, where
intrusion, supply-chain propagation through distributors, and insecure
user-terminal firmware all fall squarely within Article 21(2)’s categories;
and the Article 23 reporting cadence. It is incomplete in three respects
that the case discussed before makes visible. First, the duties are framed
for network-and-information-system security and do not engage with
the distinctive characteristics of orbital assets: limited post-launch upgrad-
ability, narrow uplink windows, and radiofrequency-link integrity. An-
nex I does not reach the space segment in the first place. Second, the
supply-chain duty, although broad enough to encompass the long integrator-
and-modem chains characteristic of ground-segment supply, gives oper-
ators no sector-specific anchor for deciding how far into that chain due
diligence must extend; the directive specifies ”direct suppliers or ser-
vice providers” and leaves the rest to risk-based judgement. Third, in-
cidents that target the signal-in-space rather than ground infrastructure,
of which Baltic and Black Sea GNSS spoofing is the standing example,
fall outside the directive altogether.

The Critical Entities Resilience Directive (Directive (EU) 2022/2557)
[202] likewise lists ”Space” among its sectors but operates through a dif-
ferent mechanism. Member States identify ”Critical entities” under Arti-
cle 6 by reference to their provision of ”essential services” as defined in
Article 2(5), the significance of disruption, and cross-border dependence.
The two directives are designed to interoperate: an entity identified as
critical under CER is treated as an essential entity under NIS2. The space-
sector consequences of this interaction, the parallel governance of Union
Space Programme assets under Regulation (EU) 2021/696 [392], and the
place of the forthcoming EU Space Act in this architecture are the subject
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of Chapter 4.
Read on its own terms, then, NIS2 takes a real but partial step toward

covering the cybersecurity of space-enabled services. It brings ground-
segment operators above the size thresholds within a defined and de-
manding risk-management and reporting regime; that is the directive’s
contribution. What it does not do is reach the space segment, the smaller
ground-segment operators that may sit below the thresholds yet sit at
single points of failure for national services, or the space-specific tech-
nical questions the cases in this chapter has raised. Whether and how
those gaps should be closed, through sector-specific legislation, through
the EU Space Act, or through the operator-level technical governance al-
ready being developed by national or international bodies is the question
taken up in Chapter 4.

2.6.1 Dual use: the solution or the problem?

The space sector experienced the convergence of commercial and mili-
tary requirements in orbit. This means that most of the new constella-
tions, whether for broadband, Earth observation, or SATCOM, have at
least a defence application. This dual-use nature has long been a defin-
ing feature of the space sector, offering efficiency, innovation, economies
of scale, but also generating security, legal, and humanitarian dilemmas.

From the perspective of international humanitarian law (IHL) and
civilian protection, dual-use assets challenge traditional distinctions be-
tween civilian and military objects. Satellites and ground stations to-
day often serve multiple clients and purposes at once: a single beam or
transponder can relay telemedicine data for an NGO, broadband access
for a rural school, and encrypted tactical communications for a defence
actor. The targeting or disabling of such systems in conflict times, there-
fore, risks disproportionate harm to civilians.

The International Committee of the Red Cross (ICRC) warns that “the
widespread dual use of space systems and the resulting entanglement of
civilian and military operators magnify the risk of civilian harm” and
calls for “special precautions” before the use of force against any satellite
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supporting essential services on Earth [555]. This entanglement compli-
cates proportionality assessments and challenges the implementation of
IHL principles such as distinction and necessity.

A second dimension of the problem concerns governance and ac-
countability. The control of dual-use systems is most of the time exer-
cised by private corporations whose commercial logic does not always
align with states’ legal obligations under international law.

The experience of Starlink in the Ukraine War is a useful example
[278]: the same commercial network enabling humanitarian coordina-
tion also carried sensitive military data. When SpaceX unilaterally re-
stricted access in certain combat zones, both military and humanitarian
operations were disrupted, demonstrating the absence of clear escalation
channels and accountability mechanisms [433].

This illustrates the privatisation of strategic decision-making in space.
When commercial providers can throttle, re-route, or prioritise traffic
at will, they effectively exercise powers with direct humanitarian and
geopolitical consequences. Yet few frameworks clarify whether such ac-
tions fall under state responsibility, corporate due diligence, or contrac-
tual discretion. This grey zone of accountability can undermine trans-
parency and predictability in crises.

The technical architecture of modern constellations is also influenced
by this dual-use paradigm, which can also increase the attack surface and
affect cyber vulnerability. Software-defined payloads and shared ground
infrastructure mean that a cyber-attack or kinetic strike intended for a
single (military) node could cascade across civilian networks. The hu-
manitarian implications of such spill-over effects, loss of emergency com-
munications, disruption of navigation, and interference with disaster-
response satellites are, as analysed in this chapter, profound.

Recognising these risks, European institutions and international or-
ganisations are developing governance and technological mechanisms
to manage, rather than eliminate, dual-use interdependence. The Euro-
pean IRIS² Secure Connectivity Programme, established by Regulation
(EU) 2023/588, can be seen as an attempt to separate governmental from
commercial traffic. The programme aims to build a European SATCOM
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multi-orbit constellation; it is structured as a public–private partnership
combining commercial broadband services with a “HardGov” layer ded-
icated to governmental and security communications. The Regulation
explicitly requires that the constellation be multi-orbital and modular,
with two distinct segments: one financed by the Union for governmental
use, and one privately funded for commercial services [204].

This design entails the principle of segmentation proposed by the
ICRC, which shall reduce the risk that the disruption of one service could
endanger others and ensure that humanitarian communications remain
online in crisis conditions.

At the international level, several scholars and states have proposed
establishing a “Digital Non-Interference Corridor” under the United Na-
tions Committee on the Peaceful Uses of Outer Space (UNCOPUOS)
[298][525]. The corridor would assign frequency bands and orbital slots
reserved for life-saving services where intentional interference would
carry a presumption of unlawfulness. Transparency could be ensured
by operator reports on the percentage of governmental versus commer-
cial payload use; such a mechanism could help belligerents make in-
formed proportionality assessments and give humanitarian actors con-
fidence that fallback capacity exists.

The inclusion of the space sector in the EU’s NIS2 Directive and CER
Directive is an important step, but complementary norm-building efforts
are still needed to define how operators must segment, authenticate, and
protect dual-use services. The forthcoming EU Space Law should, there-
fore, codify the obligations of private operators concerning transparency,
data-sharing, and continuity of humanitarian services during crises.

The ethical dimension must not be overlooked. Dual use is not inher-
ently negative; it reflects the shared dependence of civilian and defence
communities on the same technologies. The challenge lies in ensuring
that the governance of dual-use infrastructure aligns with humanitarian
needs. This can be ensured by technical segregation, contractual obliga-
tions, and independent oversight mechanisms.
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2.7 Conclusion

This chapter discusses how space-based systems are a fundamental layer
of Europe’s digital infrastructure and key enablers of the protection of
fundamental rights. The analysis of Earth Observation and Global Navi-
gation Satellite Systems has shown that these technologies are critical in-
frastructures on which the realisation of rights such as life, health, food,
and access to essential services now depends. Their continuous oper-
ation sustains emergency response, environmental monitoring, and the
functioning of vital services, meaning that the resilience of space infras-
tructure has become inseparable from the protection of human security.

To address RQ1, the chapter examined how the growing reliance on
space technologies affects the protection of fundamental rights. The case
studies of Haiti’s post-hurricane recovery and the Turkey–Syria earth-
quake response demonstrated that EO data have become essential for
emergency management and response. Similarly, GNSS integration into
Europe’s emergency communications and critical service delivery sys-
tems shows that satellite navigation now safeguards life and welfare
daily. The continuity of these systems ensures the effective exercise of
rights guaranteed under the Charter of Fundamental Rights of the Euro-
pean Union and international law.

In response to RQ2, the chapter investigated the risks posed by cyber-
attacks to space infrastructure and how disruptions can undermine hu-
man security and emergency operations. The analysis demonstrated that
cyber threats to space systems can immediately disrupt life-saving ser-
vices on Earth. Interference with space systems can cascade into terres-
trial crises, interrupting emergency communications, undermining dis-
aster management, and endangering lives. Cybersecurity for space is,
therefore, a direct component of human-rights protection.

Addressing RQ3, the chapter examined how the NIS 2 Directive and
the Critical Entities Resilience Directive engage with the space sector.
NIS 2 brings ground-segment operators above the size thresholds within
a defined risk-management and reporting regime, and CER provides a
complementary identification mechanism for critical entities; the two in-
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struments now anchor the cybersecurity governance of space-enabled
services at Union level. The directive’s text, however, leaves gaps that the
case material exposes relating to the space segment itself, to the bound-
aries of supply-chain due diligence, and to signal-in-space incidents, and
motivates the sector-specific analysis developed in Chapter 4.

Building on these findings, the chapter identifies four design char-
acteristics that any adequate cybersecurity regime for the space sector
will need to address, and which are taken up in Chapter 4: (i) conti-
nuity guarantees for services on which time-critical terrestrial functions
such as emergency communications, navigation augmentation, and dis-
aster mapping depend; (ii) segmentation and isolation between traffic
classes co-hosted on shared infrastructure; (iii) identification and dif-
ferentiated protection of assets whose disruption produces dispropor-
tionate downstream effects; and (iv) the availability of fallback capacity,
whether through multi-orbit redundancy, multi-bearer routing, or ter-
restrial backup, so that the loss of a single network does not entail the
loss of the service. These are characteristics that any instrument, such as
NIS2 as it stands, sector-specific Union legislation such as the forthcom-
ing EU Space Law, or operator-level technical governance, will have to
implement if the resilience of space-enabled services needs to match the
weight terrestrial critical functions now place on them.

In conclusion, this chapter shows that safeguarding space infrastruc-
ture is a prerequisite for protecting fundamental rights in the digital age.
The path forward demands the inclusion of humanitarian considerations
into technical governance, ensuring that resilience frameworks serve the
protection of human life, safety, and welfare.
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Chapter 3

Securing SATCOM user
segment: a survey on
cybersecurity challenges in
view of IRIS2

3.1 Introduction

Building on the vulnerabilities identified in Chapter 2, this chapter moves
from general infrastructure dependencies to a detailed assessment of the
SATCOM user and ground segment, illustrating how abstract risks ma-
terialize technically and operationally.

Here, we focus on SATCOM and, in particular, on the vulnerabilities
that the interaction between the user segment and the ground stations
can generate. These segments are often neglected and rarely considered
when discussing space cybersecurity policies, and only a few studies as-
sess the cyber vulnerabilities of the user segment. Given the complexity
of space infrastructure, attacks on such components have to be consid-
ered preferable for attackers, as the attack cost is significantly reduced
compared to other methods that aim at disrupting SATCOM. In contrast,
the results of such attacks could have the same disastrous impacts.
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The advent of the so-called new space broadened the use and appli-
cations of space technologies such as SATCOM [328]; these domains, once
reserved for a narrow audience, are expected to be widely employed by
several users and even, to bridge the digital divide as much as concern
access to the Internet. Studies in the field of SATCOM cybersecurity ex-
ist, and vulnerabilities in the field have been discovered by researchers.
However, the novelty brought by the new space paradigm (of which
IRIS2 can be considered as an example) has not yet been extensively and
deeply considered by researchers in terms of cybersecurity. Considering
the actual state of space infrastructure, an assessment of what should be
improved in cybersecurity is needed more than ever to build resilient fu-
ture constellations. When focusing on the specific user segment, current
literature is outdated or lacks a comprehensive view of different prod-
ucts. Moreover, little consideration has been given to understanding
whether existing standards and legal requirements currently meet the
threats that exist.

With this in mind, this paper aims to clearly define threats, under-
stand how they affect these systems, and identify how they propagate to
others. Then, we analyze how many such threats appear in vulnerable
modems in the wild, and start mapping laws and standards in the field
through a comparative approach, considering the development of IRIS2

constellation as background.
More precisely, this chapter addresses the following research ques-

tions:

• RQ1: What are the most common vulnerabilities to ground and
user segments in SATCOM, and what are the vulnerabilities in the
field?

• RQ2: What is the State of the Art of European and American stan-
dards and regulations in the field of space cybersecurity?

• RQ3: What are the best practices that stakeholders and entities in-
volved in the management and operation of SATCOM networks can
use? Why are these practices not implemented?
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We aim to provide insights into this crucial subject by drawing on
existing literature and case studies. More precisely, to address RQ1 the
chapter identifies the key cyber risks related to ground stations and user
segments, with a special focus on satellite modem vulnerabilities, in-
cluding unauthorized access, denial of service attacks, data breaches,
and supply chain vulnerabilities. As a case study, the chapter analyzes
the Viasat cyberattack carried out in February 2022 [538]. Moreover,
we use the Shodan search engine to investigate the exposure of satel-
lite modems and other components of satellite networks on the Internet.
To answer RQ2, we present and analyze guidelines and technical recom-
mendations in the field of SATCOM security defined by American and
European stakeholders. Then, we present a comprehensive outline of
the most effective practices for cyber risk management to address RQ3.
Finally, the chapter concludes with a discussion of future research direc-
tions and emerging trends. It should be noted that, despite the focus of
the research being SATCOM, the same considerations could be applied to
different kinds of space infrastructures such as Global Navigation Satel-
lite System [317] and Earth Observation [336] infrastructures. Our re-
search relies on a specific case study, as obtaining real-world scenarios
and empirical data on cyber incidents in the field can be extremely dif-
ficult due to underreporting by targeted organizations that prefer not
to disclose cyber incidents and their consequences, especially due to the
current geopolitical scenarios. We aim to address this limitation in future
research.

The rest of this chapter is organized as follows. In Section 3.2, we
present an overview of SATCOM describing its architecture, its main com-
ponents, user and ground segments, and technology which is typical of
this context. Section 3.3 presents the study of the Viasat attack, describ-
ing the vulnerabilities used by the attackers and the consequences of the
attack. In Section 3.4, we provide a general overview of the common vul-
nerabilities and mitigations in SATCOM, focusing on user terminals. In
Section 3.5, we present the results of our Shodan research about satellite
network components that are accessible through the Internet and that
have vulnerabilities. Section 3.6 presents and analyzes guidelines and
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technical recommendations in the field of SATCOM security defined by
American and European stakeholders. In Section 3.7 we discuss some
lessons learned and best practices that all the actors involved in manag-
ing, administering, and functioning space infrastructure should imple-
ment. Finally, Section 3.8 compares our work with the relevant litera-
ture, and Section 3.9 draws some conclusions illustrating possible future
research directions.

3.2 An overview of SATCOM technology

SATCOM could be defined as the technology that utilizes communica-
tion satellites orbiting around the Earth to transmit information, mes-
sages, voice, video, and digital data from one point to another. The com-
munication satellites act as relays that receive signals from the Earth’s
terrestrial equipment, including fixed, mobile, and transportable termi-
nals, and re-transmit them back to the receiving station on Earth with-
out the need for physical cables or infrastructure [329]. Here, we mainly
focus on SATCOM as this technology is crucial to the world’s telecom-
munications infrastructure. Indeed, it represents most of today’s satellite
infrastructures, and its application ranges in various fields during the
past 50 years, including radio broadcasting, weather forecasting, mili-
tary, and government communications. While ground communication
systems have received the majority of attention from academia and in-
dustry in recent years, corporate endeavors by top technology compa-
nies like SpaceX, Google, and Amazon have reignited interest in satellite-
based systems. In particular, satellites are being used to deliver services
in a range of new application domains, e.g., to reach remote areas with
unparalleled connectivity (in terms of bandwidth and cost) or to sup-
port Internet of Things (IoT) devices with low power requirements [421].
Thus, recent commercial actions unmistakably point to SATCOM as one
of the most significant enabling technologies for aiding the construction
of the impending sixth-generation (6G) networks [438]. It thus appears to
have a promising future based on its business-related driving forces. Ac-
cording to a specialized study report by Market Research Future (MRFR),
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the SATCOM market will reach USD 41,860 Million by 2025 with an 8.40%
Compound Annual Growth Rate (CAGR) [453].

3.2.1 SATCOM architecture

A SATCOM system’s communication architecture can be divided into
three main components (see Figure 1): the space segment, the ground seg-
ment, and the user segment. The space segment includes the Satellite to
Satellite (SS) and the Satellite to Ground (SG) links. It can comprise Geo-
stationary Equatorial Orbit (GEO), Medium Earth Orbit (MEO), and Low
Earth Orbit (LEO) satellites deployed for various applications such as
navigation, data connectivity, television broadcasting, radio broadcast-
ing, imaging, and broadband Internet. Moreover, SATCOM technologies
are often used in military and defense communication systems. The main
difference between military and commercial can be observed in the orbits
and frequencies.

The most commonly used frequency bands for SATCOM include L-
band (1-2 GHz), C-band (4-8 GHz), Ku-band (12-18 GHz), Ka-band (26.5-
40 GHz), and Q/V-band (30/40-50 GHz). L-band is commonly used for
satellite phone and low data rate communication, while C-band is used
for satellite TV broadcasting and government/military communication.
Ku-band is used for high-speed Internet and satellite TV broadcasting,
while Ka-band is used for high-speed Internet and military communica-
tion. Q/V-band is a relatively new frequency and is under test for future
satellite communication systems. The choice of frequency depends on
factors such as signal propagation, available bandwidth, and regulatory
restrictions. The above-mentioned details are crucial when considering
SATCOM cybersecurity, as satellite radio frequencies can be affected by
various cybersecurity risks, including intentional jamming, eavesdrop-
ping, data injection, and spoofing [494]. In the case of jamming, an at-
tacker transmits a signal to interfere with the communication between
the satellite and the ground station. In contrast, eavesdropping involves
attackers intercepting the data transmitted between the satellite and the
ground station. Data injection attacks can also occur when attackers send

35



false data to the satellite, causing it to behave unexpectedly. Lastly, an-
other cybersecurity risk that affects satellite radio frequencies is spoofing.
Spoofing refers to transmitting fake signals that mimic legitimate signals
to deceive the receiver. This can lead to the unauthorized access of satel-
lite communication and the manipulation or destruction of satellite data.
Spoofing can also be used to create false images or maps, which can mis-
lead military and civilian decision-makers [250]. It is a difficult attack
to detect and defend against, as the spoofed signal can closely resemble
a genuine signal. The consequences of successful spoofing attacks can
be severe, especially in the case of critical satellite systems such as those
used in military operations or emergency response situations. However,
here we do not consider satellite radio frequency vulnerabilities. We re-
fer the interested reader to the large literature on this topic [561]. To un-
derstand the importance of a cyber-secure ground infrastructure is thus
necessary to analyze the architecture of this component.

3.2.2 The ground segment

The ground segment enables communication between the satellites and
user terminals. It includes dedicated Gateway stations, namely Satel-
lite Operator, infrastructures for control, and Network Operator, such as
the Network Control Centre (NCC), and the Network Management Cen-
tre (NMC) supporting the satellite access requests from users. Satellite
ground systems and receivers comprise several components: the earth
terminals and user receivers convert the satellite signal into useful data
for the user devices, such as modems, antennas, and mobile phones.
The ground segment contains the command and control system used to
maintain the satellites’ functionality and, in some cases, can also include
the launch segment. To manage LEO and MEO satellite constellations,
numerous ground stations are required across the planet to guarantee the
communications between satellites and users [419]. A standard ground
station requires various infrastructure and activities to ensure smooth
operations, which can be represented using a simplified value chain. The
ground station value chain refers to the sequence of interconnected activ-
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Figure 1: SATCOM architecture

ities and processes involved in the operation of ground-based infrastruc-
ture in satellite communication systems. It encompasses the entire life-
cycle of ground station operations, from initial setup and infrastructure
development to data reception, processing, and utilization.

The ground station value chain involves various stakeholders, in-
cluding satellite operators, ground station operators, equipment man-
ufacturers, and service providers. It encompasses a range of activities,
including the construction and maintenance of ground stations, deploy-
ment and alignment of antennas, signal reception and demodulation,
data processing and analysis, and the provision of value-added services
based on the received data. This value chain, known as the Ground
Segment value chain, comprises three primary blocks: upstream, mid-
stream, and downstream.

The three blocks of the Ground Segment value chain are further de-
tailed as follows [419]:

• The upstream block includes all the necessary hardware and soft-
ware that facilitate mission operations, such as antennas, modems,
and radio equipment, the launch facility, and the ground networks
that provide connectivity among all the ground segment elements.

• The midstream block comprises all activities that support mission
operations. It comprehends the control center and the IT facility,
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performing spacecraft and payload Telemetry Tracking and Con-
trol, downlinking signals, and retrieving data.

• The downstream block includes all activities performed once the
data is retrieved on Earth. This includes data storage, pre-processing,
such as error corrections and timestamps, and services based on
data analytics.

The Ground Segment can be further divided into two main categories
[571]: Ground stations for Tracking, Telemetry, and Control (TTC) and
Communications Ground Stations (CGS). TTC is crucial in maintaining
satellites’ proper orbits and monitoring their performance. Whereas com-
munications ground stations are responsible for processing and transmit-
ting various types of data, such as imagery and voice, and often serve as
a link to terrestrial networks. However, it is important to note that in
most cases, the ground-based terrestrial network interconnections com-
municate with the communications ground station and not directly with
the satellite.

3.2.3 The user segment

The second key element of SATCOM infrastructure is the user segment.
Apart from communications ground stations, numerous commercial user
terminals on the market can receive data downlinks and even transmit
data uplinks in some cases. For instance, GPS navigation devices often
found in cars and satellite TV dishes are examples of downlink-only user
terminals. In this last category, we also include other types of equipment
such as Very Small Aperture Terminals (VSAT) [110] and a new genera-
tion of user terminals, of which Starlink dishes [564] are one of the most
famous examples at the moment. The cybersecurity of these components
that are often closer to the end-users is the focus of this research.

ETSI’s Broadband Satellite Multimedia Working Group specified a
reference architecture for IP-based satellite networks [186]. However,
since we focus on the user segment, we can describe the architecture of
such a segment as organized into three main layers: the Access Layer, the
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Distribution Layer, and the Core Layer. The Access Layer connects end-
user devices, such as satellite terminals and modems, to the network and
provides the physical and logical interface between the user equipment
and the Distribution Layer. It may sometimes include additional equip-
ment, such as amplifiers and filters, to optimize the signal quality and
reliability. The Distribution Layer is responsible for aggregating traffic
data from the Access Layer and forwarding it to the Core Layer. It may
include routers, switches, and other devices providing connectivity and
managing network traffic. This layer also provides security and Quality
of Service (QoS) features to ensure that traffic is prioritized and routed
efficiently.

Lastly, the Core Layer transports traffic between different sites and
networks. It provides high-bandwidth connectivity and may use tech-
nologies such as Multiprotocol Label Switching (MPLS) [172] and Virtual
Private Networks (VPNs) to optimize traffic flow and ensure security. The
Core Layer also includes network management systems and other tools
for monitoring and controlling network performances.

The SATCOM user segment infrastructure generally consists of vari-
ous components that enable communication between the end-user and
the satellite. These components include:

• Antennas [120]: An antenna is used to transmit and receive signals
to and from the satellite. The antenna must be designed to operate
at the satellite signal frequency and accurately pointed toward the
satellite for optimal communication.

• Modems [274]: A modem modulates and demodulates the satellite
signal, and it is responsible for converting the digital signal from
the user’s device into an analog signal that can be transmitted over
the satellite and vice versa.

• Routers [562]: In a satellite communication network, routers man-
age data flow between different devices and networks and connect
user terminals, such as modems or other devices, to the satellite
network. They can also connect different networks, such as Lo-
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cal Area Networks (LANs) or Wide Area Networks (WANs), to the
satellite network.

• Transceivers [333]: A transceiver combines a transmitter and a re-
ceiver into a single unit and is used to transmit and receive signals
over the satellite.

• Amplifiers [72]: An amplifier boosts the strength of the transmitted
signal. This component is necessary to ensure the signal is strong
enough to travel long distances and penetrate through obstacles.

• Terminals [72]: A terminal is the user’s device connected to the
SATCOM system. It could be a laptop, phone, or any device capable
of sending and receiving digital signals.

• User Management Systems [367]: A user management system man-
ages the system’s users, taking care of authentication, authoriza-
tion, and accounting of users.

• Operations Support Systems [163]: An operations support system
monitors the system’s performance, identifying and resolving any
issues that may arise and ensuring that the system operates at max-
imum efficiency.

These components work together to provide reliable and efficient com-
munication between the user and the satellite. They may be integrated
into the same hardware, depending on the product. As mentioned above,
the user segment includes terminals such as satellite mobile phones, ships,
and airplanes. These devices can communicate with satellites via the link
between the ground segment and the user segment, such as the forward
link, whereas they can use any communication technology to interact
with the gateways. The forward link consists of an uplink (base station
to satellite) and a downlink (satellite to mobile user). Some constellations
like Iridium, Globalstar, Thuraya, and Inmarsat [95] allow a direct con-
nection of the user handsets to the satellites using the User to Satellite
(US) link that typically uses frequencies in the L-band [95].
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For this research, one of the main components to be considered is the
satellite modem, which converts digital signals from a computer or an-
other device into analog signals that can be transmitted via satellite, and
vice versa. Satellite modem communication protocols are the standards
and rules that govern the communication between the antenna and the
satellite modem and between the modem and the Ground Station Net-
work. Several protocols exist, the most common include [456]:

• Ethernet [338]: It is a standard communication protocol to commu-
nicate over a cabled network. In SATCOM, it allows communication
between the satellite modem and other devices, such as routers or
switches.

• TCP/IP [303]: They are standard protocols for exchanging data
over the Internet. In SATCOM, they are commonly used to enable
communication between the satellite modem and ground-based net-
works or devices.

• Simple Network Management Protocol (SNMP) [360]: It is a stan-
dard protocol to manage and monitor network devices. In SAT-
COM systems, it is often used to monitor the performance of the
satellite modem and other network devices.

• Telnet [131]: It is a standard protocol to establish a remote terminal
connection between a client and a server. In SATCOM, remote users
can access ground-based equipment and services.

• Secure Shell Protocol (SSH) [233]: Like Telnet, SSH provides a ter-
minal connection between a client and a server. However, unlike
Telnet, SSH uses encryption and authentication to secure the con-
nection and protect against unauthorized access and data intercep-
tion.

• TR-069 Protocol [538]: Several SATCOM modems use it to manage
and control remote terminals. It allows automatic configuration
and management of devices, firmware upgrades, and fault diag-
nosis. The protocol also enables communication between the mo-
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dem and a remote management system, enabling centralized con-
trol and monitoring of the modem’s performance.

The protocols above are the most common ones that may be used
in SATCOM modems and routers. Actually, the specific protocols used
can vary depending on the specific system and application. Addition-
ally, some proprietary protocols may be used for controlling the satel-
lite modem and antenna, such as the iDirect protocol used by iDirect
modems [309] or OpenAMIP, an IP-based protocol that facilitates the ex-
change of information between an Antenna Controller Unit and a satel-
lite [255]. Other key components that are often integrated into this com-
plex infrastructure are VPN appliances that are commonly used in the
ground infrastructure to connect remote users to the network securely.
These appliances are designed to provide high levels of security and re-
liability, but, as discussed in the following section, they are not immune
to cyber-attacks.

Finally, it should be considered that attacks can be launched in any
of the segments mentioned above. In light of this, the user and ground
segment should be properly guarded, and all communications coming
from the satellite should be kept secure, regardless of its location.

3.3 From theory to practice: the attack to Viasat

3.3.1 Chronology of the attack

On February 24th, 2022, the satellite communication service provider Vi-
asat experienced an outage of its KA-SAT Network due to a malware
wiper attack that disabled thousands of end-user terminals [538]. Ac-
cording to a press release published by the same Viasat, the attack was
not addressed to the KA-SAT satellite, but to a “consumer-oriented parti-
tion of the KA-SAT network” [538], namely, Internet modems Tooway, Surf-
Beam2, SurfBeam2+. The attack, however, was not limited to Ukraine
and had severe consequences on users, causing ripple effects across Eu-
rope. Indeed, not only thousands of customers in Ukraine, including the
Ukrainian Government, army, and security services, were impacted, but
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also tens of thousands of users of other satellite broadband services suf-
fered outages. In France, around 9,000 subscribers of the satellite broad-
band service NordNet’s [114] were affected, as well as almost 15.000 sub-
scribers of the British broadband provider BigBlu [493] were impacted in
Germany, France, Hungary, Greece, Italy, and Poland. The attack also
damaged the German energy company Enercon [178], as remote moni-
toring and control access to its 5,800 wind turbines became unavailable
due to its SCADA system relying on the KA-SAT network. Some satellite
modems became unusable without the possibility of being repaired or
updated remotely, resulting in thousands of customers being left without
an Internet connection for weeks [432]. Weeks later, Enercon stated that
there were “difficulties with the availability of the hardware” with the
supplier of the modems [178]. According to Viasat, the attacker did not
access end-user data and devices such as computers or mobile phones,
and the KA-SAT satellite and its ground stations were not compromised,
damaged, or involved in the attack. Interestingly, this part of the net-
work is owned by the U.S. company Viasat but operated by Eutelsat’s
subsidiary Skylogic. In particular, the attack appears to have taken place
in two main phases [432]:

• A Denial-of-Service (DoS) attack was carried out on the Viasat In-
ternet modems located mostly in Ukraine and Germany. Attack-
ers exploited a vulnerability in the authentication mechanism of
modems, enabling them to gain unauthorized access to the infras-
tructure’s ground and user segments. This attack disrupted satel-
lite communication services, requiring several days to restore them
fully.

• Attackers exploited a vulnerability in the VPN appliances of Sky-
logic, which seems to be Fortigate’s [432], an American multina-
tional corporation that develops and sells cybersecurity solutions.
They entered the ground network management segment of Viasat’s
KA-SAT network and gained control through a lateral movement.
Once into the management section, attackers executed a series of
commands uploading a wiper malware in the network and erasing
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the hard drive of ViaSat modems.

The attack targeted the satellite communication infrastructure’s ground
and user segment, affecting more than 15,000 users, including govern-
ment agencies and military organizations, resulting in many users being
unable to connect to the network. The alteration of the Viasat system
certainly caused considerable difficulties for the Ukrainian military and
government in the first hours of the conflict [62]. However, the effect on
the course of the conflict is difficult to estimate. In particular, since radio
signals were jammed during the first phase of the invasion, the Ukrainian
military relied on satellite communications to coordinate its troops. Sol-
diers were thus unable to use radios, and SATCOM was considered a
valuable alternative to communicate along the chain of command. Once
this infrastructure was compromised, operations coordination became
slower and more uncoordinated [62].

3.3.2 Analysis of the attack

The two-phase attack seemed to have been caused by vulnerabilities in
the Internet modems and the VPN appliances. On one side, the DoS
attack was caused by a “misconfiguration in the management section of the
satellite network” [429]. It is suspected that the attackers were able to gain
unauthorized access to a Ground Station, particularly the ’Element Man-
agement’ section, which is synchronized across multiple gateways. They
likely exploited a legitimate control protocol [444], such as TR-069, that
seems to have been employed by Viasat, to issue a command to deliver
a malicious firmware update to the terminals. One possible method for
carrying out this attack is using VLAN-based attacks. However, the en-
tity managing this management section has not been disclosed, as well as
what exactly this management section is. Some security analysts pro-
posed that the Viasat SurfBeam Internet modems were probably config-
ured through the TR-069 protocol, and an unpatched vulnerability in this
protocol could have allowed hackers to perform the DoS attack [432].
According to security researcher Ruben Santamarta, the TR069 ’APP IN-
STALL’ feature could have been the way through which hackers wiped
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the modems [432]. Through this feature, attackers implemented func-
tionalities that enabled the access control system to install arbitrary bina-
ries on the modem without requiring signature verification or a complete
firmware upgrade [432]. The TR-069 protocol is often used to manage
Customer Premises Equipment (CPE) devices such as routers, modems,
and gateways. In the case of Viasat however, it is unclear the vulnerabil-
ities that were exploited.

On the other side, the second phase of the attack, which resulted in ac-
cess to the management section, was carried out, probably exploiting al-
ready known vulnerabilities. It seems that Fortinet, the VPN appliances
provider of Skylogic, has been affected by relevant data breaches [62]. In
November 2021, Fortinet learned that a malicious actor disclosed around
500.000 SSL-VPN access information from 87,000 FortiGate SSL-VPN de-
vices. These credentials were obtained from systems that remained un-
patched against FG-IR-18-384 / CVE-2018-13379 at the time of the ac-
tor’s scan [237]. This CVE, due to an Improper Limitation of a Pathname
to a Restricted Directory (”Path Traversal”) in various Fortinet prod-
ucts [108] under SSL VPN web portal, allowed an unauthenticated at-
tacker to download system files via specially crafted HTTP (Hypertext
Transfer Protocol) resource requests. The credentials were leaked in two
Russian-speaking forums, namely Groove and RAMP [54]. In March
2021, the Federal Bureau of Investigation (FBI) and the Cybersecurity
and Infrastructure Security Agency (CISA) observed Advanced Persis-
tent Threat (APT) actors scanning devices on ports 4443, 8443, and 10443
looking for CVE-2018-13379 and enumerating devices for CVE-2020-12812
and CVE-2019-5591 [229]. Thus, already in 2019, these vulnerabilities
were well known, and in 2021 the FBI and CISA warned about the mali-
cious activity of hackers targeting these vulnerabilities in a Joint Cyber-
security Advisory. Even if Fortinet promptly patched them, neither Sky-
logic nor Viasat signaled them to their customers. The stolen credentials
of these VPN appliances were thus probably the entry point of hackers
in the network [432].
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3.3.3 Lessons learned

Although all the details about the attack are still unclear, the incident
presents a unique opportunity for the entire sector, both commercial and
governmental, to acquire useful insights and learn how to avoid similar
disruptions. The attack could be considered one of the most significant
publicly known against a space system so far. Furthermore, as noted by
Boschetti et al. [62], the incident took place hours before the start of the
Russian invasion of Ukraine in February 2022, indicating the potential
utilization of a cyberattack as an initial act, having significant implica-
tions within a military context. Additionally, Viasat’s dual-use paradigm,
serving as both a commercial and military asset, adds complexity to the
incident and indicates trends for future attacks as the space sector con-
tinues to commercialize.

The attack should be considered by European Stakeholders, espe-
cially in this historic moment since the European Union’s decision to pro-
vide itself with a multi-orbit Satellite constellation for Communications,
the IRIS2 . SATCOM and GovSATCOM, in particular, have demonstrated
to be essential technologies to rely upon in critical scenarios such as con-
flicts, natural disasters, terroristic attacks, and in general, every time
different means of communication are needed. The Viasat attack high-
lighted the need for a reliable SATCOM infrastructure. Still, we should
not take for granted that the issues raised by the attack will be trans-
posed in future policies and guidelines. The attack demonstrated that
commercial satellites are not as reliable as military ones, even if they are
often used for the same purposes as in Ukraine. Given the vulnerability
of commercial satellites, an attack against these constellations could po-
tentially provoke more disastrous consequences than an attack on a mili-
tary satellite infrastructure, where risk management and risk assessment
policies are always well-defined and implemented. A clear vulnerabil-
ity shown by the attack is the complexity of commercial space services.
In the considered case, various companies were the owners and oper-
ators of the space, ground, and user segment and were distributed in
different countries and thus under different jurisdictions. Moreover, the
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architecture of these systems includes different IT service providers such
as Fortinet. This complexity implies different levels of not only vulnera-
bilities but also responsibilities regarding the security of the system. The
Viasat case study shows how attackers can take advantage of trust re-
lationships and access privileges between space companies and their IT
subcontractors to gain access to networks: attackers exploited the con-
nection between VPN provider and Skylogic, to gain access to Viasat’s
network.

It should be kept in mind that while regulatory compliance should
serve as a baseline, relying solely on a compliance-focused security ap-
proach falls short due to minimum standards, outdated requirements,
and a one-size-fits-all mentality. The SATCOM sector, like many others,
necessitates a comprehensive risk management strategy, evaluating risks
from various sources. The evaluation of third-party cybersecurity risks,
especially IT service providers and significant suppliers, is crucial before
onboarding [48]. Continuous security goes beyond initial assessments,
requiring contractual obligations, ongoing monitoring, compliance man-
agement, and data use restrictions. What is needed in the industry is
a shared security model that dispels the misconception that security is
solely the responsibility of one of the parties involved in the architecture.
The future of third-party risk management involves growing complex-
ity, demanding automation, threat intelligence, and an always-on risk
management mindset. Cyber Third Party Risk Management (C-TPRM)
can involve both intrusive methods like penetration testing and non-
intrusive methods that synthesize publicly available information [321].
While it is an emerging field, a range of methodologies are being ex-
plored to create an effective and efficient system for managing third-
party cybersecurity risks[423].

In conclusion, the primary focus of the attack analysis should be on
the possible security vulnerabilities that can arise from the intricate whole-
sale operations involved in a satellite infrastructure. This complexity ex-
tends down the chain to ground station operators, satellite service providers,
distributors, and resellers, all requiring some level of access to provide
their services. It is exactly the integration of these various components
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that present the highest security challenges. This also raises legal con-
cerns about the cybersecurity responsibilities and minimum requirements
that providers must impose on their subcontractors. Commercial actors
that decide to provide services to specific categories of users, such as
governments and the military, should consider that their business could
be significantly threatened, and their risk assessment and threat model
should be reevaluated. All these considerations should translate into a
higher budget dedicated to cybersecurity in cases of specific users. The
concept of satellites as a single point of failure for multiple sectors is
probably the most relevant issue highlighted by the attack. The prop-
agation of the DoS to modems used in different sectors and countries
showed the threat that a non-segmented network could provoke. Es-
pecially when designing IRIS2 , which will probably rely upon a mix
of commercial already existent SATCOM infrastructures and new ones,
the EU stakeholders should reconsider the dual-use of these technolo-
gies. The non-separation will automatically lead to a higher likelihood
of propagation in case of attacks. Even the distinction between military
and civilian when discussing SATCOM, but in general satellite infras-
tructures, should be considered outdated. Given the reliance of many
ground-based critical infrastructures on space-based ones, not only for
connectivity but also for synchronization, commercial space companies,
in the case they are providing services to specific users, should grant
the same security as military infrastructures and be audited in the same
way. This is even more important considering the European tendency to
foster the commercialization of space. In the case of Ukraine, the coun-
try relies totally on foreign space infrastructures for its military opera-
tions, this significantly reduced its capacity to implement military strate-
gies autonomously. Various commercial satellite service providers, such
as Starlink [424], Maxar [50], and BlackSky [283], allowed the country
to use drones and collect intelligence for defense and attack campaigns.
Nevertheless, it is advisable to exercise caution when assigning military
capabilities to commercial operators, and this consideration should be
extended to encompass all services that are in any way linked to civil
security and defense.
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3.4 SATCOM user segment: vulnerabilities and
mitigations

Information regarding the technical aspects of SATCOM user segment
vulnerabilities, breaches, and mitigation strategies for systems and net-
works are often unavailable. It appears that most of the industry and ser-
vice providers have been reluctant to disclose technical details of security
breaches to the public. This section aims to provide a general overview
of all the common vulnerabilities in SATCOM networks, particularly user
terminals, and review mitigation techniques and strategies for their re-
duction.

3.4.1 Context

From the viewpoint of an attacker aiming to compromise satellite net-
works, the user segment represents a cost-efficient attack. As the ViaSat
case demonstrated, the disruption caused by compromising a small por-
tion of the network cannot be ignored. From the user segment, an at-
tacker can move laterally in the network and maybe even take control of
the entire command-and-control system. This happened in the 90s when
attackers acquired access to the flight control system of NASA’s Goddard
Space Flight Center [240] and exposed the ROSAT telescope sensors to
the sun, causing the inoperability of the satellite. In recent years how-
ever, with the increase of commercial ground stations and with the intro-
duction of the concept of Ground Station as a Service [62], these kinds of
attacks increased in their frequency and their complexity [227]. To gain
access to the component of a satellite or information about a company,
attackers previously faced high barriers due to the complexity and cost.
However, with the rise of new space companies, which are more com-
municative about their systems’ supply chain, contracts, and employ-
ees, malicious actors may obtain critical information useful to support
their malicious activities. Additionally, modern space systems increas-
ingly rely on cheaper Commercial Off-the-Shelf (COTS) components and
standardized hardware and software, making it easier for potential at-
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tackers to purchase and search for vulnerabilities. This also means that
if a vulnerability is found in one COTS component, all satellites using
that component are vulnerable. Ground stations are thus vulnerable to
cyber-attacks, which could compromise the confidentiality, integrity, and
availability of critical space-based systems and operations. On January
2023, the Chief of Space Operations, U.S. Space Force Gen. B. Chance
Saltzman, speaking at the Air and Space Forces Association Board of Di-
rectors meeting in Arlington, VA, highlighted that “Satellites in space are
not useful if the linkages to them and the ground network that moves the infor-
mation around what you get from satellites is not assured, is not capable, is not
accessible. The cyber activity that has hurt satellite operations is a reminder that
we should think about cyber protection of our ground networks [30].“

3.4.2 COTS Components and their risks

In recent years, the increasing reliance on COTS components in satellite
communication systems has raised cybersecurity concerns. While COTS
components can offer cost savings and improved performance because
of their wide availability on the market, their integration into SATCOM

systems creates a significant cybersecurity challenge. Since these com-
ponents are not specifically designed for any particular application, they
may not have undergone rigorous security testing and certification pro-
cesses necessary for use in SATCOM systems. A list of COTS typically
used in SATCOM networks follows:

• Modems: COTS modems are commonly used in SATCOM systems,
however, they can be vulnerable to attacks such as denial of service,
unauthorized access, and data interception. For example, attack-
ers can exploit software vulnerabilities in the modem’s firmware to
gain unauthorized access to the network or launch a DDoS attack
by flooding the modem with traffic. Examples of these modems
are: iDirect Evolution X7, Hughes HX200, Comtech EF Data CDM-
625 Advanced Satellite Modem, ViaSat MD-1366/U Advanced Ex-
tremely High Frequency (AEHF) Satellite Modem, Newtec Dialog
MDM6000, Advantech Wireless AMT-75 HT Satellite Modem, Gilat
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SkyEdge II-c, GRC RP-1G, SWE-DISH IPT Suitcase 1.3M Ku-Band
Flyaway Terminal, Datum Systems M7S Modem, ND SatCom SKY-
WAN 5G, Advantech Wireless AMT-83L High-Speed Satellite Mo-
dem.

• General Purpose Processors (GPPs): GPPs are often used in satel-
lite payloads and ground stations to perform signal processing and
data encryption tasks. However, these processors are not specif-
ically designed for satellite applications and can be vulnerable to
side-channel attacks. For example, an attacker could use a power
analysis attack to extract sensitive information from a GPP by an-
alyzing its power consumption. Examples of GPP used in Satellite
Systems are: ARM-Cortex-M/R and other MMU-less devices.

• Operating Systems (OS): Common operating systems such as Win-
dows and Linux are often used in SATCOM systems due to their
wide availability and versatility. However, these operating systems
are not designed with satellite-specific security considerations and
may contain vulnerabilities attackers can exploit. For example, an
attacker could use a buffer overflow attack to exploit a vulnerabil-
ity in the OS and gain unauthorized access to the system.

• Wireless Communications: SATCOM systems rely on wireless com-
munication links between satellites, ground stations, and user ter-
minals. However, these wireless links are vulnerable to intercep-
tion and interference by attackers. For example, an attacker could
use a software-defined radio to intercept and decode the wireless
communication signals or launch a jamming attack to disrupt the
communication link.

The use of COTS components also poses supply chain risks. These
components are often manufactured overseas, and the supply chain may
not be secure. Attackers can exploit vulnerabilities in the supply chain
to introduce malicious components into a system, compromising its se-
curity. Implementing robust security controls to mitigate the cyberse-
curity risks associated with COTS components is essential. These con-
trols should include secure supply chain management, rigorous security
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testing, certification processes, continuous monitoring, and threat intelli-
gence. The use of COTS components in critical SATCOM systems should
be limited. Government and commercial actors should prioritize using
components that have undergone rigorous security testing and certifica-
tion.

3.4.3 Common vulnerabilities and mitigations

The cybersecurity challenges faced by the SATCOM user segment are rel-
atively new but require comprehensive measures to ensure the integrity
and confidentiality of communications. By understanding these vulner-
abilities and implementing appropriate measures, organizations can en-
hance the security posture of their SATCOM networks and protect against
potential threats. To mitigate cyber risks, various strategies and technolo-
gies can be employed. Table 1 explores some of the most common vul-
nerabilities and attacks on SATCOM systems and provides some guide-
lines on how to mitigate them. Although the table is non-exhaustive, it
describes well how exposed SATCOM systems are to cyber threats. The
content of the Table 1 will be further explained in the following section.

In the last years, as costs reduced and attacks increased, several user
terminals started being targeted, and vulnerabilities being actively ex-
ploited [406]. Table 2 on the other side provides some examples of vul-
nerabilities discovered in popular SATCOM user terminals. Understand-
ing these vulnerabilities is essential to develop effective cybersecurity
strategies to protect satellite systems from potential cyberattacks. Note
that the list does not include all those vulnerabilities that affect the other
components of the ground segment, such as switches, firewalls, and VPN
appliances that are no less critical in the SATCOM infrastructure.

Satellite communication networks are extremely vulnerable to attacks
from adversaries who target satellite user terminals, as many lack the
same protections commonly found in terrestrial modems/routers. As
with any networked device, satellite modems are susceptible to cyber-
attacks. Cybercriminals can attempt to exploit vulnerabilities in the de-
vice’s firmware or software to gain unauthorized access, intercept data,
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Table 1: Vulnerability/Attack and Mitigation

Vulnerability/Attack Common mitigations/recommendations
Lack of Encryp-
tion • Use network encryption solutions such as IPsec or TLS VPNs.

• Apply mutually authenticated, encrypted TRANSEC down to vendor-
proprietary protocols.

• Use point-to-point communications over IKE/IPsec-encrypted VPNs.
Weak Authentica-
tion / Lack of Ac-
cess Control

• Implement strong passwords and multi-factor authentication.
• Employ RBAC and ABAC access controls.
• Implement firewalls and network segmentation.
• Change all default credentials.
• Use intrusion detection and prevention systems.
• Apply a need-to-know access policy.

Vulnerabilities
in Software and
Firmware

• Keep systems updated with the latest security patches.
• Acquire updates only from trusted sources.

Cross-Site Script-
ing (XSS) • Use input validation and output encoding.

• Apply Content Security Policy (CSP).
Brute-Force At-
tacks • Implement rate limiting.

• Use strong, unique passwords.
• Enforce two-factor authentication.
• Use CAPTCHA or similar techniques.

Jamming
• Employ frequency-hopping techniques.
• Use anti-jam antennas and polarization diversity.
• Deploy commercial anti-jamming solutions.

Denial of Service
(DoS) • Deploy intrusion detection and prevention systems.

• Use commercial DoS protection solutions.
Malware and
Virus • Employ antivirus and antimalware solutions.

• Apply network segmentation.
Physical Threats

• Ensure physical security of SATCOM equipment and facilities.
• Use tamper-evident seals and secure containers.
• Deploy surveillance and monitoring systems.
• Use hardened and ruggedized equipment.
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or for other malicious activities (see Table 2 for some examples). Satel-
lite routers have been known to present an attack surface through their
administrator interface and have been secured through better password
protection and browser policies. However, as new satellite Internet providers
become more prevalent, new routers are often designed without mitiga-
tions against vulnerabilities already common in terrestrial routers. More-
over, since the router is part of a physical system that often includes the
antenna, securing the admin interface is of greater importance. Attacks
on the admin interface can affect the antenna’s physical state, resulting in
a denial of service and damage to the antenna’s motors and other hard-
ware through overuse.

Table 2: Examples of terminal vulnerabilities

Terminal CVE Description
Starlink Satellite Modem See reference [463] Fuzzing to uncover a denial-of-service at-

tack on the Starlink user terminal
Newtec Dialog MDM6000 ZSL-2016-5359 [134] The terminal suffers from cross-site

scripting vulnerability. This can be
exploited to execute arbitrary HTML and
script code in a user’s browser session in
the context of an affected site.

Hughes Network Systems
9201, 9450, and 9502

CVE-2013-6035 [135] The terminal does not require authentica-
tion for sessions on TCP port 1827, which
allows remote attackers to execute arbi-
trary code via unspecified protocol oper-
ations.

NETGEAR Orbi Tri-Band Busi-
ness WiFi Add-on Satellite,
(SRS60) AC3000 V2.5.1.106,
Outdoor Satellite (RBS50Y)
V2.5.1.106, and Pro Tri-Band
Business WiFi Router (SRR60)
AC3000 V2.5.1.106

CVE-2020-
11549 [136]

The root account has the same password
as the Web-admin component. Thus, by
exploiting CVE-2020-11551, it is possible
to achieve remote code execution with
root privileges on the embedded Linux
system.

Hughes Network Systems
Router Terminal for HX200
v8.3.1.14, HX90 v6.11.0.5,
HX50L v6.10.0.18, HN9460
v8.2.0.48, and HN7000S
v6.9.0.37

CVE-2023-
22971 [137]

Cross-site scripting vulnerability in
Hughes Network Systems Router Termi-
nal allows unauthenticated attackers to
misuse frames, include JS/HTML code
and steal sensitive information from
legitimate users of the application.

In the context of router security, the TR-069 protocol is often used to
manage Customer Premises Equipment (CPE) devices such as routers,
modems, and gateways. Like any network protocol, it carries potential
cybersecurity risks [66], among which:

• Authentication vulnerabilities: The protocol authentication mech-
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anisms may be susceptible to brute-force attacks or other forms of
exploitation, which can allow unauthorized access to CPE devices.

• Malicious firmware updates: The TR-069 protocol allows to re-
motely update the firmware. Attackers can exploit this feature to
upload malicious firmware to devices, which can be used to steal
sensitive data or conduct other malicious activities.

• Network reconnaissance: The protocol allows retrieving device in-
formation, such as serial numbers, firmware versions, and hard-
ware specifications. Attackers can use this information to conduct
reconnaissance on the network and identify potential vulnerabili-
ties.

• Denial-of-service attacks: The TR-069 protocol uses HTTP-based
communication, which can be vulnerable to denial-of-service (DoS)
attacks: attackers can flood the device with HTTP requests, which
can overwhelm the device and render it unusable.

• Man-in-the-middle attacks: The TR-069 protocol does not provide
end-to-end encryption and authentication, allowing attackers to
intercept and manipulate traffic between the CPE device and the
management server.

While these are potential risks, the actual exploitation will depend
on the specific implementation and configuration of the TR-069 proto-
col within an organization’s network. Proper security controls and risk
assessments should be conducted to mitigate these risks.

3.5 Looking for unpatched satellite networks in
the field

In this section, we perform an on-field investigation of vulnerabilities
within satellite communication SATCOM systems. We exploit the Shodan
search engine [232] to investigate the exposure of satellite modems and
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Table 3: A summary of the vulnerable devices found by Shodan

IP Device Organization /
ISP (Country)

Org. Rev-
enues ($)

Country/City Vulnerabilities Ports

82.205.*** N/A Horizonsat FZ
LLC (UAE)

6.2 M Germany
Nieder-
dorla

CVE-2020-
15778 -
CVE-2021-
36368

22, 161

161.30.*** N/A INMARSAT
GLOBAL LIM-
ITED (UK)

1.2 B 7 United
Kingdom
Houn-
slow

CVE-2022-
31813 -
CVE-2020-
1927 -
CVE-2021-
4044

21, 22,
23, 443

165.220.*** Router
MikroTik

ViaSat,
Inc./ViaSat,
Inc. (USA)

2.78 B Germany
Frankfurt

CVE-2022-
22707 -
CVE-2019-
11072 -
CVE-2018-
19052

161 -
9997,
10000

219.215.*** Server COLT Technol-
ogy Services
Group Limited
/ Viasat SPA
(UK)

1.2 B Italy/Milan CVE-2009-
4444 - CVE-
2009-2521 -
CVE-2008-
1446

21, 80

62.145.*** Newtec
DVB-S
L-band
Satellite
Modulator
NTC/2180.xA

Satellite Medi-
aport Services
Ltd. (UK)

>5 M United
Kingdom
Rugby

N/A 80, 161

80.75.*** Newtec
ntc7102

YAHSAT
FRANKFURT
(UAE)

206 M Germany
Oberas-
bach

N/A 80, 161

84.11.*** Comtech EF
Data CDM-
570L/IP L-
Band Satel-
lite Modem

IABG Teleport
GmbH (DE)

265 M Germany
Munich

N/A 161

188.*** Gilat Mo-
dem

PRIVATE
JOINT STOCK
COMPANY
DATA-
GROUP/SKYLOGIC
S.P.A. (NA)

NA Ukraine/KyivCVE-2021-
40438 -
CVE-2022-
37436

161

82.20.*** MikroTik
Router

Horizonsat FZ
LLC (UAE)

6.2 M Germany
Nieder-
dorla

N/A 22, 23,
53, 80,
2000,
8291,
8728

82.205.*** N/A Horizonsat FZ
LLC (UAE)

6.2 M Germany
Nieder-
dorla

CVE-2022-
36760 CVE-
2022-28615
CVE-2022-
30556 CVE-
2023-25690

22, 80,
443

78.41.*** Cisco ASR
1000 Series
Aggre-
gation
Services
Router

MPLS Euro-
pean Backbone
1 of Phibee-
Telecom/Phibee
Telecom SAS
(FR)

>5 M France/Paris N/A 121, 161
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other components of satellite networks on the Internet. Shodan is a pow-
erful tool for exploring Internet-connected devices and their associated
vulnerabilities. Shodan primarily focuses on network-level information
and allows discovering devices with open ports, publicly accessible ser-
vices, and exposed systems that may unintentionally disclose sensitive
information or present potential security risks.

In this chapter, we use Shodan for exploratory and confirmatory pur-
poses rather than a systematic measurement. This preliminary investi-
gation aims to verify whether the vulnerabilities identified in the liter-
ature and technical reports are observable in real-world deployments.
A more systematic, repeatable, and quantitative methodology for as-
sessing cyber exposure—based on structured data collection, scoring,
and cross-organizational comparison—is introduced in Chapter 7, where
these tools are integrated into a formal Risk Exposure Framework.

By using several search terms, including the names of SATCOM ser-
vice providers and names of commonly used satellite modems, we iden-
tified several SATCOM network devices that are accessible on the Internet
and that are vulnerable.

We performed our research on Shodan according to the following
methodology.

• We first consulted the websites of the major satellite modem man-
ufacturers such as Comtech [112], iDirect [285], Hughes [281], and
other databases containing technical specifications and listings of
hardware.

• Then, we performed Shodan queries containing both the models
of the modems and the names of the ISPs or operators that may
manage the infrastructure.

• By using specific keywords related to European Satcom service providers,
such as “Intelsat”, “Eutelsat”, “Iridium”, “Viasat”, “IABG”, “In-
marsat” and others, along with popular satellite modem names like
“iDirect”,
“Comtech”, “Hughes” and “Cobham”, we looked for potential vul-
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nerabilities and we assessed the risks associated with the exposed
devices.

We have narrowed the scope of research to equipment located in Eu-
rope and mainly in the Member States of the Union. This is because the
research aims at identifying SATCOM service providers that may fall un-
der the framework of European legislation such as NIS2 Directive.

However, as highlighted by the Viasat case study, the attack on a piece
of infrastructure outside the European Union’s borders can have con-
sequences on Member States, their economies, and security. Moreover,
despite these devices being located in Europe, some of the ISPs that man-
age them are in countries such as the UAE or the USA. This complicates
the enforcement of European standards and monitoring mechanisms as
well as weakens the application of fines in case of non-compliance with
European laws.

We collected data about open ports, ISP information, device charac-
teristics, and approximate location from Shodan’s results. We organized
the data in a tabular format to clearly overview the findings. The tabu-
lar representation allows for easy analysis and identification of potential
security risks of the exposed and unpatched satellite modems. Indeed,
by the open ports and signaled vulnerabilities, it is possible to assess the
level of risk posed by each device and determine the potential impact
on SATCOM users and industries. Identifying the device type was not
always possible solely based on the collected data. However, we tried
to categorize the devices whenever feasible by examining factors such as
open ports, response banners, and known vulnerabilities.

A short summary of the results of our Shodan search is Table 3. The
results reveal the presence of several satellite modems with unpatched
vulnerabilities used by different ISPs. Our results also reflect the diver-
sity of satellite communication infrastructure and the many vendors and
technologies involved. Each found device may have unique characteris-
tics and vulnerabilities, and various ISPs may have different approaches
to managing and securing their infrastructure. Understanding this diver-
sity is essential for implementing comprehensive security measures for
specific risks and challenges associated with different devices and ISPs.
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Table 3 provides a non-exhaustive list of the vulnerabilities that affect the
identified hardware. The vulnerabilities with the highest score are:

• CVE-2023-25690 [39]: Certain configurations of the Apache HTTP
Server from versions 2.4.0 through 2.4.55 may be vulnerable to HTTP
Request Smuggling, a technique for interfering with the way a web
application processes sequences of HTTP requests that are received
from one or more users. The vulnerability occurs when the proxy
module is enabled with certain RewriteRule or ProxyPassMatch
directives. These directives involve matching and inserting user-
supplied data into the proxied request using variable substitution.
Exploiting this vulnerability, an attacker can split or smuggle re-
quests, potentially bypassing access controls on the proxy server,
inadvertently proxying unintended URLs to legitimate origin servers,
and even poisoning the cache.

• CVE-2020-15778 [138]: the scp utility in OpenSSH version 8.3p1 is
vulnerable to a command injection. It allows for the execution of
arbitrary commands by exploiting backtick characters in the input
concerning the destination address. It is important to note that this
vulnerability is labeled as DISPUTED because the vendor has re-
portedly stated that they intentionally omit validation of “anoma-
lous argument transfers” to avoid breaking existing workflows.

• CVE-2022-31813 [139]: This vulnerability is in the web-based man-
agement interface of Cisco IOS XE Software and could allow an
unauthenticated, remote attacker with read-only privileges to exe-
cute arbitrary code with root privileges on an affected device.

The presence of multiple CVEs emphasizes the need for continuous
monitoring, prompt remediation, and ongoing security measures to pro-
tect satellite communication and the connected infrastructure. Using
such information on the vulnerabilities of each device, stakeholders can
prioritize their efforts and try to introduce mitigations to protect their
devices. This includes implementing regular patching and firmware up-
dates, conducting security assessments and audits, enforcing secure con-
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figuration practices, and promoting security awareness and training among
users and operators.

Our results show only a partial view of devices open to potential
threats, as many other modems from other SATCOM service providers
may be as well on the list. The NIS2 Directive will oblige these actors
to report cyber incidents and prepare business risk management strate-
gies. However, at the moment, even if issues relating to vulnerability and
patch management have been recognized as the basis for liability [324],
according to standards such as ISO/IEC 27002:2022 [478], in Europe as
in many other countries no explicit legal obligations exist for companies
to patch their products [358]. This may cause European stakeholders to
underestimate the potential impact of an attack on these networks on
national security. Moreover, according to the Cyber Resilience Act [192],
modems and routers that are not industrial, such as the ones used by
many satellite services providers, are class I products that pose minimal
security risks. However, as seen in this chapter, a lateral movement that
starts with an attack on these modems may generate a non-neglectable
security incident.

Based on these findings, future work could be carried out by per-
forming a detailed vulnerability assessment of the devices identified and
evaluating the potential risks that attacks such as lateral movements can
have on the identified infrastructures.

3.6 Build cybersecure space links: the US and
EU approaches

Operating a satellite is increasingly similar to administrating a computer
network, as SATCOM often relies on IP-based space links. However, un-
like servers, IP-based space systems have their “wires” open to the pub-
lic. This means that space systems, as listed above, have to deal with a
very broad spectrum of threats, from low sophistication as DoS/Jamming
to sophisticated root access gain attempts. For these reasons, cybersecu-
rity must be perceived as a must during the lifecycle of space systems
development. This requires a cultural shift for space companies. A holis-
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tic approach is needed to consider confidentiality, authentication, data
integrity, and availability. The United States and, to a certain extent, the
EU are moving in this direction, designing policies and recommenda-
tions to face the threats mentioned above. The following section analyzes
some guidelines and technical recommendations defined by American
and European stakeholders.

3.6.1 The NSA guidelines on SATCOM

According to a cybersecurity advisory published by the United States
National Security Agency (NSA) in June 2022 [12], the majority of the
SATCOM systems that include terminals, modems, and ground stations
should be considered as unencrypted wireless networks, given their lack
of encryption. These systems should not be relied upon even if they of-
fer virtual network separation capabilities because, in most cases, they
do not provide access control, separation, or confidentiality of sensitive
information as the devices mentioned in Table 2. The fact that these net-
works can be connected to the Internet makes them easily targetable for
remote attacks and exploitation. In the US, controlled unclassified infor-
mation (CUI) must be encrypted at least with commercial network en-
cryption solutions, including Internet Protocol Security (IPsec) or Trans-
port Layer Security Virtual Private Networks (TLS VPNs) [383]. To en-
hance the security of network infrastructures, the US National Security
Agency advises using encrypted services and recommends disabling all
clear text administration services such as Telnet, HTTP, FTP (File Transfer
Protocol), and SNMP (Simple Network Management Protocol) version
1/2. This measure helps prevent adversaries from easily accessing sen-
sitive information by intercepting network traffic [382]. Administration
services should be configured to use up-to-date protocols and have ad-
equate security settings enabled. For remote access to devices, SSH ver-
sion 2 is the recommended method. Additionally, HTTPS servers should
be configured to accept only Transport Layer Security (TLS) version 1.2
or higher to ensure encryption.

As for encryption, the National Institute of Standards and Technol-
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Table 4: CNSA Suite 2.0 Cryptographic Algorithms

Algorithm Function Specification Parameters
Advanced Encryption
Standard (AES)

Symmetric block ci-
pher for information
protection

FIPS PUB
197 [377]

Use 256-bit keys for all classifi-
cation levels.

CRYSTALLS-Kyber Asymmetric al-
gorithm for key
establishment

- Use Level V for all classifica-
tion levels.

CRYSTALLS-Dilithium Asymmetric algo-
rithm for digital
signatures

- Use Level V for all classifica-
tion levels.

Secure Hash Algorithm
(SHA)

Algorithm for com-
pute digests for in-
formation

FIPS PUB 180-
4 [378]

Use SHA-384 or SHA-512 for
all classification levels.

Leighton-Micali Signa-
ture (LMS)

Asymmetric algo-
rithm for digitally
signing firmware
and software

NIST SP 800-
208 [115]

All parameters approved for
all classification levels. SHA-
256/192 is recommended.

Extended Merkle Signa-
ture Scheme (XMSS)

Asymmetric algo-
rithm for digitally
signing firmware
and software.

NIST SP 800-
208 [115]

All parameters approved for
all classification levels.

ogy (NIST) released the guidelines SP 800-131A rev2 [380] and SP 800-
56A rev3 [381] for the use of cryptographic algorithms and the choice of
key lengths. These guidelines recommend that point-to-point communi-
cations over IP-based networks should use IKE/IPsec-encrypted VPNs
with certificates or pre-shared keys for peer authentication and a Diffie-
Hellman (DH) key exchange of at least 3072 bits or Elliptic Curve DH
(ECDH) keys of 384 bits or larger (groups 14, 15, 16, 19, or 20). In the
US, point-to-point communications should conform to CNSSP 15 stan-
dards [383] for National Security Systems (NSS). The CNSSP 15 is the
policy regulating commercial cryptographic algorithms’ usage for NSS.
It is updated periodically to incorporate the latest standards and pro-
cesses from CNSS and NSA. As of September 2022 (Ver. 1.0), the current
version specifies the CNSA Suite 1.0, and will soon be updated to in-
clude the CNSA Suite 2.0 and Quantum Computing algorithms [118].
The CNSA Suite 2.0 is detailed in Table 4.

As much as concerns key exchange, the NSA recommends avoid-
ing aggressive mode and using IPsec VPNs to provide mutual authen-
tication to both ends and secure the data in transit. TLS-based VPNs
should use similar cryptographic algorithms as the ones in Table 4, and
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multi-point encrypted VPNs can be used in architectures where many
point-to-point VPNs are unmanageable [330]. The NSA advises using
mutually authenticated, encrypted TRANSEC where encryption is ap-
plied to the outermost transmission protocol using an approved pseu-
dorandom keystream (AES 256) and key management scheme. More-
over, when using commercial satellite communications for mobile de-
vices, best practice guidance suggests avoiding descriptive naming con-
ventions and identifiers in device configurations to prevent external ac-
tors from easily identifying the devices and understanding their pur-
poses.

Regarding procurement, in May 2022, the Space System Command of
the United States approved the Infrastructure Asset Pre-Approval (IA-
Pre) Initiative [474] in collaboration with the Commercial Services Office
(CSCO). The initiative aims to enhance cybersecurity to reinforce CSCO’s
service evaluations and procurements for the Department of Defense
(DoD). The CSCO started accepting IA-Pre applications for a restricted
number of assets to perform assessments. The new initiative will replace
the outdated self-assessment process where commercial companies sub-
mit their system information through a questionnaire, and CSCO evalu-
ates it during acquisition. IA-Pre emphasizes on-site assessments for cy-
bersecurity compliance verification by third-party assessors authorized
by the U.S. Space Force Security Controls Assessor (SCA). The program
also focuses on effective safeguards application and validation and weak
point mitigation to decrease cybersecurity risks that may affect DoD mis-
sions that depend on CSCO for services. In the first phase, the US Space
Force Authorizing Official will evaluate the cybersecurity assessments
of the companies for approval as the industry progresses through the
IA-Pre program. Afterward, CSCO will put the industry partner and
the evaluated assets on an approved platform list. The industry partner
will no longer require a cybersecurity evaluation before being awarded
a contract for covered assets. IA-Pre trials started in June 2022.

This framework, however, is applied only to those operators that col-
laborate with the DoD. For commercial satellite operators not involved
in defense initiatives, the regulatory framework is less stringent. One of
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the regulatory standards that could apply to these circumstances is the
NISTIR 8270 [447]. The document briefly introduces cybersecurity risk
management for the commercial satellite industry to start managing cy-
bersecurity risks in space. Developing a Cybersecurity Framework was a
response to Executive Order 13636 [88], which aims to enhance the cyber-
security of critical infrastructures. It defines a Cybersecurity Framework
(CSF) that adopts a risk management approach to cybersecurity and can
be customized for different industries. It offers standardized terminol-
ogy and methodology that organizations can implement based on their
resources and operational requirements. The CSF comprises five func-
tions: identify, protect, detect, respond, and recover. It is presented in a
circular format to emphasize that cybersecurity is a continuous process
that enables organizations to adapt to evolving cyber threats.

The NISTIR 8270 discusses the importance of creating and maintain-
ing a cybersecurity program for space operations. The CSF helps to im-
plement a cybersecurity program through seven steps effectively [447]:

• Step 1: Establish the scope and priorities of the program. This step
is critical to address cybersecurity in the earliest stages of build-
ing the components of the space architecture and embedding risk-
reducing measures that meet the organizational mission and busi-
ness objectives into the design and supply chain.

• Step 2: Drive the organization to related systems, assets, regula-
tory requirements, and its overall risk approach. The organiza-
tion then works to identify threats and vulnerabilities applicable
to those systems and assets.

• Step 3: Create a profile to understand the organization’s current
cybersecurity posture. An assessment of how the CSF functions are
being implemented within the organization is created by listing the
subcategory activities that are currently being implemented.

• Step 4: Conduct a risk assessment, where the organization analyzes
the operational environment, identifies emerging risks, and uses
cyber threat information from internal and external sources to dis-
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cern the likelihood of a cybersecurity event and the impact that the
event could have on the organization.

• Step 5: Create a target profile by selecting the subcategories that
support the organization’s desired cybersecurity outcomes.

• Step 6: Determine, analyze, and prioritize gaps. The organization
compares the current and target profiles to identify potential gaps.
When paired with a threat, a risk assessment can be conducted to
determine an overall risk rating. This will allow organizations to
create a prioritized action plan to address those gaps.

• Step 7: Implement the action plan.

The Framework is an iterative process that must be repeated regularly
when the impact on the organization or the cyber threat landscape changes.
According to the NIST and MITRE, regularly scheduled reviews of the
security profile, gap reassessment, updated action plans, and completed
action plans should be conducted at least every two years and/or after
relevant cybersecurity incidents or discoveries in the industry [447].

3.6.2 Defining cybersecurity standards for commercial space
sector: European approach

At the European level, ENISA (European Union Agency for Cybersecu-
rity) identified space as a sensitive domain in 2023 and acknowledged
the fact that the lack of security requirements in the sector has led to a
dearth of analysis and control of space-based infrastructure, which poses
a significant security threat [208]. ENISA also recognized that without
a broader EU-wide focus, building a strong and secure space infrastruc-
ture may take too long, leaving space-based vulnerabilities undiscovered
and open to exploitation by private companies, governments, or crimi-
nal groups. Moreover, ENISA highlighted that those ground stations,
which connect satellites to a central terrestrial hub, are a key element
that attackers may target with denial-of-service attacks to disrupt criti-
cal military and civilian systems. Introducing space-based weapons may
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further shift the geopolitical paradigm, underscoring the importance of
addressing space-based infrastructure’s lack of analysis and control. At-
tackers may remain dormant until they execute their exploits during a
conflict as a means of hybrid warfare.

Despite these warnings, as of the time of writing this chapter, there is
a notable absence of a comprehensive cybersecurity guideline in the EU
that establishes clear technical requirements for commercial space actors.
Space-based services have only recently been included in the critical in-
frastructure taxonomy thanks to the NIS2 Directive [169]. Given the lack
of coordination, many Member States are acting autonomously, provid-
ing more or less general guidelines to commercial space companies to
address the issue. In Germany, in 2021, the Federal Office for Informa-
tion Security (BSI) initiated a working group consisting of experts from
BSI, OHB Digital Connect, Airbus Defence and Space, and the German
Space Agency at the German Aerospace Center (DLR) to jointly develop
minimum cybersecurity requirements for satellites [460].

These workshops resulted in the industry-specific IT baseline protec-
tion profile in the first step. However, the document provides only gen-
eral recommendations and is focused on the in-orbit part of the space
infrastructure; to address the very different protection needs of various
satellite missions and the other segments, it is planned to detail the re-
quirements in various technical guidelines after the creation of the base-
line protection profile and to establish them in the international context.

A recent development is represented by the Network and Informa-
tion Security 2 (NIS2) [169] directive, approved in November 2022, by
the European Parliament that replaces the previous NIS1. As analysed
in Chapter 4, the NIS2 Directive formally includes space within the EU
critical-infrastructure taxonomy. Here, the focus is on the gap between
that legal recognition and the absence of concrete technical requirements
for commercial SATCOM actors.

According to the European Telecommunications Standards Institute
(ETSI), implementing the Open Security Controls Assessment Language
(OSCAL) may be necessary to implement multiple provisions of NIS2
effectively [200]. This is especially relevant for affected essential and
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important entities that must satisfy various, constantly evolving require-
ments across diverse contexts [200]. OSCAL is a standardized data-centric
framework developed by NIST that can be used to assess the security
controls application of an information system. The goal of OSCAL is
to overcome the data conversion and manual efforts to describe security
control’s application and implementation, moving to a machine-readable
format, and automating the security assessment process in several sce-
narios [554].

A significant step has been carried out by the EU at the end of 2022,
with the Cyber Resilience Act [192], a proposed legislation aimed at es-
tablishing common standards for connected devices and services not cur-
rently covered by regulations such as the NIS2. If approved, the act
would impose fines of up to €15 million (16 million $) or 2.5% of world-
wide turnover on non-compliant products. The act classifies products
into ”default,” ”Class I,” and ”Class II” categories.

”Class I” products, such as browsers, password managers, and routers,
pose, according to the proposal, minimal security risks. Manufactur-
ers must adhere to specific standards or undergo third-party certifica-
tion. ”Class II” products, including software operating systems, indus-
trial routers, and smart meters, present the highest security risk. They re-
quire third-party certification before entering the market. Approximately
90% of digital products fall into this category, even those that do not pose
significant cyber threats, like photo editing software and video games.
The legislation will be implemented in two phases. Within 12 months of
adoption, manufacturers must report cybersecurity breaches and vulner-
abilities. Within 24 months, member states and affected businesses must
comply with the regulations. Some business groups and member states
have raised concerns about the act. They argue that third-party judg-
ment of security measures introduces inherent risks in the certification
process. Moreover, critics fear potential delays or hindrances to the roll-
out of essential new technologies and services, as businesses would need
to wait for certification before adopting product security measures [92].

As much as concerns Network Router Security Threat Analysis, ETSI
defined in May 2022 a Threat Vulnerability and Risk Analysis (TVRA) [200]
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assessment guidance that can be considered the latest European attempt
to define a clear and standardized risk assessment procedure for this type
of technology. However, the technical report only discusses the security
of network routers that are enterprise routers or ISP routers; the home
and small office routers, which forward IP packets between the home
computers and the Internet, are out of the scope of the document. The
approach to network router risk analysis used by ETSI involves identify-
ing the key assets of network routers and analyzing their vulnerabilities
in detail. The key assets of routers are determined by their architecture
and main functions. The analysis begins by identifying the threats in dif-
ferent scenarios that include access-side attacks, inter-device horizontal
attacks, O&M attacks, supply-chain attacks, and physical attacks. The
ETSI document provides guidelines for a detailed risk assessment for a
specific network, allowing the network operator to assess the threat level
based on the capability and motivation of an attacker to attack these as-
sets. The risk analysis also considers the security challenges faced by
network routers, such as the protection of hardware, software, data, and
protocols. It examines the vulnerabilities in these areas and provides in-
sights into mitigating the risks associated with them. The TVRA could be
considered a useful starting point to build an efficient risk management
strategy for SATCOM user segment.

3.6.3 A comparison of the American and European ap-
proaches to space cybersecurity

The first point to be discussed when analyzing the two approaches is
the lack of a European set of rules and laws for space infrastructure cy-
bersecurity at the time of writing. In the US, The Satellite Cybersecurity
Act [276], reported to the Senate on June 21st, 2022, addresses cybersecu-
rity concerns about commercial satellite systems. The bill mandates that
the Cybersecurity and Infrastructure Security Agency (CISA) creates and
maintains a publicly available repository of resources that focuses on the
cybersecurity of commercial satellite systems. Additionally, CISA must
compile voluntary recommendations for developing, maintaining, and
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operating these systems, which must include measures for safeguarding
against cyber-related vulnerabilities, risks, and attacks. CISA must also
implement its activities in collaboration with the private sector wher-
ever possible. The bill further necessitates the Government Account-
ability Office (GAO) to investigate and release a report on two issues.
Firstly, the federal measures taken to support the cybersecurity of com-
mercial satellite systems, particularly in the critical infrastructure sec-
tors, must be studied and reported. Secondly, the government’s depen-
dence on commercial satellite systems owned or controlled by foreign
entities must be examined. The GAO must coordinate with designated
federal agencies to conduct this study and report. In Europe, the only
primary source of law dealing with space cybersecurity is the NIS2 Di-
rective. However, how it will be applied and its consequences will be
clear only at the end of 2024. Agencies such as ENISA and EUSPA have
not yet clearly defined their role and contributions as much as concern
SATCOM or in general space cybersecurity. Even if Member States are
developing their cyber strategies and laws in the field, before develop-
ing pan-European space infrastructure, it should be determined a pan-
European cyber strategy for space. Considering space as a critical infras-
tructure pivotal to national security interests, US agencies such as NSA,
FBI, and CISA constantly produce advisories, technical reports, and rec-
ommendations about SATCOM and space cybersecurity, updating users
and companies on threats and suspicious activities observed in the wild.

At the time of writing, the same activity cannot be observed at the
European level, there is no equivalent of a National Security Agency in
the EU, where ENISA or EDA could maybe cover such a role.

As much as concern standards in the United States, the NIST pro-
duced several resources guiding the sector as the Foundational PNT Pro-
file: Applying the Cybersecurity Framework for the Responsible Use of
Positioning, Navigation, and Timing (PNT) Services (NIST IR 8323 [47]),
Introduction to Cybersecurity for Commercial Satellite Operations (NIST
IR 8270 [447]), and Satellite Ground Segment: Applying the Cybersecu-
rity Framework (CSF) to Assure Satellite Command and Control (NIST
IR 8401 [345]). In Europe, the TVRA produced by ETSI should be adapted
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to recent threats and scenarios, including satellite modems and routers.
For this research, however, it should be considered that approaches vary
according to projects and infrastructures, and IRIS2 will probably be one
of the first examples of Member States developing a common set of rules
in the sector.

3.6.4 A wider look: The Cybersecurity Guidelines for Com-
mercial Space Systems in Japan

The landscape of cybersecurity space policies is constantly evolving, and
new standards, recommendations, and guidelines are constantly being
developed by States and international organizations. To give the research
a wider perspective, we analyze in this section the Cybersecurity Guide-
lines for Commercial Space Systems developed by the Japanese Space
Industry Office, Manufacturing Industries Bureau, Ministry of Economy,
Trade, and Industry (METI)[470].

The Guidelines developed by METI depict a complex scenario where
more than 90 security incidents occurred both inside and outside Japan
between 1986 and 2022 with a significant increase in the last 5 years. Ac-
cording to the Japanese authorities, the critical and challenging nature
of cybersecurity for space systems is underscored by several main fac-
tors. These include the expanding roles of space systems in Japan’s secu-
rity, economy, and society, the proliferation of digital technology such as
unmanned and automated space systems along with increased cloud ser-
vices usage, the growing complexity of networks including inter-satellite
communication and connections with ground communication networks,
the rise in the number of satellites, ground stations, and data volume due
to satellite constellations, and the increased complexity of supply chains
resulting from the commercialization of space systems technology and
the incorporation of consumer technology.

The purpose of these Guidelines is to collect essential information in
an accessible format. Key elements covered by these guidelines encom-
pass examining and presenting security risks associated with space sys-
tems. Furthermore, the guidelines delineate fundamental security mea-
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sures that should be scrutinized by all stakeholders involved in the intri-
cate web of space systems.

The guidelines cover satellite systems and ground systems, includ-
ing satellite operation facilities, satellite data utilization facilities, and
development and manufacturing facilities operated by the commercial
sector. They apply to the entire lifecycle of satellite systems, including
design, development, manufacturing, operation, maintenance, and dis-
posal phases. It is important to note that the launch facility is not covered
in the document.

A relevant difference between the previously analyzed approaches is
that METI uses the Cyber/Physical Security Framework (CPSF) Ver. 1.0 [142]
to address cybersecurity risks in commercial space systems. This is a
multi-stakeholder approach that ensures the security of the entire sup-
ply chain, including affiliated companies and business partners. CPSF
considers the industrial society in three layers and organizes risk sources
and measures at each layer. The layers are structured as follows:

• First Layer: Connections between organizations

• Second Layer: Mutual connections between Cyberspace and Phys-
ical space

• Third Layer: Connections in Cyberspace

In the first part of the Guidelines, seven example risk scenarios are in-
cluded, and for each of them, a series of measures for each of the three
layers is defined. The document also defines a series of Cybersecurity re-
quirements and basic measures connected to it to be implemented. This
technical approach links each measure/requirement with the stakehold-
ers that should be involved in it. An interesting tool proposed by METI
is the Cybersecurity Management Guidelines Implementation Status Vi-
sualization Tool, a table that can be used to assess the company’s efforts
on 10 key items. This tool is for enterprises and organizations with 300+
employees. It has 40 questions and uses a 5-point scale to measure the
status of measures taken. The Japanese approach to cybersecurity for
space systems and networks is highly technical and practical. However,
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the complexity of the process can be a challenge for companies that need
to navigate through it. To overcome this, companies may need to develop
automated checking and verification tools based on the Guidelines. This
approach is one of the first attempts by a sovereign nation to develop
clear guidelines for the sector. It provides non-trivial examples of threat
scenarios that can affect space infrastructure and systems. It is impor-
tant to note that Japan like the rest of the countries analyzed does not
have any legally binding cybersecurity requirements for space compa-
nies. The guidelines provided in the document are optional, meaning
that companies are free to follow them or not. However, even if they
choose to follow international standards, it may not be enough to ensure
the safety of space infrastructure, as we have seen in the past. The current
state of space cybersecurity policies is constantly changing. In Europe,
most countries and space agencies are still developing their cybersecu-
rity toolkits. While the Union may establish a Space Law, it may be bene-
ficial to examine the approaches taken by other countries, such as Japan,
and push member states to work together to prevent any harmonization-
related problems in the future. As the policy and industrial landscape
continue to evolve future research should be carried out to compare the
new standards, technical guidelines and policies in the field, having also
a wider look and including the activities of non western countries to un-
derstand their priorities and threat perception.

3.7 Lessons learned to build a resilient European
Satellite Communication Constellation

Cyber risk management for space systems is complex and challenging,
as ground stations and user terminals are exposed to a wide range of cy-
ber threats and vulnerabilities. When developing IRIS2 , the new space
infrastructure for secure communication, the EU should consider some
of the key challenges associated with cyber risk management. As the
main point, the complexity of the space ecosystem should never be un-
derestimated as it involves a large number of stakeholders, including
governments, private companies, and international organizations. This
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complexity makes it difficult to implement a unified approach to cyber
risk management, as different stakeholders may have different priori-
ties and resources. This is extremely relevant for IRIS2 since this con-
stellation will be implemented through the support of the private sec-
tor probably with commercial solutions already available on the market.
Moreover, the space sector is subject to a rapidly evolving threat land-
scape, with new threats and vulnerabilities emerging regularly. Keeping
up with them is challenging, particularly for organizations with limited
resources. As already mentioned, a weak spot is represented by sup-
ply chain vulnerabilities as ground and user segments rely on a com-
plex supply chain. Malicious actors may target the supply chain to gain
access to the ground station, compromise the hardware or software, or
steal sensitive data. In this, as in any other scenario, human error and in-
sider threats can pose a significant risk. Staff members may accidentally
introduce vulnerabilities or may be targeted by malicious actors seek-
ing to gain unauthorized access to the system. To manage cyber risks
effectively, all the actors involved in the management, administration,
and functioning of space infrastructure should implement a range of best
practices that we report briefly below.

3.7.1 Access control

A first best practice consists of implementing access controls to limit ac-
cess to critical systems and data to authorized personnel only. Access
controls should be based on the principle of least privilege, meaning that
staff members are only given access to the systems and data they need
to perform their job duties. Since network perimeter devices are crucial
components in securing a network, Access Control Lists (ACLs) should
be configured to make them work together and regulate inbound and
outbound traffic. These access control rule sets should be specifically
configured to allow only necessary services and systems to support the
network’s mission. It should be recommended to use a deny-by-default,
permit-by-exception approach, which involves carefully selecting which
connections to allow and then creating rule sets that focus on allow-
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ing only those connections. This approach allows a single rule to deny
multiple types of connections, reducing the need to create separate rules
for each blocked connection. Failure to adopt this approach can lead to
unnecessary access, increasing the risk of compromise and information
gathering. If additional perimeter rule sets are needed dynamically, an
intrusion prevention system (IPS) should be put in place to prevent ad-
versaries from exploiting the network. It is also recommended to enable
logging on all rule sets that deny or drop network traffic, as well as on
successful and unsuccessful administrator access to critical devices. A
network access control (NAC) solution should be implemented to pre-
vent unauthorized access to a network. Such a solution prevents unau-
thorized physical connections and monitors authorized physical connec-
tions in the network. Port security can be implemented on switches to
detect unauthorized devices connected to the network via a device’s me-
dia access control (MAC) address.

3.7.2 Network segmentation

Segmenting the network is needed to ensure that critical systems and
data are isolated from non-critical ones. This can limit the impact of a cy-
ber attack, as the attacker will only have access to a limited portion of the
network. Moreover, critical systems should be physically separated from
other networks like the Internet. Internal routers, switches, and firewalls
should be restricted to only allow necessary ports and protocols for valid
mission needs. To protect against lateral movement by attackers within
a network, similar systems should be grouped together logically. Net-
work segmentation reduces the likelihood of such attacks, as it limits
the ability of attackers to exploit other systems. The CISA and the NSA
recommend logical grouping through isolation of similar systems into
different subnets or VLANs, or physical separation using firewalls or fil-
tering routers. This approach makes access restrictions between systems
easier to manage, control, and monitor. Access control lists can be dupli-
cated and applied directly to switches to limit access between VLANs, or
they can be applied to core routers for routing between internal subnets.
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3.7.3 Encryption

Encrypting sensitive data both at rest and in transit prevent unautho-
rized access and ensure confidentiality and integrity of data. The main
guidelines for encryption have been described in the dedicated section
above. The Committee on National Security Systems Policy (CNSSP) 15
has established minimum recommended settings for ensuring robust en-
cryption in these networks. According to CNSSP 15, it is necessary to use
Diffie-Hellman Group 16 with 4096 bit Modular Exponent (MODP) and
Diffie-Hellman Group 20 with 384 bit elliptic curve group (ECP) for se-
cure key exchange. Additionally, Advanced Encryption Standard (AES)-
256 should be used for encryption, and Secure Hash Algorithm (SHA)-
384 for hashing. At the time of writing, by adhering to these recommen-
dations, SATCOM networks can achieve the highest levels of security and
protection against unauthorized access and data breaches.

3.7.4 Continuous monitoring

Implementing continuous monitoring to detect and respond to cyber in-
cidents can involve the use of intrusion detection systems, security infor-
mation, and event management (SIEM) systems, and threat intelligence
feeds. Operators should not only monitor their network but stay up-
dated on recent CVEs and exploits published as well as password leaks.
These last steps may be implemented by monitoring notorious blogs and
forums on the dark web, where these data are often published.

3.7.5 Incident response

Developing an incident response plan to ensure that cyber incidents are
detected and responded to in a timely and effective manner. The inci-
dent response plan should cover areas such as incident notification, es-
calation, investigation, and communication. The prompt detection and
response of an incident are pivotal in determining the impact of an at-
tack. In the event of detecting a breach before the deployment of wiper
malware, the effectiveness of the incident response team’s handling and
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response to the alert can make all the difference between preventing data
loss and facing complete data destruction.

3.7.6 Regular Patching and Updating

Regularly patching and updating user segment modems, and routers
with the latest security updates and firmware will help to ensure that
the network is protected against the latest security threats and vulner-
abilities. Software must be designed to be patch friendly and provide
confidence for operators to patch frequently and safely.

3.7.7 Training and awareness programs

Staff training and awareness programs are essential to ensure that em-
ployees are aware of the latest cybersecurity threats and how to identify
and report potential cyber incidents. The policy should cover regular
training sessions, simulated phishing exercises, and best practices for se-
cure data handling.

3.7.8 Establishing a well-defined cybersecurity policy

Developing clear policies, procedures, and guidelines for managing cy-
ber risks is critical for any organization. Cybersecurity policies and pro-
cedures define the rules and expectations that employees and third-party
contractors must follow to maintain the security of ground station sys-
tems and data. A comprehensive cybersecurity policy should cover sev-
eral aspects, including access controls, incident response, data classifi-
cation, and training and awareness programs. In this context, policies
should not be aimed at regulating any aspect of space systems, includ-
ing technical details, but specifying what standards and requirements
operators should choose when developing space infrastructure.
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3.7.9 How Public Sector Support Can Help Implement Cru-
cial Measures

Often the implementation of the basic security practices in the commer-
cial SATCOM industry has been overlooked, primarily due to a vari-
ety of possible reasons. The complexity of SATCOM systems, involv-
ing cutting-edge technology and large-scale distributed networks, poses
a significant challenge in implementing security measures. Budgetary
constraints also play a role, as the cost of implementing extensive cy-
bersecurity measures can be prohibitive for some organizations, leading
them to underfund cybersecurity initiatives. In swiftly moving sectors,
businesses may choose to prioritize speed-to-market over implementing
strict security controls, thereby leaving security gaps. Lastly, in some in-
stances, the regulatory environment in the satellite communications in-
dustry might not have kept pace with the rapidly evolving threats, caus-
ing an absence of mandatory security practices. These potential reasons,
among others, underscore the urgent necessity for a thorough analysis of
cybersecurity practices in the SATCOM industry.

As analyzed, security controls and standards in the field are starting
to be developed. However, just because they exist, it does not mean they
are implemented and enforced. Considering the complexity of space in-
frastructures and their interconnectedness with other critical domains,
what emerges are the challenges arising for companies to perform exten-
sive and effective cybersecurity risk assessments and analyses without
external partners [316]. This should not be intended only as consultancy
services and outsourcing but as the need to implement strong relation-
ship and cooperation mechanisms with institutions and governmental
agencies.

With this in mind, the Viasat case underscored several crucial lessons
and managerial implications for companies. First of all, it showed how
well public-private partnerships can work in responding to cyber-attacks.
Part of Viasat’s response plan involved collaborating and exchanging in-
formation with various government bodies, intelligence units, and law
enforcement agencies. The National Security Agency’s Cybersecurity
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Collaboration Center (NSA CCC) had an established relationship with
Viasat [155]. They promptly engaged after the attack, working alongside
the Viasat team to discuss and analyze incoming data and insights. Fur-
thermore, they aided in disseminating this information across different
agencies. The NSA independently used the insights and data provided
by Viasat, both immediately and in the subsequent months, to conduct its
own analysis. This allowed them to identify connections to known threat
actors, comprehend cyber threats more comprehensively, and offer addi-
tional mitigation guidance to a wider audience. For Viasat, understand-
ing what constitutes ”normal” operations proved invaluable in narrow-
ing down their response. This knowledge facilitated the identification of
abnormal actions, such as unusual file transfers or atypical toolkit usage,
providing critical insight into the attack’s nature. However, many com-
panies lack a clear inventory of assets or a comprehensive grasp of their
normal operations, hindering swift response strategies [390]. Automated
tools for these tasks exist but have not been widely applied in the space
sector [121, 544].

Taking these lessons into account, what may be lacking in Europe is a
strong and established dialogue between companies and institutions, but
also among companies themselves. Suppose we consider budget con-
straints as being one of the main barriers to standards and control imple-
mentation. In that case, these obstacles can be reduced significantly by
implementing cooperative solutions or peer learning strategies.

European policymakers realized the importance of cooperation mech-
anisms: in October 2023 the Commission and EUSPA established the
EU Space Information Sharing Centre (ISAC) [216], a collaborative ini-
tiative aimed at fostering information exchange, promoting collabora-
tion, and advocating best practices among private organizations. Its core
objectives include sharing insights on security, cyber incidents, and vul-
nerabilities, offering early warning systems, and enhancing cybersecu-
rity resilience through shared knowledge and expertise. Participation
is open to founding members (legal private entities from the Space sec-
tor established in the EU), academic institutions, and recognized bod-
ies with space security expertise. Public partners, including institutions,
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agencies, and national Space Agencies, are also welcome to collaborate
in solving cybersecurity challenges. Such initiatives can significantly re-
duce the financial burden of small and medium-sized space companies,
facilitating information exchange and even peer learning in the sector.
However, the limits of such an initiative are clear; even if the EU ISAC
will propose ready-to-use and actionable resources and tools for partici-
pants, including to guide the implementation of relevant EU regulations
and shared best practices, it will not be an incident response body. Pro-
viding an answer to a security incident will remain the responsibility of
each Member/company.

The Satellite Cybersecurity Act mentioned in Section 3.6.3 can be con-
sidered as a similar initiative in the US, with the sole difference that the
American approach envisioned a stable office and staff to develop its
tasks. An idea of the financial implications of the initiative is given by
the Congressional Budget Office’s (CBO) analysis [113], which foresees 6
full-time employees to develop and oversee the online database housing
cybersecurity resources for satellite operators described in the Act. The
anticipated annual costs for staff salaries and technology needed to pub-
lish safety materials are estimated at $3 million. The CBO approximates
an expenditure of $14 million from 2023 to 2028 for implementing the
bill. ENISA or EUSPA in Europe have not conducted similar estimates,
and there are no indicators to suggest a similar investment in support of
the European sector. This significantly limits the capabilities of the Space
ISAC in comparison.

3.7.10 Navigating Regulatory Challenges: How Compa-
nies are Adapting to the Evolving Landscape

Lawmakers across Europe and the rest of the World have started draft-
ing space laws that incorporate basic or advanced cybersecurity require-
ments for the sector. However, at the time of writing, the Space Law in
Europe is still in its early stages. The European Commission has asked
the industry to share its views on four different options [194], two of
which involve the creation of binding rules and detailed technical stan-
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dards developed by the European Standardisation Organisations. The
proposed options would require satellite operators, manufacturers, and
Member States Authorities to comply with mandatory cybersecurity reg-
ulations. The implementation of this act may have negative managerial
implications that could hinder the sector’s steady growth, which is ex-
pected to continue in the future. A clear assessment of the impact of this
Law on the sector has not been developed, but a possible comparison
with similar regulations is possible using ENISA’s study on the effects of
the NIS [211]. ENISA measured that the NIS had a positive impact on
cybersecurity investments for many sectors. In particular, in 2023 Oper-
ators of Essential Services (OES) and Digital Service Providers (DSP) ear-
mark 7,1% of their IT investments for Information Security, an increase
of 0.4% compared to last 2022 [211]. Similar studies highlighted how the
effect of NIS2 may require a 0,92% turnover as compliance cost [241], a
similar increase if provoked by the future Space Law, may impact nega-
tively the SMEs in the space sectors.

The Industry, especially the New Space sector expressed caution to-
ward the future Space Law, encouraging the application of different cy-
bersecurity standards tailored to each space mission’s unique needs, as
less stringent standards for commercial missions in LEO, and more high-
security ones for those in GEO [467]. However, such an approach may
be challenged by the dual use of constellations such as the Viasat one or
by their multi-orbital nature as in the case of IRIS2 . Overall the sector
seems to approve a cybersecurity-by-design process in program manage-
ment, and in mission operations, but recommends introducing mission-
tailored higher cybersecurity labels without applying them to the entire
industry [467]. Without any doubt, adhering to certain aspects of the
law will cause an increase in the costs of data, satellites, and services for
companies involved in the whole space value chain. There are uncertain-
ties as to whether any measures will be undertaken by the institutions to
alleviate the costs associated with compliance, to ensure that European
companies do not face any disadvantage in the global market [175].

Taking a closer look at the attitude of companies towards these new
challenges, it is clear how many of them are changing their risk appetite
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towards cybersecurity risks due to increased attacks. Looking at the fi-
nancial reports of industry leaders such as Viasat [536] or Eutelesat [217],
cybersecurity is now part of their risk factors lists. Companies realized
that cybersecurity “requires significant management attention and resources
to remedy the damage that results and delay progress on business objectives and
may cause companies to make payments to their customers to reimburse them
for damages, pay them penalties or provide refunds; and provoke damage to their
reputation with their customers (particularly agencies of the U.S. government)
and the public generally” [111].

To mitigate these risks, companies started hiring professionals such
as Chief Information Security Officers, Cyber Accreditation Officers, Cy-
ber Risk and Security Engineers, Security Operations Managers, or even
engineers to comply with specific US procurement processes [217]. Space
companies are also increasing the involvement of researchers and cyber-
security professionals. In the US the Department of Defense recently
sponsored a competition for white hat hackers to attempt to breach an
active satellite [245]. While industry leaders are opening bug bounty pro-
grams to speed up the discovery of vulnerabilities in their systems [479].
However, small and medium-sized companies in Europe may not have
the resources to implement these actions.

Based on our analysis, we can conclude that the security aspect of
space is facing a significant issue of fragmentation. This problem mainly
concerns the stakeholders and governance of the sector, which could po-
tentially hinder the public-private partnership essential for its growth.
The European Union and national governments are finding it challeng-
ing to regulate and control the dissemination of technology in space and
other sectors. The number of states with space programs has grown
significantly, from the original 2 to approximately 70 in 2022 [182], and
the rise of private corporations and non-governmental organizations in
space has contributed to a more scattered group of stakeholders. Gov-
ernance can be quite fragmented, especially in Europe and in the cyber
domain. We can observe this by looking at the separation of cyberspace
and space, as well as the confused interaction and role definitions among
the Commission, ENISA, and EUSPA. This fragmentation can create un-
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certainty, as companies are not certain about the processes they should
be involved in, the standards they should implement, or the jurisdiction,
harmonization, and costs of new regulations.

The complexity of space systems, high cybersecurity costs, and un-
clear regulations make it necessary for the public and private sectors to
work together more closely. On one side, space companies need to com-
municate their needs and inform stakeholders about the kind of support
they require. On the other hand, EU institutions and agencies need to
establish clear governance and tools to not only support the industry but
also develop cyber risk strategies with it. Implementing strong regula-
tions and standards can bring about significant changes in the cybersecu-
rity of the space industry. However, as with other sectors, there is a trade-
off between security and technological progress. The EU needs to exhibit
political commitment and allocate appropriate resources to support the
industry without hindering growth or burdening businesses with exces-
sive financial or regulatory demands that they cannot manage.

All in all, determining the root causes behind the lack of security mea-
sures implementation in space is not an easy task. However, research has
indicated that the space sector cannot achieve a high level of security on
its own and requires greater public support. Regulators need to consider
the complexity and fragmentation of the sector and not increase them
while designing new policies. Preliminary attempts to address security
in this domain show that initiatives that involve cooperation between the
public and private sectors can help enhance security measures. These
initiatives include enhanced information-sharing capacities, implemen-
tation of online databases with cybersecurity resources for satellite op-
erators, the establishment of a clear inventory of assets and normal op-
erations, state sponsored ethical hacking competitions, bug bounty pro-
grams, enhanced hiring capacity for cybersecurity experts, and the inclu-
sion of cyber risks in the financial considerations of companies. These ac-
tions are not to be considered just optional but essential to improve space
resilience and prevent disruptions. However, the low maturity level of
these initiatives (many of them are still in the early stages and not widely
adopted) may partially explain the lack of security in the space sector,
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together with the appearance of new, more complex, and frequent space
threats.

3.8 Related work

Numerous studies have recently been carried out in the field of SATCOM

cybersecurity. Tedeschi et al. [494] provide a comprehensive overview
of the link-layer security threats, solutions, and challenges faced when
deploying and operating satellite-based communication systems. Their
work covers various domains related to satellite cybersecurity, including
physical-layer security, cryptography schemes, anti-jamming strategies,
anti-spoofing techniques, and quantum-based key distribution schemes.
The paper highlights the most essential techniques, peculiarities, advan-
tages, lessons learned, and future directions in each of these domains.

Benitez [49] addresses the cyber security risks present in VSAT ter-
minals and provides methods for users to secure their data transmission
through VSAT networks. The research also includes a literature review of
publications about vulnerabilities in VSAT systems by cyber security or-
ganizations, VSAT service providers, and satellite communication mar-
ket research.

Comprehensive and pioneering research on the field is the one by
Santamarta [441] that provides an in-depth analysis of the vulnerabilities
and risks associated with SATCOM security. He explains how attackers
can exploit these vulnerabilities to gain unauthorized access to sensitive
information, disrupt communication networks, and compromise safety.
The paper also highlights the importance of responsible practices and
proactive measures to prevent such attacks. The document focuses on
a specific aspect of SATCOM security. Furthermore, the paper discusses
the impact of SATCOM security on aviation, maritime, and military sec-
tors. Although the white paper serves as a valuable resource for anyone
interested in understanding the importance of SATCOM security and its
impact on various industries, the research is focused on a limited number
of terminals and is not updated, even if the majority of those terminals
are still operational today.
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One of the few recent works that focused on modem vulnerabilities
in SATCOM is by Smailes et al. [463]. Their study focuses on the secu-
rity vulnerabilities of the Starlink user terminal, a satellite modem used
for Internet connectivity. The authors audit the attack surface presented
by the Starlink router’s admin interface and use fuzzing to uncover a
denial-of-service attack. They explored the impact of this attack on dif-
ferent scenarios and provided recommendations to better secure satellite
routers. The paper also discusses wider implications and lessons learned
in terrestrial router security that can be applied in this new context.

Interesting research has been carried out in different fields such as
aviation and maritime security. Dave et al. [159] discuss the increasing
vulnerability of the aviation sector to cyber attacks, particularly in the
areas of communication, navigation, and surveillance systems. The au-
thors provide an overview of the aviation system and the wireless tech-
nologies used, as well as the associated security issues. They also identify
threats, attack taxonomy, and existing security frameworks and solutions
in the aviation domain. While the paper does not specifically focus on
SATCOM cyber security, this area is included in the broader discussion of
communication system vulnerabilities. In the maritime domain, Caprolu
[74] developed a comprehensive investigation of cybersecurity issues as-
sociated with modern vessel systems. It analyzes the communication
technologies and computer systems used within large vessels, pointing
out several security issues rooted in their design and operational mode.
The paper also relates these vulnerabilities with recent incidents and at-
tacks involving vessels and identifies the weak points that any modern
vessel needs to mitigate toward the enforcement of the latest IMO reso-
lutions. The paper deals with SATCOM cybersecurity by discussing the
vulnerabilities of communication technologies on vessels and the secu-
rity requirements for SATCOM datalink systems for future air traffic man-
agement.

Now we compare this thesis with the papers mentioned above and
summarize the comparison in Table 5. The current thesis’ main novelty
is that it considers the new European multi-orbital constellation for satel-
lite communication IRIS2 and the political implications of cyber risk in
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the field of a European SATCOM infrastructure. Modem and router secu-
rity has seldom been addressed in the field of SATCOM, while attacks on
these components are revealed to be common. Lastly, the works above
still lack an accurate cybersecurity assessment of commercial SATCOM

networks that may be exposed to threats, this is also due to the NIS2 in-
cident reporting requirements that are still not mandatory for the sector.
Moreover, they miss a comparison with a clear set of rules and standards
at the European level that can be part of the European strategy for space
and defence. In conclusion, the user segment has lately been neglected
by researchers as recent works on this part of the infrastructure are miss-
ing.

Table 5: Literature Source

Source User Considers Legal In-field
Segment IRIS² Approach Analysis

Tedeschi[494] ✓ ✗ ✗ ✗
Benitez[49] ✓ ✗ ✗ ✗
Santamarta[441] ✓ ✗ ✗ ✗
Smailes[463] ✓ ✗ ✗ ✗
Jacobs[305] ✗ ✗ ✗ ✓
This thesis ✓ ✓ ✓ ✓

3.9 Conclusions and future work

In the first part of this chapter, we described the composition and use
cases of SATCOM technologies, and we later focused on the user segment
component. We highlighted the need for increased research in the field
of cybersecurity for space infrastructures, particularly in the user and
ground segments of satellite communication systems. We discussed the
vulnerabilities and risks associated with these components, highlighting
the lack of cyber posture in the sector. It also explored the impact of at-
tacks on different scenarios and provided recommendations for securing
satellite routers. The chapter closely analyzed the case study of the at-
tack on the Viasat network in Ukraine, collecting important lessons and
recommendations for future cybersecurity researchers and policymakers
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that aim to design policies to protect the European space infrastructures
such as IRIS2 .

The research emphasizes the importance of accurate cybersecurity as-
sessments and the development of clear rules and standards at the Euro-
pean level. Comparing various cybersecurity frameworks and some of
the first standards for the sector the paper addressed the urgent need for
a dedicated risk assessment strategy that could focus on the last compo-
nent of the SATCOM chain, the user segment. We addressed how, in this
setting, the NIS2 Directive’s obligations could deal with some but not all
of the needs to secure the infrastructure. We highlighted the need for
constant supervision and active monitoring that should be conducted by
entities such as CISA in the United States.

In conclusion, the analysis of the Viasat case study highlighted the
implications of SATCOM security in several sectors and the cascading ef-
fects that an attack can have on energy, transport, and civil security to cite
some. The chapter highlighted the vulnerabilities that affect some of the
user segment components on the field through the use of search engines
such as Shodan, showcasing how a big part of the commercial infras-
tructure can be easily accessible by attackers. Overall, the chapter calls
for a comprehensive risk assessment strategy and the implementation of
guidelines to enhance the security of commercial SATCOM networks in
view of the new European projects such as IRIS2 .

Despite addressing several gaps in the current research, the present
work could be further extended, deepening the analysis carried out with
Shodan, maybe using other tools or performing penetration testing on
some of the assets found.

In addition, it is important for future research to focus on obtaining
empirical data and real-world scenarios in the field. This can be done by
creating a comprehensive dataset of vulnerabilities, breaches, and cyber
incidents affecting the sector. Such a dataset can help map out threats,
actors, and trends more accurately.

Moreover, future research could address the lack of a specific cyber-
security framework focused on the ground and user segment. The man-
agerial and theoretical implications that may result from implementing
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robust cybersecurity practices in the field may also be further investi-
gated.

The comparative legislative analysis should expand to include non-
western countries such as India and China, which are emerging as new
space powers [484].

Finally, future work may explore the implications of AI in the field,
supporting companies and facilitating the implementation and enforce-
ment of new laws and standards. AI escalating capabilities carry the
promise to bolster cybersecurity through enhanced threat detection, au-
tomated response systems, and enriched strategic protocols and proce-
dures [76].
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Chapter 4

Space Cybersecurity
Governance

4.1 Introduction

Following the technical analysis of SATCOM vulnerabilities in Chapter
3, this chapter broadens the perspective by examining the governance
frameworks, institutional responsibilities, and policy instruments that
shape how space cybersecurity is—or is not—regulated across major ju-
risdictions.

The security of space assets has recently become a concern for pol-
icymakers and institutions, who realized how the current level of pro-
tection of commercial satellite systems is insufficient to face the various
threats that have been multiplying and increasingly targeting the multi-
ple parts of satellite infrastructure, such as space, ground, and user seg-
ments. From 1977 to 2023, 337 cyber attacks have been reported publicly
in the sector, with more than 100 in the last two years. In response, the
governments have begun developing frameworks to help and guide the
industry in securing their systems, as has previously been done for other
critical infrastructure sectors, such as in the field of nuclear power in the
UK or energy in the US.

This chapter draws substantially on the paper: “Space Cybersecurity

88



Governance: Assessing Policies and Frameworks in View of the Future Euro-
pean Space Legislation” [82] and aims to clarify the concept of cybersecu-
rity governance in space and to take a snapshot of the current state of the
affair in certain countries and jurisdictions, such as the UK, the US, Ger-
many, and the European Union. A governance framework defines roles,
responsibilities, processes, and relationships among stakeholders from
the private sector, public administration, and civil society. It spans dif-
ferent topics, including economic, social, and political priorities. A clear
governance framework is essential as poor governance can contribute
to the emergence of cybersecurity risks in space systems, making it cru-
cial to incorporate cybersecurity considerations into the administrative
and policy frameworks that govern space operations. After analyzing
the structure and functioning of cybersecurity governance, we evaluate
the policies, frameworks, and guidelines that are being put in place in
these regions; then, we compare them and identify any gaps. Finally, we
propose some policy recommendations to address the identified short-
comings. More precisely, this paper addresses the following research
questions:

• RQ1 How are cybersecurity and space governance structured and
organized?

• RQ2 What is the relationship between cybersecurity and space gov-
ernance?

• RQ3 What are the policies and frameworks that countries are en-
acting to regulate cybersecurity in the field of space?

• RQ4 Are these policies sufficient to face the current threat land-
scape?

• RQ5 What are the gaps in these policies and how can they be ad-
dressed?

To answer RQ1 and RQ2, Section 4.2 focuses on cybersecurity gover-
nance in space in the selected countries. In particular, we discuss how the
United States, United Kingdom, Germany, and the European Union deal
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with cybersecurity and who is responsible for the security of space sys-
tems. We identify the entities involved, the strategy they developed, and
the level of cybersecurity they defined for the space sector. Section 4.3
answers to RQ3: it analyzes how the selected countries are implement-
ing guidelines, frameworks, and policies to secure the space ecosystem.
Specifically, we analyze the proposed Satellite Cybersecurity Act and
NASA’s Best Practices Guide [376] for the US, the Space Cybersecurity
toolkit developed by the UK Space Agency, and the guidance document
on cybersecurity strategies for applicants and licensees developed by
the UK Civil Aviation Authority, the capabilities of the European Space
Agency and the possible future cybersecurity requirements that may be
included in the European Space Law for the European Union. To address
RQ4 we conduct a thorough evaluation of these tools and identify their
limitations in addressing the actual threat landscape. In Section 4.4, we
identify gaps in the existing instruments and provide recommendations
for policymakers developing the European Space Law (EUSL). Finally, in
Section 4.5, we translate some of the possible cybersecurity recommen-
dations into actionable guidance using Center for Internet Security (CIS)
Security Controls.

4.2 Towards Stronger Cybersecurity Governance
for Space

Defining how space and cyberspace interact and how they are governed
is essential for researchers and stakeholders to identify space-related cy-
ber vulnerabilities and assess the required level of preparedness. It also
helps to prepare appropriate responses in case of any disruption of space
operations. The increasing dependence of space on cyberspace has made
such disruptions more likely, as space capabilities now cannot exist with-
out cyberspace. Operators use specialized computers and programs to
transmit data to and from spacecraft over a computer network. The con-
cept of software-defined satellites and ground stations as a service re-
cently emerged, highlighting this trend. The dual-use nature of space
and cyberspace makes defining clear governance frameworks for these
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fields challenging, as the links between non-military and military cy-
berspace applications and the use of commercial space assets for military
operations blur the boundaries between civilian and military usage. The
creation of dual-use constellations, such as IRIS², confirms the willing-
ness of institutions to increase the use of dual-use space technologies. A
comprehensive architecture for space and cyberspace governance should
cover both commercial and military activities and consider their strate-
gic and dual-use nature. This section analyzes and reports on the gov-
ernance frameworks of the selected countries, attempting to distinguish
the complex roles, responsibilities, and duties of the various agencies in
the field.

4.2.1 Space Cybersecurity Governance in the UK

Cybersecurity roles and responsibilities in the UK are divided across sev-
eral government departments and agencies. The UK National Cyber
Strategy, part of the Integrated Review, defines the country’s cybersecu-
rity goals. Several government departments play crucial roles in shaping
cybersecurity policy and its implementation. The Cabinet Office is re-
sponsible for the formulation of cybersecurity policy and publishes the
National Cyber Strategy, the first version was published in 2016 and then
updated in 2022 [370]. The Department for Science, Innovation and Tech-
nology (DSIT) oversees the implementation of the Network and Informa-
tion Systems (NIS) Regulations and domestic cybersecurity policy. The
Home Office focuses on cybercrime policy, while the Ministry of Defence
leads efforts to detect, disrupt, and deter adversaries in cyberspace, in-
cluding oversight of the National Cyber Force. The Foreign, Common-
wealth and Development Office (FCDO) manages international cyber-
security activities, administers the Conflict, Stability and Security Fund,
and oversees the National Cybersecurity Centre and the National Cyber
Force in collaboration with the MoD. In case of a cyber incident, public
agencies such as the National Cybersecurity Centre (NCSC) [491], des-
ignated under the NIS Regulation, serve as the primary point of con-
tact, technical authority, and Computer Security Incident Response Team
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(CSIRT). Each relevant industry sector has a different competent author-
ity, which works with the NCSC to enforce cybersecurity requirements
and produce sector-specific guidance, together with the UK Cybersecu-
rity Council, which develops professional standards and accredits cy-
bersecurity qualifications. On the enforcement side, the National Cyber
Force conducts covert operations to counter cyber threats, while the Na-
tional Crime Agency focuses on combatting cybercrime.

In the UK, critical national infrastructure operators and Relevant Dig-
ital Service Providers (RDSPs) designated under the NIS Regulation have
specific cybersecurity responsibilities; other businesses and organizations
not covered by the NIS Regulation may have legal obligations derived
from data protection and corporate governance rules.

Space is considered one of the thirteen critical infrastructure sectors,
and the UK Space Agency is responsible for ensuring its resilience [517].
In 2018, the UK Cabinet Office set out some of the key priorities for space
cybersecurity, including identifying the main dependencies on space ser-
vices and assets in other critical national infrastructures, identifying criti-
cal assets and services in space, and mitigating risks to increase resilience
in the sector [520]. The UK Government places particular emphasis on
the protection of critical infrastructure and, in the space sector, priori-
tizes the identification and mitigation of risks that could threaten critical
assets and services. The National Protective Security Authority (NPSA)
was created to protect the nation’s critical assets, with a mission to build
resilience to national security threats [518].

This highlights how the UK considered the importance of space and
its dependencies in the Nation’s risk strategy. In this setting, the UK
Space Agency, in collaboration with space infrastructure owners and op-
erators, is required to develop strategies to ensure the resilience of space.
Companies seeking funding from UKSA are required to participate in
mandatory engagement activities and cybersecurity planning to enhance
mitigation measures and the overall resilience of space systems. More-
over, the UK Space Agency is participating in international groups work-
ing on designing cybersecurity technical standards for space systems
[279].
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Despite these measures, in a recent hearing the Parliament has high-
lighted that, although mandatory cybersecurity standards are being con-
sidered, they must be carefully balanced with the growth agenda of the
commercial space industry and the need to avoid stifling innovation [279];
highlighting the possible drawbacks of over-regulating the industry.

Focusing on the space sector’s governance, the responsibility for space
strategy, policy, and implementation is distributed across various gov-
ernment departments within Whitehall. While the Department for Busi-
ness, Energy, and Industrial Strategy (DBEIS) coordinates civil space pol-
icy, the National Space Strategy assigns responsibilities to ten key gov-
ernment departments and agencies [521]. This fragmentation may harm
the coherence and effectiveness of space policy governance, as a truly
unified, agile, and decisive approach remains difficult to implement. The
fragmentation between MoD and non-MoD agendas risks deviating and
slowing from the UK’s strategic space objectives. Recent actions are not
promising regarding the coordination of the various departments, in-
cluding the removal of the National Space Council from the list of Cab-
inet Committees and the potential restructuring of the MoD’s Space Di-
rectorate. To address these challenges, the industry advocates for central
leadership in the form of a Minister for Space, as exists in Japan, ideally
situated within the Cabinet Office. This figure would coordinate space
activities across the government and signal a strong commitment to the
space industry, academia, scientific community, and international part-
ners.

Despite fragmented governance, the UK has a high awareness of the
cyber risks connected with the space sector. The 2023 National Risk Reg-
ister (NRR) [260], which is the government’s assessment of the most
serious risks facing the UK includes 89 risks, of which 3 are linked to
space. The risks include the disruption of space-based service (mod-
erate impact), loss of Positioning, Navigation, and Timing (PNT) ser-
vices (significant impact), and deliberate disruption of UK space systems
and space-based services (moderate impact). The document highlights
how the 3 risks can be caused by cyber-attacks, and mentions the need
to define response capability requirements and recovery considerations
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in the event of an attack. Response needs would vary based on the at-
tack’s method and impact on space-based infrastructure, ground facili-
ties, and critical radio frequency links. While measures like cybersecu-
rity protocols, counter-jamming technology, and interference detection
can mitigate electronic attacks; space domain awareness aids in attribut-
ing attacks and assessing their impact. Strengthening secure and resilient
space-based services reduces the potential impact on critical defense and
security functions, and exploring alternative infrastructure and service
solutions, such as terrestrial-based systems, is also crucial. The docu-
ment defines a recovery timeline that may depend on the attack’s nature
and its impact, with temporary disruptions possibly lasting minutes and
permanent damage potentially taking years to recover. In the context
of space security, Regulation 185 within the Space Industry Regulations
2021 [337] is an important piece of legislation that focuses on cybersecu-
rity measures for individuals and organizations involved in spaceflight
operations in the UK. This regulation applies to all licensees under the
Space Industry Act and aims to ensure the security and resilience of their
network and information systems. To be allowed to engage in space-
flight operations, companies need to comply with this regulation by de-
veloping and maintaining a cybersecurity strategy that aligns with inter-
national obligations and includes security risk assessments. This strat-
egy must be regularly updated and reviewed. To help applicants and
licensees meet these requirements, the UK Civil Aviation Authority has
developed guidance on cybersecurity, which is included in our analysis
in Section 4.2.5.

In conclusion, even if recognized the cyber threats to space assets and
started to develop space capabilities against them [7], the UK Govern-
ment at the moment of writing has not yet developed and published a
document defining its policy goals and strategies addressing space cy-
bersecurity and has not yet defined clear governance frameworks for it.
For this reason, this paper focuses on the only documents that define cy-
bersecurity guidelines for the space sector in the UK. In particular, we
analyze the UK Space Agency cybersecurity Toolkit (May 2020) and the
Guidance on cybersecurity Strategies for applicants and licensees (UK
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Civil Aviation Authority, April 2023). These two documents are at the
moment the only source of space cybersecurity guides and practices for
the space sector in the UK.

4.2.2 Space Cybersecurity Governance in the US

With the highest number of cyberattacks targeting its systems, the United
States developed its resilience and response capabilities in every domain.
Recognizing early the growing importance of safeguarding space assets,
the US established in 2019 the only independent space force existing to
date, to ensure the protection of critical infrastructure beyond Earth’s
atmosphere [527].

The main entity responsible for cybersecurity in the US is the Cyber-
security and Infrastructure Security Agency (CISA). CISA collaborates
with various government agencies to safeguard the nation’s cyber and
physical critical infrastructures, supporting them in managing their cy-
ber risk with a mission to establish a uniform level of security across
the Federal Civilian Executive Branch (FCEB), a part of the executive
branch of the United States government that is responsible for manag-
ing and executing the policies and programs of the federal government
[261]. With a budget of 3 billion for 2024 [11], CISA has at its disposal a
wide range of tools to prevent, protect against, and mitigate security in-
cidents. Within CISA, the Space Systems Critical Infrastructure working
group was designed in 2021 to identify and develop strategies to mini-
mize risks to space systems. The group is composed of institutional and
private entities, but their identity and proceedings have not been dis-
closed. However, apart from these initiatives, no additional policy be-
yond Space Policy Directive-5, which will be discussed below, has been
developed concerning this crucial aspect of space security.

Under the Trump presidency, the United States has prioritized the
protection of its space assets by establishing the US Space Force (USSF)
[171]. While cyber capabilities are integral to USSF’s mission operations,
the focal point of its cyber capabilities is Space Delta 6, also known as Cy-
ber Delta, a key component of the USSF. Established on July 24, 2020, Cy-
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ber Delta has dual mission objectives: ensuring continuous space access
and availability through the Satellite Control Network, and safeguarding
the integrity and security of all space-based mission systems and assets.
Notably, Cyber Delta primarily interacts with the defense sector and does
not typically engage with commercial space entities unless they are act-
ing as defense contractors.

Despite American space assets having already been targeted by cy-
bercriminals [43], the US has made limited progress in integrating manda-
tory cybersecurity measures into policy to safeguard them. One initiative
in this regard is the Space Policy Directive-5 [500], also known as Cyber-
security Principles for Space Systems. The act is a presidential memo-
randum, a form of order issued by the President of the United States to
oversee and regulate the actions, practices, and policies of the different
departments and agencies that fall under the executive branch of the US
government [362]. It carries the weight of the law and is used in this
case to instruct specific government departments and the private sector
to implement a series of principles. The memorandum, recognizes the
importance of addressing cybersecurity concerns in space systems, offer-
ing guidelines for those involved in developing space infrastructure. The
cybersecurity principles are designed to guide and serve as the founda-
tion for the United States Government’s approach to the cyber protection
of space systems. It can be considered as a primary attempt to define a
cybersecurity strategy for space in the country and propose a program-
matic roadmap for the implementation of future legislative instruments.
These principles include:

• cybersecurity by design considerations and using risk-based engi-
neering;

• implementation of cybersecurity plans that include protection against
unauthorized access, physical protection, jamming, spoofing, and
supply chain risks;

• collaboration among space system owners and operators for pro-
moting best practices and sharing threat information within the in-
dustry;
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• specific mission requirements, space vehicle characteristics, and or-
bital regimes.

SPD-5, however, does not mandate any specific space cybersecurity
implementations for the sector and does not specify a governance frame-
work for space systems cybersecurity. At the moment, the only agency
that may be competent in this setting is CISA. However, the fact that
space has not been defined as a critical domain makes the attribution of
its resilience to CISA contradictory. The fact that space is not considered
a critical infrastructure does not make it exempt from the guidelines is-
sued by CISA, but it leaves it in a gray area compared to sectors such as
energy or nuclear ones.

In July 2023, a Bill was introduced to designate space as the seven-
teenth critical infrastructure sector [342]. The proposal encountered sig-
nificant opposition and, at the moment, it has not yet passed as there
is no agreement either within institutions or in the private sector on the
matter. Those against the Bill argue that the main critical infrastructure
functions performed in space are already part of the 16 critical infras-
tructure sectors, such as communications, transportation, information
technology, and government facilities; moreover, they claim that such
designation would dilute policy prioritization and resources and harm
industry’s growth. The main question in this debate refers to identi-
fying the responsible entity for the security of space [36]. Designating
space as a critical infrastructure would entail the allocation of one Sector
Risk Management Agency (SRMA). SRMAs lead government coordina-
tion and work with private-sector partners to strengthen security and
resilience. Sometimes, SRMA also has regulatory duties. It also is re-
sponsible for day-to-day incident management and technical support to
identify vulnerabilities in their respective sectors. However, identifying
which federal agency should lead space is complex. Among the qualified
entities are the Federal Aviation Administration, NASA, the Department
of Defense, and the Department of Homeland Security. However, each
of them has already several sectors to take care of and the allocation of
space may create duplication, redundancies, and gaps in responsibili-
ties. In 2021 CISA expressed the necessity to identify space as a critical
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infrastructure, suggesting that the sector is subject to risk not fully ad-
dressed through existing mechanisms, policies, or governance structures
[99]. However, decisions have not yet been made for the implementation
of these recommendations.

In conclusion, the United States recognizes that cybersecurity is an
all-encompassing and transversal goal that applies to all domains, in-
cluding space. It distinguishes between space and non-space cybersecu-
rity, even if there is no agency defined for its resilience yet. This partic-
ularly harms the governance of security in the sector, which is currently
not well defined. The use of less secure New Space services is considered
risky. However, in the civil domain, their use is not considered critical,
meaning that it would not be crucial during times of crisis. Policymak-
ers are aware of the unclear governance framework in the space domain,
and they have proposed important steps to address this gap. In partic-
ular, we analyze the proposed Satellite Cybersecurity Act in Section ??,
alongside NASA’s Space Security: Best Practices Guide [376] (BPG). The
Act is an essential step toward recognizing and implementing space cy-
bersecurity, requiring the dissemination of information, and other activ-
ities to address cybersecurity risks to commercial satellite systems. On
the other hand, the BPG aims to design the first actionable and usable
guidelines for the private sector concerning space cybersecurity.

4.2.3 The German approach to cybersecurity in space

Although the scale of the attacks that affected Germany is not compara-
ble to the ones faced by the US, the German space industry has also been
widely affected by cyber threats. In 2014, a carefully planned attack,
suspected to be state-sponsored, targeted the German Aerospace Cen-
ter (DLR)[58]. The systematic attack used some trojans designed to self-
destruct on discovery: the malware laid dormant for several months be-
fore being activated, indicating a well-planned and stealthy attack. The
available information suggests that the attackers aimed to steal confiden-
tial information and disrupt the operations of the DLR. The federal gov-
ernment categorized the attack as extremely serious as the center gath-
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ered and stored information on armament and rocket technologies[58].

The space sector in Germany is quite advanced, and many big indus-
trial players are in the country’s aerospace clusters, such as those of Bre-
men, BavAIRia, and e LR BW (Luft- und Raumfahrt Baden-Wurttemberg)[397].
In 2022, Germany was the largest contributor to the ESA budget with
20.8%, and in 2023, was in the top 3 European countries for governance
space spending, with 2.286 billion euros[187]. The data clearly shows
the importance of Germany in the European space sector and partially
explains why Germany is one of the most advanced countries in Europe
also in terms of developing cybersecurity guidelines for space.

Cybersecurity is not regulated as a unitary topic in Germany, but the
policy framework is a combination of federal and European laws and
regulations. The most recent law on cybersecurity is the IT Security Act
2.0 [413], which came into effect at the end of May 2023. The Act imposes
several requirements, among which are establishing minimum security
standards for critical infrastructures, adhering to security requirements
for critical components, and complying with information obligations and
reporting requirements to the Federal Office for Information Security
(BSI). The Act draws upon the BSI Act of 2016 [301], which defines the
German critical infrastructure sectors; even if space is not explicitly men-
tioned in the list, it can be considered part of telecommunication, and
it shall, therefore, be in the scope of all the policies mentioned in this
section.

In terms of governance, the BSI plays a key role in implementing and
overseeing the IT Security Act 2.0. Acting as an ISAC, BSI is respon-
sible for gathering and evaluating information to prevent threats, such
as identifying security gaps, malware, and successful or attempted at-
tacks, as well as methods used. It also must inform federal authorities
of relevant information and facts related to IT security. Section 4 of the
Act establishes the BSI Federal Office as a central hub for information
sharing and coordination among federal authorities, ensuring a proac-
tive approach to information technology security and facilitating effec-
tive response measures. The office collects information from third parties
about security risks and can use it to inform the public, federal author-
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ities, operators of critical infrastructures, and companies in the public
interest.

The other main pillar of Germany’s cybersecurity policy is the BSI
Kritis Regulation [5]. This law has recently been updated, giving BSI
more power to ensure the safety of businesses, organizations, and entities
involved in critical infrastructure. Now, BSI has the authority to mandate
all such entities to: conduct security audits once every two years, report
all cybersecurity incidents and disruptions to the relevant authorities,
designate a contact point for the BSI for constant availability, enforce op-
erators of critical infrastructure to implement intrusion detection systems
against cyber attacks, implement the minimum requirements of appro-
priate state-of-the-art organizational and technical measures for combat-
ing IT system and information system incidents.

Cybersecurity governance is, therefore, well established and regu-
lated in the country, with the majority of the roles and responsibilities
addressed to BSI. While, as much as concerns space governance, the
main source to be considered is the German Space Strategy [2] released
in September of 2023. On this occasion, the Federal Minister for Eco-
nomic Affairs and Climate Action emphasized how space-based infras-
tructures are becoming increasingly critical for the security of the coun-
try. The strategy highlights the growing cyber threats to space-based
systems, including their ground-based segments and data links. As a re-
sult, the document calls for an international inventory of vulnerabilities
of space-based systems and continuous improvements in national and
international standards and requirements for space programs

These considerations were behind the collaboration between BSI, the
private sector, and the DLR, which led to the development of key objec-
tives for cybersecurity in space infrastructures. This public-private part-
nership aims to establish a central coordinating body for cybersecurity in
civil and military aerospace applications and systems. This unique unit
focuses on information security for space infrastructures and is the first
of its kind in Europe. The primary tasks of the unit include identifying
minimum cybersecurity requirements in space, developing criteria and
recommendations, and promoting awareness in the sector through pub-
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lications and events. However, the implementation of the unit appears
to be in its early stages.

One of the first outcomes of this public-private collaboration is the
IT-Grundschutz Profile for Space Infrastructures, which is a guide for
companies to assess and categorize the level of risks they are exposed to
and to understand how to address them. In collaboration with the sector,
BSI has also developed the first Technical Guidelines (BSI TR-03184)[452]
on Information Security for Space Systems and the IT-Grundschutz pro-
file for the ground segment. These documents are analyzed in detail in
Section 4.2.7.

According to our analysis, Germany can be considered one of the
most advanced European countries in terms of cybersecurity governance
and policies for space. The country has clearly defined roles for its agency,
the BSI, and has established guidelines for the sector and its specific seg-
ments. However, this does not necessarily mean that the space industry
in the country is fully equipped to handle and mitigate actual threats. Re-
cent studies have suggested that Germany is not adequately prepared for
the increasing number of cyberattacks and lags behind other European
countries in terms of cybersecurity. This may be attributed to under-
funding or over-regulation, which can make it too expensive and compli-
cated for companies to comply. Our analysis highlights the importance
of not only having adequate policies but also the need to create the right
tools for the industry to implement them effectively. The details and gaps
of these policies are discussed in Section 4.4.

4.2.4 An Analysis of Cybersecurity Governance for Space

The countries under analysis depend on essential space-based infrastruc-
ture for their security and economy. However, not all of them, (e.g., UK
and Germany) have a space ISAC. Furthermore, some of these countries
(e.g., the US) have either identified or created an agency with clear roles
and responsibilities to protect space. A summary of the landscape of
space cybersecurity governance in the countries analyzed in the first part
of the paper is in Table 6.
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Table 6: Space cybersecurity governance overview

Country US UK Germany

Address cyber threats to space in the
National Cyber or Space Strategy

✓ ✓ ✓

Considers Space as a critical
infrastructure sector

✗ ✓ ✓

Developed a Space cybersecurity
strategy/guidelines/principles

✓ ✓ ✓

Defined an agency for the protection of
space infrastructure

✗ ✓ ✓

Has a space ISAC ✓ ✗ ✗

Based on our analysis, the US can be considered one of the most ad-
vanced countries in the field, mainly due to its military capabilities in
space and the high capacity of its private sector to adapt to threats and
collaborate with institutions. An example of this is the Space ISAC, a
remarkable initiative that at the moment has no comparison in Europe.
The center provides companies with an incredible platform for sharing
intelligence, which can be leveraged to perform cyber threat intelligence
reports and automated risk analysis and assessment, based on the risk
profiles of companies. The ISAC comprises 64 companies, including the
biggest players in the sector. However, the US leaves space outside the
critical infrastructure circle, which falls short of addressing all the vul-
nerabilities that affect the sector. Nevertheless, US legislators have intro-
duced the Satellite Cybersecurity Bill [1], (analyzed in the next section)
but still have failed to identify the agency that will take care of its re-
silience.

In contrast to the US, the UK has recognized space as a critical in-
frastructure for many years. However, the UK Space Agency has not yet
defined its responsibilities or created mandatory guidelines, but just a
toolkit (See Section 4.2.5), leaving companies without clear rules to fol-
low. While the aviation authority has developed some useful guidelines
(see Section 4.2.5), they may not cover the entire value chain of the space
sector.

In the case of Germany, the country is adapting to the risks and at-
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tempting to mitigate them with non-mandatory guidelines for the in-
dustry developed with companies, anticipating the work that the Com-
mission is expected to do with the EUSL. In the next sections, we analyze
the main frameworks, policies, and guidelines for the sector developed
by these countries and, in conclusion, address any gaps they may have
in terms of cybersecurity, especially when compared to current threats,
and how they can be addressed in the upcoming space law.

4.2.5 Understanding UK Space Cybersecurity: Insights from
UK Space Agency and Civil Aviation Authority

In May 2020, the UK Space Agency released a 20-page document titled
the ”Cybersecurity Toolkit” [13]. This document is the first of its kind
in the UK and is designed to provide guidelines for the space sector. Its
intended audience consists of entities involved in the supply, develop-
ment, ownership, and operation of assets within the industry. These as-
sets include facilities, systems, networks, processes, and the personnel
responsible for their operation and facilitation, thus addressing almost
the entire value chain. The document outlines the process that asset own-
ers must undertake to identify their dependencies and vulnerabilities. Its
goal is to assist entities in adopting appropriate cybersecurity strategies
tailored to the needs of the sector. The toolkit is divided into five sections,
each dedicated to guiding space asset owners and suppliers through the
critical steps to secure their operations against cyber threats.

The toolkit is divided into five sections. The first section helps in rec-
ognizing potential weaknesses through detailed vulnerability mapping,
providing a questionnaire to assist in identifying the level of risk and
evaluating the potential impacts of the loss, whether temporary or per-
manent, of supplies or assets The second section provides an impact as-
sessment framework to estimate the consequences of asset loss. Based on
these assessments, appropriate mitigation measures are proposed in the
third section. The fourth section defines the legal and voluntary obliga-
tions surrounding incident reporting. The final section urges the neces-
sity of integrating cyberattack scenarios into Business Continuity Plans
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(BCPs), suggesting minimum requirements for BCPs, aimed at minimiz-
ing disruptions, preparing for, and documenting alternative options for
maintaining operational continuity of supply chains and assets.

This toolkit is designed to assist companies in safeguarding their as-
sets and establishing operational frameworks that can withstand and re-
cover from cyber attacks. This toolkit, however, does not provide specific
measures for physical or personnel security, nor does it prescribe techni-
cal solutions for risk mitigation. For further guidance on these aspects,
the UK Space Agency recommends seeking advice from the NCSC and
the CPNI. Reporting obligations that exist when cyber incidents occur
are subject to thresholds. These are defined by the Information Com-
missioner’s Office and apply to sectors within the scope of the NIS reg-
ulation. In the case of availability, a service is deemed unavailable if it
exceeds 750,000 user hours. However, such thresholds may not be ap-
plied to the space sector because smaller cyber incidents may have more
significant consequences than initially expected. Moreover, for threat in-
telligence and analytics, it should be in the interest of both companies
and institutions to collect and analyze as many attacks as possible to bet-
ter model and predict attack patterns.

The Space Agency is not the only entity involved in supporting the
sector in its resilience. The UK Civil Aviation Authority (CAA) has de-
veloped a guidance document on cybersecurity strategies for applicants
and licensees in the spaceflight industry [45]. The CAA is responsible for
licensing all spaceflight activities in the UK [44] and aims to promote cy-
bersecurity best practices for those companies willing to engage in space-
flight activities through this guidance. The document should serve as a
guide for applicants who are drafting their cybersecurity strategies while
applying for a license under the Space Industry Act. The document can
be valuable for all those companies that, even if not planning to apply for
a license, can use it to secure their assets and develop a sound cybersecu-
rity strategy. The guidance outlines a three-part process that applicants
should follow to develop their cybersecurity strategy:

• Scoping of mission-critical processes: This step assists in identify-
ing and documenting cyber-related mission-critical processes and
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the associated assets and services that support them and impact
safety. In this step, as in the others, particular attention is given
to the reliance on third-party systems to perform part of the appli-
cants’ mission function. Examples of information that should be
included in the strategy are the command and control software uti-
lized, network diagrams, how traffic is protected across the Teleme-
try, Tracking, and Command (TTC) network, how commands to the
spacecraft are sent, authenticated, and received, at what stages the
data is encrypted, and the standards of encryption utilized.

• Threat analysis and risk assessment: The first should be up-to-
date through systematic approaches such as STRIDE and TVRA
to match the constantly evolving threat landscape, while the risk
assessment should reflect the threats analyzed. Third-party tech-
nologies, software, or services should also be taken into account
throughout the creation of a cybersecurity strategy and documented
within the risk assessment.

• Risk Monitoring and Future Plan: The CAA accepts that a risk as-
sessment is carried out for a specific period. However, applicants
should conduct risk identification exercises periodically to identify
and respond to evolving or new risks. As part of this activity, an
applicant should document how they will manage and monitor the
risks in the form of a risk management plan, which should be in-
cluded within the cybersecurity Strategy.

The guidance value lies in its emphasis on third-party risks and in the
examples of the information companies should consider when develop-
ing their strategies. The CAA recommends that the Cyber Assessment
Frameworks designed for the aviation industry are also implemented
in the space sector as they provide a comprehensive overview of good
practices, along with associated standards and guidance. In contrast, the
cybersecurity toolkit developed by the UK Space Agency is a helpful re-
source for identifying potential vulnerabilities, but an updated version
is necessary to provide more detailed information on the latest threats
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that have emerged in recent years and the methodologies to model and
analyze them.

4.2.6 The first attempt to regulate space cybersecurity, the
US Satellite Cybersecurity Act

In May 2023, US Senators Gary Peters (D-Mich.) and John Cornyn (R-
Texas) reintroduced the Satellite Cybersecurity Act [1], intending to pro-
tect commercial satellite operators from cyber attacks. The same law-
makers had introduced similar legislation in the previous year, which
made progress in the Senate but ultimately failed to pass. The Act seeks
to highlight the importance of commercial satellites, which are exten-
sively utilized by critical infrastructure systems such as pipelines, water,
and electric utilities [96].

The proposed Act in the US Senate aims to address and improve
the cybersecurity of commercial satellite systems through several provi-
sions. Firstly, it mandates the Comptroller General of the US to conduct
a comprehensive study addressing various aspects of cybersecurity in
commercial satellite systems. This study includes investigating resources
available to federal agencies to address cyber risks, assessing the reliance
on critical infrastructure, and evaluating how threats to satellite systems
are included in risk analysis and protection plans. Additionally, the Act
requires the creation of a commercial satellite system cybersecurity clear-
inghouse by the Director of CISA. This clearinghouse consolidates cyber-
security recommendations, particularly focusing on risk-based engineer-
ing, protection against unauthorized access, and supply chain risks. Fur-
thermore, it mandates submitting a strategy by key agencies to address
and improve cybersecurity, defining proposed roles and responsibilities,
and addressing cybersecurity threats in critical infrastructure risk analy-
ses.

The Act does not classify commercial satellite systems as a critical
infrastructure sector. However, it acknowledges the gaps in cybersecu-
rity within the US space industry, setting an example for other coun-
tries to follow. It highlights the importance of understanding the risks
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other agencies and critical infrastructure sectors face if space networks
are disrupted, recognizing the significance of supporting the industry,
and introducing a cybersecurity clearinghouse under CISA’s supervi-
sion. Finally, the Act acknowledges the lack of clear governance for the
sector and seeks to establish a strategy that can assess roles, responsi-
bilities, and potential threats. An idea of the financial implications of
the initiative is given by the Congressional Budget Office’s (CBO) anal-
ysis, which foresees 6 full-time employees to develop and oversee the
online database housing cybersecurity resources for satellite operators
described in the Act. The anticipated annual costs for staff salaries and
technology needed to publish safety materials are estimated at 3 million
dollars. The CBO approximates an expenditure of 14 million dollars from
2023 to 2028 for implementing the bill [81].

Although the Satellites Cybersecurity Act has not yet been passed,
some parts of the United States space sector have already received guid-
ance on cybersecurity. Companies seeking to collaborate with the US
MoD already have a clear set of controls and guidelines they need to
comply with, particularly the Pre-Approval (IA-Pre) program, which I
have extensively discussed [81]. However, until October 2023, there was
not much available in terms of a cybersecurity framework for the rest
of the space companies. At that time, NASA published the Space Se-
curity: Best Practices Guide[376] (BPG), a comprehensive cybersecurity
guide designed for companies that want to collaborate with NASA on
missions and for the rest of the industry. The particularity of the BPG
is that it covers a wide range of essential principles and corresponding
controls to strengthen the security of the space infrastructure’s distinct
segments. It creates three categories of controls: for governance, space
missions, and ground segments. In the BPG, NASA outlines 27 distinct
controls, each designed to safeguard the multi-dimensional framework
within which space missions operate. Each principle within the BPG is
designed to be applied to specific aspects of space operations, serving
as tangible and actionable instruction. The cybersecurity principles out-
lined in the guide cover almost all the key macro areas essential for safe-
guarding space missions. They include risk management, access control,
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communication and positioning survivability, software and firmware in-
tegrity, malware protection, anomaly detection, and incident response.

In addition, the BPG introduces MITRE attack tactics together with
the principles, providing potential paths for mitigation. A key novelty
is that twelve tactics were taken from Industrial Control Systems (ICS)
and Operational Technologies (OT) as these systems have very similar
requirements for timing to space mission systems. Moreover, they repre-
sent complex ecosystems where different elements are often networked
together, as happens in space-based mission systems, where there may
be multiple operating systems on a variety of processors. Moreover,
as in OT and ICS, widely accepted standards and architectures such as
TCP/IP and UDP in spacecraft design allow for the interconnection and
communication of systems, be it for government or commercial use.

The BPG represents one of the most advanced guides for space com-
panies in the field, addressing current threats and technologies and propos-
ing principles that can be translated into actionable controls. The guide
highlights the critical need to protect communication channels, data cen-
ters, and mission control systems from cyber threats, making it an up-
to-date and useful tool compared to current security risks. By focusing
on general principles rather than specific directives, it can assist compa-
nies in designing security measures that suit their needs. This flexibility
ensures that the guide can be widely applied to different space missions
and industry requirements.

4.2.7 Germany’s cyber guide for the space sector

In July 2023, the Federal Office for Information Security of Germany pub-
lished the Technical Guideline (TR) BSI TR03184 Information Security for
Space Systems [452]. This is the first European guideline of its kind and is
a crucial document in the domain of space cybersecurity. The TR lays out
guidelines for the security of the space segment, focusing on the satellite
throughout its entire life cycle. BSI created the document in collaboration
with the private sector, specifically experts from AIRBUS Germany, OHB
Germany, and Secunet Security Networks AG.
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The document offers two primary tools: a framework for protecting
space systems against various security threats and an allocation table
that provides detailed recommendations for security measures. In addi-
tion, BSI has defined three example attack scenarios. The Allocation table
matches potential threats with recommended security measures that are
specific to different space applications. Potential threats (e.g., A218 Elec-
trical Ground Support Equipment) have been identified for each appli-
cation (e.g., G01 loss/change of information). Specific security measures
(e.g., BM1 setting up a security area) have been assigned for each threat
to address the associated risks. BSI stresses that this TR should be used
along with a mission-specific risk analysis, which is to be prepared by
the TR user. The agency has proposed a five-step methodology for con-
ducting such analysis:

1. Identify relevant applications for the business process.

2. Identify relevant threats for the project-specific applications.

3. Perform standardized risk analysis for identified threats.

4. Assign security measures to identify threats.

5. Determine the qualitative shaping of security measures.

The user must ensure thorough identification of all potential threats
and implement suitable security measures accordingly. Additionally, the
TR highlights the importance of effectively managing relationships with
third-party entities, which are often prime targets for malicious attacks.
According to the BSI, contractors should define security requirements
through contractual agreements and, if needed, conduct audits to ensure
their proper implementation. The TR not only defines technical guide-
lines but tries with a hands-on approach to explain how potential threats
could be exploited in real-world scenarios and highlights cases that can
aid in the assessment of security measures. The focus is on a specific
business process application (GP02 Manufacturing) and specific threats.
The following scenarios are taken into consideration:
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• Attack on the commissioning process through hardware/software
malfunction.

• Manipulation of data from simulators.

• Destruction of equipment and media during the operation of the
MGSE.

For each scenario, the guide describes the affected business processes/risk
description, the persons involved, and the effectiveness of the security
measures. The scenarios are realistic and well-detailed, but more of them
adapted to previous attacks that affected the sector should be employed,
also taking care of recently discovered CVEs and TTPs.

The last section of the TR provides some general guidelines for cryp-
tography for space systems, crucial for maintaining the confidentiality,
integrity, and availability of data. The TR suggests choosing crypto-
graphic primitives and key lengths that correspond to a security level
of at least 192 bits, acknowledging the outdated nature of current guide-
lines, and suggesting the use of a PTG.3 or DRG.4 as a random generator
[57]. However, there is no mention of any post-quantum strategy, which
may require adaptation in the future.

BSI’s Technical Guide for the space segment successfully provides a
comprehensive framework for ensuring the cybersecurity of space sys-
tems. This framework includes identifying potential threats, establishing
protection goals, implementing security measures, and providing cryp-
tographic guidance, which significantly supports companies in securing
space assets. However, some areas still require further attention and are
not explicitly covered by the guidelines. Going forward, BSI plans to cat-
egorize the identified security measures into groups such as infrastruc-
ture and organizational in the next version of the guide. Additionally,
BSI intends to create more reports that specialize in features related to
”New Space.”

Maintaining the promise, in April 2024, the BSI published a guide
dedicated to the Ground Segment [57]. This time, the structure is slightly
different. There is no list of threats or security measures and, therefore,
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no table where security measures are assigned to threats. This is mainly
because many of the threats that apply to the space segment can also af-
fect the ground one. As for the case of the space segment, this guide was
designed in synergy with the industry, and several ground segment oper-
ators were involved in its development. Similar to the BSI TR-03184[452],
six life phases based on the life cycle of a ground segment were identi-
fied.

This IT-Grundschutz profile includes a list of relevant target objects
needing protection and general requirements beyond basic protection
due to space-specific processes and applications. The guide can be used
to fulfill the legal requirements for operators of critical infrastructures,
such as ground stations, according to the KRITIS and NIS2 Regulation.

The authors divide the ground segment into two main components:
Operations Ground Segment and User Ground Segment. The Operations
Ground Segment includes all processes to ensure the satellites’ command-
ing and thus ensure the satellite’s uninterrupted and safe operation. Typ-
ical components in the operational ground segment are satellite control
centers and TTC ground stations. The User Ground Segment compo-
nents and processes highly depend on the mission type of the space sys-
tem, including communication with the payload via ground stations.

An important highlight of this BSI guide is about third-party rela-
tionships and subcontracting. The guide recommends developing spec-
ification documents that focus on a clear distribution of responsibilities
and support the design of work processes between the client and the
contractor. These specification documents must be converted into seam-
less processes and procedures and made mandatory. The document em-
phasizes the importance of considering external and third-party services
when designing a mission. Providers must be selected based on their se-
curity requirements and audited regularly. Third-party services must be
checked, and a risk assessment must be incorporated into the make-or-
buy decision, taking into account the criticality of the interfaces and ser-
vices. In the same way, each service provider must be assessed in terms
of the trust and cyber maturity of the company. A detailed description of
the interface, protocols, and data exchange must be documented. In this
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framework, it should be a consolidated practice to agree on templates for
exchanging sensitive data such as IP addresses, port numbers, or even
encryption keys, and the principles of knowledge only when necessary
and least functionality must be observed.

BSI has proposed standard 200-3 for the risk management methodol-
ogy of ground stations, as it considers several key steps, including iden-
tifying target objects, generating a comprehensive risk overview, eval-
uating frequency and damage effects, risk assessment, risk treatment,
and consolidating the security concept. Interestingly, SPARTA and ESA
Space Shield are also suggested as valuable standards to use. The guide
not only suggests adapting the risk management framework to the mis-
sion type but also to the type of final users that will end up utilizing the
commercial or state service. State missions are often geared towards pro-
viding services to citizens or safeguarding state and public interests, ad-
hering to specific security requirements. Risk assessment and mitigation
strategies for such missions may extend beyond those typically applied
to commercial ones. Critical considerations include the user profile and
data usage patterns, as the security posture of a system used by military
personnel, for instance, may be subject to attacks from similarly sophis-
ticated adversaries. Accordingly, each mission must tailor its security
framework to align with the user profile and service type.

Given the key function of ground stations, business continuity is par-
ticularly important; BSI suggests several best practices to ensure uninter-
rupted operations. These include designing critical system components
redundantly in both the emergency workplace and the primary system,
having redundant communication connections such as dedicated data
lines or alternative frequency bands, utilizing emergency power genera-
tors and uninterruptible power supplies (UPS) for energy management
assurance, designating and establishing the role of an ”emergency man-
ager” or ”emergency coordinator,” and forming a comprehensive emer-
gency management organization, including a crisis team.

In conclusion, despite implementing all requirements, achieving ab-
solute security remains unattainable, and both users and decision-makers
must acknowledge the existence of residual risks. Collaboration with ex-
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ternal organizations may entail transferring confidential information to
entities over which manufacturers and operators exert limited control
over security management. Even with proper training and protocols in
place, employees may inadvertently or intentionally disclose such infor-
mation to unauthorized individuals. Moreover, procuring services from
third parties inherently carries residual risks. Promptly addressing new
vulnerabilities with updates may not always be feasible, particularly in
systems where information security was not prioritized during develop-
ment. The two guides are, therefore, extremely useful and of paramount
importance for the sector in providing a concrete risk assessment strat-
egy and a high-level overview of the threats that affect space and ground
segments. Moreover, the two documents provide a good foundation to
assess the level of risk and establish consistent procedures to ensure the
continuity of space and ground operations. However, their non-binding
nature significantly limits their impact. These guides, with their detailed
risk assessment methods proposed and threat model, could be a solid
template for the design of the EUSL.

4.3 The European Union’s approach to space cy-
bersecurity

Exploring the governance of space cybersecurity and enhancing inter-
national and cross-sector collaboration in the space domain are crucial
areas that require deeper investigation. Currently, as analyzed in Section
2, regulations related to cybersecurity for space are relatively lax, partic-
ularly, in Europe where cybersecurity requirements for obtaining launch
permissions or operating spacecraft are largely absent. Despite the frag-
mented regulatory landscape, there has been a growing recognition of
the importance of cybersecurity among various stakeholders, prompting
the implementation of targeted measures.

At the European level, the European Space Agency (ESA) and the
European Union have recently emphasized the significance of space cy-
bersecurity. ESA has adopted a dedicated cybersecurity strategy [389] to
safeguard its systems and has pointed out the need to develop special-
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ized capabilities and expertise.
The European Commission, supported by the European Union Agency

for the Space Programme (EUSPA), has enacted Regulation 2021/696
[392] to establish strong security measures to protect space and ground
infrastructure. However, this regulation only applies to the EU Space
Programme, and not the commercial space systems. Even though the
adoption of the NIS2 Directive in 2022 will extend cybersecurity obli-
gations to operators of ground-based infrastructure that support space-
based services a size cap limits its scope to medium-to-large entities (with
over 50 employees and an annual turnover of over €10 million), there-
fore, other legislative instruments will be necessary to protect the sector.

In this section, we delve into the European Union’s approach to space
cybersecurity. Before exploring the regulatory approach of the Union,
we describe the capabilities and frameworks developed by the European
Space Agency. Then we explore the proposal of a European Space Law
and the cybersecurity requirements that may be involved.

4.3.1 The European Space Agency’s cybersecurity capa-
bilities

On April 18, 2011, the Computer and Communications Emergency Re-
sponse Team of ESA (ESACERT) received a report that a gray hat hacker,
known as TinKode [143], had claimed to have hacked into ESA’s internal
portal. As soon as ESA was alerted, the incident was declared as severity
1, which is the highest level of importance. Upon investigation, ESAC-
ERT found that 12 servers located on ESA’s external demilitarized zones
(DMZs) had been affected, even if no data loss or leakage occurred from
the protected internal networks, the publication of usernames and pass-
words by the hacker was considered a serious security breach by ESA. As
a response, the agency implemented a renewed rule verification process
and encrypted all passwords to prevent any further security breaches.

As a Provider of expertise in the technical coordination of the Euro-
pean space programs and the design, development, procurement, and
operation of satellite systems ESA is an attractive target of cyberattacks.
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This is why the agency has gradually established best practices and cy-
ber capabilities to mitigate and counter cyber threats. In November 2023,
ESA released a policy document, titled ”ESA Security for Space: Shap-
ing the Future, Protecting the Present” [389], which outlines the agency’s
cybersecurity resilience capabilities in the short and medium-long term,
with the primary objective of safeguarding ESA’s vital space infrastruc-
ture.

The document discusses the changing threat landscape in the space
domain and outlines the ESA Security Framework, providing an overview
of ESA’s accomplishments in cybersecurity, and detailing the current and
future measures and technologies available to safeguard and support
space infrastructure throughout the lifecycle of a space mission.

While developing its capabilities ESA considered a new trend in space
security: the increase in organized hacker groups or hacktivists actively
exploiting vulnerabilities in space systems and their capabilities of launch-
ing low-tech but high-impact hybrid attacks. These attacks are often
driven by a desire to experiment with new attack strategies or to gain
public recognition and visibility.

In 2020, the ESA Council approved a cybersecurity framework, a ma-
jor cybersecurity policy implementation that requires a robust security
risk management system and integrates security engineering and secu-
rity assurance into all security-critical projects from their early-stage con-
ception and throughout their lifecycle. A group of entities is responsible
for certifying this security process, including the ESA Security Author-
ity, the Security Committee, the INFOSEC & Cyber Panel, the Industrial
Security Panel, and the relevant project/program.

ESA’s newest strategic document [389] outlines its present capabili-
ties and the ones it plans to acquire in the short and long term. Currently,
ESA lists three main present capabilities:

• ESEC (European Space Security and Education Centre) in Belgium,
responsible for ensuring cybersecurity in the space domain through
secure engineering solutions and monitoring secure operations.

• ESOC (European Space Operations Centre) in Germany, responsi-
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ble for identifying threats and vulnerabilities from space and mon-
itoring space missions for security purposes.

• ESRIN (European Space Research Institute) in Italy, hosting the
ESACERT for forensic analysis and incident investigation, and sup-
porting the ESA Security Office in supervising the implementation
of ESA’s cybersecurity Policy.

In terms of future capabilities, ESA plans to establish the following
ones:

• C-POP (Cybersecurity Portable Operational Platform), which sim-
plifies access to complex cybersecurity functions and creates a Eu-
ropean Threat Intelligence Network. This tool can perform a va-
riety of functions including threat and vulnerability assessment,
threat modeling, threat intelligence gathering, and cybersecurity
monitoring, both on Earth and in space. Its development began in
2021 and is expected to be fully operational by 2025.

• C-SOC (ESA Cybersecurity Operations Centre), which will moni-
tor and track information and events to detect security incidents
and support the readiness of ESA’s defensive capabilities. C-SOC
will be connected to the Cyber Portable Operational Platform and
interoperable with the ESACERT.

• SCCOE (Security Cyber Centre of Excellence), an emulation plat-
form for space missions that can perform vulnerability assessments
and risk profiles throughout the system’s life cycle.

Looking forward, ESA’s long-term capabilities (2025-2027) include
the ESA QSVP (Quantum Secure Verification Platform), an end-to-end
quantum technology to support the testing, qualification, and security
certification of any quantum technology applied to the security domain.
To develop the QSVP ESA launched in July 2024 a public tender in or-
der to advance quantum-based security technologies for space systems
[185]. Its primary objective is to establish a comprehensive framework
supporting the life cycle of quantum space-based systems, focusing on
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design, development, testing, verification, validation, and vulnerability
assessment. This standardized evaluation platform should define cer-
tification protocols that ensure the secure implementation of quantum
technologies in space missions. This initiative also aligns with the strate-
gic goals of Member States to enhance national evaluation capabilities
and provide technological reference points for assessing their national
space programs. The tender, which results as classified on ESA’s portal
involves a significant budget exceeding 500,000 euros.

ESA’s strategic goals will enable the agency to face present and fu-
ture threats effectively. However, it is not clear how these capabilities
can benefit the private sector instead of just ESA’s operations and mis-
sions. Even though ESA’s capabilities seem adequate for the current
threat landscape, the implementation of the program prescribes tight
deadlines that pose non-trivial challenges to its realization. Interestingly,
the agency’s security implementation program is set to begin with the
protection of the ground segment. The agency has prioritized the protec-
tion of the ground and user segment against supply chain attacks, with
the possible introduction of zero-trust architectures [477].

While it would be ideal to see similar tools developed at the European
Union level, it is important to note that ESA is an intergovernmental or-
ganization with different ranges of competencies, member states, and
governance than the EU. Developing similar tools for Europe and Euro-
pean companies should be the task of EUSPA, as the agency is respon-
sible for the security accreditation of all the EU Space Programme com-
ponents and the space sector in general. The European Space Agency is
responsible for system design, procurement of the system infrastructure
(space and ground), and preparing for future system evolutions. This is
why, the Commission is moving to equip the EU with a stronger policy
framework for space cybersecurity.

4.3.2 Emerging Space Security Standards

Policies, guidelines, and best practices are not the only tools that stake-
holders are using to regulate and manage security aspects in space ecosys-

117



tems. Many supranational and international organizations have begun
developing and proposing technical standards to create frameworks for
specific components of space networks. This effort aims to establish the
foundations of a resilient space system design. In this section, we ex-
plore some of the proposed or developing standards and discuss their
potential impact on the upcoming European Space legislation.

The IEEE Technical Standard on Space Systems Cybersecurity

One of technical standards under development is represented by the
IEEE Technical Standard on Space System Cybersecurity, by the P3349
working group. This initiative, launched in Fall 2023, responded to a
joint call to action from researchers and policymakers in the United States,
Australia, the United Kingdom, and the European Union [225]. The
process is structured around the traditional classification of space sys-
tems: the space segment, user segment, and ground segment, as well
as the link segment and integration layer, are represented in various
subcommittees. The proposed IEEE standard would establish a unified
framework incorporating technical requirements applicable throughout
a space system’s lifecycle, ensuring resilience against known and emerg-
ing threats. The proposed standard should offer a structured approach
to safeguarding space missions by establishing precise technical require-
ments tailored to the vulnerabilities of space systems. The standard pro-
posed to integrate cybersecurity principles at the design stage through a
system-of-systems approach rooted in its core methodology: the ”secure-
by-component” design paradigm.

The P3349 Working Group is developing the technical framework
around secure blocks, and modular security units designed to address
specific cybersecurity needs across system segments. These secure blocks
are built through a rigorous methodology involving Fault Tree Analysis
(FTA) [529] and threat modeling, identifying potential failure points and
mapping them to Common Weakness Enumerations (CWEs) recognized
in cybersecurity practice. This analytical process enables the develop-
ment of targeted countermeasures that mitigate specific threats, trans-
forming abstract vulnerabilities into precise, actionable ”shall” statements
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[565]. Each secure block is defined by a comprehensive set of security
requirements that ensure compatibility and interoperability while pre-
serving mission-specific flexibility. These blocks are organized into mini-
mum and maximum security configurations, with the former addressing
essential security needs and the latter providing enhanced protection for
critical missions.

A defining feature of the IEEE standard is its reliance on a fault tree
analysis process that breaks down the space system into its constituent
components, identifying where and how failures could occur. Each com-
ponent undergoes a detailed examination to address potential vulnera-
bilities linked to confidentiality, integrity, and availability. For example,
components like satellite command interfaces, ground station data links,
and onboard control systems are analyzed for possible failure modes,
such as data interception, command spoofing, or unauthorized system
access. The identified vulnerabilities are linked to specific CWEs, en-
abling the development of countermeasures based on secure-by-design
principles such as least privilege, complete mediation, and separation of
duties. These principles are taken from NIST Special Publication 800-
160, Volume 2 [352] and, in particular, the UK Device Security Guidance
[266].

The secure blocks are generated through a design process that con-
siders both technical feasibility and mission priorities. Developers can
combine blocks into secure architecture based on the security objectives
of a given mission. For example, a mission focused on Earth observation
may prioritize data confidentiality and availability, while a communi-
cation satellite may emphasize real-time command authentication. The
modular structure ensures that secure blocks are interoperable and scal-
able, allowing system architects to adapt their designs to evolving tech-
nological and mission-specific demands.

To identify the security requirements, the standard plan to apply a
matrix row reduction process during secure block creation. This pro-
cess reduces overlapping security requirements by optimizing the set of
applicable measures, eliminating redundancy, and maintaining compre-
hensive coverage. This approach results in a catalog of ”shall” statements
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that precisely define the technical requirements for each system compo-
nent. These statements cover a wide range of cybersecurity functions,
such as secure boot processes, encrypted data storage, hardware-based
authentication, and intrusion detection systems. Each ”shall” statement
is directly linked to a specific fault identified through the FTA process
and a corresponding CWE, ensuring both technical specificity and en-
forceability. This contrasts with traditional cybersecurity frameworks
that rely on generalized policy recommendations or ”best practices” that
lack operational detail. The Working Group argues that ”shall” state-
ments transform abstract security principles into concrete, implementable
technical specifications that developers can integrate directly into system
designs [266].

Below is an example of how the identified minimum design approaches
can be converted into minimum technical requirements for the Space Ve-
hicle for the Attitude Determination and Control System (ADCS) for the
principle A.1 Trust-Based Privilege Management:

• The ADCS components shall implement least privilege.

• Actions on and from the ADCS shall require dual authorization.

Such shall statements are a good example of linking standard provi-
sions to direct implementable action for developers. Therefore, adopt-
ing components of the IEEE standard within European Space Law could
force European actors to reconsider their current top-down regulatory
structures. For instance, the EU’s focus could be reframed through the
technical lens of modular secure blocks and minimum cybersecurity re-
quirements proposed by the IEEE Working Group. This shift could en-
courage a move from general cyber principles toward precise technical
obligations on satellite manufacturers, operators, and service providers.

If these detailed technical requirements were integrated into the EUSL,
legislators would need to accommodate technical security audits, dy-
namic system certifications, and fault-tree-based compliance tests. This
could lead to a rethinking of how compliance and liability are assigned
in the European space sector, possibly extending responsibilities beyond
operators to system integrators and component manufacturers.
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The adoption of provisions designed based on the IEEE standard
could transform European Space Law from a policy-centric framework
into a technologically grounded legal regime defined by precise, enforce-
able technical norms.

The Consultative Committee for Space Data Systems Standards

The Consultative Committee for Space Data Systems (CCSDS) is a multi-
national forum developing standards for space communication and data
systems. It includes over 11 space agencies as full members, 32 as ob-
servers, and 119 industrial associates. In addition to its standardization
efforts, the CCSDS also creates a series of documents that focus on imple-
menting security measures and space protocols, enhancing the security
of data transmission in space missions [558].

Among its recent publications, the CSSDS includes the ”Space Data
Link Security Protocol [3]” (CCSDS 355.0-B-2), a recently proposed rec-
ommended standard, setting a technical benchmark for securing com-
munications across space data systems. As an international standard de-
veloped by the CCSDS, it defines a framework that guides space agen-
cies and commercial operators in implementing data link layer security.
CCSDS 355.0-B-2 [3] formalizes specific requirements for cryptographic
security, including encryption, authentication, and data integrity veri-
fication. It standardizes the use of essential cryptographic constructs
such as the Security Parameter Index (SPI), Security Header, and Secu-
rity Trailer, ensuring consistent implementation across different mission
profiles. The protocol also incorporates a well-defined structure for man-
aging Security Associations (Sas), allowing mission planners to establish
secure channels with specified cryptographic configurations.

The standard’s relevance extends beyond its technical specifications,
as it also reflects evolving security concerns in space communications.
The inclusion of mechanisms for anti-replay protection, message authen-
tication codes (MACs), and authenticated encryption demonstrates a forward-
looking approach that anticipates future cybersecurity challenges in space
environments. Its layered structure, which operates within the Open
Systems Interconnection (OSI) model’s Data Link Layer, ensures that the
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protocol can be adapted to various mission types without imposing un-
necessary constraints on system design.

For European stakeholders, this standard can be used as a good ref-
erence point for improving the cybersecurity posture of space missions.
Given the European Union’s broader regulatory landscape, particularly
concerning cybersecurity and data protection, the CCSDS 355.0-B-2 [3]
protocol could become a reference standard for the development of legally
binding requirements for space operators. The standard is already being
used by governmental agencies that have developed their implemen-
tations of the SDLS protocol for their specific missions. Moreover, in-
teroperability tests have been conducted among these implementations
by ESA, the Centre National d’Etudes Spatiales (CNES), and NASA [3].
However, to enhance integration and consistency among space opera-
tors at the European level, it is essential to adopt a unified implementa-
tion of the SDLS protocol. Its recent release in 2022 indicates that indus-
try adoption is not yet universal. This is evident due to the scarcity of
market-ready solutions [356].

Therefore, the protocol can have a relevant impact on European space
legislation, as ESA and national space agencies increasingly engage in
joint missions and commercial partnerships. Also, the CCSDS 355.0-
B-2[3] standard could serve as a legally mandated security framework.
This could enhance technical interoperability and establish a uniform le-
gal basis for addressing data security. In addition, CCSDS developed the
recommended standard 356.0-B that extends the application of the SDLS
Protocol to missions utilizing the Internet Protocol (IP), offering guid-
ance for network layer security that can be applied to a wider audience
of commercial entities and users.

Another relevant recommended standard published in 2024 is the
Unified Space Data Link Protocol (USLP [4]) CCSDS 732.1-B-3. This stan-
dard concerns the transfer of mission data across space communication
links. It operates at the Data Link Layer and defines how data is for-
matted, segmented, and transmitted between spacecraft and ground sta-
tions. USLP introduces a flexible data-handling system through struc-
tures like Transfer Frames, Virtual Channels, and Multiplexer Access
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Points, enabling efficient data multiplexing and service differentiation.
It supports various mission types with both fixed and variable frame
lengths and provides essential data transport services such as sequence
control, error management, and Quality of Service (QoS) configuration.
The proposed modular design allows mission planners to adapt the pro-
tocol to different operational needs.

The main difference between the USLP and SDLSP is the fact that
SDLSP focuses exclusively on securing data transmitted over space com-
munication links. Unlike USLP, which deals with the structural and op-
erational aspects of data transfer, SDLS provides encryption, authenti-
cation, and data integrity features by adding cryptographic components
such as Security Headers and Security Trailers to the Transfer Frames
defined by USLP. While USLP ensures that data is efficiently organized
and transported, SDLSP ensures that this data remains confidential and
tamper-proof. In practice, USLP can function independently for manag-
ing data flow, but incorporating SDLSP becomes essential when mission-
critical data needs protection against cyber threats. Their combined use
reflects a layered security approach: USLP manages the operational trans-
port of data, while SDLSP ensures its protection, creating a secure and
efficient communication ecosystem for space missions.

In addition to standards, the CCSDS developed several other types
of documents for space system security such as the CCSDS 350.0-G3
[450], an informational report that outlines the application of security
measures specifically through the SDLS Protocol. The report details the
implementation of security services such as encryption, authentication,
data integrity, and access control at different layers of the CCSDS pro-
tocol stack, including the physical, data link, network, transport, and
application layers. The document also outlines security implementa-
tion points like bulk encryption, Space Data Link Security, IP Security,
and application-layer cryptographic methods. It also discusses security
trade-offs, protocol-specific configurations, and mission-specific security
architectures.
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Translating Standards into European Legislation

The adoption of space cybersecurity standards such as those being de-
signed by the IEEE or CCSDS presents a unique opportunity and chal-
lenge for European stakeholders in crafting future space legislation. On
one side, these standards provide a technical foundation for establish-
ing clear cybersecurity requirements through precise, enforceable obli-
gations based on technical specifications rather than high-level policy
statements. The IEEE standard, though still under development and not
yet public, offers a promising model for a system-of-systems approach
built on modular security blocks defined by specific threat models and
linked to established Common Weakness Enumerations. This level of de-
tail could transform European regulatory frameworks by shifting com-
pliance obligations from general principles to exact technical implemen-
tations. Similarly, CCSDS standards such as the Space Data Link Secu-
rity Protocol (SDLS) and the Unified Space Data Link Protocol (USLP)
provide operationally proven frameworks addressing both data man-
agement and data security. However, these standards face significant
challenges. They are voluntary and lack binding enforcement unless
formally adopted into national or European law. Moreover, the limited
industry adoption of the SDLS protocol highlights the need for greater
regulatory incentives or mandates to ensure consistent implementation.
Integrating these standards into European space law would require bal-
ancing the need for harmonized technical norms with the flexibility to
accommodate emerging threats and technological advances. European
legislators could adopt these standards as legal benchmarks, tying com-
pliance to technical audits, security certifications, and contractual obliga-
tions within the space supply chain. However, this would require a sub-
stantial commitment to developing a regulatory ecosystem that supports
technical verification processes and fosters public-private collaboration.
While not without limitations, these standards offer a pathway toward
a technologically robust and internationally interoperable cybersecurity
regime, ensuring Europe’s leadership in secure space operations.
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4.3.3 Toward a European Space Law

There is no doubt that space security has become a crucial matter in Eu-
rope, especially with the recent increase in irresponsible and hostile be-
haviors such as cyber-attacks. The EU space strategy for security and
defence [104] recognizes the strategic nature of space and the need for
the EU, as a global space power, to address security challenges. Even
though European space assets have been the target of numerous attacks,
regulation has been slow to address the issue. Policy initiatives like NIS2,
which apply to space as a sector as well (but not to the space segment),
may not address all the different kinds of threats and targets to the vari-
ous space infrastructures.

In September 2023, the President of the European Commission, Ur-
sula Von Der Leyen, launched the idea of an EU space law (EUSL). On
October 17, 2024, the Commission published the 2024 Work Programme
[103], which announced the preparation of a legislative initiative that
should have been adopted during the first quarter of 2024. The EU Space
Law focuses on three main pillars: safety, resilience, and sustainability.
The second pillar deals with ensuring the resilience of space infrastruc-
ture against cyber threats.

In October 2023, the European Commission initiated a targeted stake-
holder consultation on the Law. However, the survey received feedback
from only 44 respondents, 10% of whom were from the industry. In gen-
eral, they welcomed the view of the Commission and acknowledged the
need for a more resilient space industry. However, companies are wor-
ried about additional financial burdens given by cybersecurity require-
ments and duplication of obligations because of the NIS2. The private
sector therefore suggests having mission-specific requirements and cy-
bersecurity by design in the program management and mission opera-
tion phase.

The consultation process includes a baseline scenario [164] that de-
scribes the current state of space legislation in Europe and provides three
policy options for the implementation of the future Space Law. The pol-
icy options proposed by the Commission are still in the consultation
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phase, and there is no concrete proposal yet. In this section, we ana-
lyze the potential cybersecurity provisions of Option 2, summarized in
Table 7, and we address the shortcomings and gaps that exist in this op-
tion. We have chosen this option as it delves deeper into cybersecurity
measures. While the others (Options 1, 2+, and 3), on the other hand,
leave a marginal role in cybersecurity implementation.

The EU Space Law is expected to cover various aspects tailored to
different stakeholders within the space industry. An initial assessment of
Option 2 suggests that the Law should include comprehensive measures
to address security risk assessment and management principles within
space. This includes conducting security risk assessments based on vari-
ous risk scenarios and implementing robust risk management principles.
These principles encompass the management of assets, control rights, de-
tection and handling of incidents, prevention and protection measures,
cryptography standards, backup and patching procedures, business con-
tinuity, recovery plans, and supply chain risk management.

The law is expected to mandate the reporting of incidents to ensure
transparency and accountability. Additionally, it will encourage volun-
tary information sharing through entities like ISAC, respecting confiden-
tiality and competition. To accommodate the diverse needs of operators,
the law will need to establish a baseline that is suitable for everyone,
emphasizing the application of known risk management principles. The
goal is to ensure security by design principle, maintaining flexibility in
the intensity of requirements, and tailoring them based on the operator’s
size and phase of operation. One of the major requirements of the law
is expected to be the obligation for operators to produce a security risk
assessment, with different requirements for small and large companies.
The aim is to promote freedom and flexibility by focusing on objectives
rather than enforcing specific methodologies. However, this may pose
challenges in evaluating the effectiveness of risk assessments, and a set
of suggested methodologies should probably be defined.

Regarding the relationship between NIS2 and the EU Space Law, ques-
tions arise regarding the consistency between the two frameworks. Le-
gal security and uniform rules should be the priority of policymakers,
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Table 7: Cybersecurity requirements of the EUSL, Option 2

Risk Area Requirement

Risk Management Rules Ensure proper and coherent risk management of all space
infrastructures and assets along the risk management cycle:

• management of space assets: identification and
classification of assets, inventories, and
documentation

• management and control of access rights for all
relevant segments (space, ground, links)

• detection of incidents: effectively activate alerts and
identification of interferences, cyberattacks,
spoofing, jamming, as well as incidents related to
physical infrastructures

• cyber and physical protection and prevention
measures: encryption, malware protection policy,
patch management, increased tolerance to noise,
mitigation strategies, back-up management

• business continuity policy, with response and
disaster recovery plans

• testing the ICT systems

• reporting of significant incidents

• communication in emergency protocols
Risk Assessment Risk assessment covering all lifecycles of the space activities

and operations:

• specific risk assessment (commercial off-the-shelf
[COTS], non-EU assets)

• use of risk scenarios, threat modelling, and use cases
Reporting of significant
incidents

Handling of all incidents:

• reporting of significant incidents (cyber and
non-cyber related)

• establishment of national monitoring centres with
the support of EUSPA

Supply Chain management

• criteria for the choice of software in the supply chain

• control of ICT systems connected for maintenance

• review of ICT requirements in contracts

• inventory of non-EU assets
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addressing all the situations where ground stations located outside the
EU provide services to European citizens or are managed by European
companies. It is not clear if it will be mandatory for all stakeholders, in-
cluding non-EU entities, to adhere to the requirements when operating
within the EU or providing services to EU satellite operators. Another
gray area of the law is the so-called regime of proportionality that may
be applied to SMEs and research centers, even if companies are smaller
in fact, it is not guaranteed that their services may be the entry points to
wider networks managed by bigger companies.

Despite the proposal for a comprehensive EU Space Law, many ob-
servers have questioned whether the EU possesses the necessary legal
basis for such a policy instrument under its current constitutional frame-
work [306]. Critics argue that Article 189 TFEU, which grants the EU
competence over space policy, explicitly precludes the harmonization of
national space laws, limiting the Union’s ability to legislate in this field.
However, the EU has adopted a ”mix-and-match” legal strategy, drawing
on a range of other treaty provisions to address gaps left by Article 189.
For example, Articles 114 and 115 TFEU, traditionally used for internal
market regulation, have been used to justify harmonization in the con-
text of economic competitiveness and space sector development. Simi-
larly, environmental protection mandates under Articles 191-193 TFEU
have been cited to regulate sustainability aspects, including space debris
mitigation and emission controls. This flexible approach allows the EU to
integrate space governance with related policy domains such as cyberse-
curity, safety, and sustainability, as highlighted in its 2023 Space Strategy
for Security and Defence [104]. Yet, concerns persist about overregula-
tion and potential encroachments on Member State sovereignty, partic-
ularly when national security considerations intersect with EU law. The
European Court of Justice’s case law, notably the Tobacco Advertising
rulings [550], affirms that the EU may harmonize laws when regulatory
divergence risks fragmenting the internal market—a principle the EU
could extend to the space sector if, for example, cybersecurity vulner-
abilities threaten the single market. Thus, while the direct competence
under Article 189 TFEU is constrained, the EU’s adaptive legal frame-
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work reinforces the legitimacy of its proposed space law, ensuring that
regulatory efforts remain within the bounds of subsidiarity and propor-
tionality while addressing critical challenges in space governance.

In December 2024, the Polish Presidency of the Council of the Euro-
pean Union published its Programme and priorities, setting the stage for
its six-month tenure from January to June 2025 [523]. Among its strategic
goals, the Presidency emphasizes the need for developing a comprehen-
sive EU space law framework. The document reflects a dual policy focus:
fostering legal clarity and regulatory oversight while supporting innova-
tion among small and medium-sized enterprises and start-ups. Notably,
the proposed timeline for space law development appears linked to the
Presidency’s legislative agenda, suggesting that discussions and poten-
tial legislative drafts could emerge during the first half of 2025. The Pres-
idency also prioritizes cybersecurity and environmental sustainability,
ensuring that future space legislation addresses these critical concerns.
This approach reflects an understanding that a robust legal framework
will be indispensable in supporting Europe’s ambitions in the increas-
ingly competitive and securitized global space sector.

4.4 The way ahead, next steps to secure the Eu-
ropean Space Sector

The fields of cybersecurity and space security are constantly evolving,
and every space power is now aware of the risks associated with space.
However, merely producing guidelines, best practices, and toolkits for
the sector does not make it resilient. While several useful tools have
been proposed, they all fall short of ensuring a resilient space ecosystem.
Currently, the US and EU are the only jurisdictions where a superior in-
strument, namely a space law with cybersecurity requirements, has been
proposed. After carefully analyzing all the available policies, guides,
frameworks, and toolkits in the field, we identified some main points
and areas that should be covered and defined to have a comprehensive
and effective EUSL.

In this section, after providing a systematic overview of space sys-
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tems’ distinctive cybersecurity risks, we refer to the policy analysis of
the instruments addressed in Section 4.2.6 We identify the main elements
that are not addressed by those instruments or by the future EUSL, which
we consider necessary to complement and define a clearer cybersecurity
strategy and policy for Europe.

4.4.1 Defining Cyber Risk in Space Systems

The cybersecurity frameworks and risk models governing space have
come under growing scrutiny. Current cybersecurity principles and best
practices have typically been derived from terrestrial ICT environments,
but these conventional models cannot simply be transferred to the orbital
domain without significant adaptation. The reasons for this lie in the
distinct architectural, operational, and environmental factors that shape
the unique threat landscape of satellite-based infrastructure.

Unlike terrestrial networks, satellite communication systems are char-
acterized by high latency, asymmetrical links that often rely on narrow-
band and bandwidth-constrained radio frequency channels. These limi-
tations impose trade-offs between performance, encryption, and resiliency.
Many satellites, especially those in Low Earth Orbit, sacrifice data au-
thentication and encryption to conserve link budget and reduce com-
munication overhead [442]. These characteristics create direct exposure
to eavesdropping, signal replay, spoofing, and integrity injection, all of
which are amplified by the open nature of space radio frequency envi-
ronments.

The architecture of satellite ecosystems introduces a multi-segment
attack surface, where vulnerabilities may be distributed across onboard
subsystems, satellite-to-ground links, command and control centers, and
external interfaces such as cloud APIs, GNSS inputs, and third-party mis-
sion software. The use of commercial off-the-shelf (COTS) components
and open-source flight software [167] in both small and large-scale satel-
lite programs further contributes to software monoculture risk, where a
single exploit chain can propagate across missions and organizations.

Most importantly, space systems operate in an environment where
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physical access is impossible post-launch, making most conventional in-
cident response protocols unapplicable. If a system is compromised in
orbit, whether through malware, misconfiguration, or remote intrusion,
it cannot be physically serviced or rebooted. This increases the con-
sequences of even minor cyber incidents, transforming software bugs
or single-point failures into potential mission losses. Space assets must
therefore be treated as remote critical infrastructure, subject to environ-
mental constraints, asymmetric threats, and systemic opacity that distin-
guish them from any other domain of cyber defense.

In conclusion, what distinguishes the space domain from conven-
tional ICT environments is not just its criticality, but its structural asym-
metries. In summary:

• Most satellites operate on command-based architectures, with ground
stations sending instructions in strict windows of uplink availabil-
ity, often with minimal feedback mechanisms.

• Software updates must be uploaded during limited contact inter-
vals, often constrained by bandwidth and energy budgets, which
delays remediation of known CVEs.

• Once in orbit, compromised systems cannot be physically accessed.
Remote forensics are limited, and recovery often requires risky soft-
ware overwrites with no rollback capacity.

• Flight software is often open-source and reused across missions for
cost and compatibility reasons, leading to cross-constellation ex-
ploitability.

• Many ground stations, GNSS systems, and cloud telemetry ser-
vices are shared across operators and missions, creating lateral move-
ment opportunities for attackers.

In the next subsection, we analyze how these abstract risk categories
have been concretely exploited in documented incidents and simulations
to illustrate the operational implications of a fragmented security archi-
tectures in space infrastructure.

131



Cybersecurity Incidents in the Space Domain

The cybersecurity risks and threat vectors identified in the previous sub-
section are not merely theoretical but have repeatedly shown their appli-
cability, as addressed in academic literature and sector-specific reports.
In this section, we provide a brief overview of some empirical cases, as
we believe it is required both for understanding the nature, scale, and
complexity of cyber threats and for supporting tailored cybersecurity
governance frameworks that reflect current threats landscapes.

One of the most famous and discussed incidents, illustrating the in-
terconnectedness of ground and space segments, occurred in February
2022 when the KA-SAT satellite network, operated by Viasat [81], suf-
fered a cyberattack coinciding with the start of Russia’s invasion of Ukraine.
Forensic investigations confirmed that attackers exploited a misconfig-
ured virtual private network in the terrestrial management system to
deliver the AcidRain wiper malware [81]. This malware wiped modem
firmware across thousands of user terminals, causing extensive outages
throughout Ukraine and parts of Europe, including the disruption of
critical infrastructure such as wind farms and emergency communica-
tion systems [81]. The satellite itself remained physically unharmed, but
the Viasat incident proved how terrestrial cyber vulnerabilities can cause
disruptions to space-based services.

The Viasat attack showed the weaknesses of ground, but most im-
portantly, user terminals, which are often the most exposed yet least pro-
tected elements of satellite communication networks. In this domain, re-
searchers have demonstrated that SATCOM terminals can be exploited
through both physical and software-level vulnerabilities, leading to pro-
longed service disruption and potential access to internal network seg-
ments. In a recent case study focused on Starlink, it was shown that the
administrative interface of the user terminal lacked robust authentication
controls and was vulnerable to a denial of service attack [81]. Sending a
specifically crafted gRPC command via the local network, an adversary
could crash the terminal’s command handler, making it unresponsive.
This “kill” command, if executed after forcing the terminal into a stowed

132



state, could lead to total service loss.

These weaknesses are not unique to Starlink. Earlier research [463]
revealed that several satellite broadband providers deployed terminals
with default credentials, open management ports, and insecure firmware
update mechanisms, making them susceptible to remote compromise.
Exploits demonstrated the ability to intercept unencrypted web traffic,
reroute DNS requests, and gain persistent access through firmware mod-
ifications, all without physical access to the terminal or detection by the
satellite operators.

Moving up from the user to the ground segment, middleware soft-
ware (software that acts as a layer between applications in the OS) emerged
as a critical attack vector in March 2022, when the hacktivist group NB65,
claimed responsibility for compromising the Russian space agency ROSCOS-
MOS [440]. Exploiting the Log4j2 vulnerability (CVE-2021-44228) within
a publicly exposed instance of WSO2 middleware (an open-source soft-
ware widely used for application management, telemetry processing,
and system integration). The CVE-2021-44228 vulnerability was discov-
ered in December 2021 in the Apache Log4j2 logging library, widely
used in Java-based applications worldwide. This vulnerability allowed
attackers to remotely execute arbitrary code on affected systems sim-
ply by sending specially crafted requests that included malicious pay-
loads. Exploiting this vulnerability, NB65 allegedly gained root-level
access to backend operational services, including telemetry and vehicle
monitoring interfaces. ROSCOSMOS publicly disputed the severity of
the breach, but independent cybersecurity analysts confirmed the pres-
ence of significant vulnerabilities consistent with NB65’s claims.

This incident highlights a critical governance lesson: commercially
available software can be easy to use and integrate but can also introduce
substantial cybersecurity vulnerabilities when such integration is not fol-
lowed by a rigorous security validation or hardening. Middleware plat-
forms such as WSO2 or similar third-party products often become crit-
ical points of compromise, offering potential lateral movement oppor-
tunities across interconnected systems. This case makes clear why it is
necessary to adopt cybersecurity governance frameworks that explicitly
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mandate thorough, mission-specific security assessments and validation
procedures for third-party commercial software integrations.

The ROSCOSMOS breach also illustrates the links between cyber-
security and geopolitics. Claims of cyber compromise can undermine
public and operator confidence, disrupt trust in critical infrastructure,
and complicate crisis communication strategies. For this reason, effec-
tive space cybersecurity governance must incorporate clear protocols for
transparency, incident response, and crisis communication to manage
and mitigate reputational and strategic impacts. The ROSCOSMOS inci-
dent should point out to policymakers the critical importance of robust,
transparent cybersecurity response mechanisms as integral components
of any effective cybersecurity governance framework for space systems.

Affecting a different level of space infrastructure, the compromise
and interference in satellite signals are another core component of the
documented risk landscape. In this domain, many cases exist involving
repeated occurrences of GNSS spoofing and jamming attacks reported
by researchers and military officials. Many of these attacks were docu-
mented in Ukraine and Russia, where commercial vessels and airplanes
experienced GPS signal disruption and position spoofing [502]. Disrup-
tions and spoofing incidents have been registered in the Black Sea re-
gion, near the Russian port of Novorossiysk, starting on 22 June 2017.
According to the U.S. Coast Guard Navigation Center, at least 20 com-
mercial ships reported severe GPS signal losses or disturbances during
this period, leading ships to report false positions, which could result
in dangerous navigational errors, including collision risks and unautho-
rized incursions into restricted territorial waters. Likewise, Iranian mili-
tary GNSS spoofing was used to manipulate or disrupt drone operations
near strategic locations [75], demonstrating the practical geopolitical con-
sequences of cyber vulnerabilities in satellite navigation signals.

Beyond real-world breaches, cybersecurity exercises demonstrated
the impact of vulnerabilities inherent in satellite cybersecurity. In the
WannaFly experiment [290], researchers recently explored how ransomware
might be adapted to target satellites. Specifically, researchers focused on
NASA’s widely adopted core Flight System (cFS) [6], a modular, open-
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source software framework extensively utilized in low Earth orbit and
other small-scale satellite missions due to its cost-effectiveness, standard-
ization, and adaptability.

Using software injection techniques, the researchers simulated a sce-
nario where ransomware payloads were introduced into the satellite’s
onboard software bus, the critical communication channel responsible
for inter-process message passing among the spacecraft’s software ap-
plications and subsystems. In the simulated scenario, the injected ran-
somware did not disable the satellite or corrupt its physical hardware.
Instead, it disrupted communication pathways within the software in-
frastructure, isolating critical onboard applications and subsystems from
one another. The spacecraft’s hardware remained fully operational and
physically intact, but operators lost the ability to control essential func-
tions and perform routine tasks, effectively paralyzing mission opera-
tions.

The approach is similar to traditional terrestrial ransomware in its
use of disruption without physically destroying underlying infrastruc-
ture. In this way, adversaries could demand ransom or other concessions
from satellite operators in exchange for restoring command-and-control
capabilities. Unlike terrestrial ransomware incidents, where backups,
physical interventions, or rapid patching might provide relatively im-
mediate recovery, satellite operators confronting similar scenarios would
have severely limited response options, constrained by latency, band-
width limitations, and the inability to physically access or reboot orbital
assets.

The WannaFly simulation highlights the risk associated with stan-
dardized software frameworks and open-source solutions widely adopted
in modern satellite missions. The extensive reliance on common software
stacks like cFS creates potential software monocultures, where a single
vulnerability could simultaneously impact numerous satellites across dif-
ferent missions, operators, or even constellations. In practical terms,
WannaFly research underscores the need for developing enhanced soft-
ware validation protocols, comprehensive pre-launch cybersecurity as-
sessments, robust onboard isolation mechanisms, and adaptive in-orbit
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intrusion detection systems. This aligns directly with concerns raised
by over 25 aerospace cybersecurity experts [226], which explicitly warn
against software and hardware monocultures, and call for mission-specific
controls, secure boot mechanisms, and supply chain transparency. The
experiment therefore reinforces the need for regulatory frameworks that
move beyond abstract risk awareness toward enforceable, design-stage
security mandates tailored to space-specific architectures.

Collectively, these incidents, that go from ransomware simulations
(WannaFly), large-scale network outages (Viasat), middleware exploita-
tion (ROSCOSMOS), navigation spoofing (Novorossiysk GNSS disrup-
tions), and hardware-level terminal compromise (Starlink), demonstrate
the reality of space cybersecurity threats and the diversity, complexity,
and scaleof attacks. Each incident is a validation of the theoretical vulner-
abilities outlined previously and highlights the need for space-specific
cybersecurity governance mechanisms.

The majority of the cybersecurity governance frameworks, both exist-
ing and proposed, have failed to integrate this domain specific risk per-
spective, remaining based on terrestrial security principles. The absence
of mandatory resilience standards, the underdevelopment of enforce-
able cybersecurity requirements, and the general reliance on voluntary
compliance or checklist-driven audits show a mismatch between the risk
environment and the governance response. A cybersecurity approach
appropriate for space should entail sector-specific analysis of systemic
threats, adversarial incentives, and operational constraints. In the next
section, we propose some of the improvements we believe are needed in
terms of governance and policy development in the field.

4.4.2 Clarifying and assessing resilience

European legislators must prioritize resilience in the space community,
but before doing so, they must define it and determine who is responsi-
ble for guaranteeing it. Currently, there is no consistent definition of re-
silience in the space industry. For instance, The Aerospace Corporation
defines it as the ability to deliver missions despite man-made or natural
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interference [6]; while NATO defines it as the capability to anticipate risk,
limit impact, and recover quickly through survival, adaptability, evolu-
tion, and growth in the face of turbulent change [119].

To create a European framework, the space industry has proposed
specific concepts related to resilience, such as service separation, distri-
bution, and recovery. However, a more quantitative approach is neces-
sary to assess resilience effectively. The space sector needs a resilience
assessment framework with key performance indicators (KPIs) such as
recovery time, minimum performance, and functionality loss. Future re-
search endeavors entail the definition of such KPIs and the assessment
of their applicability to the space sector.

Once the definition of resilience is concretely addressed, European
policymakers should define who will take care of it. Specific agencies
in the US and UK are responsible for the resilience of different critical
infrastructures. They have incident response capabilities and actively
support the sector. However, the EU has no defined agency for the cyber
resilience of space. Although EUSPA is responsible for the sector’s secu-
rity, it is not clear if it has been equipped with the operational capabilities
to act like CISA in the US.

4.4.3 Measuring security

Resilience and security are interconnected, and measuring both is im-
portant. This is why organizations use security metrics. These metrics
are crucial for policymakers to evaluate the security of space companies,
and for the companies themselves to assess their preparedness against
current threats. While there are security metrics available for other criti-
cal sectors [468], there are no specific ones for space systems. The space
industry needs clear instructions and a standardized approach to en-
sure compliance with security requirements and procedures. Legisla-
tors should provide such clear guidelines. NASA’s BSG and the BSI TR
guides offer excellent examples of actionable security measures for the
industry. Therefore, the concrete cybersecurity measures provided by
the future Space Law should be translated into actionable guidelines as
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security controls that companies can easily understand and apply to se-
cure their systems and better comprehend their cybersecurity posture. In
Section 5, we identify some cybersecurity requirements that could be in-
cluded in European Space Law and map them to the latest Security Con-
trols developed by CIS. This approach could be adopted by European
policymakers to provide clear guidance to the industry on the necessary
steps that need to be taken for effective cybersecurity.

4.4.4 Tracking Global Threats: Information Sharing and
Response Strategies

As cyber capabilities continue to develop, it is crucial to have policies that
assess current trends, which can only be achieved through active collec-
tion of threat intelligence and information sharing. Space systems are
complex and require a collective defense approach. Companies should
share threat intelligence and use a common lexicon for Tactics, Tech-
niques, and Procedures.

Only a consistent database of attacks can enable the development of
useful information and even the automation of intelligence collection
to predict or model threat actors’ activities. Based on the limited in-
formation on attacks to date, several key trends have been identified.
Firstly, the supply chain has proven to be a weak point, as intentionally
faulty or backdoored hardware or software can provide access to the de-
sign schematics, physical components, and software packages of a given
satellite. Secondly, unmanaged appliances, often edge gateway devices,
SSL VPN appliances, and end-of-life hardware have also been identified
as the primary entry points for attackers and the most frequently ob-
served initial access vector for exploitation [293].

Given such a threat landscape, asset management becomes crucial,
and companies should have a clear understanding of their assets, the
software running on them, and which assets are managed by third par-
ties on the same network. Another observed weakness in space systems
concerns attacks targeting the critical links between satellites and ground
control stations. These attacks could potentially lead to advanced at-
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tack methods such as replay or man-in-the-middle attacks. Furthermore,
terrestrial command and control systems (C2), data relay stations, and
ground systems processing satellite data have also been shown to be
vulnerable to similar attacks. Lastly, attacks on the user segment, often
via insecure network protocols for software updates of terminals or de-
vices, demonstrated to be the most cost-efficient way to disrupt satellite
communication [132]. Designing an effective EUSL requires taking into
account these trends.

If the role of policymakers is crucial to address the constant emer-
gence of new vulnerabilities in space systems, also companies need to
take responsibility and a proactive approach. A sound practice would
be the implementation of offensive security testing throughout the entire
lifecycle of their space systems. Due to the criticality of space infras-
tructure, vulnerability scans, and checklists are not sufficient, and offen-
sive security approaches complement static code analysis, especially in
a white-box environment [541]. This is particularly relevant as modern
space components are now accessible to almost everyone, making it easy
for malicious actors to perform firmware dumping and reverse engineer-
ing techniques [543].

The launch of the EU Space ISAC is a positive step towards captur-
ing new trends through information sharing in Europe. However, there
may be gaps in the implementation of operational security measures.
Detecting and defeating threats is crucial, but recovery and response are
equally important. It is essential to have a plan of action in place in case a
breach occurs. Intelligence gathering alone is not enough, and small and
medium-sized companies cannot do it alone. To maximize the impact of
threat intelligence collection, it is important to avoid duplicating efforts
and foster synergy between existing information-sharing capabilities like
ESA’s CSOC and C-POP. One way to achieve this is by enforcing security
clearance mechanisms that allow companies to trust these initiatives and
become part of such networks.
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4.5 From policy recommendations to actionable
guidance

In the space industry, evaluating and ensuring security can be a compli-
cated task. During the open consultation for the EUSL, numerous indus-
try representatives emphasized the need for clear guidelines that CISOs
and other security personnel can easily implement to comply with the
new requirements. To address this issue, we have correlated the policy
provisions that may be part of the EUSL with the relevant Security Con-
trols developed by the Center for Internet Security (CIS) [144]. CIS is a
non-profit organization that works to improve the online security of en-
tities in the private and public sectors. It provides them with various
cybersecurity best practices, products, and services to enhance security
efficiency and effectiveness. Among them, there are the CIS Controls,
which are a set of best practices that can be used to strengthen the cy-
bersecurity posture of an organization. With the use of such controls,
organizations can simplify their approach to threat protection, as they
require users to perform a specific action to be implemented. CIS Con-
trols have been used to help the enforcement of regulations, as to support
compliance with GDPR.

To support the future implementation of the EUSL’s cybersecurity re-
quirements, we created an easy-to-use assessment mapping from CIS
controls to possible EUSL requirements. The mapping provides some
of the safeguards and specific actions that enterprises should take to im-
plement the Controls. In our analysis, we included only the safeguards
that apply to the implementation group (IG1). IG identifies a subset
of the CIS Controls that every enterprise should apply to guard against
common attacks. Group 1 is defined as “essential cyber hygiene,” or the
cyber defense Safeguards that every enterprise should apply to guard
against the most common attacks. This group includes small to medium-
sized companies with limited IT and cybersecurity expertise. These Safe-
guards are designed to function with small or home office commercial
off-the-shelf (COTS) hardware and software. We decided to use IG1 safe-
guards as they’re close to the commercial space sector, particularly the
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”new space” in terms of resources. Although exact requirements are not
yet known, using CIS controls and related safeguards as a starting point
can help organizations understand how far they are in their cybersecu-
rity processes and what steps they need to take to comply with the future
law. The tool is designed to help organizations identify the cybersecurity
controls they need to enact and prepare for adaptation. Table 8 and 9
map the EUSL measures to the CIS security controls v8.

For instance, the EUSL policy Option 2 provision on the Manage-
ment and control of access rights emphasizes the importance of effec-
tively identifying, classifying, and managing access to the organization’s
network. To align with CIS Control 6, Access Control Management, or-
ganizations can connect several safeguards that suggest to:

• Establish access granting and revoking process to enterprise assets
when a new hire joins the organization or when there’s a change in
a user’s role or permissions. This ensures that access to sensitive
resources is granted/revoked in a consistent and timely manner,
reducing the risk of unauthorized access. Automation can stream-
line the process and minimize manual errors.

• Require MFA for externally exposed applications, remote network
access, and administrative access. This can be enforced through a
directory service or Single Sign-On (SSO) provider.

By implementing these CIS Security Controls and related safeguards,
organizations can effectively meet the requirements outlined in the EUSL
Policy Provision related to the management and control of access rights.

These correlations demonstrate how existing CIS Security Controls
can effectively address the policy provisions under different categories
related to risk management, incident handling, and supply chain man-
agement in the context of space. Aligning policy provisions with CIS
Controls helps organizations establish a robust security posture that ac-
commodates all the phases of operations and compliance required by the
policy.
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Table 8: Assessment tool: CIS Controls mapped to EUSL cybersecurity re-
quirements

EUSL Policy Provision CIS Security Controls IG1 Safeguards

Management of space assets:
Identification and
classification of assets,
inventories, and
documentation

CIS Control 1: Inventory and Control of
Enterprise Assets

• E&M detailed
enterprise asset
inventory
• Address
unauthorized assets

Management and control of
access rights

CIS Control 6: Access Control
Management

• Require MFA for
externally exposed
applications, remote
network access, and
administrative access
• Establish an access
granting and
revoking process

Detection of incidents:
Alerts; identifying
cyberattacks and physical
incidents

CIS Control 8: Audit Log Management • E&M an audit log
management process
• Collect audit logs
and ensure adequate
storage

Cyber and physical
protection: Encryption,
malware protection, patch
management

CIS Control 3: Data Protection
CIS Control 4: Secure Configuration
CIS Control 7: Continuous Vulnerability
Management
CIS Control 10: Malware Defenses
CIS Control 13: Network Monitoring
and Defense

• E&M a data
management process
• E&M a data
inventory
• Configure data
access control lists
• Encrypt data on
end-user devices
• Configure
automatic session
locking
• E&M a
vulnerability
management process
• Perform OS &
application patch
management

Business continuity: Disaster
recovery plans

CIS Control 17: Incident Response
Management

• Designate
personnel to manage
incident handling
• E&M contact
information for
reporting incidents
• E&M an enterprise
process for reporting
incidents
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Table 9: Assessment tool: CIS Controls mapped to EUSL cybersecurity re-
quirements (continued)

EUSL Policy Provision CIS Security Controls IG1 Safeguards

Testing ICT systems CIS Control 18: Penetration Testing • E&M a penetration
testing program
[IG2]
• Perform periodic
external penetration
tests [IG2]

Reporting of significant
incidents

CIS Control 17: Incident Response and
Management

See Business
continuity.

Supply chain security:
Software selection,
maintenance connections,
contract reviews

CIS Control 15: Service Provider
Management

• E&M an inventory
of service providers

4.6 Closing the Gap: Operational Cybersecurity
as a Governance Priority

One of the main goals of our research is to evaluate several policies and
frameworks in the field of space cybersecurity to assess their effective-
ness and identify any gaps. Additionally, we propose a methodology
to connect cybersecurity requirements included in these policies to ac-
tionable items that companies can implement to ensure compliance and
security in the space domain. We have observed that this approach has
not yet been integrated into the lifecycle of European policies; however,
other authors have emphasized the need for a more action-driven poli-
cymaking strategy.

In 2024, a consortium of over 25 aerospace cybersecurity experts, from
academia, government, and industry, published a document titled: ”Min-
imum Requirements for Space System Cybersecurity [226]: Ensuring Cyber
Access to Space”. The document was developed as a best-practice frame-
work and influenced U.S. policy on satellite cybersecurity, including the
basis for provisions in the U.S. Executive Order 14028 [261] and early
IEEE P3349 standardization efforts [119]. The pool of experts argues that
space systems require mission-specific and threat-informed cybersecu-

143



rity baselines that go far beyond traditional IT security checklists. It pro-
poses a practical framework of minimum cybersecurity requirements to
protect space systems across all segments: spacecraft, ground infrastruc-
ture, link segments, and software.

The document stresses the importance of aligning cybersecurity re-
quirements with mission-specific outcomes. The first step of the pro-
posed methodology begins by identifying what must not be allowed to
happen, for example, permanent loss of command and control, unau-
thorized access to payloads, or disruption of critical telemetry, and then
defines the technical conditions and controls needed to prevent those
outcomes. This is a fundamental shift from checkbox compliance to re-
silience oriented governance. In practice, this means that for each mis-
sion, the level of protection is tailored to the consequences of failure:
high-risk government or defense missions must meet stricter minimums
than academic CubeSats or short-lived test platforms. These categories
are referred to in the document as Mission Risk Tiers.

The framework also breaks down cybersecurity requirements by seg-
ment, covering space assets, ground infrastructure, communications links,
and software components. This segment-based model is particularly rel-
evant in light of the cases discussed in Section 4.1.2. For instance, the
Viasat incident showed how a vulnerability in the ground segment, not
the satellite itself, can cascade into widespread disruption. The docu-
ment anticipates this by including specific minimums for ground station
security, such as encrypted command authentication, role-based access
controls, and requirements for network segmentation. These are not ab-
stract suggestions, but technically grounded control mechanisms that ad-
dress exactly the kind of systemic vulnerabilities demonstrated in both
real and simulated attacks.

The absence of such an approach in Europe is increasingly problem-
atic. While ESA has released internal technical guidance and supported
cross-national dialogues on cybersecurity, these efforts need binding force
and are rarely tied to legal obligations or certification procedures. The
anticipated EU Space Law may eventually introduce cybersecurity pro-
visions, but in its current stage of development, it remains a strategic

144



vision rather than an operational directive. There is, as yet, no indica-
tion that it will include risk-based technical mandates or harmonized re-
quirements for lifecycle security engineering. In this vacuum, satellite
operators are left either to overengineer protections at their own expense
or to gamble on voluntary standards that may not be sufficient under
pressure.

The Minimum Requirements for Space System Cybersecurity [226]
show what a governance model grounded in real system architecture
looks like, offering policymakers the opportunity to adopt or adapt this
framework as a technical backbone for upcoming legislation and regula-
tory guidelines.

In a policy space still dominated by declarative strategies and loose
coordination, the need for operators is clarity. Space cybersecurity can be
risk-based, technically specific, and enforceable, qualities often missing
from Europe’s developing governance model. If integrated early into the
legislative process, it could help ensure that future European regulation
moves beyond recognition of risk toward actual prevention.

4.7 Conclusions

In the first part of this Chapter, we discussed the approaches to space and
cybersecurity governance in the US, UK, Germany, and the European
Union. We described the approaches these countries have taken in terms
of space cybersecurity, which agencies are involved, and what their roles
are. We address the gaps in these approaches to provide advice to Euro-
pean policymakers when designing the EUSL. We emphasized the com-
plexities of the domain and the necessary strategies for enhancing cy-
bersecurity within the realm of space operations. We highlighted how
the governance of space cybersecurity is still not well defined in most
cases and call for a clear definition of roles, responsibilities, and agencies
for ensuring and monitoring the resilience of the sector. We stressed the
need for the definition at the European level of an entity in charge of the
resilience of the space domain.

In the second section, we explored in detail the instruments the ana-
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lyzed countries enacted to start providing binding or non-binding frame-
works for space cybersecurity. We highlighted how many of the current
threats and trends are addressed, but still, no binding rule exists to date,
leaving companies without clear obligations.

Our analysis underscored that despite the implementation of well-
structured cybersecurity frameworks and protocols, their inherent limi-
tation is their non-binding nature often curtails their effectiveness. Hence,
on one side, there is an urgent need for industry-wide acceptance and
implementation of these practices to ensure higher standards of security,
and for a higher instrument, namely a Regulation at the European level,
to first harmonize and then enforce these frameworks.

The research highlighted the importance of incorporating attack trends
and actors in new policies and frameworks. Specifically, vulnerabilities
in the supply chain, user segment, unmanaged appliances, and terres-
trial command and control systems should be considered. Also, the pa-
per compared various cybersecurity frameworks, guides, and policies
for the sector and emphasized the urgent need for harmonization, a com-
mon lexicon for TTPs, and the creation of common information-sharing
practices for threat modeling and prediction.

Furthermore, we provided three main recommendations to European
decision-makers in this historic moment where the EUSL is being de-
signed [146]: we emphasized the need to define resilience and create
quantitative indicators for its assessment [179]; we stressed the impor-
tance of having effective security metrics that industries and institutions
can use to verify and validate their security policies [153]; we pointed out
how threat intelligence collection is useful but only partially successful if
not linked to incident response capabilities.

Finally, we compared the cybersecurity requirements that may be
part of the future EUSL and matched them with the Security Controls
provided by the Center for Internet Security. We emphasized how the
industry needs actionable guidance and accurate instructions to secure
its systems.

Despite addressing several gaps in current research, the present work
can be further expanded. The comparative governance analysis should
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include non-western countries such as India and China, which are emerg-
ing as new space powers. Finally, future work will explore the individ-
ualization of security metrics for the domain to support companies and
facilitate the assessment of their security and compliance with new re-
quirements.
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Chapter 5

AI in Space, implications
between threats and legal
requirements

5.1 Foreword

The previous chapters of this thesis showed how space systems have be-
come critical infrastructures with growing cyber exposure (Chapters 2
and 3), and how existing governance frameworks, from national space-
cyber policies to the EU’s emerging regulatory architecture, remain frag-
mented, incomplete, or inconsistently applied (Chapter 4). At the same
time, space systems are undergoing rapid digitalisation and increasing
reliance on software-driven and automated functions.

In this context, the adoption of artificial intelligence does not simply
introduce new functionality; it increases system complexity and auton-
omy, thereby adding an additional layer of security, compliance, and op-
erational risk on top of an already vulnerable and strategically important
domain.

This chapter, written based on the paper “From Europe to Europa:
Implications of the European AI Act for the Space Industry” [506], ex-
amines how AI technologies are being integrated into space systems and
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why their use interacts directly with the vulnerabilities and policy short-
comings highlighted earlier.

AI has long supported mission planning, onboard autonomy, data
processing, and Earth-observation analytics, but its recent acceleration,
driven by advances such as large-scale machine learning models and in-
creased commercial uptake, is reshaping both the threat landscape and
the regulatory responsibilities of actors in the space sector. These devel-
opments raise questions about how AI deployment intersects with ex-
isting cybersecurity requirements, critical-infrastructure obligations, and
the broader regulatory goals introduced in Chapters 2 & 4.

Building on this foundation, the chapter analyses the implications of
the EU AI Act for the space industry, with a focus on when space-related
AI systems may be classified as “high-risk” and how such classifications
interact with obligations already imposed by instruments such as NIS2
and CER. The goal is to understand how AI can enhance space opera-
tions while also introducing new forms of technical and legal exposure
— and to assess whether the current regulatory trajectory addresses or
exacerbates the gaps identified throughout the thesis.

5.2 Introduction

The Artificial Intelligence industry has experienced massive growth in
recent years, particularly since the release of Large Language Models
(LLMs) such as ChatGPT from OpenAI in late 2022. Their development
and adoption have driven tremendous financial gains for the organisa-
tions involved in the AI software and hardware supply chain and promised
new capabilities and productivity benefits across a vast array of indus-
tries and use cases.

AI (in the form of machine learning and other forms of algorithmic
processing) has long found applications within the space sector, with
adoption also accelerating in recent years. Within the space sector, AI
is being used for a multitude of use cases both on Earth (e.g large-scale
climate modelling, mission planning, weather and atmospheric monitor-
ing, vegetation and ground analysis, space object detection and tracking
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etc.) and in situ (e.g astronaut assistants, space healthcare, satellite data
processing, selective data transmission, automated propulsion and navi-
gation systems and real-time spacecraft monitoring etc.).

The role of AI in all of its forms is becoming pervasive throughout
the space sector and will remain so in the future as the technologies and
techniques continue to mature and be tailored to the requirements of par-
ticular use cases and scenarios in the space sector (e.g automated percep-
tion, tasking, navigation and operations for rovers on other celestial bod-
ies). The growing importance of AI in the space sector is evident in the
direction of the European Parliament’s Regulation 696/2021 [402]which
encourages the Copernicus mission to consider the European Commis-
sion’s white paper on “excellence and trust” in the process of incorporat-
ing AI into its operations [105].

Due to the growing role of AI in space systems, along with the in-
herently international nature of the space sector emerging regulatory
initiatives governing AI from around the world will become important
guardrails guiding the development and deployment of AI systems in
outer space. Numerous jurisdictions have begun to develop AI regu-
lations with varying scopes of levels of complexity. For example, Aus-
tralia has developed guidance that falls short of strict laws such as AI
ethics principles [292], publishing a voluntary AI safety standard [258],
and working towards updating existing regulatory frameworks to better
handle the risks associated with AI [259].

Others such as Canada and China have gone further, enacting legisla-
tion specifically targeting harmful uses of AI [486]. The United States has
also begun to develop guidance, including executive orders, the NIST AI
Risk Management Framework, and various state-level laws. While these
initiatives are important, the United States lacks specific AI legislation at
the national level, though this may begin to change pending the results
of the presidential election in November [55].

Regardless, the regulatory setting of the United States matters given
its influential positions in both the space and AI sectors. However, its
lack of a uniform and unified approach to AI regulation makes it diffi-
cult to glean meaningful insights as to the future of AI governance, and
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even more so for the space sector specifically. This leaves the European
Union (EU), with its recently finalised ‘AI Act’ as the most likely source
of meaningful guidance for AI governance in the near future.

The EU’s AI Act represents the world’s most progressive and com-
prehensive AI regulatory framework. Not only will it apply to entities
operating AI systems within the EU, but it will capture the activities of
organisations providing AI services that process the data of EU citizens
or are otherwise importing/supplying such systems to the EU (see be-
low). This broad scope will capture the activities of many large-scale
AI solution providers that operate across borders and has the potential
to act in a quasi-extraterritorial manner akin to the EU’s General Data
Protection Regulation (GDPR) [401]. Beyond its broad scope, significant
penalties are also attached to the contravention of certain provision of
the EU’s AI Act, some increasing up to 7% of the global turnover of the
organisation involved (see below for more details). This makes it im-
possible to ignore (even for large multinational corporations), and more
likely to impose de facto standards on technology companies around the
world, regardless of their ‘home’ jurisdiction [416].

The importance of Europe’s regulatory efforts to govern AI now be-
ing established, the questions become: ‘How does this affect the space
sector?’ and ‘How should organisations in the space sector prepare to
comply with the EU’s AI Act?’.

5.3 The impact of AI in the space industry

The space industry is undergoing a tremendous transformation. The in-
creasing involvement of private actors, coupled with rapid technological
innovation, is opening new opportunities for the sector. In particular, the
growing number of space assets orbiting the Earth is unlocking a new
potential in data acquisition. Satellites collect vast amounts of data that
benefit various sectors. The digitalization of the sector necessitates the
major involvement of emerging and disrupting technologies, such as AI,
to manage the new complexity.

Safety is critical in space applications due to the high costs associated
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with failure. As a result, more predictable approaches have tradition-
ally been preferred [289]. Historically, AI was successfully applied in
space for offline data processing, but it wasn’t commonly adopted on-
board spacecraft. The recent need for more autonomous features in orbit
has led to the development of sophisticated machine learning (ML) and
deep learning (DL) systems for space activities. Despite these advance-
ments, the unpredictability of ML/DL systems has hindered the adop-
tion of AI for onboard applications, as the ’black box’ nature of these
models can undermine confidence in their reliability. Moreover, running
AI in outer space presents unique challenges due to the inherently com-
plex and hostile environment, especially when considering constraints
on power consumption and onboard computing capabilities [288]. How-
ever, technological advancement in software is steadily paving the way
for the integration of AI on board spacecraft [287]. AI on the edge is be-
coming essential for future space missions. As pointed out by Madi and
Sokolova, “the next generation of space missions will see software as the
differentiating asset” [350]. Edge computing enables the processing of
data at the source, allowing space objects to process data on board. As
Varma noted, processing data near its source reduces issues associated
with long-distance data transmission, minimizing the latency between
Earth and space-based assets [534]. Spacecraft equipped with sensors
will gather real-time data from the external operational environment,
processing it onboard to perform automated decision-making and exe-
cute proper actions when required [496].

This revolution in the approach to space missions will significantly
expand the capabilities of space activities. NASA is developing and de-
ploying AI for various goals, including mission operations and planning,
vehicle navigation, data communications management, anomaly detec-
tion and avoidance, human-system interaction, crew and system health
management, hazard detection and avoidance, and in-situ resource uti-
lization [373]. The European Space Agency (ESA) also recognizes AI as
a crucial element for future success: “Artificial intelligence is becoming
vital to handle this complexity, to operate, network, coordinate and pro-
tect our space infrastructure and to get the most out of the data acquired
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by our scientific satellite missions [184].”

In navigation and exploration, AI algorithms allow spacecraft to ex-
plore complicated environments independently, avoiding obstacles, op-
timizing routes, and adjusting to changing conditions without human
involvement. AI can analyse massive volumes of sensor data in real time
in order to make intelligent judgments and navigate accurately. The in-
corporation of AI in autonomous navigation systems increases mission
efficiency, lowers dependency on ground control, and allows spacecraft
to investigate distant celestial bodies with more autonomy and agility
[457].

AI is also crucial for extracting insights from the enormous amounts
of data collected by satellites. In Earth observation, AI’s onboard pro-
cessing capabilities will allow only the most useful data to be down-
linked for specific missions, filtering out unusable images. For example,
many images cannot be used due to the large presence of clouds. By
filtering such data, AI preserves precious bandwidth, ensuring that only
images instrumental to analysis reach ground operators. This accelerates
analysis and response times, which is crucial for climate disaster mitiga-
tion [177].

AI will become increasingly integrated into the governance of space
ecosystems in order to sustain the management of mega satellite con-
stellations launched in Low-earth Orbit (LEO) [505]. As the number of
satellites in orbit increases, the role of human operators becomes more
complicated and less cost-effective. With a certain level of autonomy,
satellites will be able to acquire data, process it, and act to avoid possible
collisions [14].

Additionally, AI can analyse telemetry data and detect patterns that
indicate early signs of spacecraft malfunction, thereby extending the life-
cycle of satellites. This is already occurring, with SpaceX employing
some form of AI for its operations. An AI autopilot system for its Fal-
con 9 craft allows to carry out docking with the International Space Sta-
tion (ISS), and AI algorithms are deployed in its Starlink constellations
to avoid potential collisions [351]. However, these opportunities come
with significant challenges [394]. The widespread integration of AI into
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space activities will bring new risks to the industry. The advanced on-
board processing capabilities of AI may make it harder to differentiate
between legitimate Earth Observation (EO) operations and potentially
intrusive activities that invade privacy. Indeed, satellites equipped with
high-resolution cameras can analyse high-quality satellite photography,
while being used to target specific objectives. The automation given by
AI on edge can lead to the unintended collection of images that intrude
on individual privacy [401].

While AI can improve satellite management in orbit, its integration
could complicate Space Traffic Management (STM). STM refers to a set
of rules, practices, and technologies to ensure sustainable and safe orbital
environment. Including managing orbital traffic and space debris. Two
satellites equipped with different AI systems might process the same
data but arrive at different outcomes, leading to conflicting collision risk
calculations. This scenario would complicate the governance of increas-
ingly crowded orbits, rather than supporting their long-term sustain-
ability. Other risks stem from the dual-use nature of technology. Au-
tonomous features could be exploited for malicious manoeuvres, such as
attacking satellites with national security applications, or even placing
autonomous weapons in orbit. Although the Outer Space Treaty bans
weapons of mass destruction [302], it does not clearly define whether
autonomous weapons fall within that category [331]. Cybersecurity is
another concern. Since the outbreak of the full-scale war in Ukraine,
space assets have become targets of Russian attacks [531]. AI can ex-
acerbate such risks. Systems trained to detect malfunctions in space sys-
tems could be attacked or exposed to malicious activities, leading to their
failure to perform their intended functions [65]. These examples show
that as autonomous capabilities become more widespread in the space
environment, the potential for harm to space systems, the space envi-
ronment, and the cascading effects on society will become more appar-
ent. The development of appropriate governance systems will be crucial
for the space community to ensure that space-based AI systems function
accurately and adhere to legal frameworks. It is important to consider
how the international regulatory framework regarding AI can guide the
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responsible integration of these technologies in outer space. In this con-
text, the AI Act can play a significant role in shaping this regulatory land-
scape.

5.4 The Structure and Scope of the EU’s AI Act

The European Union’s AI Act defines an ‘AI system’ as “a machine-based
system that is designed to operate with varying levels of autonomy and
that may exhibit adaptiveness after deployment, and that, for explicit
or implicit objectives, infers, from the input it receives, how to generate
outputs such as predictions, content, recommendations, or decisions that
can influence physical or virtual environments” [400]. This definition in-
tentionally aligns with other well-accepted definitions such as the OECD
definition of an AI system [387].

The Act is structured around a risk-based approach, sorting AI sys-
tems into four broad categories, with each having associated regulatory
obligations attached to them. Risk categories can be broadly catego-
rized into four groups, including ‘unacceptable risk’ systems which will
be outright prohibited, ‘high-risk’ systems which are allowed subject to
stringent compliance obligations, ‘Limited Risk’ systems, which attract
transparency requirements, and ‘Minimal or No Risk’ systems that es-
cape compliance obligations [400].

Alongside the four risk categories, an additional section on General
Purpose Artificial Intelligence (GPAI) was included following the diffu-
sion of Large Language Models (LLMs). The former became a large fo-
cus of the discourse on AI regulation [400], however it will be less likely
to be relevant in the space sector as the technical and computational re-
quirements of space systems will prevent their deployment in situ for the
foreseeable future, and for earth-bound use-cases, they would probably
not fall under the high-risk category.

For space operators, the interest lies in the substantive provisions re-
lated to obligations imposed on ‘high-risk’ systems, which are discussed
below.

The regulation applies to a broad range of parties, such as providers
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placing on the market or putting into service AI systems in the EU (re-
gardless of whether they are located within the EU), deployers of AI sys-
tems (located within the EU), providers and deployers of AI systems (lo-
cated outside the EU) where the output produced by the AI system is
used in the EU, importers and distributors of AI systems, product man-
ufacturers using an AI system with their product under their own name
or trademark, authorized representatives of providers (which are not es-
tablished in the EU), and affected persons located in the EU [27].

This is an extremely broad scope, capturing many parties involved
in the lifecycle of AI systems, including those not necessarily from the
EU, but otherwise interacting with the jurisdiction through their business
activities.

This is of particular importance to the space industry, given its inter-
national nature and the fact that many satellite systems (which may em-
ploy AI) provide services that span the globe, such as earth observation
imagery or position, navigation, and timing (PNT) systems. Importantly,
regardless of the structuring of the Act, its scope is limited by several ex-
ceptions covering a number of particular use cases and circumstances,
some of which are relevant to the space sector. The most relevant exam-
ples include the ‘military’ and ‘scientific research’ exceptions, with the
EU AI Act not applying to AI systems or models deemed to fall under
these use cases. The ‘military’ exception prevents the AI Act applying to
“areas outside the scope of Union law” exempting “AI systems where an
in so far they are placed on the market, put into service, or used with or
without modification exclusively for military, defence or national secu-
rity purposes, regardless of the type of entity carrying out those activities
[16].”

The use of the word “exclusively” is important as it creates a strict de-
lineation between systems being used purely for defence purposes and
those that would otherwise be considered dual use. As such, AI systems
that interact with space systems or data in a manner that benefits both
militaries and civilians would be outside of the scope of the Act. This
would possibly include (for example) AI systems that manage or enable
global navigation satellite systems (GNSS). Another limit on the Act’s
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scope is the ‘scientific research’ exception, which states that the AI Act
does not apply to AI systems, models, or their outputs that are “specifi-
cally developed and put into service for the sole purpose of scientific de-
velopment [17]. Like the ‘military’ exception discussed above, the use of
the phrase “sole purpose” creates a distinction between those systems,
models, and outputs that are purely scientific in nature and those that
may have commercial motivations as well. These exemptions are of rel-
evance to the space industry given the long-standing dual-use nature
of many space assets, as well as the prominence of scientific research
throughout the sector. These exemptions will not cover AI systems or
outputs used in commercial contexts, but may prompt organizations to
adopt creative business structures in particular scenarios as a means of
attempting to avoid obligations under the EU AI Act. Aside from rel-
evant exemptions, the definitions of prohibited and high-risk systems
must be understood as they may apply to the multitude of AI systems
found in the space industry. While it is unlikely that any space-related AI
systems would be classified as unacceptable/prohibited (as that classifi-
cation primarily deals with social scoring, real-time biometric monitor-
ing, and other systems that directly interfere with the rights of individu-
als), there may be scope for certain systems to fall under the ‘high-risk’
classification. This is because although space-based AI systems are un-
likely to fall under the specific provisions related to safety components
and third-party conformity assessments [18], they may still fall within
the bounds of the provisions within Annex III of the Act, outlining other
categories of what constitutes a high-risk system. Some relevant exam-
ples include AI systems which relate to migration, asylum and border
control management (e.g. a system which processes satellite imagery to
track people in migration contexts),[6, Annex III, Para 7] or AI systems
which influence access to and enjoyment of essential private services and
essential public services and benefits, particularly systems which would
be used for risk assessment and pricing relating to life or health insur-
ance, or used to evaluate and classify emergency calls for emergency
services (where satellite or PNT data is used to inform this process).[6,
Annex III, Para 5(c) and (d)] These examples could be considered ‘Earth-
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based’ systems, where the data used is gathered in space, but the AI
model is likely hosted by hardware on Earth. In this sense, they are all
‘secondary’ space AI systems, where there is little distinction between
the operation of these systems and other AI systems processing input
and training data gathered from non-space sources. Importantly, the list
of systems included under Annex III can be modified with delegated
legislation [23], meaning that this list may change with time, and stake-
holders should remain cognizant of such changes given the obligations
attached to high-risk systems (see below).

5.5 The Intersection of Space Technology and
Critical Infrastructure Resilience

Of particular relevance to the space industry is the classification of sys-
tems that are “intended to be used as safety components in the man-
agement and operation of critical digital infrastructure [. . . ]” as high-risk
systems [10]. This could conceivably apply to both Earth-based AI sys-
tems utilizing space data and ‘primary’ space AI systems, those being
AI systems that are located in situ, with the models being hosted aboard
satellites or other space vehicles. This however, depends on whether AI
systems being used in the space industry fall under the umbrella of “crit-
ical digital infrastructure” and whether they are intended to be used as
“safety components” in the management and operation of such infras-
tructure. These terms must be interrogated to determine which use cases
found within the space industry would fall within their ambit, and con-
sequently be classified as high-risk systems under the EU AI Act.

The definition of a “safety component” is relatively clear, being “sys-
tems used to directly protect the physical integrity of critical infrastruc-
ture or the health and safety of persons and property, but which are not
necessary for the system to function” where their failure “might directly
lead to risks to the physical integrity of critical infrastructure and thus to
risks to health and safety of persons and property.” These do not include
components solely related to cybersecurity purposes but would include
systems for “monitoring water pressure or fire alarm controlling systems
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in cloud computing centres [26]. Parallels to these examples could be
seen in scenarios such as AI systems being used to control security sys-
tems at a ground station facility, or in the use of automated manoeuvring
algorithms onboard satellites that may underpin critical digital infras-
tructure such as GNSS or PNT services. The integration of space tech-
nologies in sectors such as agriculture, finance, maritime transport, de-
fence and aviation has increased the reliance and dependence of critical
sectors on space systems. This has made space networks the single point
of failure for many critical infrastructure sectors. The debate surround-
ing the classification of space systems as a critical infrastructure sector is
both intense and multifaceted. Despite the indispensable role that space
systems play in everyday life, they have yet to be formally recognized
as a critical infrastructure sector by the U.S. and other major countries.
This ongoing debate highlights the divergence of opinions among ex-
perts and stakeholders regarding the necessity and implications of such
a designation [458].

In the U.S., advocates for designating space systems as the 17th crit-
ical infrastructure sector argue that the increasing reliance on these sys-
tems for essential economic and security functions necessitates formal
protection, highlighting current policies as inadequate against unique
threats such as cyberattacks and GPS jamming [319]. This approach
would entail appointing a federal agency as the sector risk management
agency (SRMA) to oversee risks, facilitate communication, and establish
an industry-led council for cohesive threat response. However, the op-
position questions the practicality and impact, noting that many space-
related assets already fall under existing sectors like telecommunications
and defence, potentially leading to increased regulatory burdens with-
out added resources. The debate focuses in particular over which federal
agency should serve as the SRMA, with NASA, the Department of Com-
merce, and the Department of Transportation being considered. In the
EU, space has been considered a critical infrastructure sector for a long
time. The European Programme for Critical Infrastructure Protection
(EPCIP) identified space-based systems as critical infrastructure, aiming
to protect them by implementing common minimum standards [418].
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Directive 114/2008 and the Critical Entities Resilience Directive (CER)
(2557/2022) that replaced it also recognize space as a critical infrastruc-
ture sector and emphasize the connection between the cyber and space
domains [364]. Space is mentioned among the 11 sectors in the Annex of
the Directive. In particular, the operators of ground-based infrastructure,
whether owned, managed, and operated by Member States or private
parties, that support the provision of space-based services, fall within
the scope of the Directive. However, certain companies operating in the
space domain or providing their services through space-based technolo-
gies or infrastructure may also be considered as digital infrastructure
providers. For example, providers of public electronic communications
networks and services are included in the critical sector as defined in sec-
tion 8 of the Directive’s annex [202]. This means that the Directive could
potentially apply to all companies in the telecom sector that rely, even
partially, on space-based services to provide electronic communications
services or base their content delivery networks or public electronic com-
munications networks on space architecture. The Directive, therefore,
expands the scope of risk and emphasizes the connection between multi-
ple critical infrastructure sectors. However, there may be questions about
how communication between sectors, about incident reporting or other
security matters, will work at both the national and EU levels. Addi-
tionally, the directive allows member states a certain degree of freedom,
which could lead to different implementations, risk management and
assessment approaches, potentially hindering the single market as some
states may adopt less stringent approaches for their critical infrastructure
operators.

To improve the resilience of Europe’s CI, the CER Directive will make
it mandatory for EU states to implement a series of actions by October
17, 2024. Article 4 of the CER requires Member States to define a Strategy
on the resilience of Critical Entities, including strategic objectives and
priorities, a governance framework, measures to enhance the resilience
of CIs, and a list of the main authorities and stakeholders involved in
the strategy’s implementation. This strategy aligns with the risk assess-
ment required by Member States in Article 5, which mandates Member
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States to perform risk assessments taking into account relevant natural
and man-made risks, including cross-sectoral or cross-border risks, acci-
dents, natural disasters, public health emergencies, hybrid threats, and
other antagonistic threats, such as terrorist offenses. Interestingly, no ex-
plicit mention is made about the risks that may arise from the applica-
tion of emerging disruptive technologies such as AI. Moreover, a specific
methodology for the assessment has not been defined yet. Before defin-
ing strategy and risk assessment, Member States are asked in Article 6
to identify the Critical Entities in each sector by July 17, 2026. A strict
methodology for determining that an entity is critical is therefore neces-
sary, but not yet defined. Once identified as critical, entities will have 10
months to comply with the Directive. The CER includes additional pro-
visions such as Member States’ support to Critical Entities (Article 10),
the establishment of resilience measures (Article 13), and incident noti-
fication requirements (Article 15). Unquestionably, the use of AI tech-
nologies in the CI will expand the requirements set by the CER to any
relevant risk in the mandatory risk assessment and strategy imposed.
Another relevant EU policy in this field is the NIS 2 Directive, which en-
tered into force in January 2023, and also listed space among the critical
infrastructure sectors [304]. The Directive introduced stringent reporting
requirements, mandating the disclosure of any cyber incidents that could
impact space and other critical infrastructure, including ground stations,
but without explicitly mentioning satellites. This presents challenges but
also opportunities for the deployment of AI tools for monitoring, detect-
ing, and responding to potential cyber threats [15]. The directive also ad-
vocates for enhanced collaboration between the space industry and reg-
ulatory bodies to identify and mitigate cybersecurity risks, requiring the
sharing of information and intelligence to bolster sector-wide resilience.
Supply chain security is a key focus of the NIS2, compelling space or-
ganizations to implement robust risk management practices, including
due diligence and monitoring of suppliers and third-party contractors
due to the sector’s complex and global supply chains. Although the NIS
2 Directive does not explicitly mention AI, AI tools can support every
requirement of the directive and, at the same time, critical AI operators
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should be included in the scope of the act. Interestingly, Art. 9(10) of
the AI Act specifies that requirements in terms of internal risk manage-
ment processes may be added to those provided by the NIS 2 and CER
in the case of high-risk applications. Therefore, all the aspects provided
in paragraphs 1 to 9 of the Act may be part of, or combined with, the risk
management procedures established by the NIS 2, CER or any other rele-
vant EU Act [24]. Looking at the defence dimension of space as a critical
infrastructure, in January 2023, the EU and NATO announced the forma-
tion of the Task Force on the Resilience of Critical Infrastructure, which
aims to cover four sectors: energy, digital infrastructure, transport, and
space. This initiative comes in light of recent events like the ENERCON
disruption [239], highlighting the urgency of building resilience in crit-
ical infrastructure. This view is reinforced by the role of satellite mega-
constellations in LEO. Such as the European Union constellation Infras-
tructure for Resilience, Interconnectivity and Security by Satellite (IRIS2)
which aims to provide secure communications for national security and
military reasons for the EU and its member states. By nature, the constel-
lation was designed with the view of constituting a strategic element for
the Union, therefore, falling under critical infrastructure requirements
[71].

In order to support the idea that space systems should be consid-
ered a Critical Infrastructure it is enough to consider recent disruptions
to these systems and their cascading effects as well as recent studies es-
timating the consequences of disruptions to satellite networks. The eco-
nomic impact of disrupted space services is significant. Industries reliant
on satellite data, such as agriculture, transportation, and finance, could
suffer substantial losses due to operational inefficiencies and delayed in-
formation. A study sponsored by the National Institute of Standards and
Technology estimated the cost of a disruption of the GPS signal assess-
ing that in precision agriculture sector farmers would lose an average of
$15.5 billion in revenue if the outage occurred during the spring planting
season and lasted for 30-days [243].

While, for the Telecom sector the study estimated, in the event of a
30-day outage, while the wireline networks would remain largely unaf-
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fected, wireless networks would quickly begin to degrade in quality of
service and would result in anywhere from $5.5 to $14.2 billion in dam-
age over the course of 30 days. These figures give a clear idea of why
space should be considered critical and adequately protected. These con-
siderations could sway the interpretation of space systems as critical in-
frastructure for the purposes of the AI Act and may motivate clarification
of the scope of ‘critical infrastructure’ as it applies to the space sector in
the future.

5.6 AI in Space: Navigating High-Risk Appli-
cations

Recently, several space companies developed and marketed AI-based
products that could arguably be considered as high-risk according to the
AI Act. The risks and potential implications of such systems should be
considered in the context of the space sector.

The German company LiveEO recently obtained funding for its pro-
prietary solution that leverages AI to analyse satellite data for monitor-
ing critical infrastructure, such as detecting vegetation encroachment on
power lines and identifying ground deformation near railways [348] .

The product uses proprietary AI-powered algorithms to generate in-
sights that help critical infrastructure operators manage climate risks and
resilience. As this kind of product gives operators the capability for pre-
venting disruptions and ensuring safety, it may fall under the definition
of high-risk AI applications defined by Article 6(1) of the Act. In this
case, AI could be considered a safety component of the EO-based prod-
uct dedicated to assessing risks to critical infrastructure, due to its poten-
tial impact on public safety and infrastructure integrity.

These considerations, however, would not apply if the AI system per-
formed a narrowed procedural task or is completing an analysis pre-
viously carried out by a human as defined in Article 6(3). LiveEO’s
platform is used by Europe’s largest railway operator, Deutsche Bahn,
to safeguard its assets, and also helps other entities, such as Nigerian
pipeline operators, tackle oil theft and reduce financial losses. These
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entities, when in Europe, may share with LiveEO responsibilities and
may also need to comply with CER and NIS2 requirements in addition
to those of the AI Act.

Similar considerations can be applied to other AI applications in the
space industry, for example, SpaceX’s use of AI for autonomous opera-
tions, such as docking the Falcon 9 with the International Space Station
(ISS) [286]. In this case AI enhances operations by providing precise,
real-time data processing capabilities that allows for automated docking
processes, minimizing human error and improving mission efficiency by
continuously monitoring trajectories and making necessary adjustments
mid-operation.

Considering the safety dimension of AI in this context, it could be
considered as a high-risk case, thus mandating rigorous testing, trans-
parency, and accountability measures (see below). While these autonomous
operations, such as docking, physically occur outside of Europe, their im-
pacts could be felt within the EU or by its citizens, enlivening the AI Act
and thus affecting organisations around the world.

In August 2021, the Federal Communications Commission of the US
and SpaceX met to discuss the company’s collision avoidance strategies
for its Starlink satellites. In the meeting, SpaceX emphasizes the use of
autonomous systems and details how satellites autonomously evaluate
collision risks using data from the 18th Space Control Squadron and ex-
ecute avoidance manoeuvres. However, in the documents, it is clear
that behind this process, human oversight is present and reserved for
coordination with other operators and high-stakes scenarios like human
spaceflight. This autonomous operational model, behind the manage-
ment of the Starlink constellation, could potentially face significant regu-
latory challenges under the EU AI Act, depending on to which extent the
humans in the loop are present in operations, this is however something
that is not easy to understand from official declarations and documents
for the time being [253].

These examples not only highlight the potential for these activities to
be classified as high-risk, but also the increasingly critical role AI is play-
ing in monitoring, safeguarding, and operating critical infrastructures.

164



This advanced application of AI introduces new categories of challenges
and risks.

Autonomous systems are susceptible to cyberattacks that could ma-
nipulate operational data or induce malfunctions, potentially leading to
catastrophic outcomes such as spacecraft collisions or mission failures.

One key area of concern for AI applications is algorithmic vulnerabil-
ity [8]. AI algorithms can be targeted by adversarial attacks that manip-
ulate input data, deceiving the system and leading to incorrect classifi-
cations or decisions. For instance, an attacker might introduce adversar-
ial examples into the data pipeline, causing the AI to misinterpret sensor
readings and make faulty operational choices. Data integrity attacks rep-
resent another critical vulnerability [323].

Space systems rely heavily on accurate data for training AI models
and making operational decisions. If the integrity of this data is com-
promised in AI applications for the space or other critical infrastructure
sectors, the resulting outcomes can be disastrous. One method to per-
form such attacks is data poisoning, where attackers inject malicious data
into the training set, impairing the AI’s ability to interpret and respond
correctly. Software exploits are also a prevalent threat, as weaknesses in
the software components of AI systems can be exploited to gain unau-
thorized access or control [475]. This could involve taking advantage of
unpatched software, executing buffer overflow attacks, or injecting ma-
licious code to alter the system’s functionality. Additionally, hardware
vulnerabilities can also pose additional risks, as physical components of
space systems, such as sensors and processors, can be targeted by fault
injection attacks, which can cause malfunctions in the AI hardware, fur-
ther impairing system integrity.

High-risk AI systems often arise in critical applications related to
space. Beyond the previously discussed examples, several other AI ap-
plications in this sector may also be classified as high-risk. For instance,
AI systems utilized in satellite communication equipment, in-orbit sys-
tems, and wireless network infrastructure are likely to be categorized as
high-risk due to their crucial role in ensuring secure and reliable commu-
nication channels.
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Similarly, AI technologies integrated into launch vehicles, drones, and
high-altitude platform stations function in safety-critical environments,
which would make them subject to increased regulatory scrutiny. Other
scenarios that may fall under high-risk considerations include the use of
AI in automated manufacturing systems for satellites or launch vehicles,
as well as AI tools that ensure safety in potentially hazardous environ-
ments, such as spaceports and launch sites. Furthermore, AI systems in
automated ground vehicles or transmitters used in space operations may
also qualify as high-risk.

In addition to their importance as safety components, AI systems in
the space sector may be classified as high-risk when they serve purposes
explicitly mentioned in the EU AI Act. For example, AI systems used to
monitor employee performance in mission-critical roles, as highlighted
in Recital 57, fall under this classification.

Overall, AI should be utilized to enhance the operation and manage-
ment of space systems, while mitigating the potential vulnerabilities that
may arise from its use. As threat actors are already exploiting AI, it has
become a necessity for the defence organisations to also harness AI tools
to counteract these threats and strengthen defensive capabilities. Any
dual use applications of these technologies must remain aware of the
risks associated with their use. As we discuss the classification of high-
risk systems, the above examples of AI being used in the space sector
should be kept in mind to contextualize the discussion.

5.6.1 Possible Arguments Against a System Being Classi-
fied as High-Risk

Although the classification of ‘high-risk’ systems derives from explicit
categories, the Act provides a mechanism for AI systems deemed ‘high-
risk’ under Annex III of the Act to not be considered high-risk where they
do “not pose a significant risk of harm to the health, safety or fundamen-
tal rights of natural persons, including by not materially influencing the
outcome of decision making [20].”

Providers of AI systems can justify an assessment that systems are
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not high-risk by confirming that their system is intended to: “perform a
narrow procedural task”, “improve the result of a previously completed
human activity”, “detect decision making patterns or deviations from
prior decision-making patters and is not meant to replace or influence
the previously completed human assessment, without proper human re-
view”, or “perform a preparatory task to an assessment relevant for the
purposes of the use cases listed in Annex III” [25].

Providers must document this information before the system is placed
on the market or put into service and must still register the system as nor-
mal for a high-risk system and provide the documentation upon request
of competent national authorities. This process of abrogating a high-risk
classification does not apply to systems that perform profiling on natural
persons [19].

The European Commission will, in future, provide guidelines to spec-
ify the practical implementation of this process, along with examples of
use cases of AI that are high-risk and not high-risk [21].

These guidelines will undoubtedly form a crucial reference for opera-
tors in the space industry that find their AI systems otherwise falling un-
der the ‘high-risk’ classification, and should be examined closely upon
their publication. Worth noting is that any delegated acts modifying
these rules may not decrease the overall level of protection of health,
safety and fundamental rights provided for by the regulation [22], mean-
ing that the current level of regulation is likely to act as a ‘floor’ with little
room for abrogation of obligations. Therefore, stakeholders should con-
sider compliance with the AI Act in its current state as a step in a longer
ongoing AI assurance journey, as governance requirements will likely
only increase in scope and complexity with time.

5.6.2 Regulatory Balance and Standard Setting

The prospect of increasing the scope of the Act triggers the tension be-
tween overregulation and under-regulation [407]. This debate often arises
regarding new technologies, and particularly in the context of the AI Act.

Overregulation refers to an excess of legal constraints that could stifle
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innovation, limit market flexibility, and impose high compliance costs on
businesses. Conversely, under-regulation risks leaving critical areas un-
monitored, potentially leading to the irresponsible or unsafe deployment
of advanced technologies like AI. Striking the right balance is essential
for fostering innovation while ensuring safety and ethical standards.

In the space sector, AI is playing an increasingly prominent role. Ques-
tions remain open on whether the EU AI Act could tip the scale toward
overregulation. While the Act aims to establish a clear framework for the
ethical and responsible use of AI, it may lead to a slow in innovation and
deter new entrants into the space industry [533].

It is the case that AI development for space operations is guided par-
ticularly by new deep-tech start-ups and actors in the space industry that
will need a nimble business environment to thrive and grow. In addition,
one key aspect of EU law is the so-called Brussels Effect, in lay terms the
EU’s ability to set de facto global standards through its regulatory power
[28]. The GDPR is a well-known example of this phenomenon, becoming
the global benchmark for data protection laws [401].

Similarly, the EU AI Act, as the first comprehensive regulatory frame-
work for AI, has the potential to shape global standards. For space opera-
tors, this could mean that even companies operating outside Europe may
need to comply with the EU AI Act if they wish to engage in AI-related
business with European partners or markets. Given the lack of existing
global AI laws, the EU’s regulatory approach could leave a significant
footprint, particularly in niche sectors like space.

For this chapter, the core debate centres on whether the EU AI Act
would enable a more responsible and ethical deployment of AI systems
in outer space or hinder technological progress by creating regulatory
hurdles. The space sector thrives on innovation, and AI will play an in-
creasing critical role in optimizing satellite constellations, mission plan-
ning, and data management. Excessive regulation in this area could de-
ter investment and slow down advancements in autonomous systems
and AI-driven space missions. However, there are equally compelling
arguments that under-regulation would leave too much room for errors,
potentially leading to unsafe applications of AI in space operations. Re-
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sponsible AI governance is important in the space sector, where failures
can have far-reaching consequences.

5.6.3 Obligations Related to High-Risk Systems

In the event that an AI system is classified as high-risk (and avoids any
abrogating factors), a number of obligations are imposed on various stake-
holders of the AI system in question. The system itself must have a ded-
icated risk management system to identify, evaluate, and mitigate risks
associated with the AI system [400] .

They must also meet data governance standards relating to training,
validation and testing data sets [400]. Technical documentation must be
drawn up before the system is placed on the market [400], automatic
record keeping systems must be in place [400], and transparency mea-
sures must be established to provide information on the operation and
governance of the system to enable deployers to interpret a system’s out-
put and use it appropriately [400]. High-risk systems must also be de-
signed and developed to allow for effective human oversight, though
this is to be commensurate with the risks, level of autonomy, and con-
text of use of the AI system [400]. Finally, high-risk AI systems must
be designed and developed to achieve appropriate levels of accuracy, ro-
bustness, and cybersecurity, though the metrics for measurement of these
requirements are yet to be developed [400].

Beyond system level requirements, providers, deployers, and other
parties face a number of other obligations with respect to high-risk AI
systems including quality management systems [400], document keep-
ing [400], automatically generated logs [400], taking corrective actions
and disclosing information to authorities when appropriate [400], coop-
erating with authorities, appointing authorized representatives where
needed. There are also numerous other provisions relating to notify-
ing authorities [400], post-market monitoring [400], as well as standards,
conformity assessments, certificates, and registration of high-risk AI sys-
tems [400], performing fundamental rights impact assessments, with some
variation as to which exact obligations apply to a party depending on
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their role in the AI lifecycle (developer, distributor, deployer, importer
etc.)[400].

As can be seen through the lists above, high-risk systems carry with
them many obligations that will impose an as yet unquantified (but likely
significant) governance burden on the organisations involved in devel-
oping and deploying them with connection to the European market.

The exact requirements are often still vague as delegated acts will ar-
ticulate the details of the required actions at a later date. Importantly, the
requirements show a level of flexibility in the regulation that may pro-
vide some relief for those responsible for AI systems in the space sector.
Similar to how providers can argue that their systems should not be con-
sidered high-risk (as discussed above), requirements surrounding (for
example) human oversight allow for variability in the scope and depth of
governance measures “commensurate with the risks, level of autonomy
and context of use of the high-risk AI system” [400], and stated that high-
risk systems “achieve and appropriate level of accuracy” [400]. These are
important as the context of AI deployments in the space sector may ne-
cessitate alternative governance mechanisms due to the impracticality
of more common governance practices being used in extreme scenarios
[262]. For example, in the near to medium term future when there may
be too many satellites to have their orbits managed ‘by hand’ by opera-
tors on Earth, and instead algorithmic management is required given the
speeds of satellites in orbit, and the potential number of objects needing
deconfliction and manoeuvring to avoid collisions. In such a scenario,
human oversight may in fact be a source of risk rather than a mitigating
factor, and so the wording of Article 14 becomes important in allowing
such a modified safety practice. In summary, the exact requirements of
many provisions are as yet unclear, but the flexible language in which
they are couched in will allow for some degree of flexibility in achieving
compliance with the Act.
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5.6.4 Penalties for Non-Compliance

These obligations are paired with penalties for non-compliance. At the
extreme end of the spectrum, developing or deploying prohibited AI
systems (Article 5) attracts fines of up to €35m or up to 7% of an un-
dertaking’s [29] total worldwide annual turnover for the preceding year
(whichever is higher) [400]. Non-compliance with provisions related to
high-risk AI systems comes with fines of up to €15m or up to 3% of an un-
dertaking’s total worldwide annual turnover for the preceding financial
year (whichever is higher) [400]. Even outside of prohibited and high-
risk systems, contraventions of notification requirements the supply of
incorrect, incomplete, or misleading information to the aforementioned
notification authorities can attract fines of up to €7.5m, or up to 1% of
an undertaking’s total worldwide annual turnover for the preceding fi-
nancial year [400]. Importantly, when applied to SMEs (including start-
ups), the above penalties are the lesser of the numerical and percentage
amounts stated [400].

Further, when deciding on the amounts to be fined under the previ-
ous provisions, a number of factors must be taken into account includ-
ing: the nature, gravity and duration of the infringement and its conse-
quences (taking into account the purpose of the system and how many
people were affected and how badly they were affected), other aggra-
vating or mitigating factors, the cooperation of the infringing entity with
authorities, whether the infringement was intentional or negligent, any
harm mitigation actions taken by the operator, and a number of other
factors [400].

Together, these provisions show that the EU AI Act must be taken
seriously by operators in the space industry, as the penalties can be enor-
mous depending on the provisions infringed upon. The penalties go be-
yond minor fines that can be shrugged off by large entities and would
significantly impact the operations of those who are penalized. Although
many factors can be considered in determining the amount to be fined,
these may not work in favour of operators in the space industry. This
is because the scope of damage, or value of damage could be much
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greater in the space sector than in other sectors. For example, an AI-
enabled Earth observation platform could enable mass privacy infringe-
ments (massive scope) or an AI-enabled automated manoeuvring algo-
rithm could cause a collision in orbit, resulting in economic damage to
assets and environmental damage to Earth’s orbital zones due to the gen-
eration of space debris (massive value/consequences). While Member
States are responsible for the formulation of the rules surrounding these
penalties and their enforcement, operators should not assume these are
‘empty threats’, as the EU has a track record for enforcing this type of
penalty provision, with over fines amounting to a total of more than 4
billion euro being issued under its GDPR regime for privacy and data
protection violations since 2018, with Meta itself attracting over €2 bil-
lion in fines [401]. For this reason, operators should be cognizant of the
potential regulatory (and financial) implications of their AI projects and
ensure their AI projects are compliant with the EU AI Act as both a mat-
ter of not only good AI governance and, but prudent risk management
and financial planning.

5.6.5 AI Literacy

A final point to be considered is the concept of AI literacy, as outlined
in Article 4 of the AI Act, represents an important disposition for the re-
sponsible use and deployment of AI systems across all sectors, including
space [400]. Indeed, the provision applies to organizations involved in
developing, deploying, or managing AI systems, regardless of the risk
category assigned to the system. It requires providers and deployers
to ensure that individuals involved in the operation and use of AI sys-
tems possess an adequate level of understanding and skill to engage with
these technologies effectively and responsibly. This obligation is partic-
ularly relevant with its entry into force in February 2025. Recital 20 of
the Act underscores that AI literacy should extend beyond technical pro-
ficiency, encompassing the ability to interpret outputs and understand
their implications [400]. For space operators, this means not only equip-
ping technical staff with the necessary skills but also ensuring that non-
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technical staff understand the broader implications of AI, including its
ethical and regulatory dimensions use in space activities and in their in-
ternal structure, such as when an AI is used as an assistant. The goals
of recital 20 suggests prioritizing the adoption and the development of
tailored training and educational initiatives to ensure the adoption of in-
formed decisions regarding AI systems. Such measures could include:

• Specialized Training for Operators;

• Cross-Disciplinary Workshops;

• Awareness Campaigns for Stakeholders;

• Continuous Professional Development.

Such measures reflect the broader objectives of the AI Act to promote
transparency, accountability, and public trust. While the immediate focus
may be placed compliance, investing in AI literacy can offer significant
long-term benefits, enhancing the sector’s capacity to adopt AI respon-
sibly and innovatively. A workforce proficient in AI and cognizant of its
implications, can better navigate the complexities of deploying AI sys-
tems in both Earth-based and space-based contexts.

5.7 Conclusions

As AI technologies continue to proliferate and achieve new capabilities,
their adoption throughout the space sector will continue to increase into
the future. The myriad of opportunities and activities enabled by AI
comes with risks to individuals, organisations, the environment, and so-
ciety as a whole. These risks have spurred the development of regula-
tory frameworks to mitigate these risks, with the EU’s AI Act leading the
charge.

Use cases of AI in the space sector may be classified as high-risk sys-
tems under the Act, and in particular, provisions related to critical digital
infrastructure may encompass certain current or future use cases of AI
within the space sector. This, combined with the broad scope of which
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parties and stakeholders are captured by the Act, necessitates that oper-
ators in the space sector be aware of the potential classifications of their
system and remain vigilant regarding future clarification or changes to
the relevant provisions and delegated regulations.

The space sector as a whole must understand the consequences of
such classifications, including the obligations imposed on stakeholders
and potential penalties for failing to meet said obligations. The heavy
fines set out in the AI Act necessitate careful adherence to the require-
ments of the Act, as the financial (as well as legal and reputational) risks
associated with non-compliance could threaten the viability of opera-
tions. Therefore, the EU AI Act, represents an important regulatory frame-
work with which the international space sector must comply, and stake-
holders in the space sector should make themselves aware of the poten-
tial implications of the EU’s AI Act for their operations in order to not
only achieve and maintain compliance with the Act, but also to foster
good AI governance throughout the sector and prepare for other regula-
tory frameworks governing AI that are emerging in other jurisdictions.
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Chapter 6

Security Metrics for the
Space Domain

6.1 Introduction

Expanding on the regulatory and operational challenges discussed in
Chapter 4 & 5, this chapter introduces a structured set of cybersecurity
metrics designed to support compliance, governance, and risk assess-
ment across diverse space-system architectures.

In today’s interconnected world, cybersecurity is essential for organi-
zations, institutions, and companies: processes like risk assessment and
mitigation plans have become crucial to ensure operational services and
prepare for disruptions. This is especially true for critical infrastructure
sectors, where business continuity is vital not only for the functioning of
companies but also for the security of nations and their citizens.

Due to the complexity of certain systems like space ones, where ter-
restrial and satellite networks intertwine, and the value chain compre-
hends a multitude of actors, it is important to establish clear parameters
to measure different aspects of cybersecurity.

As a result, organizations have started developing and implement-
ing security metrics. The National Institute of Standards and Technology
(NIST) defines security metrics as tools designed to facilitate decision-
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making, improve performance, and enhance accountability through the
collection, analysis, and reporting of relevant performance-related data [91].
These security metrics can be seen as a tool for quantitatively measuring
an organization’s security posture and are essential for comprehensive
network security and cyber situational awareness management. With-
out good metrics, security analysts cannot evaluate the effects of security
measures or quantify risks.

Establishing clear and actionable security metrics is particularly im-
portant for companies as one of their objectives is to ensure business con-
tinuity and minimize business damage by preventing or mitigating the
potential impact of cyber incidents. To achieve this goal, organizations
need to consider all dimensions of network and information security and
provide stakeholders with detailed information about their network se-
curity management and risk treatment processes.

Given the widespread use of security metrics and their importance
for companies and stakeholders, their application for compliance and
risk assessment as outlined by prominent EU policies, such as the NIS2,
has been an area that has received little attention [275]. Previous research
has mainly focused on creating new metrics for specific sectors and ad-
dressing particular security challenges with new methodologies [307].
However, the potential use of metrics to comply with EU cybersecu-
rity policies has not been thoroughly explored, even if several regula-
tions themselves specifically call for measures and tools to better assess
security. The recently published NIS2 Implementing Regulation’s An-
nex [190], which refers to the policy for the security of network and infor-
mation systems (Article 21 of the NIS2), emphasizes the need to establish
indicators and measures to monitor the implementation and the current
levels of network and information security of relevant entities. Even if
these documents do not provide examples of what such metrics should
entail, we provide a set of proposed metrics in Section 6.6 that reflects the
cybersecurity principles defined in the NIS2. Moreover, this chapter ad-
vocates for using security metrics to assess compliance with regulations
like NIS2, CER, or upcoming space laws, demonstrating to policymakers
that metrics can be integrated into policies to enhance their effectiveness.
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While developing new metrics remains valuable for addressing emerg-
ing gaps and finding more efficient ways to assess a company’s secu-
rity level, not connecting their usage to practical compliance applications
may make them mere theoretical tools with no real-world relevance.

This chapter addresses the issue of connecting security metrics to
compliance operations, taking into account relevant regulations and stan-
dards. We quantify how the various NIST Cybersecurity Framework
(CSF) 2.0 functions, categories, and subcategories are covered by existing
metrics in the literature, comparing existing security metrics and map-
ping them according to the NIST CSF 2.0 subcategories. In addition, our
work aims to demonstrate how these metrics can be used in the space
sector to meet the cybersecurity requirements set forth by major EU cy-
bersecurity policies.

In particular, this chapter aims to answer the following research ques-
tions:

• RQ1: How do security metrics, when organized by the NIST CSF
2.0 functions, help organizations implement and demonstrate com-
pliance with cybersecurity requirements, especially with the EU
NIS2 Directive?

• RQ2: In the context of critical infrastructure, especially space sys-
tems, are the existing security metrics, from both literature and key
stakeholders, sufficient to cover all the functions, categories, and
subcategories of NIST CSF 2.0? What are the existing gaps, and
how can they be filled?

• RQ3: How can the selected metrics for the space sector be opera-
tionalized and evaluated in realistic scenarios?

To reply to RQ1, we examine how the security metrics that are aligned
with the NIST CSF 2.0 functions support implementation and help demon-
strate compliance with cybersecurity requirements. In our analysis, we
focus particularly on alignment with EU policies, such as the NIS2. We
assess similarities and differences between these instruments and high-
light their common baseline for risk assessment across organizations.
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To address RQ2, we propose a methodology to survey the current
state of research in the field of cybersecurity metrics. Our approach is
based on well-defined selection criteria and principles to guide the selec-
tion of security metrics applicable to the space sector, ensuring that the
chosen metrics are relevant and effective. The application of our method-
ology results in a set of selected metrics that are then mapped to the sub-
categories of the NIST CSF 2.0. We identify metrics that can represent
the principles and guidelines of each NIST subcategory. The mapping
process is explained in detail, and its results are summarized in Table 13,
13, 14, 15, 16, 17, and 18, and online [78]. After completing this mapping,
we assess the extent to which existing metrics address the NIST CSF sub-
categories, identifying the existing gaps in specific NIST Functions such
as Respond and Recover. Based on these findings, we propose a set of
new specific metrics, better suited for addressing the unique cybersecu-
rity challenges in the space sector.

To address RQ3, we operationalize the identified and proposed met-
rics in a use case closely resembling real-world space networks and im-
plement them in an online tool [80]. This application shows how the
metrics can be mapped to NIST CSF 2.0 subcategories within a realis-
tic scenario and used to measure and improve the security posture of
space-based assets. Note that RQ1 addresses the conceptual value of
metrics structured by NIST CSF 2.0 for implementation and compliance,
whereas RQ3 focuses on their operationalization and evaluation in a re-
alistic space scenario.

Our approach not only matches metrics with NIST CSF 2.0 but also
proposes seven new metrics, bridging the gap between theoretical secu-
rity metrics and their practical application in space systems. Our results
highlight how these metrics can serve as valuable tools for policymak-
ers, researchers, and industry in securing space infrastructure. By find-
ing gaps and proposing new metrics specifically designed for space, our
research advances the field and sets the foundation for more resilient cy-
bersecurity strategies in the sector.

In the rest of the chapter, we proceed as follows. Section 6.2 clarifies
the context and the motivation behind our research. In Section 6.3, we
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discuss the relevant literature and compare it with the present chapter.
Section 6.4 illustrates how security metrics can be used to support the im-
plementation of NIST CSF 2.0 and to adhere to the NIS2 directive. In Sec-
tion 6.5, we present our methodology to collect all the relevant security
metrics from the literature. Section 6.6 maps them to the subcategories of
NIST CSF 2.0, identifies gaps in the coverage of specific framework func-
tions, and proposes new metrics to fill them. In Sections 6.7 and 6.8, we
present our online tool and our case study, respectively, to show the prac-
ticality of the proposed and selected metrics. Finally, Section 6.9 draws
some conclusions and discusses future lines of investigation.

6.2 Motivation and Context

Recently, policymakers have recognized the strategic need to protect space
infrastructure from cyberattacks, following the suggestions of cyberse-
curity professionals and researchers who have long advocated for im-
proving the security of space links and space-based and ground-based
infrastructure [404].

Recent studies and analyses have shown that both the number and
severity of cyberattacks have been dramatically on the rise, especially
targeting critical infrastructure sectors like space [318]. One explanation
is that the opportunities to perform attacks have grown, and the growing
number of devices and interconnections has led to more attack vectors
and vulnerabilities to be exploited [81]. Many devices that rely on space
data to function, such as satellite modems and phones, GPS receivers,
and PLCs, have well-known vulnerabilities that are now actively being
exploited [569].

Considering the applications of space technology, a resilient space
ecosystem is one of the preconditions of economic security in Europe.
It is not a case indeed that several attacks against these infrastructures
have been politically motivated [271]. As a result, governments started
enacting policy measures to increase cybersecurity among all relevant
parties [82]. These measures are usually in the form of best practices,
technical guidelines, or threat reports. However, when compared to se-
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curity metrics, they do not provide the same actionable and technical
value from the standpoint of end users, particularly companies. To bet-
ter implement these policy instruments, this chapter, therefore, proposes
the development and usage of security metrics specific to space systems
and the application of existing metrics from other domains to the context
of space. Together with security controls, security metrics can support
the implementation of security practices and measure their effectiveness.
Such metrics can also be used to assess compliance with regulations and
policies. We refer to metrics as tools for measuring the quality of cy-
bersecurity management efforts, which allow for comparison with spe-
cific cybersecurity goals and evaluations at different periods of time or
across organizations. In our research, these metrics are oriented toward
the private sector as we consider companies to be the most vulnerable en-
tities in the value chain, considering also the recent ENISA survey, which
showed how 57% of European SMEs declared that they fear going out of
business in the first week after a cyberattack [207].

When it comes to critical infrastructure protection, metrics are espe-
cially valuable, as they can provide organizations with insights into the
resilience of their IT infrastructure and indicate the potential costs in-
curred from recovering after attacks, as well as the expenses needed for
future defense against them. In our research, security metrics not only
help save businesses from going offline or, even worse, going bankrupt
but also assist in maintaining vital services for our daily lives.

The primary motivation for our work is the added value that met-
rics can provide in supporting various EU cybersecurity policies. This
support extends to their implementation, evaluation, and application. A
concrete example is given by Implementing Regulation of the NIS2 [190],
where the European Commission mentions the need for indicators and
measures to monitor the current maturity level concerning network and
information security of relevant entities. This is intended to support the
policies on risk analysis and information system security mandated by
the Directive. Well-defined indicators and measures, such as security
metrics, can be key in implementing, monitoring, and enforcing the NIS2
and other European regulations in the field. In the following sections, we
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discuss relevant EU cybersecurity policies and how metrics that match
the NIST CSF 2.0 can play a role in supporting them.

6.3 Related work

In recent academic literature, several studies have proposed novel secu-
rity metrics for various sectors. However, to the best of our knowledge,
only a limited number of research papers have specifically addressed the
critical infrastructure sectors as defined in the NIS2 framework, and no
specific metrics have been proposed for the space sector.

Tortorelli et al. [504] proposed a new metric for evaluating the secu-
rity of complex Cyber-Physical Systems (CPSs) in a consistent and re-
peatable manner, helping operators take steps to improve the overall se-
curity posture of the system, the metric developed uses several elements
such as component lifecycle, vulnerability criticality, and damage poten-
tial - effort ratio to measure the resilience of critical systems. Studies such
as those by the Homeland Security Studies and Analysis Institute [235]
developed a holistic, theory-driven suite of performance measurement
metrics in the field of information sharing for critical infrastructure en-
tities. It focuses on how these metrics can assess whether information
sharing initiatives meet their goals of protecting critical infrastructure
through robust data exchange among stakeholders in both the public and
private sectors. Concrete examples of metrics are detailed across four
categories: inputs (number of entities participating in the information-
sharing initiative ), processes (average time taken to disseminate threat
indicators to participants), outputs (number of actionable threat reports
generated), and outcomes (reduction in the number of successful cyber-
attacks experienced by participating entities).

Only a few researchers have conducted in-depth studies to develop
security metrics for specific sectors. Gori et al. [256], analyzed the cur-
rent state of the art in selecting security metrics and proposed a novel
methodology to gather, filter, and validate them. They applied this method-
ology to the Industrial Cyber Physical Systems (ICPS) domain, gathering
almost 300 metrics from the literature. The resulting metrics are capable
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of measuring the security of ICPS systems from different perspectives.

Krumay et al. [332] conducted a comprehensive study that examined
the academic literature on cybersecurity management controls and met-
rics, specifically concerning critical infrastructures, using the NIST CSF
1.0 as a benchmark. The study evaluated the alignment of the existing
literature with the framework functions and identified those gaps or ar-
eas that were underrepresented in both the academic discourse and the
framework itself. The authors found imbalances in the coverage pro-
vided by the research literature, especially in the areas of detecting, re-
sponding to, and recovering from cyber incidents, and proposed poten-
tial areas for expansion within the NIST framework.

From the policy point of view, Parmar et al. [403] conducted a com-
parative analysis on the differences between the NIST CSF v2.0 and EU
NIS2 Directive, highlighting their similarities in promoting governance
and continuous risk management, and differences in regulatory enforce-
ment and implementation requirements. The authors suggest that or-
ganizations may benefit from aligning with both frameworks to ensure
comprehensive cybersecurity coverage.

Additionally, Dimakopoulou and Konstantinos [168] analyze cyber-
security in the maritime domain using the latest version of the NIST CSF
2.0 functional areas. They define a connection between research and
NIST’s functions and categories, identifying existing security research
gaps. The primary goal of the paper is to analyze how well the maritime
industry aligns with the NIST CSF v2.0 and to identify gaps in cybersecu-
rity research and implementation. To achieve these objectives, the paper
reviews existing studies and organizes its findings around the six core
functions of NIST CSF v2.0. The work offers an extensive assessment of
maritime cybersecurity measures aligned with the functions of the NIST
CSF 2.0.

Unlike previous academic literature, which covered a broad set of
metrics and controls pairing them with the NIST CSF 1.0, this chapter
leverages the new NIST CSF 2.0 to advance our understanding of cyber-
security metrics for space systems. In addition, this chapter specifically
focuses on the application of metrics to the space sector, an area that
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has not been adequately addressed in the current literature. Indeed, to
the best of our knowledge, no existing metrics that assess threats unique
to space systems have been developed in the literature. Additionally,
we highlight the practical value security metrics have for policymakers
and decision-makers, supporting them to evaluate policy compliance,
and proposes to use metrics in a way that remains underexplored in
prior studies. To support our research, we also developed a tool that al-
lows users to use these metrics and facilitate their application in concrete
cases.

6.4 Supporting European Cybersecurity Policies
with Data-Driven Security Metrics

In this section, we address RQ1 and explore the role of metrics in help-
ing organizations meet regulatory standards, enhance security practices,
and ensure alignment with cybersecurity frameworks. More precisely,
we provide an overview of various European policy instruments and
identify how security metrics can support them. However, before diving
into the specific European policies, we quickly summarize the NIST CSF
2.0 framework. We consider this framework as the cornerstone of our
search for security metrics because it offers a solid foundation for any or-
ganization to improve its understanding, assessment, prioritization, and
communication of cybersecurity efforts. Its predecessor, the CSF 1.0, has
been used together with other standards, such as the ISO 27001 or the
ISA/IEC 62443, as a reference to map security measures for Operators
of Essentials Services (OES) by ENISA [210]. Similarly, CSF 2.0 can be
considered a solid baseline for the NIS2 [403], because it reflects many of
its principles.

6.4.1 The NIST CSF 2.0

The NIST CSF version 2.0, released in February 2024, replaced the NIST
CSF version 1.1. NIST developed CSF v2.0 to help organizations under-
stand, assess, prioritize, manage, and communicate the cyber risks that
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can affect them. The Framework is suitable for use by organizations all
over the world and is particularly relevant for critical entities as it reflects
the content of US initiatives such as the Executive Order on Securing
Critical Infrastructure [70] and the US National Cyber Strategy [32].

The Framework is presented using functions that describe outcomes
coupled with implementation examples, and that must be achieved con-
currently and continuously. While functions and outcomes can be con-
sidered relatively static, the implementation examples are rapidly chang-
ing, and are maintained separately online. In NIST CSF 2.0, each function
is divided into categories related to cybersecurity outcomes. These cat-
egories collectively make up the function. Subcategories further divide
each category into more specific outcomes of technical and management
activities. The subcategories are not exhaustive, but they describe de-
tailed outcomes that support each category. Table 10 illustrates an ex-
ample of a function with a related category and subcategory. Since the
detailed nature of subcategories, we decided to take them into account
for our task of metrics matching and chose to identify at least one metric
that could reflect the content or principles of each subcategory.

Function Category Subcategory
Identify (ID) Asset Management (ID.AM): Assets (e.g.,

data, hardware, software, systems, facilities,
services, people) that enable the organization
to achieve business purposes are identified

and managed consistently with their relative
importance to organizational objectives and

the organization’s risk strategy

ID.AM-01:
Inventories of

hardware
managed by

the
organization

are maintained
Protect (PR) Data Security (PR.DS): Information and

records (data) are managed consistently with
the organization’s risk strategy to protect the
confidentiality, integrity, and availability of

information.

PR.DS-01:The
confidentiality,
integrity, and
availability of

data-at-rest are
protected

Table 10: Examples of NIST CSF 2.0 functions with the corresponding cate-
gory and subcategory.

Version 2.0 of the Framework features several enhancements with re-
spect to the first version. One notable addition is the introduction of the
new Govern function, recognizing the crucial role of governance in cy-
bersecurity. This function integrates cybersecurity efforts with overall
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business objectives and risk management strategies, providing a frame-
work for managing responsibilities and decision-making in cybersecu-
rity. This function is particularly relevant in the field of space, where
complex supply chains involving different vendors, suppliers, operators,
and end users create wide attack surfaces. Indeed, in space systems, gov-
ernance is often a grey area, and this creates dangerous cybersecurity
gaps; enforcing strict governance measures and accountability mecha-
nisms could, therefore, significantly improve the security posture of the
sector.

In addition to the Govern function, the new Framework introduces
some clarifications and updates several areas to reflect the changes in
the threat landscape and the emerging best practices. Moreover, CSF
2.0 uses clearer language, refines the various categories, and provides a
holistic integration of privacy considerations. These adjustments have
been introduced to help organizations strengthen their security posture
and respond more effectively to incidents while ensuring resilience and
operational continuity.

6.4.2 Operationalizing the CER Directive: The Value of
Security Metrics for Critical Entities

One of the pillars in the field of critical infrastructure security policy is
the European Union’s Critical Entities Resilience (CER) Directive [202].
Issued in January 2023, the directive mandates that EU Member States
identify critical entities in specified sectors by July 17, 2026. These en-
tities play a crucial role in identifying essential services and conducting
risk assessments, with space recognized as one of the 11 critical sectors.
The adoption of the CER Directive marks a fundamental shift in the per-
ception of the resilience of the critical infrastructure system in the Euro-
pean Union. The previous existing approach, based on the protection of
critical infrastructure, is thus replaced by a new approach based on the
resilience of critical entities that own or operate these infrastructures.

The CER Directive makes it mandatory for EU states to implement
a series of actions by October 17, 2024, to enhance the resilience of Eu-
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rope’s critical infrastructure. In particular, it requires Member States to
define a Strategy for the resilience of Critical Entities, including strategic
objectives and priorities, a governance framework, measures to enhance
the resilience of Critical Infrastructures and to prepare a list of the main
authorities and stakeholders involved in the strategy’s implementation.
The CER also asks Member States to prepare a risk assessment, consider-
ing relevant natural and man-made risks, including hybrid threats, such
as cyberattacks.

As there is no specific methodology for such risk assessment, secu-
rity metrics can play a role in determining the level of security of entities
and, therefore, also the level of risk. Moreover, the CER includes addi-
tional provisions such as Member States’ support to Critical Entities, the
establishment of resilience measures, and incident notification require-
ments, provisions that exist in the NIST CSF 2.0 frameworks and can be
monitored and assessed through security metrics.

As this Directive obliges critical entities to take measures to increase
their resilience but does not provide any methodological support, the use
of security metrics can be of great help to companies to assess their level
of security and, thus, resilience. Indeed, a necessary starting point for
fulfilling this obligation is knowing the current resilience level of critical
entities against incidents. The results of the resilience assessment, sup-
ported by security metrics, will enable critical entities to identify vulner-
abilities, based on which adequate technical, security, and organizational
measures can be defined.

6.4.3 Uncovering the relationship between the NIS2 and
the CSF 2.0

This section compares the NIST CSF 2.0 with the cybersecurity risk-management
requirements outlined in the NIS2. In order to reply to RQ2, we explore
how the functions, categories, and subcategories of NIST CSF 2.0 relate to
the provisions of the NIS2, particularly focusing on the requirements de-
fined in the Implementing Regulation. We identify common areas, prin-
ciples, and cybersecurity requirements, demonstrating a strong connec-
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tion between the two instruments. This correlation enhances the value of
metrics that can include the principles defined by CSF 2.0.

We have decided to evaluate the extent to which CSF 2.0 aligns with
the requirements and provisions described by NIS2 mainly because Eu-
rope currently lacks a comprehensive cybersecurity standard that applies
to all audiences, industry sectors, and organization types, regardless of
their cybersecurity sophistication. If the NIS2 and other acts require sec-
tors to adopt varying levels of stringent cybersecurity requirements and
procedures, a reference framework similar to the NIST CSF 2.0 is still
missing in the EU landscape. This framework should support the imple-
mentation of the Union’s cybersecurity strategy and a future action plan
dedicated to specific sectors.

The NIS2 Directive, analysed in detail in Chapter 4, establishes a com-
mon framework for cybersecurity risk management and incident report-
ing across the European Union and formally includes the space sector
among the covered critical entities. In this chapter, NIS2 is treated as a
regulatory baseline that motivates the need for measurable cybersecurity
indicators, rather than as an object of legal analysis.

In our analysis, we have considered not only the NIS2 itself but also
the Implementing Regulation [190] document. This document outlines
the technical and methodological requirements for cybersecurity risk man-
agement measures and specifies the criteria for determining whether an
incident is significant. Although this document only refers to certain en-
tities such as DNS service providers, cloud computing service providers,
data center service providers, content delivery network providers, and
managed security service providers, similar provisions are expected to
apply to all other sectors and entities affected by the NIS2.

Here, we analyze the extent to which the Commission Implementing
Regulation of the NIS2 incorporates the functions, categories, subcate-
gories, or elements defined in the NIST Framework. Our analysis aims to
identify the presence of NIST CSF 2.0 functions within the Implementing
Act and highlight gaps where specific elements may not be mentioned.
Our goal is to emphasize how these two documents, despite their dif-
ferences, address the same topics from different perspectives. This gives
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us a solid basis to claim that the metrics we identify and propose in Sec-
tion 6.6, addressing the CSF 2.0, are directly linked with the NIS2 and
can therefore support its application and measure its compliance.

The NIS2 Implementing Regulation clarifies some aspects of the NIS2
Directive. The Commission produced two documents: the Implementing
Regulation - Ares(2024)4640447 and its Annex. These documents specify
the requirements for incident reporting and the technical and method-
ological requirements of the cybersecurity risk-management measures
of the NIS2. The Commission decided to produce these documents to
better clarify the content of the NIS2 and launched a consultation to ask
the private sector for their opinions on such requirements. On the other
hand, the NIST CSF provides a voluntary, comprehensive framework for
improving cybersecurity risk management in organizations. Both docu-
ments aim to mitigate risks but differ in their main purpose, structure,
target audience, and specific guidance. Both the NIST CSF and the NIS2,
and its Implementing Regulation aim to establish a fundamental baseline
for cybersecurity capabilities and ensure the effective implementation of
these capabilities by organizations, and both emphasize the critical role
of Governance and Supply Chain.

Notably, neither instrument can be fully implemented independently,
but both require additional steps for full execution. NIST CSF suggests
a subsequent Action Plan, while the NIS2 Directive implies the need for
further frameworks, with the expectation that an additional Action Plan
would also be necessary. Therefore, the need for specific metrics to sup-
port their execution is clear. Moreover, although both instruments are
components of the broader process of achieving a comprehensive cyber-
security program or strategy, they seem to serve different specific pur-
poses. While the NIST CSF offers a set of best practices and recommen-
dations that are not obligatory, the NIS2 Directive enforces mandatory
compliance with enforcement delegated to member states.

While Table 11 clarifies the key structural and legal differences be-
tween the NIST CSF 2.0 and NIS2, Table 12 highlights the alignment be-
tween the two. These dissimilarities show the complementary nature of
the instruments and support our argument that CSF-based metrics can
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enhance, but not replace, compliance with NIS2’s mandatory require-
ments.

Aspect NIST CSF 2.0 NIS2 Directive (and Implementing Reg-
ulation)

Legal Nature Voluntary guidance framework de-
veloped by NIST; non-binding.

Legally binding EU directive with
mandatory implementation for covered
entities.

Enforcement No enforcement mechanism; relies
on internal governance or sector
adoption.

Enforcement is delegated to EU mem-
ber states, including penalties for non-
compliance.

Target Scope Applies to any organization, regard-
less of sector or size, on a voluntary
basis.

Applies only to specific essential and im-
portant entities, defined by sector and
criticality.

Structure Organized around five Functions,
Categories, and Subcategories with
cross-sector applicability.

Structured around legal obligations and
minimum technical and organizational
requirements for risk management.

Technical
Prescriptive-
ness

Provides high-level outcomes and
flexible controls.

Specifies detailed requirements (e.g., as-
set inventories, backup validation, iden-
tity logging) in its Implementing Regula-
tion.

Geographical
Origin

Developed by a U.S. federal agency
for domestic use, later adopted inter-
nationally.

Binding EU legislation intended for har-
monization within the European Union.

Update
Mechanism

Updated by NIST in public-private
consultation cycles (e.g., 2.0 version
in 2024).

Updated through EU legislative and del-
egated acts with formal regulatory time-
lines.

Purpose Ori-
entation

Designed to improve risk manage-
ment and maturity across organiza-
tions.

Designed to raise the minimum cyberse-
curity baseline across critical sectors in
the EU.

Table 11: Dissimilarities between NIST CSF 2.0 and NIS2 Directive

Looking closer at the two documents, we identified several NIST func-
tions that are covered by the Implementing Act. We report and highlight
such relationships below. The Govern (GV) function of the NIST Frame-
work includes categories such as Organizational Context (GV.OC), Risk
Management Strategy (GV.RM), and Cybersecurity Supply Chain Risk
Management (GV.SC). The Implementing Regulation emphasizes under-
standing the organizational context, including mission and stakeholder
expectations, which aligns with the subcategories GV.OC-01 and GV.OC-
02 of NIST. This alignment is evident in the statement: “the policy on the
security of network and information systems shall: [...] lay down roles and
responsibilities [190]”. Additionally, the need for a comprehensive risk
management strategy, corresponding to the category GV.RM-01, is high-
lighted in the Implementing Act that mandates that: “the relevant enti-
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ties shall establish and maintain an appropriate risk management framework
to identify and address the risks posed to the security of network and infor-
mation systems. [190]”. The Regulation also references managing supply
chain risks, aligning with the GV.SC-01 and GV.SC-02 categories, stating:
“the relevant entities shall establish, implement and apply a supply chain secu-
rity policy which governs the relations with their direct suppliers and service
providers [190]”.

The Implementing Regulation outlines the importance of asset man-
agement, which is consistent with the category ID.AM-01 of the NIST
Framework. Indeed, the Regulation states: “the relevant entities shall estab-
lish and keep a list of all assets that are being logged and ensure that monitoring
and logging systems are redundant [190].” Additionally, the EU document
details risk assessment procedures that correspond to the subcategories
ID.RA-01 and ID.RA-02 of the Framework: “The relevant entities shall per-
form and document risk assessments and, based on the results, establish, imple-
ment and monitor a risk treatment plan [190].”

The Protect (PR) function through the subcategories from PR.DS-01 to
PR.DS-05 addresses data security measures and aligns with the require-
ments of the Directive: “the relevant entities shall lay down backup plans
that include: assurance that backup copies are complete and accurate, including
configuration data and information stored in cloud computing service environ-
ment” [190]. The Regulation also discusses identity management and ac-
cess control protocols, which are consistent with subcategories PR.AA-
01 and PR.AA-02: “ the relevant entities shall: set up unique identities for
network and information systems and their users, link the identity of users to a
single person, ensure oversight of identities of network and information systems,
apply logging to the management of identities” [190].

For the Detect (DE) function, the need for continuous monitoring of
systems as defined by the subcategory DE.CM-01, is underscored in the
Regulation: “ensure continuous effectiveness, monitor, maintain and test the
supply of the network and information systems necessary for the operation of
the service offered” [190]. Furthermore, the analysis of the detected events,
similar to what prescribed by subcategory DE.AE-01, is mentioned as
the Implementing Act requires for the: “assignment of roles to detect and
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appropriately respond to incidents to competent employees” [190].
For the Respond (RS) function, the Implementing Regulation outlines

incident management processes, reflecting subcategory RS.MA-01: “The
cybersecurity risk management process shall be an integral part of the rele-
vant entities’ overall risk management process, where applicable” [190]. It also
details incident response reporting requirements, matching subcategory
RS.CO-01, addressing the elements defined in Section 3.5 of the Regula-
tion.

For the Recover (RC) function, the Regulation emphasizes incident
recovery plans in a way that is consistent with subcategory RC.RP-01.
Moreover, Section 4.1 of the Regulation focuses on defining requirements
for business continuity and disaster recovery plans.

Aspect NIST CSF 2.0 NIS2
Main Focus Establishing a set of best practices

and recommendations for
cybersecurity.

Implementing technical and methodological
cybersecurity risk-management measures.

Governance Includes categories like
Organizational Context, Risk
Management Strategy, and Supply
Chain Risk Management.

Aligns with NIST’s Governance function,
emphasizing roles and responsibilities, risk
management frameworks, and supply chain
security policies.

Incident
management

Encourages the development of
incident response and recovery
plans as part of the Respond and
Recover functions.

Mandates incident reporting and the
establishment of incident recovery plans with
specific guidelines.

Supply Chain
Risk
Management

Emphasizes the importance of
managing supply chain risks as part
of the Governance function.

Requires entities to establish and apply a
supply chain security policy, with detailed
guidelines.

Compliance
and
Enforcement

Voluntary, with no enforcement
mechanisms.

Mandatory, with enforcement delegated to
member states, including penalties for
non-compliance.

Future imple-
mentation

Suggests an Action Plan to guide
implementation and assessment.

Requires further frameworks and an
additional Action Plan for full
implementation.

Table 12: NIS2 and NIST CSF 2.0 similarities.

Table 12 summarizes the results of comparing the two instruments.
The table shows a significant alignment, especially in areas such as gov-
ernance, incident management, and supply chain risk management. More-
over, it shows that the functions and categories of the NIST CSF 2.0 are
well-reflected in the provisions of the NIS2 Implementing Act. This re-
sult suggests that organizations familiar with the NIST framework may
find it easier to comply with European regulations.
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Another similarity between the two documents concerns the need for
additional frameworks and action plans to support their full implemen-
tation, highlighting the complexity of achieving comprehensive cyberse-
curity compliance. Indeed, the NIS2 Implementing Act requires further
guidelines, while the NIST CSF 2.0 recommends an Action Plan.

We can exploit the similarity between these two documents high-
lighted in our analysis to provide practical guidelines to comply with
NIS2. Indeed, the metrics developed for the NIST CSF 2.0 provide a mea-
surable way to assess and ensure compliance with both frameworks, thus
supporting the overall cybersecurity strategy in Europe. As reported in
Table 12, such metrics can also cover the majority of the requirements
laid out by European stakeholders in the NIS2 for critical infrastructure
sectors such as space.

6.5 Methodological framework

After evaluating several methodologies in the literature, we decided to
develop our approach to validate and verify the robustness of security
metrics. Our approach synthesizes elements from various established
frameworks, including Andrew Jaquith’s security metrics guidelines [308],
the NIST SP 800-55 performance measurement guide [91], ISACA’s Guide-
line G41 on Return on Security Investment [545], and the PRAGMATIC
approach by W. Krag Brotby [67].

Integrating these methodologies ensures a robust validation process
to address the requirements of cybersecurity metrics required in the case
of space systems. We decided to combine these approaches because we
felt that the use of a single methodology among those analyzed, no mat-
ter how inclusive and efficient, fails to cover all the features necessary for
a metric to be usable in our case study and in the field of space. The deci-
sion to develop a new methodology came from our need to not only iden-
tify and propose security metrics but also to obtain a set of metrics that
could be used to comply with a specific framework and, in the future, be
part of an integrated procedure to comply with EU cybersecurity regula-
tions. Since no other methodology has been developed for this particular
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purpose, we established specific validation criteria for our goal. Exam-
ples of the validation process are present in Table 19, but an extensive
sample of validated metrics, and the whole set of metrics analyzed are
available on the online supplementary material [80].

Our methodological approach is based on several key validation cri-
teria extracted from the aforementioned frameworks, each contributing
equally to the validation process:

• Consistency and Objectivity (CO): The considered metrics must be
consistently measured without subjective criteria. This ensures re-
liability and repeatability in data collection and analysis, which is
crucial for maintaining the integrity of the metrics over time.

• Quantifiability (Q): The considered metrics must yield quantifiable
information, such as percentages, averages, and absolute numbers.

• Availability of Data (AD): The data supporting these metrics must be
readily available and derived from repeatable information security
processes, ensuring that the metrics are both practical and feasible
to implement.

• Actionability (A): The considered metrics must be actionable and
relevant to the organization’s needs. They must provide specific
courses of action based on certain indications, making them highly
practical for decision-makers.

• Contextual Relevance (CR): The metrics must be contextually spe-
cific, offering insights that are directly applicable to the unique se-
curity challenges faced by critical infrastructures such as space or-
ganizations.

• Applicability to the NIST CSF 2.0 subcategory (CSF): The selected met-
rics must be related to and cover some or all the requirements, prin-
ciples, or aspects of the NIST CSF 2.0 subcategory to which they are
assigned.
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• Independence (IV): The metrics must be measured independently,
based on verifiable evidence, ensuring objectivity and reducing po-
tential biases in the measurement process.

• Cost-Effectiveness (CE): The considered metrics must be cost-effective.
They must generate more value than the cost to gather, analyze,
present, and use, ensuring that the measurement process is sus-
tainable and economically viable.

Although our approach to systematically search the literature does
not follow a specific methodology such as PRISMA [395] in a formal
sense, we designed our review to reflect the methodological principles
that underlie PRISMA, such as transparency, filtering, and reproducibil-
ity. As outlined in Sections 6.5.2 and 6.5.3, our metric collection process
followed a structured, approach composed of different phases. First, we
define targeted queries using combinations of terms relevant to cyber-
security. Second, we applied clear inclusion and exclusion criteria to
select sources: only papers and documents proposing concrete, measur-
able, and applicable metrics were retained; articles with only concep-
tual models or theoretical taxonomies were discarded. Third, we en-
sured traceability by classifying all validated metrics according to their
origin (e.g., academic paper, stakeholder framework, standards body),
their corresponding NIST CSF subcategory, and their compliance with
our nine validation principles, including cost-effectiveness, actionabil-
ity, and contextual relevance. Like PRISMA, we defined our sources a
priori, documented the screening and filtering stages, and provided a
replicable process flow (Figure 2) that readers can follow to reproduce
our results or apply the same approach in different contexts. We com-
bined academic literature with authoritative documents from relevant
stakeholders (e.g., CIS Controls, MITRE, ISO/IEC 27004, ENISA, NIST)
to build a comprehensive set of existing metrics, which were then vali-
dated and mapped using consistent criteria. Although our main search
tool was Google Scholar, we used it in combination with additional aca-
demic databases such as Scopus, IEEE Xplore, and the ACM Digital Li-
brary. However, as these platforms largely overlap with the sources in-
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dexed by Google Scholar, we did not identify additional relevant papers
beyond those already retrieved. In this sense, our methodology respects
the principles of PRISMA: systematic selection, justification of inclusion,
traceable documentation.

6.5.1 Assessing the Cost of Security Metrics

While cost-effectiveness is undoubtedly an important characteristic that
needs to be evaluated, assessing it can be quite challenging. Throughout
our metrics selection, we justify cost-effectiveness by claiming that the
information needed to evaluate the metric is already available or easy to
obtain. However, this may not always be the case: it is not necessarily
true that a metric requiring the collection of new data is not cost-effective.

Cost-effectiveness is treated quite differently by some of the main
sources we used to collect metrics, yet their methods fit together into
a single repeatable test. Jaquith opens his definition of a “good” metric
claiming that it must be “cheap to gather, preferably in an automated
way,” making low marginal collection cost a non-negotiable gate that ev-
ery candidate must pass [308]. True sustainability comes from pushing
the data-gathering and calculation steps into code, which in turn per-
mits faster sampling cycles and fresher insight without inflating labour
spend [308]. The metrics-automation life-cycles extend the same eco-
nomic logic: treat each metric as an engineered artefact whose design,
versioning, run-time scheduling, and publication are controlled so that
the human hours consumed by “care and feeding” never exceed the
value of the information delivered [308].

The PRAGMATIC method [67], instead, introduces the “C = Cost”
criterion, requiring the analyst to calculate the precise cost associated
with a metric, the process is composed of the following steps: initial
tooling, recurring collection, analytics, presentation and even the oppor-
tunity cost of choosing this measure over others, and then translate that
total into a normalised score that sits beside Predictive, Relevant, Action-
able and the other criteria mentioned by Brotby and Hinson [67]. Every
PRAGMATIC dimension is rated on the same 0-to-100 (or 0-to-10) scale,
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a high cost can be balanced by an equally high benefit; contrary, a metric
that is cheap but adds little insight will still be rejected. This approach
recommends banding annualised cost into broad ranges and recording
the result along a brief narrative of tooling effort versus manual effort,
making the arithmetic transparent and allowing managers to challenge
or improve the estimate as the metric matures [67]. Cost also includes
lost alternatives: prototyping two competing metrics and choosing the
one with the higher net value may be cheaper than discovering too late
that the first choice was uninformative [67].

Taken together, the two approaches operationalise our cost-effectiveness
(CE) requirement as follows: for each candidate metric the operators
should enumerate the one-off set-up effort, the licence or build costs of
any tooling, the periodic run-time overhead and the opportunity cost
of analyst attention, annualise that figure, and discard any metric whose
score is so poor that even the most generous benefit estimate cannot lift it
above zero. The surviving metrics should then be automated wherever
possible to lock their marginal collection costs at the lowest achievable
level; they should also be re-scored periodically as automation improves
or business priorities shift. In this way, “cost-effective” is the outcome
of a documented, auditable calculation. In order to make a concrete ex-
ample of the practical application and validation of the cost-effectiveness
criteria, we go deeper into the topic in Section 6.8.1, while discussing the
metrics we used in our case study.

6.5.2 Metrics selection process

We follow a structured and multi-phase methodology to identify, filter,
validate, and classify cybersecurity metrics aligned with the NIST CSF
2.0. The goal is to establish a set of metrics that reflect both the state of
the literature and the needs of complex operational environments such
as the space sector. Our methodology consists of four phases.

1. In Phase 1, we collect metrics from a broad range of sources, in-
cluding authoritative books, official documents, and academic ar-
ticles retrieved through systematic queries. The literature search
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focuses on surveys and studies that aggregate or propose security
metrics. In addition to general queries such as “security metrics
survey,” we already include targeted searches that reflect specific
CSF subcategories, such as “asset management metrics”, “supply
chain metrics”, and “incident recovery metrics.”

2. In Phase 2, we perform a filtering process on the results of the previ-
ous phase to eliminate duplicates, harmonize terminology, and ex-
clude sources that do not introduce concrete or actionable metrics.
Articles that propose only conceptual frameworks, taxonomies, or
general discussions without measurable indicators are excluded.

3. In Phase 3, the resulting metrics are evaluated using the nine vali-
dation principles of Section 6.5. Only metrics that meet these vali-
dation criteria are retained for further analysis.

4. Finally, in Phase 4, the validated metrics are mapped to the NIST
CSF 2.0 structure. Each metric is assigned to the most appropriate
Function, Category, and Subcategory based on its intended pur-
pose and scope. This mapping allows us to assess the extent to
which existing literature supports the various domains of the CSF
and to identify areas of concentration and neglect.

5. Lastly, we conduct a gap analysis based on this mapping. We ex-
amine the distribution of metrics across the CSF to highlight which
subcategories are most frequently addressed and which remain un-
derrepresented. Each of the steps defined above is further dis-
cussed in the following section.

6.5.3 Selecting metrics to match the NIST CSF 2.0

This subsection answers RQ2 by evaluating whether the existing secu-
rity metrics, from both academic literature and key stakeholders, are suf-
ficient to cover all the functions, categories, and subcategories of NIST
CSF 2.0 within the context of critical infrastructure, particularly space
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systems. Our findings indicate that while many metrics effectively ad-
dress core areas of the framework, significant gaps remain, particularly
in addressing the unique challenges posed by space systems.

We adopt a structured approach to explore the application of secu-
rity metrics within space systems comprehensively and to identify the
existing metrics in the literature that could match the NIST CSF 2.0 sub-
categories. Our methodology, the workflow of which is in Figure 2, com-
prised two main sources of analysis:

1. a focused examination of specific documents and books produced
by relevant stakeholders and domain experts in the field of cyber-
security; and

2. an extensive literature review of academic articles.

Combining metrics from both the literature review and specific authori-
tative sources, our methodology aims to provide a complete assessment
of the existing security metrics landscape. Here, we analyze both what
the stakeholders are using and what the researchers in the field are propos-
ing. This approach enables us to identify and recommend the most rel-
evant and effective metrics for securing critical infrastructures such as
space systems.

Concerning step (1) above, we analyzed metrics proposed by several
stakeholders. The primary sources we examined are:

• CIS Controls Measures and Metrics for Version 7 [97]: This document
outlines more than 100 specific security metrics that are widely
adopted for improving organizational cybersecurity posture.

• Federal Information Security Modernization Act Chief Information Offi-
cer Metrics (FISMA CIO) [242]: This informative document includes
more than 100 metrics that can be derived from the text and sup-
ports the modernization of US federal agencies and is employed
to measure and enhance information security in compliance with
federal guidelines. They provide the data needed to monitor agen-
cies’ progress toward the implementation of the Administration’s
priorities and best practices.
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• Pragmatic security metrics: applying metametrics to information secu-
rity [67]: A comprehensive bibliographic resource that details more
than 150 metrics, offering a pragmatic approach to quantifying and
managing security risks.

• Security Metrics [308]: This book presents more than 140 security
metrics examples, providing a broad overview of how metrics can
be applied to evaluate and enhance cybersecurity measures.

• ISO/IEC 27002: an information security standard that provides a
reference for a wide set of information security, cybersecurity, and
privacy protection controls on which several security metrics are
based.

• NIST SP 800-55 [90]: This report focuses on developing and imple-
menting information security metrics for an information security
program. The report does not include metrics but provides guid-
ance on how an organization can use them to identify the adequacy
of security controls, policies, and procedures

• ENISA Measurement Frameworks and Metrics for Resilient Networks
and Services: Technical report [508]: this report represents an attempt
to create a single technical source of information on resilience met-
rics, it includes accurate information and methodologies to mea-
sure 10 security metrics and general information on 22 other met-
rics that can be used.

• MITRE Cyber Resiliency Metrics Catalogue [56]: This report presents
a catalog of cyber resiliency metrics that can be used by systems
engineers and cyber defenders to describe how well their efforts
enable the cyber resiliency objectives to be achieved. Nearly 500
metrics are captured in the catalog.

• ISO/IEC 27004:2016 [300]: this is the international standard specif-
ically developed to support the measurement of information secu-
rity performance and effectiveness within an Information Security
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Management System (ISMS) based on ISO/IEC 27001. The stan-
dard was introduced to address the need for a systematic, auditable
approach to evaluating whether security controls achieve their in-
tended outcomes. It provides a formal measurement model, in-
cluding definitions, processes, and evaluation techniques for both
performance metrics (e.g., number of audits performed, training
coverage) and effectiveness metrics (e.g., control impact on risk re-
duction). Annex B of the standard includes more than 30 example
metrics mapped to specific ISO/IEC 27001 clauses, such as incident
response, risk treatment, awareness training, access control, and
vulnerability management. In our context, ISO/IEC 27004 is es-
pecially relevant because it illustrates how standardized measure-
ment systems can support functions like Identify, Protect, and Detect
within the NIST CSF. Furthermore, it provides an important bench-
mark for evaluating the methodological maturity of industry-developed
metrics.

• NIST SP 800-82 Revision 3: Guide to Operational Technology (OT)
Security [482]: This publication guides security professionals to
secure Operational Technology (OT), including Industrial Control
Systems (ICS), in alignment with the NIST Cybersecurity Frame-
work. The document does not provide explicit security metrics, but
it offers controls and recommendations, particularly in Appendix
F, which maps OT security requirements to NIST CSF functions.
These controls can be used to derive metrics. Despite its lack of
quantifiable metrics, the report is valuable for contextualizing how
cybersecurity functions can be operationalized in industrial and
critical infrastructure contexts, including the space sector. How-
ever, due to the prescriptive and high-level nature of its controls,
the document does not directly contribute metrics suitable for in-
clusion in the present metrics-based analysis.

Our analysis pays particular attention to these documents as they rep-
resent established and authoritative sources of security metrics within
the cybersecurity community. In the next phase, we conduct a systematic
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literature review to find cybersecurity metrics that align with the NIST
CSF 2.0 subcategories. We exploit Google Scholar, in combination with
IEEE Xplore and the ACM library as the main source to identify articles
that include security metrics related to the five NIST functions and the
related subcategories. During this phase of metric collection, our focus
is on identifying relevant surveys and studies that aggregate or analyze
security metrics. We aim to compile a catalog of metrics that have been
recognized and validated within the academic and professional commu-
nities. We adopt search queries such as “security metrics survey” and “re-
view of security metrics” to identify articles that provide a comprehensive
overview of the existing metrics landscape. Alongside this literature re-
view, we conduct a targeted search to identify metrics specific to key
functions outlined by the NIST CSF 2.0. These functions include Access
Control, Incident Response, Continuous Monitoring, Resilience, Data Se-
curity, Governance, and Risk Management. We use search queries such
as “Access control security metrics”, “Incident response metrics”, “Intrusion
Detection Metrics”, “Data security metrics”, “Governance risk management
security metrics”, and “Resilience metrics for cybersecurity operations” to en-
sure the retrieval of articles relevant to these domains.

Additionally, we refine the queries to match specific NIST CSF 2.0
subcategories by including targeted keywords. For example, queries like
“asset management metric”, “risk management metric”, “supply chain metric”,
and “incident recovery metric” are used to retrieve articles and resources
directly addressing the relevant subcategories. Through this approach,
we map existing security metrics more accurately to the NIST CSF 2.0
framework and identify gaps or limitations in coverage.

These keywords and phrases are selected to obtain a comprehensive
collection of metrics that is aligned with the NIST CSF and reflects the
latest developments and research in the field. The search results are then
filtered to include only peer-reviewed articles, conference papers, and
reputable industry reports to ensure the quality and reliability of the col-
lected metrics. For the purpose of this paper, we consider articles pub-
lished between 2002 and 2024. We discard articles that do not introduce
new metrics, such as those proposing new approaches, providing infor-
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Figure 2: Metric selection methodology

mative articles, or suggesting taxonomy. We also exclude similar papers
on the same metric and any non-peer-reviewed articles. Our targets are
papers that directly address controls or metrics of cybersecurity appli-
cable to critical infrastructures. At the end of this process, we obtain 48
papers that meet our criteria.

After a validation phase, we extracted 90 metrics that matched the 9
criteria we defined at the beginning of this section from the selected pa-
pers, official documents, and the books mentioned above. The next step
is classifying these metrics according to the NIST functions, categories,
and subcategories. In this step, we assign the 90 metrics to 45 NIST sub-
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categories.
Tables 13, 14, 15, 16, 17, and 18 summarize our analysis focusing on

the various functions. For example, in the case of the Govern function,
we identified 14 metrics addressing 11 NIST CSF 2.0 subcategories. Our
results reveal that the risk management category received the most at-
tention from researchers. Categories, such as Organizational Context
(GV.OC), which focuses on mission, stakeholder expectations, depen-
dencies, and legal, regulatory, and contractual requirements, or Over-
sight (GV.OV), which entails the use of risk management outcomes to
inform, improve, and adjust the risk management strategy, were hardly
linkable to any existing security metric.

For example, one of the metrics we identified in Table 13 is “Secu-
rity policy management maturity”, which involves measuring the organi-
zation’s approach to managing information security risks. This process
includes comparing the organization’s risk management practices to a
benchmark or standard. Despite various methods existing for perform-
ing this assessment, we considered the use of predefined criteria on a
scoring scale as proposed by the Pragmatic method [67].

In the following sections, we go deeper in our analysis, show how
far NIST framework functions are represented in the literature, and we
present topics discussed in the literature but not covered by NIST guide-
lines. Finally, we address some of the gaps in the literature and provide
some metrics that should be applied by the space industry.

6.6 Addressing metrics for the space sector

In our study, we focus on space systems and structure our dataset by clas-
sifying metrics based on specific characteristics that can apply to space
and other critical infrastructure sectors. Space systems consist of inter-
connected ground-based and space-based components responsible for
monitoring, managing, and supporting various space missions. Key com-
ponents of space systems include satellites, ground control stations, an-
tennas, telemetry and command systems, and various subsystems. This
diversity results in high system complexity, requiring significant effort to
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CSF
Function

Subcategory Metric Name

Govern GV.OC-01: The organizational mission is un-
derstood and informs cybersecurity risk man-
agement

• Security governance maturity (Level
1–5) [160, 353]

Govern GV.OC-03: Legal, regulatory, and contractual
requirements regarding cybersecurity — in-
cluding privacy and civil liberties obligations
— are understood and managed

• Average frequency of audit records review
and analysis for inappropriate activity [38]

Govern GV.RM-01: Risk management objectives are
established and agreed to by organizational
stakeholders

• Security policy management maturity [67]
• % critical assets/functions with cost of com-

promise estimated [67]
Govern GV.RM-03: Cybersecurity risk management

activities and outcomes are included in enter-
prise risk management processes

• Number of high/medium/low risks cur-
rently untreated and unresolved [67]

Govern GV.RM-04: Strategic direction that describes
appropriate risk response options is estab-
lished and communicated

• % critical assets/functions with documented
risk mitigation plan [67]

Govern GV.RM-06: A standardized method for calcu-
lating, documenting, categorizing, and prior-
itizing cybersecurity risks is established and
communicated

• Proportions of systems checked and fully
compliant to applicable (technical) security
standards [67]

Govern GV.RR-02: Roles, responsibilities, and author-
ities related to cybersecurity risk management
are established, communicated, understood,
and enforced

• Percentage of security policies, standards,
procedures, and metrics with committed
owners [67]

Govern GV.RR-03: Adequate resources are allocated
commensurate with the cybersecurity risk
strategy, roles, responsibilities, and policies

• Information Security Budget as a Percentage
of IT Budget [91]

• Return on Security Investment [466]
Govern GV.RR-04: Cybersecurity is included in hu-

man resources practices • % BU heads with implemented operational
procedures aligned with controls [308]

• % new employees completing security
awareness training [532]

Govern GV.PO-01: Policy for managing cybersecurity
risks is established based on organizational
context, cybersecurity strategy, and priorities
and is communicated and enforced

• % information systems with operational
policies and controls [160]

Govern GV.SC-02: Cybersecurity roles and responsi-
bilities for suppliers, customers, and partners
are established, communicated, and coordi-
nated internally and externally

• Percentage of system and service acquisition
contracts that include security requirements
and/or specifications [38]

Identify ID.AM-01: Inventories of hardware, software,
services, and systems managed by the organi-
zation are maintained

• Number of orphaned information assets
without an owner [40]

• Proportion of information assets not (cor-
rectly) classified [67]

• Information asset management maturity
[67]

Table 13: Cybersecurity Metrics Aligned with NIST CSF Subcategories
(First Part)
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CSF
Function

Subcategory Metric Name

Identify ID.AM-05: Assets are prioritized based on
classification, criticality, resources, and impact
on the mission

• Percentage of critical assets/functions resid-
ing on compliant systems

Identify ID.RA-01: Vulnerabilities in assets are identi-
fied, validated, and recorded • Percentage of systems without known se-

vere vulnerabilities [361]
• Number of unpatched vulnerabilities [408]
• Number of historically exploited vulnerabil-

ity [408]
• Weakest-Adversary [396]
• k-Zero Day Safety [548]

Identify ID.RA-02: Cyber threat intelligence is received
from information sharing forums and sources • Percentage of participating entities report-

ing that the shared information they receive
in a given time period informs decisions
that reduce cyber risks to critical infrastruc-
ture [235]

Table 14: Cybersecurity Metrics Aligned with NIST CSF Subcategories (Sec-
ond Part)

manage and mitigate potential anomalies. Given its peculiarity, metrics
tailored for the space domain should consider the following characteris-
tics:

• Long-Term Cybersecurity Effectiveness: Metrics should consider the
long-term effectiveness of cyber defenses in space-based systems,
aligning with the expected lifespan of assets in orbit.

• Challenges in Upgrading Cybersecurity: Metrics need to address the
difficulties involved in upgrading the architecture of space-based
networks, considering the significant deployment times and high
costs.

• Constraints of Small Space Systems: Metrics should take into account
the limitations related to small space systems, including their lack
of integrated cybersecurity capabilities due to budget constraints
and technological limitations.

From this perspective, the main security concerns within space systems
include ensuring the confidentiality of sensitive mission data, maintain-
ing the integrity of command and control signals, and ensuring the avail-
ability of communication links, all essential for the success and safety of
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CSF
Function

Subcategory Metric Name

Identify ID.RA-04: Potential impacts and likelihoods
of threats exploiting vulnerabilities are iden-
tified and recorded

• Mean-time-to-Compromise (MTTC) [339]
• Probability of vulnerability exploited [573]

Identify ID.RA-05: Threats, vulnerabilities, likeli-
hoods, and impacts are used to understand in-
herent risk and inform risk response prioriti-
zation.

• Percentage of critical assets/functions with
documented risk assessment [308]

• Attack Shortest Path [234]
Identify ID.RA-06: Risk responses are chosen, priori-

tized, planned, tracked, and communicated • Risk Assessment Coverage [449]
Identify ID.IM-03: Improvements are identified from

security tests and exercises, including those
done in coordination with suppliers and rel-
evant third parties

• Number of physical security devices with
documented and tested security proce-
dures [38]

• Number of important operations with docu-
mented and tested security procedures [38]

Identify ID.IM-04: Incident response plans and other
cybersecurity plans that affect operations are
established, communicated, maintained, and
improved

• Percentage of organizational units (e.g., de-
partments) with contingency planning [422]

Protect PR.AA-01: Identities and credentials for au-
thorized users, services, and hardware are
managed by the organization

• Percentage of users who have undergone
background checks [308]

• Number of access rights authorized, re-
voked, reset, or changed [33]

• Number and type of suspected and actual
access violations [33]

Protect PR.AA-02: Identities are proofed and bound
to credentials based on the context of interac-
tions

• Amount of users with passwords in accor-
dance with the password management secu-
rity policy [532]

Protect PR.AA-03: Users, services, and hardware are
authenticated • Percentage of business units that have

proven their identification and authentica-
tion mechanisms [33]

• Minimum Password Strength [553]
Protect PR.AT-01: Personnel are provided with aware-

ness and training to perform tasks with cyber-
security risks in mind

• Number of consultations with security
teams by externally facing applications
teams [308]

• Number of customer consultations with se-
curity teams [308]

• Number of security team consultations by
business units [308]

Protect PR.AT-02: Individuals in specialized roles are
provided with awareness and training for cy-
bersecurity

• Percentage of managers who have at-
tended the organization’s information secu-
rity training and/or awareness program in
the last 12 months [33]

Table 15: Cybersecurity Metrics Aligned with NIST CSF Subcategories
(Third Part
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CSF
Function

Subcategory Metric Name

Protect PR.DS-01: The confidentiality, integrity, and
availability of data-at-rest are protected • Restriction of Number of Executable Com-

ponents [334]
• Data transmission exposure [427]
• Percentage of assets with antivirus and anti-

spyware software [308]
Protect PR.DS-02: The confidentiality, integrity, and

availability of data-in-transit are protected • Percentage of coverage of confidentiality
and integrity controls for data exchanged
with customers/partners [308]

Protect PR.PS-01: Configuration management prac-
tices are established and applied • Rogue Change Days [63]

• Mean Cost to Mitigate Vulnerabilities [361]
• Patch Policy Compliance [361]
• Mean Time to Patch [56]
• Mean Cost to Patch [84]
• Percentage of Configuration Compli-

ance [90]
Protect PR.PS-02: Software is maintained, replaced,

and removed commensurate with risk • % of critical assets/functions residing on
compliant systems [308]

Table 16: Cybersecurity Metrics Aligned with NIST CSF Subcategories
(Fourth Part)

space missions. Before presenting the space-specific metric selection, it
is important to highlight the fundamental interdependence between cy-
bersecurity and safety in this domain.

6.6.1 The Interdependence of Safety and Cybersecurity in
Space Systems

In safety-critical domains like space systems, safety and cybersecurity
are inherently interconnected. Failures in one area can compromise the
effectiveness of the other. Safety aims to ensure that systems operate
without causing physical harm or environmental damage, even in fail-
ure conditions. In contrast, security focuses on protecting systems from
intentional malicious interference.

In increasingly connected and software-dependent environments, these
two aspects cannot be addressed in isolation. A cyberattack can un-
dermine safety features by disabling protective functions, injecting false
commands, or manipulating the system state, thereby creating hazardous
conditions. Conversely, safety gaps, such as the lack of fail-safe protocols
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CSF
Func-
tion

Subcategory Metric

Protect PR.PS-04: Log records are generated and
made available for continuous monitor-
ing

• Rate of messages received at central ac-
cess logging/alerting system [308]

Protect PR.IR-01: Networks and environments
are protected from unauthorized logical
access and usage

• Penetration resistance [408]

Protect PR.IR-03: Mechanisms are implemented
to achieve resilience requirements in
normal and adverse situations

• Attack Resistance Metric [547]
• Mean Time to Complete Changes [327]

Protect PR.IR-04: Adequate resource capacity to
ensure availability is maintained • Host uptime / downtime [273]

• Network Resilience [89]
Protect PR.AA-05: Access permissions, entitle-

ments, and authorizations are defined
in a policy, managed, enforced, and re-
viewed, and incorporate the principles
of least privilege and separation of du-
ties

• Security of system documentation
[269]

Detect DE.CM-01: The network is monitored to
detect potential cybersecurity events • Information access control maturity

[41]
• Viruses and Spyware Detected in

Email Messages, websites, user files
(number [#], percent [%]) [308]

• Percentage of business-critical systems
under active monitoring [308]

• Vulnerability scanner coverage (#, %,
frequency) [308]

• Encounter rate [408]
• Network Compromise Percentage

(NCP) [181]
• Attack surface [354]
• Intrusion Detection Capability [265]

Detect DE.CM-02: The physical environment
is monitored to find potentially adverse
events

• Percentage of critical assets/functions
reviewed for physical security risks
[308]

• Mean-Time-To-Incident-Discovery
[100]

Detect DE.CM-03: Personnel activity and tech-
nology usage are monitored to find po-
tentially adverse events

• Administrator and operator logs [269]
• Number of corrective actions [269]

Table 17: Cybersecurity Metrics Aligned with NIST CSF Subcategories
(Fifth Part)
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CSF
Func-
tion

Subcategory Metric

Detect DE.AE-02: Potentially adverse events
are analyzed to better understand asso-
ciated activities

• Attack Impact [277]
• Number of detected incidents [269]

Detect DE.AE-02: Potentially adverse events
are analyzed to better understand asso-
ciated activities

• Attack Cost [435]
• Cost metric [483]

Respond RS.AN-03: Analysis is performed to es-
tablish what has taken place during an
incident and the root cause of the inci-
dent

• Number of incidents handled [445]
• Time per incident [476]

Respond RS.AN-08: An incident’s magnitude is
estimated and validated • Mean Cost of Incidents [264]

Respond RS.MA-01: The incident response plan
is executed in coordination with relevant
third parties once an incident is declared

• Support response time (average time)
[308]

• Median time to initially respond to the
reporter [242]

• Mean blind spot metric [46]
Respond RS.MI-01: Incidents are contained

• Mean-Time to Mitigate Vulnerabilities
[549]

Recover RC.RP-02: Recovery actions are selected,
scoped, prioritized, and performed • Mean Time between Security Inci-

dents [445]
Recover RC.RP-01: The recovery portion of the

incident response plan is executed once
initiated from the incident response pro-
cess

• Mean-Time-to-Recovery (MTTR) [320]
• Incidents Cleanup Cost (By business

unit) [308]
• Mean Incident Recovery Cost [173]

Table 18: Cybersecurity Metrics Aligned with NIST CSF Subcategories
(Sixth Part)
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or physical redundancies, can amplify the potential impact of cyber in-
cidents. This mutual dependency is especially critical in space systems,
where autonomous operations, communication latency, and the physical
remoteness of assets necessitate that both safety and security controls be
predictive, resilient, and integrated into the system design and monitor-
ing from the beginning [535].

Developed by the European Cooperation for Space Standardisation,
the ECSS-E-ST-80C [471] standard underscores this requirement by pre-
scribing a defense-in-depth architecture, integrating protective layers that
are designed to detect and mitigate cyber threats, but also to preserve
the system’s ability to operate harmlessly under attack or failure con-
ditions. It explicitly distinguishes between “fail-safe” and “fail-secure”
behavior requiring mechanisms that protect safety even when security
controls are breached or malfunctioning. At the engineering level, space
systems standards such as ECSS-Q-ST-80C [472] (software product as-
surance) and ECSS-E-ST-40C [473] (software engineering) require the in-
tegration of safety and security controls into configuration management,
software assurance, and mission-level risk assessments.

Cybersecurity metrics, particularly those related to incident detection
timing, access control integrity, system configuration consistency, and
monitoring coverage, serve dual roles. They can evaluate security pos-
ture, but also act as indicators of system safety and mission reliability.
Monitoring how quickly a system detects and recovers from anomalies,
or how well access and configurations remain in a known-safe state, can
support insights into the likelihood that safety-critical operations are still
viable under stress.

In this context, the cybersecurity metrics we propose support both se-
curity oversight and operational safety assurance. Although these met-
rics are grounded in the NIST CSF 2.0 structure, they are relevant to
safety-critical concerns, as they can help assess whether a system can
withstand, detect, and recover from intentional disruptions without com-
promising mission safety.
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6.6.2 Metrics Filtering

The purpose of this section is to explain and justify the selection of the
final set of metrics. Below, we define the inclusion criteria we have estab-
lished for filtering metrics based on the characteristics of critical infras-
tructure, specifically in the space domain:

• Applicability: The metric’s definition must be relevant to space sys-
tems, including space-based components, e.g., satellites and pay-
loads, ground segments, e.g., control stations and communication
networks, and the protocols that enable their operation.

• Objective Measurement: The meaning of the metric must clearly in-
dicate an objective measurement related to at least one of the NIST
functions: Govern, Identify, Protect, Detect, Respond, and Recover.

• Scope: The scope of the metric must apply to categories such as
“space segment”, “ground segment”, “communication link”, or “mis-
sion operations”.

As a first step, we apply our 9 validation criteria to prove the reliabil-
ity and efficiency of the selected metrics. In Table 19, we provide some
examples of the validation procedure and reasoning behind the selection
of the metrics reported in Tables 13, 14, 15, 16, 17, and 18. Our goal is to
produce a set of metrics that can be effectively applied in practical sce-
narios within the space sector. We do not limit our filtering process to
selecting metrics merely relevant to the domain but also ensure that the
chosen metrics are relevant and practical for use in other critical infras-
tructure sectors. To verify that each metric applies to one or more of the
NIST functions, we perform a validation process for each metric before
assigning it to a specific NIST subcategory.

In order to provide an example of how we applied the validation
criteria defined in Section 6.5 we discuss their application in Table 19.
In the first row, the metric “Percentage of critical assets/functions with
documented risk mitigation plan” measures the proportion of applica-
tions crucial to an organization’s operations with a risk mitigation plan.
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Metric Ref CO Q AD A CR CSF IV CE

Percentage of critical as-
sets/functions with docu-
mented risk mitigation plan

[67] ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Network Compromise Per-
centage (NCP)

[181] ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Number of Attacks [308] ✓ ✓ ✓ ✗ ✗ ✗ ✓ ✓

Number of active user IDs
assigned to only one per-
son.

[308] ✓ ✓ ✓ ✗ ✗ ✗ ✓ ✓

Table 19: Risk Mitigation Metrics for Critical Assets/Functions

This metric is consistent and objective (CO) as it systematically evalu-
ates assets’ risk mitigation plans, avoiding subjective assessments. It is
quantifiable (Q), expressed as a clear percentage, allowing easy interpre-
tation and comparison. Data for this metric is readily available (RA), as
it utilizes existing records of assets and their plans. The metric is action-
able (A) because it helps organizations prioritize security efforts towards
the most critical applications without an established plan, enhancing re-
source allocation. Contextually, it is highly relevant (CR) to the unique
challenges of critical infrastructures like space systems, where safeguard-
ing key applications is essential. The metric aligns with NIST CSF 2.0
subcategories, particularly those related to asset and risk management. It
is independently verifiable (IV) through documented assessments and is
cost-effective (CE), as it leverages existing data with minimal additional
expenses.

Similarly, the “Network Compromise Percentage (NCP)” metric in
the second row of Table 19 meets our validation criteria as it provides a
consistent, objective, and quantifiable measure of the percentage of com-
promised hosts within a network. NCP uses available data from secu-
rity assessments, such as condition-oriented attack graphs, vulnerability
scans, or penetration testing. It is actionable as it highlights the extent
of compromise, enabling targeted interventions and resource allocation
to mitigate risks. NCP is contextually relevant to critical infrastructures,
directly addressing specific security challenges these organizations face,
and aligns with the NIST CSF 2.0 subcategories related to protection, de-
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tection, and response. The metric’s independence and reliance on verifi-
able evidence ensure unbiased and objective results while using existing
data sources makes it cost-effective.

Among the metrics extracted, some did not satisfy the full set of val-
idation principles established in our framework and were therefore ex-
cluded from the final set of validated metrics. A more detailed overview
is available on the online supplementary material [80]. The metric “Num-
ber of attacks” is quantifiable, objective, and based on available data
streams (as intrusion detection systems or firewalls). However, it fails
several critical validation principles: it lacks actionability (A); the raw
number of attacks does not allow security teams to derive concrete courses
of action. It is not clear whether a higher number of attacks reflects better
detection capabilities, greater exposure, or a change in the threat land-
scape. Second, the metric does not meet the requirement of contextual
relevance (CR), especially for highly specialized sectors such as space-
based systems or critical infrastructure. The volume of attacks, without
insights into their nature, success rate, or impact on mission-critical com-
ponents, provides little information relevant to sector-specific threats.
Furthermore, it does not fulfill the criterion of applicability to the NIST
CSF subcategories (CSF). The NIST framework emphasizes control ob-
jectives, mitigation strategies, and functional outcomes – none of which
are directly measurable through simple attack counts. Although the met-
ric may offer some value as a general indicator of activity levels, it lacks
the specificity and decisional utility needed for inclusion in a structured
cybersecurity performance model.

Another metric excluded during the validation process is “Number
of active user IDs assigned to only one person.” This metric quantifies
how many user accounts are uniquely associated with individual users.
The metric lacks actionability (A), offers no specific guidance or decision-
support beyond a generic indication of administrative hygiene. A higher
or lower number may be interpreted as good or bad depending on or-
ganizational policies, making it difficult to translate the result into clear
corrective or preventive actions. Furthermore, the metric lacks contex-
tual relevance (CR) for sectors such as space or critical infrastructure,
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where identity and access management is far more complex and risk-
sensitive. The metric also fails in terms of applicability to the NIST CSF
2.0 (CSF). Although superficially related to subcategories like PR.AC-1
(identities and credentials are issued, managed, verified, revoked, and
audited), it does not measure the performance, effectiveness, or security
outcome of that control, but reflects a preference that lacks operational
depth.

During our filtering process, we evaluate all the metrics based on the
criteria of Section 6.5 and select the final set of metrics. This ensures
that we have metrics relevant to our specific domain and are actionable
and cost-effective. Although many identified metrics can be adapted or
calculated using different methodologies depending on the specific case
and mission, our goal is not to establish a definitive set of metrics that
would be sufficient for an organization. Instead, we aim to provide a
solid foundation and methodology for identifying the most suitable met-
rics to comply with frameworks such as NIST CSF 2.0 or to measure se-
curity based on the principles of regulations like NIS2. In the following
sections, we will delve into the main findings of our analysis.

6.6.3 Metric Analysis Results

Now, we present the results of our analysis, which includes a list of the
security metrics that have been selected and validated. We also ana-
lyze uncovered areas, referring to the NIST functions not thoroughly ad-
dressed by security metrics. Additionally, we compile a list of relevant
metrics that can be applied to space systems.

Remember that in the NIST CSF 2.0, each Function is divided into
Categories, which are related to cybersecurity outcomes that collectively
comprise the Function. Subcategories further divide each Category into
more specific outcomes of technical and management activities. The Sub-
categories are not exhaustive, but they describe detailed outcomes that
support each category. Figure 3 illustrates how the selected security met-
rics are distributed across different NIST functions. The plot shows that
most of the directly mappable metrics are related to the functions Protect
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Figure 3: Distribution of Metrics per each NIST CSF Function

(32%), Identify (20%), and Govern and Detect (17%). In comparison, the
functions Respond (8%) and Recover (4%) are minimally covered in the
literature.

Through our research, we make significant progress in addressing
many NIST CSF 2.0 Subcategories. However, there are challenges in
mapping all of them, particularly within the “Respond” function. More-
over, our review of the literature identified a significant gap in metric
coverage for several subcategories under the Respond and Recover func-
tions. In particular, RS.CO (Incident Response Communications) and
RS.MA (Incident Analysis) is rarely addressed through standardized or
validated metrics [180, 379]

Additionally, metrics did not adequately cover subcategories and cat-
egories related to the “Govern” functions, such as Oversight (GV.OV)
and Organizational Context (GV.OC). This is consistent with prior find-
ings that governance and cultural factors are challenging to operational-
ize, and few existing frameworks provide quantitative metrics for evalu-
ating oversight, stakeholder alignment, or mission-context integration [206,
141].
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Figure 4: Metrics identified over total number of NIST CSF Subcategories

These gaps, highlighted in Figure 3, emphasize the need for further
metrics development in these areas and highlight the importance of cre-
ating specific metrics to fully address the complexities of incident re-
sponse, especially in the context of cybersecurity for critical infrastruc-
ture such as space systems. This is also important because incident re-
sponse and reporting are some of the mandatory requirements imposed
by the NIS2. Figure 4 presents the extent of metric coverage for the sub-
categories.

Such shortcomings, as those hilighted in Figure 3 and 4 can be linked
to the difficulty of measuring certain processes and outcomes of the CSF,
such as governance oversight (GV.OV). If we take three of the subcate-
gories that compose GV.OV: GV.OC-01: The organizational mission is un-
derstood and informs cybersecurity risk management, GV.OC-02: Internal and
external stakeholders are understood, and their needs and expectations regarding
cybersecurity risk management are understood and considered, and GV.OC-
03: Legal, regulatory, and contractual requirements regarding cybersecurity —
including privacy and civil liberties obligations — are understood and man-
aged, we realize how they reflect qualitative assessments that are inher-
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ently difficult to quantify. Measuring an organization’s understanding
or alignment with such abstract concepts presents methodological chal-
lenges, especially in the absence of clear indicators or benchmarks [368,
38]. By contrast, the Respond and Recover functions, particularly cate-
gories like RS.RP (Response Planning) and RC.IM (Improvements) en-
tail more operational, event-driven activities that are easier to quantify.
For example, metrics such as mean time to detect (MTTD), mean time to
respond (MTTR), or the number of incidents with documented lessons
learned can be systematically tracked and analyzed. This makes it com-
paratively easier to assess organizational performance in these areas. Con-
sequently, these functions may allow for a more robust and metric-driven
evaluation framework, highlighting the imbalance in metric availability
across the CSF functions.

Considering only the industry sources, several industry frameworks
have contributed to the development of cybersecurity metrics, but their
focus remains uneven across the NIST Cybersecurity Framework core
functions. In particular, we see that again the Respond and Recover cat-
egories are markedly underrepresented. The CIS Controls v8, [97] for
instance, emphasize asset management, identity control, and vulnerabil-
ity mitigation, areas that map strongly to the Identify and Protect func-
tions, but provide limited guidance or quantifiable metrics for incident
response or recovery capabilities. Differently, the NIST SP 800-53 Revi-
sion 5 [482] presents a list of controls related to incident response (IR) and
contingency planning (CP), which correspond to the Respond and Re-
cover functions. However, these controls are primarily descriptive and
do not include standardized or operational metrics that could support
performance measurement or benchmarking. The MITRE ATT&CK [437]
framework supports adversarial behavior mapping and threat detection,
and aligns well with the Detect function, but does not propose metrica-
tion for response activities or recovery procedures. This persistent gap
across industry sources shows the broader challenge of operationalizing
the Respond and Recover functions in a measurable way and highlights
the need for future metric development to better support incident han-
dling, containment, and post-incident resilience.
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The academic studies considered in our research overlook these di-
mensions, even though they should be key components of every secu-
rity strategy. While NIST emphasizes that no function should be prior-
itized over another, is evident that there is no equilibrium in the aca-
demic work. Even if we noticed slight reductions in the detected im-
balances when considering that many metrics could be applied to more
than one category, some functions remained mostly uncovered. In our
view, future research should focus more on addressing how to manage
and assess these important areas and develop more tools to measure the
soundness of cybersecurity management after a breach has occurred. If
we consider metrics as a tool to support both companies and policymak-
ers, new metrics can be developed based on analyzing policy require-
ments and specific expected security outcomes.

6.6.4 Analysis of Uncovered Areas

Our study also identifies uncovered areas by the NIST framework, espe-
cially in supporting the tasks of companies that are involved in critical
infrastructure sectors. The monetary aspects of cybersecurity manage-
ment are hardly covered in NIST, but are well mentioned in academic
literature. Despite the importance of safeguarding against cyberattacks
aimed at critical infrastructure, the economic consequences for the in-
volved organizations deserve greater attention. It is widely accepted
that any compliance initiative is costly, and many organizations struggle
to meet the time and cost objectives of related control activities and au-
dits. This consideration is crucial for the goal of our research, which is to
support policy implementation and understand its consequences. Met-
rics capable of measuring the compliance costs or the financial effects of
certain requirements or the non-implementation of certain requirements
could be useful for both industry and stakeholders.

6.6.5 Proposed Metrics

Given the growing dependency on space technologies and the intricate
structure of their architecture, traditional cybersecurity indicators might
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not completely grasp the extent of the risks involved. Henceforth, new
criteria are needed to evaluate security status and facilitate improved
decision-making while ensuring adherence to evolving regulations, like
the NIS2 Directive and the upcoming Space Law or National frameworks.
We introduce a new collection of security metrics tailored to the space in-
dustry’s needs, concentrating on satellite communication and space net-
works. These metrics aim to assess some of the cybersecurity risks en-
countered by entities in the sector. The value of such metrics and their
practical implications are highlighted by the case study presented in Sec-
tion 6.7. Moreover, these metrics can be easily integrated into the risk
assessment cycle of companies through the tool we propose in the next
section. As we develop the new metrics for space companies, we con-
sider several pillars to form the basis of these metrics. These pillars can
be used to develop other metrics tailored to specific companies and or-
ganizations. During the metrics development phase, we focus on the
following aspects:

• Alignment with Space-Specific Risks: Traditional security metrics of-
ten do not account for space-specific threats like signal jamming.
The proposed metrics address some of these unique challenges.

• Focus on Resilience and Continuity: Due to space operations’ critical
nature, we propose metrics that assess system redundancy, backup
capabilities, and incident response coverage to ensure continuous
operations and rapid recovery from disruptions.

• Consideration of Third-Party Risks: Recognizing the interconnected
nature of the space sector, where multiple entities collaborate, we
introduce metrics to assess the resilience of third-party endpoints
and the security of interconnected systems.

• Future-Proofing Against Emerging Threats: With advancements in quan-
tum computing, space organizations need to be prepared for future
threats. We propose adopting specific metrics, such as the Quan-
tum Cryptographic Readiness Level (QCRL), designed to evaluate
readiness for such upcoming challenges.
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Metric Description NIST CSF Mapping Related Metric Formula
Percentage of Critical
Systems connected to
satellite links without
intermediate firewall

Quantifies the critical systems
directly connected to satellite
links without the protection of
intermediate firewalls.

Identify / Asset Manage-
ment (ID.AM)

Remote locations
connected directly
to core transac-
tion and financial
systems without
intermediate Fire-
walls

%CA =
(CA-C

TCA

)
× 100

Third party remote
endpoint resilience

Measures the percentage of
third party remote endpoints
administered by security per-
sonnel that are subject to
anti-malware and patch man-
agement controls

Govern / Cybersecurity
Supply Chain Risk Man-
agement (GV.SC)

Remote endpoint
manageability (%)

3pRER =
(EPM

TEP

)
× 100

Interconnected Sys-
tem Redundancy
Ratio

Measures the percentage of re-
dundant communication links
and subsystems within a space
network

PR.IR-03: Mechanisms
are implemented to
achieve resilience re-
quirements in normal
and adverse situations

N/A RRR =
(RCS

TCS

)
× 100

Signal Jamming Expo-
sure Index (SJEI)

Measures the risk and frequency
of signal jamming attempts on
space communication systems.

Detect / Continuous
Monitoring (DE.CM)

To calculate the
jamming severity,
metrics as the Error
Vector Magnitude
(EVM) can be used.

SJEI =
(

JAD
TMP

)
×
(

JS
TSC

)

Quantum Crypto-
graphic Readiness
Level (QCRL)

Evaluate the readiness of space
communication systems to
implement quantum-resistant
cryptographic protocols.

Protect / Data Security
(PR.DS)

N/A QCRL =
(

QPL
TCL

)
× 100

Incident Response
Plan Coverage (IRPC)

Percentage of critical space sys-
tems and missions covered by
documented incident response
plans.

Respond (RS) / Incident
Management (RS.MA) /
RS.MA-01: The incident
response plan is executed
in coordination with rele-
vant third parties once an
incident is declared

N/A IRPC =
(CSIRP

TCS

)
× 100

Automatic Backup
Coverage (ABC)

Percentage of the organization’s
hardware assets configured to
back up system data automati-
cally regularly.

Recover / RC.RP-05: The
integrity of restored as-
sets is verified, systems
and services are restored,
and normal operating sta-
tus is confirmed

N/A ABC =
(AB

TA

)
× 100

Table 20: Security Metrics for Space Systems with Related Metrics Updated

The proposed metrics are summarized in Table 20, and we briefly com-
ment on them below. Table 21 defines the abbreviation used in the met-
ric formulas. Our metrics are designed to tackle specific risks related to
space operations and can be enhanced to ensure compliance with reg-
ulations and best practices. Additionally, they are adaptable, allowing
for the development of additional metrics to address mission-specific or
scenario-specific security concerns unique to individual companies. Tai-
loring the metrics to meet the specific cybersecurity requirements out-
lined by regulations to establish a resilient and secure space infrastruc-
ture is essential.

The first metric in the table is “Percentage of Critical Systems Con-
nected to Satellite Links Without Intermediate Firewalls” (CSCS). Its for-
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Abbreviation Description
CA-C Critical Assets/Functions with Cost of Compromise Estimated
TCA Total Number of Critical Assets/Functions
EPM Number of Third-party Remote Endpoints with Anti-malware and

Patch Management Controls
TEP Total Number of Third-party Remote Endpoints
RCS Total Number of Redundant Links and Subsystems
TCS Total Number of Communication Links and Subsystems
JAD Number of Jamming Attempts Detected
TMP Total Monitoring Period
JS Jamming Severity
TSC Total Signal Channels
QPL Number of Quantum-Protected Links
TCL Total Communication Links
CSIRP Number of Critical Systems with Incident Response Plans
AB Number of Assets with Automatic Backup
TA Total Number of Assets

Table 21: Abbreviations Used in Metrics Formulas

mula is given by

%CA =

(
CA-C
TCA

)
× 100

and calculates a ratio by dividing the number of critical assets with a
known cost of compromise (CA-C) by the total number of critical assets
(TCA). This metric measures how many critical systems, such as core
transaction and financial systems, are connected directly to satellite links
without the security of an intermediate firewall. Firewalls are an essen-
tial defense in preventing unauthorized access and securing communi-
cations. In space systems, where satellites communicate with ground-
based infrastructure, the absence of firewalls significantly increases the
vulnerability of critical systems. This vulnerability was notably high-
lighted in the U.S. military’s Global Positioning System (GPS) infrastruc-
ture in the late 1990s [393]. Although no breach occurred, the lack of
proper segmentation between satellite links and ground-based systems
made GPS infrastructure susceptible to potential attacks. This metric
aligns with the NIST CSF under Identify/Asset Management (ID.AM).

The second metric, “Third-Party Remote Endpoint Resilience” (3pRER),
measures the percentage of third-party remote endpoints administered
by security personnel and protected by anti-malware and patch manage-
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ment controls. Its formula is a percentage calculation:

3pRER =

(
EPM
TEP

)
× 100

where the numerator (EPM) is the number of endpoints managed with
security controls, and the denominator (TEP) is the total number of end-
points. This metric is especially relevant in space systems because they
often rely on third-party contractors for critical tasks such as monitoring
and maintenance. A real-world example of the need for this metric is the
cyberattack on NASA’s Jet Propulsion Laboratory in 2019 [295]. Attack-
ers leveraged a third-party network vulnerability, using an unsecured
Raspberry Pi device to gain unauthorized access to mission-critical sys-
tems. The breach exposed sensitive data, including information related
to space missions. Our metric is aligned with Govern / Cybersecurity
Supply Chain Risk Management (GV.SC) and reflects the broader impor-
tance of securing the supply chain in the space sector.

The metric “Interconnected System Redundancy Ratio” (RRR) mea-
sures the percentage of redundant communication links and subsystems
within a space network. The formula is given by

RRR =

(
RCS
TCS

)
× 100

and computes a ratio of redundant communication systems (RCS) to the
total communication systems (TCS). Redundancy is a fundamental as-
pect of ensuring resilience in space systems, especially in case of failures
or cyberattacks. By measuring the redundancy within the system, or-
ganizations can ensure that if one link or subsystem fails, another can
take over, maintaining critical operations. This metric corresponds to
PR.IR-03 in the NIST CSF 2.0, emphasizes implementing mechanisms to
achieve resilience in both normal and adverse situations.

“Signal Jamming Exposure Index” (SJEI) is a metric that quantifies the
risk and frequency of signal jamming attempts on space communication
systems. It is computed according to the following formula:

SJEI =

(
JAD
TMP

)
×
(

JS
TSC

)
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The formula is the ratio of detected attempts to the monitoring period by
the ratio of jamming severity to total signal channels. Signal jamming is
a significant threat in the space sector, where communication systems are
especially vulnerable to intentional interference. In 2011 Iranian author-
ities were accused of jamming satellite signals from European satellite
operator Eutelsat [218]. The jamming disrupted the transmission of in-
ternational broadcasts, including news channels, for an extended period.
Russian jamming of satellite signals during the conflict in Ukraine has
shown just how critical it is to protect and measure interference. Systems
like Starlink and GPS, have been targeted by Vehicular High Power Mi-
crowave Weapons like Krasukha-4 [427]. By monitoring jamming inten-
sity, operators can respond quickly—like SpaceX did by updating Star-
link systems [251]. By tracking the number of jamming attempts and
their severity using SJEI, satellite operators can better prepare and re-
spond to such disruptions. Additionally, this metric aligns with the De-
tect/Continuous Monitoring (DE.CM) function of the NIST CSF.

The “Quantum Cryptographic Readiness Level” (QCRL) metric eval-
uates how prepared space communication systems are to implement quantum-
resistant cryptographic protocols. It is computed as follows:

QCRL =

(
QPL
TCL

)
× 100

In the formula, QPL represents the number of quantum-protected links,
and TCL is the total number of communication links. Then, The ratio
is converted to a percentage. As advancements in quantum computing
progress, encryption methods that currently protect satellite communi-
cations will become increasingly vulnerable. Although quantum-based
attacks on space communications have not yet been reported, agencies
like the European Space Agency (ESA) are already researching quantum
cryptographic solutions to future-proof satellite communications [42].
This metric is crucial for measuring the readiness of space systems to
adopt quantum-resistant encryption, ensuring long-term security in a
post-quantum world. The metric falls under Protect / Data Security
(PR.DS) of the NIST CSF.
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In addition to protecting against potential attacks, space systems must
be prepared to respond effectively when incidents occur. The “Incident
Response Plan Coverage” (IRPC) metric measures the percentage of crit-
ical space systems and missions covered by documented incident re-
sponse plans. It is computed as the ratio of systems with an incident
response plan (CSIRP) to the total critical systems (TCS). Formally,

IRPC =

(
CSIRP
TCS

)
× 100

The 2014 cyberattack on the National Oceanic and Atmospheric Admin-
istration (NOAA) [461], demonstrates the relevance of this metric. Dur-
ing the attack, intruders accessed satellite data used for weather forecast-
ing. While the NOAA responded to the breach, the incident raised con-
cerns about the adequacy of the organization’s incident response plans
for protecting critical satellite data. By adopting our metric, operators
can ensure that all critical assets are prepared with detailed response pro-
tocols. This metric aligns with Respond/Incident Management (RS.MA-
01) in the NIST CSF.

Finally, the “Automatic Backup Coverage” (ABC) metric measures
the percentage of hardware assets configured for automatic backup. It is
computed as follows:

ABC =

(
AB
TA

)
× 100

The formula calculates the proportion of assets with automatic backups
(AB) to the total assets (TA). Space systems handle highly sensitive and
valuable data, and the risk of data loss due to system failures or cyber-
attacks is a constant concern. An example of its relevance is the 2014
cyberattack on the Japan Aerospace Exploration Agency [315], which
compromised its systems for several months. Data recovery mechanisms
played a crucial role in mitigating the damage. By measuring ABC, orga-
nizations can ensure that critical data is backed up regularly, minimizing
data loss in the event of an attack. This metric aligns with the Recover
(RC.RP-05) function in the NIST CSF.
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We tried to link our metrics with real-world attacks and threats be-
cause we believe in the extreme value of threat intelligence in helping to
design better metrics. Our proposed metrics help address specific threats
to space systems and fill some of the gaps we identified in our research.
However, some gaps remain, and we highlight the need for the future
direction that industry, researchers, and policymakers should take. Re-
garding the gaps, Respond-and-Recover metrics still cover only about 12
percent of the set, leaving incident handling poorly quantified. Gover-
nance remains thin where stakeholder intent must be translated into en-
forceable obligations (GV.OC, GV.OV). However, the most pressing gap
is along the outer edges of the mission lifecycle: Nothing yet measures
launch-phase supply chain integrity, on-orbit physical resilience. Until
these extremities are instrumented, the framework cannot claim full cov-
erage of space-system risk.

A comprehensive strategy to address existing gaps would involve in-
tegrating metrics tailored for each segment of space operations: space,
ground, and user segments. This could include evaluating how quickly
authenticated updates are applied to flight software, assessing the com-
pleteness of the Software Bill of Materials (SBOM) [366] for space-grade
components, monitoring the frequency with which telemetry, tracking,
and command (TT&C) keys are rotated[572] , and verifying whether the
integrity of telemetry data is maintained during its transfer across virtu-
alized ground networks and cloud services. Furthermore, measures that
tackle information sharing, cross-operator threat intelligence, would also
be beneficial. Lastly, in terms of cost efficiency, improvements regarding
the reduction of data collection costs related to metrics measurements
should be introduced, including approaches to automate their measure-
ment.

In future research, we aim to address the identified shortcomings fur-
ther and, possibly with the help of more detailed and up-to-date threat
intelligence, define further metrics.
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6.6.6 The Domain Relevance of the Proposed Metrics

Some of the introduced metrics are conceptually adaptable across critical
infrastructure sectors, but their formulation in this study is grounded in
technical, operational, and threat-specific considerations that are partic-
ularly pronounced in the space domain. Each metric has been designed
to face attack vectors, architecture-level vulnerabilities, and the asym-
metrical threat dynamics that characterize space-based systems. Despite
the set of new metrics we propose, being limited, their generalizabil-
ity does not detract from their relevance to space; rather, it underscores
the sector’s need to adopt and adapt quantitative tools of analysis com-
monly missing from existing risk models. The metrics introduced are
technology-agnostic so that they can be reused across critical-infrastructure
sectors. Events of the past years show that space operators need these
indicators urgently. Space systems must defend three interdependent
segments: orbital, terrestrial, and radio-frequency, when operating in an
environment where physical distance delays rapid intervention. Recent
threat reports [490] show a steady escalation of incidents that demon-
strate why quantifiable, governance-aligned metrics are indispensable
for satellite missions. Considering the Percentage of Critical Systems
Connected Without Intermediate Firewalls (CA), it could hypothetically
be used in other domains, such as energy or finance, where high-value
systems are exposed through poorly segmented networks. However, in
the context of space systems, it can respond to very specific and recurring
vulnerabilities, such as the exposure of satellite command-and-control
channels, particularly TT&C uplinks, to direct or routable access via the
public internet. A similar logic applies to the Third Party Remote End-
point Resilience (3pRER) metric. This metric measures resilience in rela-
tion to the space sector’s dependence on multi-actor supply chains and
outsourced ground segment operators. In 2024, the Volt Typhoon group
targeted satellite and telecommunications infrastructure in the U.S. and
allied countries by exploiting remote management tools and third-party
service providers [490]. Demonstrating how compromise of maintenance
workstations, antenna terminal systems, or mission planning portals can
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serve as privileged footholds. Supply chain compromise is for sure a sys-
temic risk in all critical infrastructure sectors, but its implications in the
space context are uniquely severe due to limited visibility, weak contrac-
tual oversight of subcontractors, and the real-time dependence of orbital
assets on terrestrial uplinks.

At the architectural level resilience can be assessed through the Inter-
connected System Redundancy Ratio (RRR). This metric evaluates the
structural capacity of satellite networks to reroute operations or shift
bandwidth in the event of jamming, interception, or data corruption.
The space sector’s constrained redundancy is a recurrent theme in re-
cent threat analyses, RF jamming conducted by Russian military units
in Kaliningrad, and by Iranian forces in the Strait of Hormuz, disrupted
satellite navigation and communication services across large areas [490].
These attacks demonstrate the urgent need to quantify systemic redun-
dancy, in the availability of independent and survivable communication
pathways within satellite constellations or hybrid ground segments.

In direct response to these developments, the Signal Jamming Expo-
sure Index (SJEI) is introduced as a space metric. Jamming in space in-
volves physical-layer disruption of electromagnetic signals, often from
sovereign territory and targeting civilian and military assets alike. Dur-
ing the 2022–2023 period, more than 3,000 GNSS-related anomalies were
recorded monthly over conflict zones and adjacent air corridors, many
traceable to deliberate jamming operations [490]. In some cases, commer-
cial airlines and maritime operators reported navigation failures, while
satellite operators detected interference affecting uplink/downlink chan-
nels [231]. The SJEI is intended to capture the intensity and recurrence of
these events, quantifying a class of threats that are highly specific to the
physics and geopolitical exposure of orbital systems.

Other metrics in this set address threats that are latent yet increas-
ingly urgent. The Quantum Cryptographic Readiness Level (QCRL) re-
flects the mismatch between the lifecycle of orbital assets and the cryp-
tographic agility required in modern cybersecurity practice. Most space-
borne systems launched over the past two decades lack the hardware
or software flexibility to update their encryption protocols, leaving them
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vulnerable to post-quantum decryption in future threat environments. In
this context, Chinese-aligned university research simulating post-quantum
attacks against Starlink infrastructure and speculative targeting of LEO-
based military communications in future scenarios have been recently
osberved [490].

The Incident Response Plan Coverage (IRPC) metric addresses an-
other strategic weakness. In many recent cases of space-related cyber
incidents, including the Viasat KA-SAT attack in 2022 [81] and creden-
tial harvesting affecting ground segment operators, there was limited
evidence of coordinated incident response procedures. IRPC intends to
quantify whether response plans are defined and operationalized across
different layers of the mission: from ground service operators to satellite
owners and downstream users. The increasing integration of commer-
cial assets into military command structures (e.g., the U.S. Department
of Defense’s use of commercial LEO constellations for tactical data relay)
further increases the complexity of response planning and liability [490].

Automatic Backup Coverage (ABC) addresses the need for resilient
recovery pathways. Backup coverage is often considered a baseline con-
trol in most sectors. However, in the space sector, satellite control soft-
ware, operational telemetry, and user mission data are often subject to
bandwidth constraints, intermittent synchronization, and proprietary ground
systems that do not follow conventional backup cadences. Notably, the
IntelBroker leak in early 2024 included references to configuration files
and telemetry analysis platforms from multiple European space organi-
zations [490]. In such contexts, automated and redundant backups are
critical for post-incident recovery, and for maintaining continuity during
partial disruptions or multi-stage intrusions.

These metrics reflect a strategic effort to quantify space system cy-
bersecurity through indicators that are informed by real-world attacks,
grounded in space-specific constraints, and applicable in operational set-
tings. The general methodology may be extensible to other critical in-
frastructure domains, but its significance in the space context lies in the
degree to which these threats have already materialized, and in the sec-
tor’s limited capacity to reactively patch or reconfigure systems post-
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deployment. In this light, the proposed framework does not generalize
cybersecurity practice, it localizes it, embedding sector-wide threats into
measurable, actionable indicators for risk management in the space do-
main.

6.7 Metrics Implementation

In the previous sections, we developed new metrics and assigned exist-
ing ones to NIST CSF 2.0 subcategories, trying to align existing and new
metrics to the principles defined by NIST. However, companies may still
face challenges in terms of implementing our methodology. To address
this issue, we implement a Proof of Concept (PoC) tool [80] that can be
used to apply some of the proposed metrics to real-world scenarios. In
this section, we describe the tool, including its functionality, features,
uses, and limitations.

The tool’s primary purpose is to facilitate the quantitative assessment
of space system security metrics. It provides a platform for users, such
as CISOs, CIOs, or those responsible for risk assessment in a company, to
input data related to their security parameters and to obtain as an output
the values of various metrics estimating the state of the system’s cyber-
security posture. The tool is designed to be extendible and to be adapted
to specific company missions and risks, as well as future integration of
additional metrics as new threats and cybersecurity frameworks evolve.

Our PoC is a web application organized into different sections, each
dedicated to a specific security metric. We applied color schemes based
on NIST CSF functions to differentiate the various categories. For the
time being, our PoC calculates metrics related to the Govern function
and the metrics for space systems we proposed in Section 6.6.5. A future
version of the tool will include the metrics for the NIST CSF functions
and others tailored to specific missions and objectives and will be aimed
at space operators, cybersecurity analysts, and governmental users for
the management and protection of space infrastructure. Each metric is
implemented as a function that validates user inputs, applies the metric
formula, and displays the results. However, despite its reduced func-
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tionalities, our PoC tool can offer a solid baseline for assessing a space
company’s level of security, following the principles defined by the NIST
CSF 2.0.

More precisely, concrete applications of the tool include:

1. Cybersecurity Audit and Compliance: companies can evaluate their
compliance with industry standards such as the NIST CSF 2.0. The
tool’s alignment with NIST subcategories ensures that metrics di-
rectly correspond to compliance requirements, principles, and guide-
lines such as those defined by NIST. This can be further extended
to other standards or policy requirements, such as those of NIS2
according to what we discussed in Section 6.4 and the upcoming
Space Law.

2. Operational Monitoring: Space operation centers can integrate the
tool into their routine cybersecurity assessments, allowing for reg-
ular monitoring of key metrics such as signal integrity and com-
mand authentication.

3. Security Management and Resource Allocations: By assessing metrics,
organizations can better evaluate security gaps and establish better
resource allocation when developing security measures.

While our current PoC offers a useful starting point for assessing space
cybersecurity metrics, several limitations should be addressed in future
versions. First, the current version requires manual data input, limit-
ing its capacity for real-time monitoring and dynamic assessment, which
are crucial for space operations that require continuous threat detection.
Additionally, the tool currently supports a fixed set of metrics. As threats
evolve, new metrics and updates will be necessary, so the tool should al-
low its users to add new custom metrics to maintain its relevance. The
tool also relies on predefined formulas and cannot learn from past inci-
dents or adapt to patterns, limiting its capacity for predictive analysis.
A future version of the tool should be integrated with threat intelligence
databases and use them with some AI algorithms to perform predictive
analysis. Future research will address the mentioned limitations, includ-
ing AI integration and real-time monitoring capabilities. Indeed, such
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enhancements can increase its utility and provide a more sophisticated
platform for defending space infrastructure against evolving threats.

6.8 Case Study: Security Metrics into Space Sys-
tem Design

In this section, we present a case study to validate our metrics, defined in
Figure 5 modeling a fictional company in the space industry to demon-
strate the relevance of metrics in supporting CSF 2.0 principles and im-
proving the overall resilience of space systems. While developing our
model, we took into consideration and based our architecture on the
NIST Hybrid Satellite Network (HSN) profile [359]. According to the
NIST definition, an HSN combines terrestrial and space elements owned
and managed by different entities to create a comprehensive space sys-
tem capable of delivering global services for various missions and con-
nection points. Typically, an HSN architecture includes a mix of indepen-
dently owned terminals, antennas, satellites, payloads, and other com-
ponents that operate across different networks. HSNs can interface with
government systems and critical infrastructure, providing services like
satellite communications, positioning, navigation, and timing (PNT), re-
mote sensing, weather monitoring, and imaging. The trust levels among
HSN components may vary, necessitating frameworks to ensure confi-
dentiality and integrity while maintaining the availability of shared ser-
vices. HSNs allow organizations to utilize existing space capabilities and
platforms through hosted payloads, ground infrastructure as a service,
and virtualized satellite operation centers. Such architecture is widely
used in the real world, and therefore, ensuring the security of these sys-
tems and the proper integration of its components is crucial for all the
organizations involved.

In our scenario, as in the HSN, the company’s architecture consists of
direct and indirect systems and subsystems, including third-party com-
ponents, closely resembling real-world architectures while keeping sys-
tem complexity low. Our reference architecture strongly resembles space
networks such as Viasat or EuroSkyPark [62], where satellite communi-
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cation services are used to support or manage wind turbines. In devel-
oping our case study, we take particular care to represent aspects that
closely resemble real-world scenarios while reducing their complexity
for easier representation.

Our case study, named SecureSat Communications Inc., is a satellite
communications company operating a fleet of satellites in Geostationary
Earth Orbit (GEO) and Low Earth Orbit (LEO) to provide global com-
munication services. The company specializes in satellite-based Internet
services, telecommunications, and broadcasting. SecureSat shares the
objectives and capabilities with the future European constellations IRIS2.
This choice allows us to showcase the complexity of the project and the
suitability of our metrics and the NIST CSF 2.0 for future European con-
stellations. The primary mission of SecureSat is to deliver reliable and
secure communication solutions to government agencies, corporate en-
tities, and individual consumers. While SecureSat manages the entire
satellite lifecycle and production, the company relies on subcontractors
for ground stations, payload control centers, and ground network op-
erations. GroundSys, a different company, operates the ground station,
including the Security operations center (SOC) and network operations
center (NOC). GroundSys, in turn, relies on third-party supplier SpaceIT
to manage and operate the ground network. The Ground Station in-
cludes another entity, GeoNet, that serves as the payload control center
operator. Additionally, we consider a potential customer of SecureSat,
WindSat, a wind energy company that relies on SecureSat’s communi-
cation network to remotely control and monitor its wind turbines in the
Mediterranean Sea. We believe that the entities and their relationship re-
flect the intricacies and dependencies that affect such complex satellite
systems in the real world. To ensure robustness and security, Secure-
Sat has developed a comprehensive cybersecurity strategy based on the
NIST CSF 2.0, specifically tailored to the space sector, and decided to
apply tailor-made metrics to measure some of the framework’s subcate-
gories.

As a typical space system, our architecture consists of three main seg-
ments: Ground Segment, Space Segment, and User Segment, with additional
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roles played by third-party providers. More precisely:

1. Ground Segment: This includes Ground Stations, Network Opera-
tions Center (NOC), Security Operations Center (SOC), and Pay-
load Control Center (PCC). Ground Stations handle uplink and
downlink communications with the satellites, the NOC oversees
network operations and ensures service quality, and the SCC han-
dles satellite command and control.

2. Space Segment: This segment comprises GEO and LEO Satellites
with various subsystems, including the Telemetry, Tracking, and
Command (TT&C) Subsystem, Communication Payloads, and Propul-
sion Systems. These satellites maintain communication links and
manage their orbital positions. Payload Maintenance Providers en-
sure the operational integrity of the satellite payloads.

3. User Segment: Consists of Customer Premises Equipment (CPE)
and User Terminals. The CPE includes satellite modems and an-
tennas installed at customer locations, enabling access to satellite
services, and User Terminals can be mobile or fixed, depending on
the application. In our case, the main user is a wind energy com-
pany. Therefore, the modems are directly connected to a SCADA
system controlling wind turbines.

In our scenario, various third-party providers play crucial roles in Se-
cureSat’s operations, as described in Figure 5:

• Payload Maintenance Providers (GeoNet): Ensure the operational in-
tegrity and maintenance of the satellite payloads throughout their
lifecycle.

• Ground Network Operator (SpaceIT): Manages the terrestrial network
infrastructure that connects ground stations to the broader internet.

• Ground Stations operator (GroundSys): Manage secure communica-
tion channels between ground stations and the satellites.
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CSF Subcategory CSF Applicability to the
Space Sector

CSF Profile Applicability to Se-
cureSat

Related Metric

ID.AM: Physical De-
vices and systems
within the organiza-
tion are inventoried

Focus on the interfaces of
the physical devices that
interact with external or-
ganizations. Successful
interfaces will depend on
a working knowledge of
physical systems owned
vs leased by external or-
ganizations as well as any
constraints, performance
requirements, and toler-
ances. Collaboration with
external organizations is
necessary to execute a
physical inventory that
spans organization loca-
tions and ownership.

SecureSat, GroundSYS, Space IT and
WindSAT own their assetsand per-
form their inventories regularly

Percentage of Crit-
ical Systems con-
nected to satellite
links without inter-
mediate firewall

DE.CM: The net-
work is monitored
to detect potential
cybersecurity events

Heighten system mon-
itoring activities when
there is an indication of
increased risk to the or-
ganization or the service
providers.

SecureSAT and GroundSYS moni-
tors the availability and integrity of
the RF signals to ensure their busi-
ness continuty

Signal Jamming
Expo-sure Index
(SJEI)

GV.RR-02: Roles,
responsibilities, and
authorities related
to cybersecurity
risk management
are established,
communicated,
understood, and
enforced

Ensures accountability
and adherence to security
policies within hybrid
satellite systems (HSNs).

SecureSat defines cybersecurity
roles and assigns ownership of risk
management practices across its
ecosystem, including GroundSys
and SpaceIT.

% of security poli-
cies, standards, pro-
cedures, and met-
rics with committed
owners

ID.RA-2: Cyber
threat intelligence
is received from
information-sharing
forums and sources

Strengthens threat aware-
ness and response by in-
tegrating external intelli-
gence sources.

SecureSat, constrained by resources,
relies on partners like GroundSys
for threat intelligence.

% of participating
entities reporting
timely threat intelli-
gence

PR.AA-03: Users,
services, and hard-
ware are authenti-
cated

Verifies external connec-
tions to prevent unautho-
rized access, essential in
diverse network environ-
ments.

SecureSat enforces multi-factor au-
thentication (MFA); GeoNet adds
token-based access controls.

-% of users with
MFA;
- Number of access
rights authorized,
revoked, reset, or
changed;
- Number and type
of suspected and
actual access viola-
tions

ID.RA-04: Potential
impacts and likeli-
hoods of threats ex-
ploiting vulnerabil-
ities are identified
and recorded

Helps quantify and doc-
ument vulnerabilities af-
fecting both primary sys-
tems and partners.

SecureSat and its partners, includ-
ing SpaceIT, assess and record
threats to their interconnected sys-
tems.

-Mean-Time-to-
Compromise
(MTTC);
- Probability of vul-
nerability exploited

Table 22: CSF Subcategories and Their Applicability to SecureSat
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To ensure the cybersecurity of its space architecture, SecureSat has
implemented several security metrics based on the NIST CSF 2.0. Se-
cureSat Communications Inc.’s represents an example of a comprehen-
sive space architecture, its integration of security metrics based on the
NIST CSF 2.0 subcategories demonstrates what could be the initial step
to build a robust approach to cybersecurity. In Table 22, we explore how
the NIST CSF subcategories apply to the space sector and specifically
to the operations of SecureSat Communications Inc., GroundSys, and
SpaceIT. By doing so, we can understand how tailored security metrics
reinforce adherence to CSF principles and improve the resilience of their
HSN. The first subcategory, ID.AM: Physical Devices and Systems Inven-
toried, mandates maintaining a comprehensive inventory of all physical
assets, including those owned, leased, or managed by third parties. In
the space domain, given the wide value chain and consequent attack sur-
face, knowing exactly what hardware exists and who controls it, is foun-
dational to risk management across geographically dispersed and multi-
owner environments. For SecureSat, this means tracking each ground-
station antenna and router (including firmware versions and lease sta-
tus with GroundSys and SpaceIT), and every customer-side modem and
SCADA interface at WindSat sites. One of the metrics that can comple-
ment this subcategory measures the percentage of critical systems con-
nected to satellite links without intermediate firewall. A high value of
this metric reveals that essential endpoints, whether they be TTC con-
soles managed by SecureSat, routing equipment operated by SpaceIT,
payload control servers under GeoNet, or WindSat’s SCADA interfaces,
are directly exposed on the satellite link without network segmentation.
The second subcategory, DE.CM, highlights the importance of continu-
ously monitoring the hybrid network to detect and respond to potential
cybersecurity events, extending that vigilance down to the RF layer. For
SecureSat, this means that its SOC, working hand in glove with GroundSys,
must ingest and correlate RF-link performance metrics (signal-to-noise
ratios, bit-error rates), IDS/IPS alerts from SpaceIT routers, and deep-
packet inspections of WindSat’s SCADA flows, all in near real time. To
quantify their effectiveness, SecureSat and GroundSys employ the Sig-
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nal Jamming Exposure Index (SJEI), which aggregates the duration and
severity of each detected interference event against total operational time.
GV.RR-02, emphasizes the importance of defining roles, responsibilities,
and authorities in cybersecurity risk management. In the space sector,
this ensures accountability and clarity within highly interconnected sys-
tems. For SecureSat, this involves assigning specific cybersecurity re-
sponsibilities to organizational roles, such as risk management practices
for its satellite fleet. The metric tracks the percentage of security poli-
cies with committed owners and quantifies this accountability, ensuring
all entities adhere to clearly defined roles. Subcategory ID.RA-2, which
involves the integration of cyber threat intelligence, highlights the neces-
sity of proactive threat awareness in the space sector. Organizations like
SecureSat must evaluate joining information-sharing initiatives such as
the Space Information Sharing and Analysis Center (ISAC) to enhance
their cyber posture. While SecureSat’s smaller scale limits its direct en-
gagement in intelligence gathering, its partner, GroundSys, actively in-
corporates cyber threat intelligence from manual research and cloud-
based feeds. Metrics measuring the percentage of participating entities
receiving timely threat intelligence supports the awareness and integra-
tion of threat intelligence into the companies’ workflow. Subcategory
PR.AA-03 addresses the authentication of users, services, and hardware,
a critical requirement in the diverse and distributed environment of an
HSN. In our model SecureSat enforces multi-factor authentication (MFA)
for user access, while GeoNet, operated by GroundSys, employs token-
based access controls for its payload control center. Metrics such as the
percentage of users with MFA and the number of access rights changes
provide measurable insights into the application of these authentication
protocols. The final subcategory addressed by our analysis is ID.RA-04,
and focuses on identifying and documenting the impacts and likelihoods
of threats exploiting vulnerabilities. For the space sector, this requires as-
sessing not just the primary system’s risks but also those involving third-
party providers. SecureSat and its partners actively evaluate potential
threats and vulnerabilities, recording their findings to prioritize mitiga-
tion strategies. Metrics such as the mean-time-to-compromise (MTTC)
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and the probability of vulnerability exploited help quantify these risks,
guiding both immediate and long-term security efforts.

Continuously monitoring and improving its security posture through
the metrics, can guarantee SecureSat the security assessment of its criti-
cal assets and the secure delivery of communication services to its clients.
Our case study highlights the importance of tailored cybersecurity met-
rics in the space sector and provides a framework for developing secu-
rity metrics based on the NIST subcategories that other organizations can
use to enhance their cybersecurity strategies. In our model, we empha-
size the presence of third-party providers and their roles in the intercon-
nected nature of modern space operations, highlighting the necessity of a
holistic approach to cybersecurity. In addition, using our security metrics
tool can significantly ease the assessment process, and, if metrics reflect
specific standards or cybersecurity requirements, such tool can facilitate
the assessment of compliance with such instruments.

The applicability of selected CSF subcategories to the space sector is
directly inspired by the NIST implementation of the Hybrid Satellite Net-
work Profile (NIST TN 2272) [359], which operationalizes the NIST CSF
in a realistic satellite-ground control scenario. For example, ID.RA-2 (cy-
ber threat intelligence sharing) is mapped in the case study to functions
delegated to satellite operators; ID.RA-4 is applied in risk assessment
of downlink jamming; and PR.AC-3 is relevant for managing secure re-
mote access to payload control centers. These mappings confirm that
such subcategories are not merely generic but have demonstrated use
cases in space system cybersecurity planning.

6.8.1 Cost-Effectiveness of the Metrics in the SecureSat
Case Study

In line with the criteria defined in Section 6.5 of this paper, a metric is
considered cost-effective when it generates more value than the cost re-
quired to gather, analyze, present, and use it. This principle is particu-
larly relevant in the context of complex space systems, where budgetary
constraints, long system life-cycles, and a high degree of technological in-
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terdependence require efficient and sustainable measurement practices.
In this section, we show how the metrics selected for SecureSat Commu-
nications Inc. meet this criterion by capitalizing on data sources, opera-
tional processes, and monitoring infrastructures that are already embed-
ded in the company’s technical and organizational architecture, our case
study is the best case scenario, and we understand that the situation of
SecureSAT may be ideal and different from that of many space compa-
nies, but the purpose of this case study is to reflect the best scenario in
which metrics as those selected are implemented and collected.

Considering the metric assessing the percentage of critical systems
connected to satellite links without intermediate firewall protection, this
metric builds on system inventories and network configurations that must
already be maintained for operational continuity and regulatory compli-
ance. Since asset management and network topology information are
routinely available to the ground segment operator (GroundSYS), the
value of the metric derives from its ability to identify exposure points
with minimal additional effort. The cost of producing the metric in this
case is low because it repurposes existing data, while the insight it offers,
highlighting potential lateral movement paths or misconfigured inter-
faces, significantly helps threat mitigation in satellite-ground communi-
cation infrastructures.

A similar cost-value dynamic applies to the Signal Jamming Exposure
Index (SJEI). Signal monitoring is a core function of the ground segment
supporting radio-frequency links, particularly in high-reliability services
such as satellite internet or remote sensing. The SJEI leverages already
captured data, such as power anomalies or out-of-band emissions, to
derive a synthetic indicator of RF interference. Because the monitoring
infrastructure exists independently of the metric, and because the com-
putation relies on signal characteristics already logged for operational
reasons, the marginal cost of computing and maintaining the index is
minimal in the case of SecureSAT.

The metric measuring the percentage of security policies, standards,
procedures, and metrics with committed owners also satisfies the cost-
effectiveness criterion. SecureSat and its partners rely on policy and stan-
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dards repositories to coordinate governance, and assigning responsible
owners to these artefacts is a necessary part of maintaining accountabil-
ity. The metric turns a compliance obligation into a management tool,
quantifying the proportion of artefacts with clearly defined responsibil-
ity. The necessary data (the documentation itself and its metadata) al-
ready exists; therefore, the cost of gathering and presenting the metric
is limited, while the value it provides in reinforcing clarity and account-
ability across organizations is significant.

In the case of the percentage of entities reporting timely cyber threat
intelligence, cost-effectiveness arises from the use of existing communi-
cation channels. Information exchange between SecureSat and its part-
ners, particularly GroundSys and SpaceIT, already includes incident re-
ports, vulnerability notifications, and threat intelligence updates. The
metric adds structure and visibility to processes that already occur, with-
out requiring new platforms or manual reporting.

Metrics related to authentication and access control, such as percent-
age of critical systems connected to satellite links without intermediate
firewal, or % of users with MFA; are also demonstrably cost-effective in
our case study. Access control logs, authentication statistics, and identity
management data are routinely collected as part of security operations
in SecureSAT and GroundSys. The metrics merely require aggregating
and analyzing this data in a structured way to monitor adherence to ac-
cess management policies. Their value lies in enabling SecureSat and its
partners to detect lapses in identity governance (unused privileged ac-
counts or failure to revoke credentials), without incurring new monitor-
ing costs. For identity and access-control reporting, commercial studies
flagged a 159% ROI and net customer savings of over $3 million in cre-
dential protection and support costs [236]. These benefits primarily stem
from enforcing MFA, detecting outdated privilege assignments, and low-
ering help-desk calls, exactly the capabilities SecureSat gains from its
IAM metrics.

Finally, metrics assessing vulnerability exploitation potential, such as
mean time to compromise (MTTC) and probability of exploit, are also
rooted in data already gathered by security teams at SecureSAT. Vul-
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nerability scanning, threat intelligence, and risk assessment are essential
components of modern SOC operations, particularly in regulated envi-
ronments. The marginal cost of transforming existing vulnerability logs
and intelligence feeds into risk indicators is small, especially when com-
pared to the operational impact of addressing the wrong vulnerabilities
or misjudging exposure.

Across all examples, the metrics selected for SecureSat satisfy the
cost-effectiveness requirement because they do not introduce new data
collection burdens, require minimal transformation of existing opera-
tional data, and provide concrete decision-support value. Although it
is true that the assessment method applied in this article relies on a qual-
itative balance between cost and benefit, the same metrics would also
rank favorably in structured evaluation frameworks, such as the PRAG-
MATIC method [67], which explicitly score metrics based on the imple-
mentation effort, the automation potential and the relevance of the deci-
sion. This alignment reinforces that the SecureSat set of metrics delivers
sustained information value at a justifiable cost.

6.9 Conclusions

This chapter evaluated the current state of security metrics in the liter-
ature in comparison to the functions, categories, and subcategories out-
lined in NIST CSF 2.0. In doing so, we assessed how many NIST subcat-
egories were covered by security metrics addressing aspects outlined in
the NIST framework. After establishing a detailed methodology to iden-
tify and allocate metrics to NIST subcategories, our analysis revealed sig-
nificant gaps in specific functions such as Respond and Recover, as well
as certain gaps in particular subcategories related to the Govern func-
tion. Furthermore, subsequently to the identification of these gaps, we
proposed specific metrics that could be developed and utilized by com-
panies in the space sector.

To support existing and upcoming European policies in the field of
critical infrastructure cybersecurity, particularly in the space sector, our
research identified a solid legal basis in EU policies such as NIS2 and
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CER for the necessity of developing and applying security metrics to as-
sess risk better and measure compliance with such policies. Addition-
ally, by presenting a case study based on real-world space architecture,
we demonstrated the need for such metrics and their implementation.
While the case study demonstrates the applicability of the proposed met-
rics in a realistic context, we acknowledge the limitation of not having
validated the framework using real-world company data. Future work
will aim to address this gap by collaborating with industry partners to
test the metrics in operational environments.

Considering the practical obstacles and difficulties that companies
may have in implementing and monitoring these metrics, we have de-
veloped and proposed a PoC tool that allows for the calculation and easy
visualization of the security status of various metrics. Despite the invalu-
able nature of the research, we highlighted specific limitations in terms of
matching metrics to NIST subcategories, as such matching is not always
straightforward and feasible. We acknowledge that the proposed met-
rics only partially cover the assessment needs of companies operating in
the space sector, which will require tailored, specific metrics for their re-
spective scenarios. Nonetheless, the research illustrated how metrics can
be practically utilized and how frameworks such as the NIST CSF 2.0
can provide a solid foundation for defining key actions that companies
should implement. Although we provided a comprehensive mapping
and evaluation of cybersecurity metrics relevant to the space sector, we
recognize a gap in the current landscape: the lack of OT-specific metrics.

Given that space systems are often cyber-physical and integrate both
IT and OT components, future work should aim to incorporate more
metrics tailored to operational technologies, particularly those that ad-
dress system availability, control integrity, and industrial protocols. Bridg-
ing this gap remains a priority for future research and is key to providing
a truly integrated cybersecurity assessment framework for space infras-
tructure. Additionally, future research will focus on addressing the iden-
tified gaps in more detail and testing the implementation of the selected
and proposed metrics in companies willing to experiment with them to
assess further needs and potentially expand the catalog of metrics for the
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space sector.
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Chapter 7

Assessing the Attack
Surface of Space
Organizations: A
Data-Driven Analysis

Following the development of security metrics for space systems in Chap-
ter 6, this chapter moves from conceptual measurement to empirical as-
sessment. While earlier chapters demonstrated why space systems qual-
ify as critical infrastructure (Chapter 2), how vulnerabilities manifest in
practice, particularly in the SATCOM domain (Chapter 3)—and where
current governance frameworks fall short (Chapter 4), the next step is
to understand how these issues materialize in real-world, internet-facing
infrastructures. This chapter addresses that gap by introducing a data-
driven methodology to evaluate the cyber exposure of organizations ac-
tive in the space sector, operationalizing several insights developed ear-
lier in the thesis.

The aim is to quantify exposure at scale, identify patterns of vulner-
ability across the sector, and assess how publicly observable attack sur-
faces relate to existing regulatory obligations such as NIS2 and the forth-
coming EU Space Law. Building on the conceptual risk model and met-
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rics introduced in Chapter 6 the Risk Exposure Framework (REF) pro-
vides a concrete and repeatable way to measure how space organizations
appear to adversaries scanning the public internet.

7.1 Motivation and objective

Space technologies are vital to modern societies, from navigation and
communication to weather forecasting and defense operations. Many of
the services we rely on depend on satellites and space infrastructure. Re-
cently, the European Union has started treating space not just as a tech-
nical field, but as a core part of its security and defense strategy. This
approach is expressed in several strategic documents. The “Strategic
Compass for Security and Defence” [197], adopted in 2022, was one of
the first EU documents to frame space as a contested domain, and calls
for stronger tools to detect and respond to threats targeting space infras-
tructures. The “EU Space Strategy for Security and Defence” [191] builds
upon the previous document by stressing the need to protect space as-
sets and systems from sabotage, espionage, and cyberattacks. More re-
cently, the “White Paper for European Defence – Readiness 2030” [191]
has clearly stated the centrality of space to European security, highlight-
ing again the need for better protection of satellites and ground stations,
especially from cyber threats.

These strategic moves come at a time when the threat landscape for
space is becoming more serious. The 2022 cyberattack on Viasat during
the early days of the war in Ukraine showed how space systems can be
disrupted with major consequences [62, 81]. Attacks on undersea Inter-
net cables, like those in the Baltic and Mediterranean, have added con-
cerns about Europe’s digital backbone [446]. In this context, secure space
infrastructure becomes even more important as a backup and as a way
to stay connected when other systems fail.

Despite the growing attention to cybersecurity in the space sector,
there is still a significant gap in the ability to empirically measure the
cyber exposure of space organizations. Current frameworks tend to be
qualitative, relying on expert judgment, or focused on threat modeling
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without incorporating real-world data from Internet-facing systems. At
present, there is no standardized methodology for assessing and quanti-
fying this exposure across the space industry. Consequently, policymak-
ers and operators lack actionable metrics to evaluate risk levels, priori-
tize mitigation efforts, and align with the evolving cybersecurity require-
ments within the European context.

Given the strategic importance of space technologies in our society,
this paper aims to address the above gaps. Specifically, we aim to answer
the following research questions, each of which is motivated by a specific
driver:

RQ1 How can we effectively measure cyber risk in space-sector organi-
zations in a way that supports both technical and policy decision-
making?

The need to address this research question originates from the existing
gap between high-level cybersecurity obligations, such as those imposed
by EU policies, and specific, automatable technical measures that can be
directly verified for effectiveness.

RQ2 Is it possible to measure cyber risk exposure in a clear and repeat-
able way?

This question stems from the need for a clear and repeatable method to
quantify cyber-risk exposure, which supports cross-organizational com-
parison as internet-facing assets continue to grow and oversight becomes
mandatory.

RQ3 How much exposed are space-sector organizations to cyber risks,
especially those that come from Internet-connected systems?

This question comes from the evidence indicating that successful intru-
sions in the space domain often originate from Internet-connected sys-
tems within ground and user segments, highlighting the need for an as-
sessment of the resulting exposure at a sector-wide level.

RQ4 Can we connect this kind of measurement to existing European cy-
bersecurity policies and frameworks?
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This question is driven by the development of European space cyber-
security policies, particularly the NIS-2 directive and the proposed EU
Space Act, which increasingly require continuous risk assessment at both
the organizational and sector levels.

To answer these research questions, we introduce the Risk Exposure
Framework (REF), a risk assessment methodology that aims to measure
two aspects: (i) how much is an organization visible to potential attack-
ers (exposure), and (ii) how likely it is that known vulnerabilities in the
organization’s attack surface might be exploited (likelihood). REF is de-
signed to be flexible and can be applied in different contexts, but in this
paper, we focus on space organizations. More precisely, this paper pro-
vides the following contributions. To reply to RQ1 and evaluate the level
of exposure of space-sector organizations, we collect data on the Internet-
exposed assets of both public and private space entities, identifying con-
nected devices and known vulnerabilities. To determine how to measure
cyber risk effectively, we utilize REF to generate a risk score based on ob-
servable data. Then, to answer RQ2 and to test whether our approach is
clear and repeatable, we apply REF to a representative group of space or-
ganizations and evaluate its consistency across different entities. Finally,
to reply to RQ3 and RQ4, we examine whether the framework can con-
nect to existing European policies: we interpret our findings in light of
strategic documents such as the EU Space Strategy for Security and De-
fence and current NIS2 obligations, showing how REF can complement
policy-driven approaches to cyber risk governance. Our goal is to offer a
simple but useful way to think about cyber risk in space, using a method
that is practical, repeatable, and aligned with where European policy is
heading. To support reproducibility and further research, a Python im-
plementation of the REF methodology is available in a public GitHub
repository [80].

Note that REF specifically focuses on the ground segment and on sup-
porting digital infrastructure and other Internet-facing assets discover-
able through network reconnaissance tools. This ground-segment focus
is particularly relevant since several recent cyberattacks against space
systems originate through these externally accessible entry points [537].
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REF does not directly assess the space segment itself (onboard spacecraft
systems, satellite subsystems, or orbital infrastructure), which typically
operate in more isolated, proprietary, or air-gapped environments that
are not visible through Internet scanning methodologies.

The rest of the paper is organized as follows: Section 7.2 presents
some background information about Internet Connected Device Analy-
sis, space-enabled critical infrastructures, and the relevant literature for
our work. Section 7.3 explains how REF works and the metrics it uses.
In Section 7.5, we apply the REF framework to a group of space-related
organizations and illustrate the results of our analysis. Section 7.6 dis-
cusses how REF can be used to fulfill some requirements prescribed by
current policies. Finally, Section 7.7 wraps up the findings and outlines
possible future research lines.

7.2 Background

7.2.1 Internet-connected device analysis

Internet-connected devices (ICDs) include a great category of devices
such as industrial control systems, satellite modems, or energy manage-
ment systems [349] that are exposed to the public Internet, either by de-
sign or misconfiguration. The analysis of these devices is a key activity
to understand the evolving cybersecurity posture of modern digital in-
frastructures.

ICD exposure creates an expanded attack surface that can be moni-
tored and evaluated using a specialized class of search engines. Among
the most widely used engines, there are Shodan [357], Censys [174], Zoom-
Eye [341], Fofa [347], BinaryEdge [158], and Netlas [386]. Each engine has
its own scanning strategies, indexing models, and coverage scope, which
affect the consistency and granularity of its results. Below, we briefly re-
view the main features of these platforms to clarify the motivation for
our choice:

• Shodan is one of the most used IoT search engines. It systematically
scans IP address space and indexes data based on service banners,
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open ports, software versions, geographic information, and orga-
nizational ownership. It integrates vulnerability databases like the
National Vulnerability Database (NVD) [59], and associates identi-
fied services with Common Vulnerabilities and Exposures. It also
supports advanced filters (e.g., organization, open ports, and pres-
ence of vulnerabilities), allowing advanced targeting.

• Censys focuses on the protocol level and provides highly expres-
sive query capabilities. It collects detailed X.509 certificates, TLS
configurations, and other protocol metadata. It offers less direct
vulnerability tagging compared to Shodan, but it can fingerprint
cryptographic settings and web infrastructure.

• ZoomEye and Fofa are widely used in Asia [341] and provide ex-
tensive metadata tagging and visualization features. These engines
often surface device types and service families using machine learn-
ing classifiers.

• BinaryEdge offers detailed metadata exports, including packet capture-
level summaries, and often identifies honeypots, behavioral pat-
terns, and unusual ports. It can be very useful for correlating IoT
device behavior with cloud infrastructure exposure.

• Netlas is a more recent platform that combines banner search, cer-
tificate transparency logs, and passive DNS information. The vul-
nerability integration and query complexity of the tool are still evolv-
ing.

Each of these engines contributes to the global reconnaissance landscape,
but they are rarely interchangeable. Their coverage is often non-overlapping,
meaning that a device visible in Shodan may be completely invisible to
Censys or BinaryEdge. For the structured cybersecurity assessment of
REF, which involves quantitative risk scoring, we consider Shodan as
the most operationally relevant platform: its direct CVE tagging, histori-
cal scan database, and support for Boolean logic queries allow us to track
the evolution of exposure across organizations, sectors, or geographic re-
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gions. In particular, it can associate each retrieved IP with known vulner-
abilities and CVEs, a feature that is fundamental to our REF framework.
Furthermore, Shodan’s API is reliable, well-documented, and supports
advanced filters that help target devices with specific characteristics dur-
ing the risk quantification at the organizational level. Other platforms,
like Censys or BinaryEdge, offer complementary perspectives, but their
output is less consistent in tagging vulnerabilities or associating results
with organizational identifiers.

To complement Shodan’s exposure data with exploit intelligence, we
integrate REF with the Vulners API [509]. Vulners is a vulnerability in-
telligence platform that aggregates data from multiple sources, includ-
ing the National Vulnerability Database [59], Exploit-DB [528], Metas-
ploit, and vendor advisories, checking for CVEs against public exploit
sources. It also parses information from vendor advisories and security
bulletins, including references to known exploitability. Vulners provides
access to structured information about vulnerabilities, including their
CVSS scores, CWE classifications, publication dates, and, most impor-
tantly for our research, exploit availability. Within REF, Vulners is used
to query each CVE identified by Shodan to determine whether known
exploits exist in the wild. Automating this enrichment process, REF can
scale across hundreds of devices and IP addresses, mapping the real-
world exploitability. The result is a more actionable measure of risk,
grounded in adversarial capability and opportunity.

The ultimate goal of ICD analysis in our research is not merely to cata-
log devices but to assess their security posture. This includes evaluating
the likelihood of exploitation based on exposed services, the impact of
potential breaches based on system criticality, and the presence of known
software vulnerabilities. As such, ICD analysis is used to perform cyber
risk assessment workflows, particularly in sectors like space infrastruc-
ture. While the detailed methodology behind REF and our framework
is described in Section 7.3, the next section describes instead some of the
research that has already been carried out in this domain.
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7.2.2 Space-enabled services as interdependent critical func-
tions

Space infrastructure is embedded within critical sectors as a set of en-
abling functions whose failure degrades terrestrial systems in several
ways. Satellite communications provide wide connectivity for opera-
tional technology and enterprise backhaul (teleports, gateways, cloud-
hosted ground functions), as well as broadcast and broadband services to
public services, and mission Telemetry, Tracking, and Command (TT&C).
As operators externalise ground functions (commercial teleports and cloud-
based ground segment as a service), misconfigurations or common ven-
dor vulnerabilities become increasingly present as points of weakness
across otherwise independent organisations. Positioning, Navigation and
Timing (PNT/GNSS) provides absolute time and position to power grids,
telecommunications, and finance, and anchors aviation and maritime
navigation; jamming and spoofing thus propagate beyond navigation to
timing-dependent processes when holdover and multi-source strategies
are weak [417, 176, 516]. Earth Observation (EO) and traffic services (sat-
AIS/ADS-B) feed situational awareness and logistics, moving through
partner APIs and commercial clouds into emergency response, defence,
and supply chains; their integrity and availability constraints translate
directly into the quality of downstream public services. These structural
ties explain why cyber incidents in the space domain typically materi-
alise first at organisational boundaries (reachable management portals,
VPNs, provider APIs) and then radiate into energy, transport, telecoms,
finance, and public safety rather than remaining confined to the space
sector [209].

7.2.3 Risk propagation across organisations and sectors:
evidence and how to address it

Cyber incidents in the space domain demonstrate that attacks often affect
multiple organizations. The interconnected nature of space requires un-
derstanding and measuring each organization’s exposure to cyber threats.
Quantifying external exposure, specifically the number of systems that
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are reachable and vulnerable, can help anticipate and mitigate these prop-
agation effects. The following examples illustrate how failures in the
space layer can lead to systemic risk and emphasize the importance of
measuring exposure to prevent such incidents.

The KA-SAT incident of 24 February 2022 [81] demonstrated how
a compromise of the management plane enabled the deployment of a
wiper against satellite modems, rendering terminals inoperable. The at-
tack cascaded from the satellite operator to telecommunications providers
and ultimately to the energy sector, where Enercon temporarily lost re-
mote monitoring and control of approximately 5,800 wind turbines rely-
ing on SATCOM backhaul for operations [455, 178, 537, 147]. The prop-
agation path in this case ran from a vendor’s ground management en-
vironment to customer equipment, and onward into geographically dis-
persed industrial assets.

In 2025, a similar attack targeted the maritime sector, exploiting a
supply-chain compromise that disrupted fleets using satellite connectiv-
ity. Reports and technical analysis attribute the campaign to the group
Lab Dookhtegan [299]. The threat actor attacked an Iranian shipping
company by exploiting vulnerabilities in their provider of satellite com-
munications and related services (Fanava Group) [140]. The attackers
compromised Fanava’s central infrastructure and disabled iDirect Fal-
con, the network management and control platform that coordinates Very
Small Aperture Terminal (VSAT) communications between ships and
shore stations. By disrupting Falcon’s control processes, used for link
allocation, modem authentication, and configuration updates, the attack-
ers were able to wipe storage partitions and sever multiple ship-to-shore
links simultaneously. Public reporting indicates that communications
were interrupted on more than 60 vessels (39 tankers and 25 cargo ships)
in one wave, with two subsequent waves affecting up to 116 vessels over-
all, extending the impact from maritime communications into associated
corporate IT and operational monitoring systems [154]. This incident
illustrates how a provider-level supply-chain attack can compromise a
satellite service intermediary, rendering it a single point of systemic fail-
ure for multiple operators and fleets.
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Space-derived positioning and timing services have also been tar-
geted. Aviation regulators warned of persistent GNSS jamming/spoofing
near conflict zones, and maritime reporting from the Strait of Hormuz
linked dense interference episodes to abnormal tracks and a high-profile
collision and fire between tankers near Khor Fakkan on 17 June 2025
[176]. Regulators and analysts have emphasized that GNSS interfer-
ence in constrained waterways can disrupt traffic separation and port
scheduling and, when timing distribution depends on satellite signals,
can cascade into logistics and other timing-sensitive operations [516, 503,
431, 417].

These cyber-incidents demonstrate how Space disruptions can prop-
agate because many terrestrial services rely on shared dependencies for
connectivity, data, and timing. The practical way to secure these links is
to organize operations so that no single satellite link, one provider’s con-
trol plane, one timing source, or one ground site can take a whole service
with it.

For communications, this means building real diversity and auto-
matic failover across independent paths: where terrestrial backhaul ex-
ists, keep it as a live alternative; where it does not, combine more than
one satellite constellation and provider, and place ground sites in differ-
ent locations so a fault or compromise at one teleport or cloud region
does not become a sector-wide outage.

Management channels should remain accessible even during periods
of primary service degradation. This ensures the ability to reconfigure or
quarantine fleets of terminals and remote sites, thereby reducing the im-
pact of modem-fleet “wipe” effects and outages on the provider’s infras-
tructure. These principles are consistent with ground-segment security
guidance such as NIST IR 8401 [344], which identifies external manage-
ment planes and shared service providers as high-impact risks requiring
appropriate instrumentation and isolation [151, 519].

Since many cascading failures originate between the space and user
segments, it is essential to strengthen both the ground and supplier lay-
ers while ensuring link diversity. Best practices include isolating com-
mand and mission operations from enterprise IT, maintaining strict con-
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trol over remote administration, employing modern authentication mech-
anisms, and staging signed updates with safe rollback capabilities. These
requirements should be included in contracts with ground-segment and
cloud-based service providers, together with obligations for transparency
regarding software provenance. This way, if there is a compromise at an
intermediary level, it cannot silently affect dozens of customers, as we
have seen in cases of supply-chain breaches.

Positioning, navigation, and timing need specific protection measures
because problems with satellite signals affect more than a single vessel or
aircraft; they impact air and sea traffic management, port operations, and
any activity that depends on precise timing. The goal is to reduce the
effect of disruption: use receivers that combine multiple constellations
and frequencies; verify the integrity of the received signals (for exam-
ple, through Galileo’s Open Service Navigation Message Authentication
[214]); detect jamming or spoofing and respond through pre-defined op-
erational actions [98]; and maintain accurate timing even during signal
loss through holdover techniques [215]. Aviation and maritime guidance
on PNT interference also adds the procedural layer: planned alternate
routes, backup navigation modes, clear reporting channels, and conser-
vative operational defaults when signal trust is uncertain [514].

Detection and coordination should also match how failures actually
spread. Keep a living map of external dependencies, such as teleports,
cloud regions, remote-access and identity providers, and terminal ven-
dors. Exercise what happens when the largest nodes in that map fail.
REF here can genuinely help identify shared, internet-visible weaknesses
across different organisations (such as the same exposed administration
portal or the same vulnerable version appearing in many places). Those
are the points where one exploit can move fastest across an ecosystem;
prioritising them creates the biggest reduction in propagation risk.

Finally, propagation is also a problem of information flow. Incident
contacts and formats with satellite and ground providers, as well as avia-
tion and maritime coordinators, shorten the window in which an outage
in one place becomes a major disruption. Technical and organizational
interconnections can cause failures to spread across different operators
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and sectors. This highlights the importance of exposure measurement
approaches. Before delving deeper into the REF framework and its fea-
tures, the next section discusses some of the major contributions in the
fields of space cybersecurity and in the analysis of internet-connected
devices.

7.2.4 Related Work

Several recent publications have explored the role of cybersecurity in the
space domain, and the increase in scientific production on this topic high-
lights the relevance and timeliness of the subject.

Pavur and Martinovic [405] map satellite security into four arenas
(RF links, in-orbit platforms, ground segment, and mission/ops), catalog
threat actors and attack classes, and propose a research agenda to bridge
the gap between policy and technology. The author highlights that the
constraints of space systems make IT security insufficient.

Khan et al. [322] provide a holistic review of space cyber-attack vec-
tors spanning ground, space, communications, user, cloud, and supply
chain, with a matched set of mitigations and research needs (space-tailored
IDS, zero-trust, crypto/keying, blockchain access control, and regula-
tory/standards work). Their work presents a useful current landscape
of cybersecurity risks and a roadmap.

Manulis et al. [355] frames how New Space changes the threat land-
scape: historically, most incidents hit ground and RF links, but the widespread
development of large constellations created new vulnerabilities in other
segments. The article surveys past incidents, adversary motivations, and
likely attack classes, and also walks through enabling technologies and
where they open or close attack surfaces. It represents an orientation
map tying architectural choices to concrete risks.

Yu et al. [570] carry out an analysis of nine commodity modems,
building a taxonomy across Satellite Communication Interface (SCI), Ground
Network Interface (GNI), and hardware, and find numerous issues in
standard services (web/Telnet/FTP), unprotected control paths, and hard-
ware/bootloaders, plus ICDs at scale. Their work demonstrates practi-
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cal exploit chains, and catalogs new categories alongside known ones.
It also proposes concrete mitigation (service hardening, signed updates
with rollback, securing debug interfaces) and provides tooling for anal-
ysis. Strong, device-level evidence that user-segment weaknesses can
enable wide-area impact.

These contributions provide a solid overview of vulnerabilities and
their underlying reasons, highlighting how different segments of the space
infrastructure serve entry points for attacks. However, their focus differs
from our study; they discuss threats and suggest mitigation strategies,
but they do not introduce a framework for measuring the risks faced
by space organizations through their internet-connected devices. Addi-
tionally, while they address vulnerabilities and propose mitigations, they
overlook the policy dimension of space cybersecurity; while our work in-
cludes aims to bridge cybersecurity requirements to operational frame-
works to address them.

Another part of the literature connected to our work concerns the
analysis of ICDs and their attack surface. Shodan has been widely stud-
ied for its role in identifying and indexing ICDs, including critical indus-
trial control system (ICS) components. Alsmadi et al. [34] has explored
Shodan’s ability to reveal vulnerabilities in ICS environments, demon-
strating its potential as both a reconnaissance tool for attackers and a
valuable resource for cybersecurity professionals. Researchers examined
how Shodan indexed programmable logic controllers and proposed ser-
vice banner manipulation as a mitigation strategy to limit exposure to
Shodan queries.

Genge and Enăchescu [246] went beyond basic device discovery sup-
ported by Shodan and proposed ShoVAT, a Shodan-based vulnerability
assessment tool capable of automatically identifying vulnerabilities us-
ing service-specific banner analysis. Through the testing on 1501 services
across 12 different institutions, ShoVAT identified 3922 known vulnera-
bilities, showing the potential of Shodan-powered tools for cybersecurity
assessments.

Similarly, Williams et al. [557] leveraged Shodan to assess vulnerabili-
ties in consumer IoT devices, collecting a large dataset of indexed devices
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and analyzing their security posture using Nessus vulnerability scans.
Their results revealed a significant number of consumer IoT devices vul-
nerable to exploits that could compromise user data and privacy, under-
scoring widespread security concerns associated with the growth of IoT.

Liu et al. [346] showed that an organization’s breach likelihood can be
predicted purely from externally observable network properties, achiev-
ing around 90% accuracy in forecasting data breaches without any inter-
nal data. In the industrial domain, Gourisetti et al [257]. propose a risk
assessment framework for energy delivery control systems that lever-
ages Shodan-derived device fingerprints and publicly known vulnera-
bilities; their method correlates externally gathered device information
with threat intelligence to produce risk-based scores for exposed critical
assets.

Harry et al. [272] developed quantitative attack surface indices by
combining Internet-wide scan results with CVE data to measure the “size”
and “severity” of an entity’s exposure. Their framework analyzes thou-
sands of internet-facing devices (using platforms like Shodan/Censys)
and computes metrics such as service diversity and aggregated vulner-
ability severity, which were found to correlate with certain risk factors
(e.g. population served) while revealing gaps (e.g. weak correlation be-
tween sheer CVE counts and actual exploit likelihood).

These studies show that data from Internet-exposed devices can sup-
port cyber risk assessment, but they usually address the problem in a
partial way, for example, by focusing on statistical correlations, single-
device scores, or specific domains. The analysis is often limited to count-
ing exposed services or vulnerabilities, and does not clarify how these
findings map to standard risk concepts or how they can be combined
at the organizational level. The Risk Exposure Framework makes links
externally observable services and vulnerabilities to exposure, accounts
for the availability of exploits in estimating likelihood, and aggregates
these elements into an organization-level score. REF goes from data col-
lection to scoring and interpretation, and provides inputs that can com-
plement existing risk management processes. Our work further differs
by grounding the use of REF in European cybersecurity policy require-
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ments, by explicitly comparing it with existing risk assessment frame-
works, and by showing how it can be used in a complementary way
rather than as a replacement. In this paper, we extend this research line
to space cybersecurity by focusing on space-sector organizations and by
considering the impact of exposed assets in light of the critical role of
satellite and aerospace infrastructure.

Although numerous risk-assessment methodologies exist across IT,
OT, and space domains, including general-purpose models and sectoral
threat-modelling approaches, such as those we discuss in Section 7.4,
these frameworks do not quantify an organisation’s externally observ-
able attack surface. They rely primarily on expert judgement, architec-
tural assumptions, or mission-centric threat scenarios, and therefore can-
not capture real-world Internet exposure, persistent vulnerabilities, or
the availability of exploits affecting ground-segment systems. The con-
tribution of REF lies in addressing this specific measurement gap. With
REF we introduce a reproducible, data-driven methodology to assess the
externally visible cyber posture of space organisations.

7.3 Introducing the Risk Exposure Framework

Our Risk Exposure Framework (REF) is a structured, quantitative method-
ology designed to assess the extent of an organization’s exposure to cy-
ber threats and translates it into a quantitative risk assessment. Our goal
is to understand how organizations such as aerospace manufacturers,
satellite service providers, and space agencies are potentially vulnerable
to cyber threats. By defining REF, we also aim to study how this type
of assessment can be automated and beneficial to private companies and
other actors involved in the space value chain.

7.3.1 Framework design and risk metrics

REF is designed to be automatic and data-source agnostic, meaning that
it can be implemented using any dataset that provides relevant informa-
tion about exposed digital assets, known vulnerabilities, and a broader
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threat landscape.
Indeed, it supports different tools or cyber intelligence sources de-

pending on availability and context. Although REF can be implemented
using various sources, in Section 7.5, we use Shodan for identifying pub-
licly exposed services and IPs, and Vulners for retrieving exploit avail-
ability and vulnerability severity.

The REF framework is built upon three metrics: Exposure (E), Likeli-
hood (L), and the Overall Risk Score (R). Below, we introduce them.

Exposure (E) aims to measure the breadth and depth of an organiza-
tion’s visible attack surface, considering not only the number of publicly
accessible IP addresses but also the concentration of vulnerable services
exposed. Specifically, we retrieve the list of accessible IP addresses for the
organization under analysis. For each IP address a ∈ IP , we compute
the number of vulnerable services it exposes, denoted as V(a), which
is proportional to the number of ports on that host affected by known
CVEs. These represent potential entry points for adversaries attempting
to compromise the system. The Exposure metric aggregates these val-
ues over all IP addresses and normalizes the result by the total number
of exposed IPs, capturing both intensity and proportionality of exposure
across the organization’s infrastructure.

Formally, let IP be the set of accessible IP addresses for a given orga-
nization, and let V : IP → N be a function mapping each IP address to
the number of vulnerable services it exposes (i.e., ports associated with
known CVEs). Then, the Exposure score E is defined as:

E(IP ) =
1

#IP

∑
a∈IP

V(a) (7.1)

where #IP denotes the total number of publicly exposed IP addresses,
and the numerator accumulates the total number of vulnerable services
across those addresses. The resulting value reflects the average density
of vulnerabilities per host, emphasizing infrastructures where exposure
is not only broad but also concentrated in weak points. This formula-
tion ensures comparability across organizations of different sizes while
retaining sensitivity to localized high-risk configurations.
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Whereas Exposure focuses on what is achievable, the Likelihood met-
ric (L) estimates the danger that an attacker will succeed in exploiting
these weaknesses. Likelihood is composed of multiple factors and is for-
malized by combining adversary interest (A), exploit availability (EA), and
the severity of the vulnerabilities (V SI) themselves.

More precisely, adversary interest (A) is a multiplicative constant that
represents the attacker’s motivation to target a particular space organi-
zation. This might depend on political and economic incentives or the
strategic value of the satellite or service at hand. We assigned this value
to 1 (low interest) for the reasons we explain in Section 7.3.4.

Exploit Availability (EA) measures the ratio of public exploits known
for the vulnerabilities identified. It is the ratio of total exploits available
for an address and the total number of unique vulnerabilities. Formally,
let E be a function that returns the number of exploits available for a
vulnerability v on an host a, we define Exploit Availability as a function
EA : IP → R from a set of IP addresses to a numeric value as follows:

EA(IP ) =
∑
a∈IP

E(v, a)
V(a)

(7.2)

Vulnerability Severity Impact (VSI) represents the exploitation prob-
ability through the CVSS v3.0 scores, ensuring that even if exploit code
is available, the real impact and complexity of each vulnerability are in-
cluded. We model VSI : IP → R as a function from a set of addresses to
a numeric value, and we discuss in detail its calculation in Section 7.3.3.

The combination of A, EA, and VSI measures how much risky a suc-
cessful cyberattack may be, given the attacker’s motivation, the presence
of readily exploitable weaknesses, and the seriousness of each vulnera-
bility. Thus, we defined the Likelihood metric L : IP → R as a function
given by the following formula:

L(IP ) = A(EA(IP ) + V SI(IP )) (7.3)

Once Exposure (E) and Likelihood (L) are computed, they are com-
bined to produce the raw Risk Score (RR). As done above, R : IP → R is
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a function from a list of IP addresses to a real number. We propose two
methods for computing it. The first averages Exposure and Likelihood,
treating the two dimensions equally:

RR(IP ) =
E(IP ) + L(IP )

2

The second uses a weighted coefficient C to tune the importance of Ex-
posure versus Likelihood, allowing decision-makers to highlight either
how large the attack surface is or how probable exploitation might be.
In either case, the result is a single Raw Risk Score that informs analysts
about the magnitude of the organization’s overall cyber risk posture.

RR(IP ) = CE(IP ) + (1− C)L(IP )

Large space organizations, such as those included in our analysis, can
have thousands of exposed IPs and hundreds of potential vulnerabilities.
Therefore, Raw Risk Scores can inflate to very large values. To address
this, we applied a logarithmic scaling to the Raw Risk Score, obtaining
the Overall Risk Score (R). Formally, we define R : IP → R as follow:

R(IP ) = log2(1 +RR(IP )) (7.4)

The log-based approach preserves the relative ordering of risk values
while containing the otherwise unbounded numbers in a more compre-
hensible range, representing risk scores that are easier to interpret, mak-
ing it simpler to highlight which organizations or missions deserve pri-
ority attention and resources.

Applying the REF framework means computing R above. Our method
is flexible enough to account for differences in entity size or complexity,
while still allowing detailed analysis of vulnerabilities and exploit feasi-
bility. With the REF, we obtain a clear vision of how many real, exposed
attack vectors are present and what impact exploits could cause. REF
can be used by security engineers, risk managers, and decision-makers
as a practical means of identifying risk and prioritizing defenses in an
environment where many components are mission-critical and where re-
liable operation can be essential to national and commercial interests. In
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the following sections, we dive deeper into the various components of
REF and discuss their applications and limitations.

7.3.2 Derivation of REF from the General Risk Model

REF derives directly from the risk model

Risk = Impact× Likelihood

a formulation adopted in cybersecurity frameworks such as NIST SP 800-
30 and ISO/IEC 27005. In the context of Internet-facing infrastructure,
we operationalize Impact through the Exposure (E) metric, which quan-
tifies the breadth and depth of an organization’s attack surface, measur-
ing the number of publicly accessible hosts and the concentration of vul-
nerable services they expose. A higher Exposure score indicates that the
potential impact of a successful breach is amplified, as more entry points
and vulnerable services translate into greater opportunities for unautho-
rized access, data exfiltration, or service disruption.

Secondly, we operationalize Likelihood through the Likelihood (L)
metric, which estimates the probability that identified vulnerabilities will
be successfully exploited. This probability is determined by three factors:
adversary interest (A), which reflects the motivation to target specific or-
ganizations; exploit availability (EA), which measures the existence of
weaponized exploits for discovered CVEs; and vulnerability severity im-
pact (VSI), which incorporates CVSS scores to account for both the com-
plexity of exploitation and the extent of potential damage.

When Computing Risk = f(E,L), E represents impact, and L repre-
sents likelihood. REF maintains consistency with the general risk model
and grounds each component in observable, quantifiable data drawn
from Internet scanning platforms and vulnerability intelligence sources.
Figure 6 illustrates this derivation, showing how the risk formula is mir-
rored into measurable cybersecurity indicators.
7.3.3 Assessing Vulnerabilities’ Severity

The Vulnerability Severity Impact (VSI) is a metric we developed to as-
sess the criticality of an organization’s vulnerabilities by evaluating both
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General Risk Model
Risk = Impact × Likelihood

REF Operationalization

Impact
→ Exposure (E)

Exposed IPs

Vulnerable services

Likelihood
→ Likelihood (L)

Exploit Availability (EA)

Vulnerability Severity (VSI)

Adversary Interest (A)

Overall Risk Score (R)
R = f(E,L)

(log-scaled output)

Figure 6: REF derivation from the general risk model (Risk = Impact × Like-
lihood).

their frequency and severity, as established by the CVSS v3.0 framework.
VSI reflects the real-world impact and ease of exploitation for each vul-
nerability.

The CVSS v3.0 framework is used for the calculation of VSI and cate-
gorizes vulnerabilities based on their exploitability, impact, and environ-
mental factors. This ensures that vulnerabilities that are both severe and
frequently observed within an organization have a significant influence
on the likelihood calculation. VSI evaluates how severe an organization’s
vulnerabilities are, using CVSS v3.0 principles. To calculate VSI, we first
calculate the Average CVSS Score of observed CVEs as follows:

avgCVSS(IP ) =
1

#IP

∑
a∈IP

∑
v∈V(a)

CVSS(v)
#V(a)

where CVSS : V → R is a function mapping a vulnerability to its CVSS
score. Then we define VSI (IP ) by cases as follows:

VSI (IP ) =


1 if avgCVSS(IP ) < 5.0

3 if 5.0 ≤ avgCVSS(IP ) ≤ 8.0

5 if avgCVSS(IP ) > 8.0
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In our approach, the CVSS v3.0 framework is used to evaluate vul-
nerabilities by considering both how easy they are to exploit and how
damaging they could be. The VSI score captures this by averaging the
CVSS scores of an organization’s most common vulnerabilities. In this
research, VSI values were derived using observed Common Vulnerabil-
ities and Exposures extracted from public internet-facing services, com-
bined with corresponding CVSS v3.0 scores from Shodan and Vulners.
The Integration of VSI into our broader Risk Exposure Framework, gives
a better visibility to organizations on their security posture. A higher VSI
score means an organization has vulnerabilities that are both frequently
observed and highly exploitable, making it an interesting target for cy-
berattacks.

In defining the thresholds of VSI, we adopted the CVSS severity bands,
balancing sensitivity and robustness. CVSS outlines qualitative severity
bands (Low, Medium, High, and Critical) with numeric boundaries (for
example, High is defined as a score between 7.0 and 8.9) that serve as
reference points. Specifically, we adopted these thresholds to ensure
consistency with established practices. However, we also understand
that vulnerabilities may tend to cluster in mid-range scores, so it is im-
portant that our thresholds do not overly compress the higher severity
categories. For this reason, we selected thresholds that maintain clear
distinctions among more severe vulnerabilities and also avoid the infla-
tion of the highest category due to small differences in CVSS scores. We
use standard CVSS brackets but interpret them with sensitivity to our
domain. REF incorporates VSI solely as a component of the Likelihood
metric, rather than as a standalone classification for assessing risk. Its
role is to calibrate the contribution of exploitability within the overall
metric. Finally, we are aware that CVSS has its limitations, such as in-
consistencies among evaluators, a lack of contextual awareness, and a
static approach to evolving threat conditions [280]. For this reason, any
thresholding process must acknowledge the need for some degree of in-
terpretive discretion.
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7.3.4 Assessing Adversary Interest in the Space Sector

Adversary interest (A) is a critical component of the Likelihood (eq. 7.2)
calculation, as it directly reflects the motivation attackers have in target-
ing a particular sector. Intuitively, a higher adversary interest suggests
that cyber threats against the sector are more persistent.

Accurately estimating this metric is very challenging, since an at-
tacker’s interest towards a given target is influenced by a wide range
of factors, including economic, political, and geopolitical considerations.
Defining a precise, objective, and quantifiable metric that incorporates
all those aspects is not feasible in practice. Therefore, we must adopt
an under-approximation strategy, which by its nature comes with cer-
tain limitations. In this paper, we under-approximate this measure using
data on historical incidents and trends, taking their frequency into ac-
count. Specifically, to objectively estimate the adversary’s interest, we
analyzed the number of cyberattacks against the space sector compared
to other critical infrastructure sectors. We considered the following data
for our historical investigations and comparison:

• The ENISA Threat Landscape Report 2024 [209].

• The European Repository of Cyber Incidents (EuRepoC) [199] in
the period 2000-2025. This repository is maintained by an indepen-
dent research consortium dedicated to better understanding the cy-
ber threat environment in the European Union and beyond.

• Threat intelligence from Cyberinflight [145], which is one of the
founding companies of the EU Space ISAC and a leader in CTI in
Europe. We considered a threat intelligence report from 2022.

By analyzing this data, we assign a score to the adversary’s interest
in the space sector. Here, we let the adversary interest (A) score range
from 1 (low) to 3 (high). The idea is that A should take the value 3 (high
interest) for those sectors that are among the top targets for cyberattacks,
with a significant share of total incidents. The value 2 (moderate interest)
should be given to those sectors that experience moderate but consistent
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targeting, accounting for around 5-10% of incidents. The value 1 (low
interest) should be assigned to those sectors that are rarely targeted, with
a share of less than 3% of total incidents.

We use our historical data as follows. First, we analyze the data from
ENISA Threat Landscape (period July 2023 – June 2024), shown in Fig-
ure 7. We observe that approximately 100 cyber incidents targeted the
space sector, while the number of incidents across all sectors was esti-
mated at 9,900. This means that the space sector accounted for about
1.01% of all cyber incidents within the timeframe considered.

To determine how significant this percentage is, we compare it to the
following high-target sectors:

• Public Administration: 1,880 incidents (19% of total)

• Transport sector: 1,110 incidents (11% of total)

• Finance: 900 incidents (9% of total)

• Space: 100 incidents (1.01% of total)

The analysis clearly suggests that the space sector is not yet a primary
target for attackers when compared to sectors such as public administra-
tion, finance, and transport.

Then, to supplement the previous data, we examine historical records
from CyberInflights 2023 threat reports, which document more than 60
cyberattacks against the space sector within 2023, as shown in Figure 8.
The results of the plot align closely with our observations above and indi-
cate that attacks against space assets have remained relatively infrequent
so far when compared to other high-risk sectors.

Finally, to achieve a broader perspective, we analyze data from EuRe-
poC, shown in Figure 9, which provides the following insights into cyber
incidents targeting critical infrastructure:

• Space Sector: 18 incidents (0.51% of all reported cyber incidents
globally), representing 1.3% of all incidents targeting critical infras-
tructure.
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Figure 7: ENISA Threat Landscape: Attacks against critical sectors 2023-
2024

Figure 8: Evolution of cyberattacks on Space (1977-2023)
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Figure 9: Cyber Incidents in Critical Infrastructure (2000-2025 EuRepoC)

• Defense Sector: 141 incidents (4.03% of all incidents globally), rep-
resenting 9.8% of all incidents targeting critical infrastructure.

• Telecommunications: 243 incidents (6.94% of all incidents glob-
ally), representing 16.9% of all incidents targeting critical infras-
tructure.

To assign a score to the space sector, we make the following consider-
ations. The space sector represents 1.01% of incidents (2023-2024 data),
1.3% of critical infrastructure attacks (2000-2025 EuRepoC data), and his-
torically low attack volumes (CyberInfilights 2022 data). This percentage
is significantly lower than high-priority targets like public administra-
tion (19%), defense (9.8%), and telecommunications (16.9%). Thus, based
on our scoring model, the space sector falls into the low interest (A = 1)
category.

As said above, we are approximating the attack interest through the
frequency of past incidents. However, while cyberattacks on the space
sector are relatively less frequent compared to other critical infrastruc-
ture sectors, this may be related to the nature of the threat actors in-
volved rather than the sector’s lack of strategic importance or attractive-
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ness, or to the classification of such attacks. Space assets and networks
are widely targeted by state-sponsored hackers and advanced persistent
threats (APTs) [284, 391, 568]. These types of cyber operations are quite
different from the more frequent financially motivated attacks observed
in sectors like public administration, finance, healthcare, or retail, often
requiring months or even years of reconnaissance, exploitation, and op-
erational execution. The complexity and resource demands of these op-
erations explain why they are less observed if compared to financially
driven attacks, which can be cheaply automated. It is only by assign-
ing the same value and characteristics to the threat model across sectors
that we conclude that while space assets are targeted by highly capable
adversaries, these attacks are less frequent due to the nature of their exe-
cution, justifying an A = 1 classification.

Another important consideration that should be included in our dis-
cussion is the recent upward trend in attacks against the space sector [415].
The past few years have seen a notable increase in cyber incidents affect-
ing space infrastructure, suggesting a growing adversary interest, but
the overall volume remains significantly lower than in sectors such as
telecommunications, defense, and public administration.

Additionally, we have to consider that many cyber incidents affecting
space assets might not be explicitly categorized as space-targeted attacks
in existing cybersecurity databases. Space systems are an integral part of
telecommunications, energy, and defense networks, and cyber intrusions
into these sectors could have originated through vulnerabilities in space-
based infrastructure. This interconnectivity creates a blurred boundary
in incident classification, and some attacks exploiting space assets as en-
try points may be recorded under other categories, such as energy or
communications. Therefore, the actual impact of cyber threats leverag-
ing space infrastructure is likely underestimated.

In conclusion, the A = 1 classification does not imply that the space
sector is not a relevant target, but rather that the frequency of cyberat-
tacks – when considering all attackers on the same level – remains low
due to the nature of the adversaries involved and the resources required
for such operations. The observed trends suggest that this classification

269



may need to be revised in the future as cyber threats against space sys-
tems continue to evolve.

7.3.5 Data Collection: Identifying Exposed Space Assets

Our methodology for quantifying cybersecurity exposure within space-
sector organizations combines Shodan for host and service discovery
with Vulners for exploit intelligence. To provide a clear overview of the
methodology, Figure 10 illustrates the step-by-step process of the Risk
Exposure Framework. The framework follows a linear workflow from
initial organization identification through data collection, vulnerability
analysis, and final risk score computation.

The first step concerns the identification of space manufacturers, satel-
lite operators, space agencies, and other potentially interesting entities
operating in the space sector. This stage involved consulting public lists [213]
or referencing known space companies to compile an initial list of rele-
vant organizations. Despite our focus on the space sector, some organiza-
tions included in our list are involved in vertical sectors such as defense
and aerospace. In Table 23, we summarize some of the information re-
lated to the companies we identified in our analysis. The information
on the organization name is crucial in our analysis to identify its Inter-
net attack surface. Indeed, during data collection, we leverage Shodan’s
org:"<OrganizationName>" filter to isolate ICDs that appear to be
associated with each targeted entity’s domain or IP block.

After mapping an organization’s potential footprint, we refine our
search with the has vuln:"true" filter to query hosts labeled by Shodan
as containing known vulnerabilities (CVEs). Shodan tags these vulnera-
bilities based on observed service banners or software fingerprints. This
filter narrows our list to IP addresses that simultaneously belong to the
organization’s network space and host at least one exposed service carry-
ing a known CVE. For each IP address returned by the query above, we
retrieve host data using the Shodan API. This data includes open ports,
service banners, potential CPE (Common Platform Enumeration) strings,
and CVE references. This host-level information is used for linking each

270



Step 1: Identify
Space Organizations

Step 2: Discover Assets
using Shodan API

Step 3: Filter Vulnerable
Hosts

Step 4: Extract CVEs
and CVSS Scores

Step 5: Query Vulners API
for Exploits

Step 6: Calculate
Risk Metrics

Final Output:
Overall Risk Score (R)

Exposed IPs,
Services

CVE Database

Exploit Count

D
IS

C
O

V
ER

Y
A

N
A

LY
SI

S
A

SS
ES

SM
EN

T

Figure 10: REF Methodology Workflow

271



Algorithm 1: Risk Exposure Framework (REF) for Space Orga-
nizations

Input: Organization name org name
Output: Risk metrics and vulnerability report
// Step 1: Data Collection

1 Initialize Shodan and Vulners APIs;
2 shodanResults← Shodan.query(org : org name ∧ has vuln :

true)

// Step 2: Vulnerability Analysis
3 hostInfo← ∅ ; // Info on vulnerable hosts
// Collect data for each host

4 foreach host h in shodanResults do
5 Extract CVEs, CVSS scores, CPEs, and vulnerable ports;
6 Store vulnerability data for host h in shodanResult[h];

// Step 3: Exploit Intelligence
7 Collect unique CVEs from all hosts;
8 Query Vulners API for exploit availability (parallel);
9 Build the function V associating each host with its exploit counts;

// Step 4: Risk Calculation
10 IP ← {hostInfo[h].ip for each host h};

// Exposure score
11 Compute E(IP ) = 1

#IP

∑
a∈IP V (a);

12 Compute EA(IP ) using exploit availability ratio;
13 Compute V SI(IP ) from average CVSS scores;

// Likelihood
14 Compute L(IP ) = A× (EA(IP ) + V SI(IP ));

// Raw Risk
15 Compute RR(IP ) = C · E(IP ) + (1− C) · L(IP );

// REF score
16 Compute R(IP ) = log2(1 +RR(IP ))

// Step 5: Report Generation
17 Generate summary with risk scores and metrics;
18 Rank top vulnerable IPs by exposure and exploitability;
19 Identify most common CPEs and CVEs;
20 return Risk assessment report;
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Table 23: The companies and organizations analyzed in our study. For each
company, we report its main domain of activity, its estimated revenue, the
main region of operations, and whether it produces dual-use technology
and is a government service provider.

Organisation Domain Estimated
Rev-
enue

Primary
Region

Dual-
use

Government
Service
Provider

AIRBUS Aerospace, Defence,
Space

€
69B [31]

Europe Yes Yes

Telespazio Satellite Services, Space
Operations

0.7 [495] Europe Yes Yes

Viasat Satellite Communications €
4.28B [539]

USA Yes Yes

SpaceX Launch Services, Satellite
Internet

€
8.3B [436]

USA Yes Yes

ESA - Villafranca
Satellite Tracking
Station

Satellite Tracking / Space
Operations

N/A Europe Yes Yes

GMV Aerospace
and Defence S.A.

Aerospace, Defence,
Space Software

€ 0.3
B [252]

Europe Yes Yes

Gilat Telecom Ltd Satellite Communications €
0.3B [249]

Middle
East

Yes Yes

Eutelsat Satellite Broadcasting € 1.5B Europe Yes Yes

service or port to its reported vulnerabilities and for listing unique char-
acteristics such as version strings or protocols.

From the data retrieved from Shodan, we analyze each IP and store
the following information for each of them that allows us to compute
the functions O, V used in the definition of Exposure and Likelihood in
Section 7.3.1:

• The number of vulnerable ports on that IP (ports that Shodan specif-
ically tied to at least one CVE).

• The total number of vulnerabilities detected for that IP.

• A list of those vulnerabilities and any relevant details—like CVSS
scores—when available.

• The set of CPE strings, if reported, indicating software or operating
systems in use.

Each discovered CVE across all IPs is used to perform a query to Vul-
ners to retrieve how many public exploits, namely, proofs of concept,
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exploit scripts, or modules, exist for that specific CVE. The result is used
to build the mapping E we used in the definition of Exploit Availability
(EA) metric of Section 7.3.1. This data allows for estimating how read-
ily attackers can capitalize on the discovered vulnerabilities. Once for
each IP, we have the number of open vulnerable ports, the total number
of vulnerabilities, and exploit information, we compute the total count
of vulnerable IPs belonging to the organization, the global set of unique
CVEs across all hosts, and the overall average CVSS score as described
in Section 7.3.3.

With the per-IP data assembled, we apply the Exposure formula and
derive the Likelihood from the aggregated exploit information and the
average CVSS score. This calculation yields a measure of how proba-
ble it is that these exposed assets could be successfully compromised if
targeted.

We then calculate a raw risk value by weighting Exposure and Like-
lihood, and then apply a logarithmic transformation to maintain inter-
pretability. The final result is direct evidence of publicly visible attack
vectors and existing exploit modules, going from a simple port-scan per-
spective into a more comprehensive threat picture.

Having established the theoretical and mathematical foundations of
the Risk Exposure Framework, we operationalize it in Algorithm 1. The
pseudocode provides a high-level procedural overview of the REF method-
ology, delineating how data about organizations’ attack surface is sys-
tematically collected and processed to derive quantitative risk assess-
ments.

7.3.6 What REF sees in the space domain

REF focuses on Internet-exposed assets. Therefore, it captures ground-
segment and enterprise risks and offers limited visibility on deliberately
isolated links or flight software. However, space-specific characteristics
often leave observable signals at network boundaries:

• Isolated environments. When segmentation and cross-domain con-
trols are effective, externally visible exposure is small or null; con-
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versely, misconfigurations and reachable remote-access paths (e.g.,
VPN gateways, web management, cloud ground services) appear
in REF’s exposure and banner data, precisely the pattern ENISA
highlights in “Scenario 3 of its space threat assessment: network in-
trusion due to lack of security protocols and misconfiguration.” [209]

• Limited compute / RT constraints. Space-qualified/rad-hard proces-
sors and deterministic RTOS constraints push conservative change
policies and cryptographic agility on adjacent systems; at the bound-
ary, this often shows up as older protocol stacks or slower remedi-
ation. REF does not measure on-board resources, but it does reg-
ister persistent, externally reachable vulnerable versions and weak
protocol fingerprints that can be a downstream effect of such con-
straints [375, 254, 247, 530].

• Firmware/update limitations. Tight windows and signed over-the-air
(OTA) requirements can lengthen patch latency for equipment in-
terfacing with space systems. REF cannot attest to firmware assur-
ance, but when those processes slow remediation, it will observe
longer-lived external vulnerabilities on boundary services [398, 343].

In conclusion, REF reports what a remote adversary can see. It cannot
prove air gaps, evaluate flight software integrity, or inspect internal trust
zones: those require a mission-internal assessment. Our results and pol-
icy mapping already utilize REF in this “first-line triage” role [209].

7.4 Integrating REF into existing risk assessment
methodologies

This section illustrates how REF can be incorporated into some of the
existing risk assessment frameworks and processes for space systems.
Specifically, we examine the Notional Risk Score developed by the Aerospace
Corporation, the Cybersecurity Risk Assessment for Space Systems cre-
ated by Honeywell, a case study developed by ENISA, and general-
purpose frameworks for or other quantitative risk models such as the
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NIST SP 800-30 (Risk Assessment Guide)[294], the FAIR (Factor Analy-
sis of Information Risk)[313]. While other frameworks exist, including
those developed by NIST, we chose to focus on these due to their opera-
tional practicality and relevance. We show that REF can enhance differ-
ent stages of any risk assessment methodology related to space or other
organizations.

7.4.1 REF and SPARTA NRS

Many ICT risk assessment methodologies often fall short in addressing
the dynamic and complex nature of cyber threats in space systems. To
bridge this gap, industry and policymakers have requested threat-based
risk assessment approaches tailored to space. These methodologies pri-
oritize the identification and analysis of specific threats, such as signal
jamming, spoofing, DDoS, or unauthorized access to satellite control sys-
tems, to inform the development of targeted mitigation strategies. Focus-
ing on the most probable and impactful threats should allow organiza-
tions to allocate resources more effectively and enhance their defensive
measures.

One of these frameworks is Space Attack Research and Tactic Analysis
(SPARTA), developed by the Aerospace Corporation [497], an American
nonprofit that operates a federally funded research and development
center (FFRDC), and provides technical guidance and advice on all as-
pects of space missions to military, civil, and commercial customers. The
SPARTA framework defines a taxonomy of potential cyber threats that
are specific to spacecraft and space missions. Its primary goal is to sup-
port organizations in identifying, understanding, and addressing vulner-
abilities across different stages of an attack. The framework organizes
threats into high-level tactics, such as ST0001 – Reconnaissance, which
refers to the phase where threat actors gather information to support
future operations, or ST0002 - Resource Development that represents the
phase where they try to establish resources to support operations. Each
tactic is associated with multiple techniques, which describe how an ad-
versary achieves a tactical objective. For instance, a technique might in-
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volve exploiting trusted relationships to gain initial access. These tech-
niques can be further broken down into sub-techniques, which represent
more specific or granular behaviors. Sub-techniques are variations of the
parent technique and often reflect a particular implementation of a threat
action, such as compromising mission collaborators (e.g., academic or in-
ternational partners) to achieve initial access. This hierarchical structure
helps organizations trace the progression of potential attacks and design
targeted countermeasures accordingly. To quantify and manage cyber
risks in space systems, the Aerospace Corporation introduced the No-
tional Risk Score (NRS) within the SPARTA framework. The NRS should
provide a metric to evaluate the potential impact and likelihood of cyber
threats, assigning numerical values to various threat scenarios. The NRS
can be considered a general-purpose framework for its adaptability to
assess the cybersecurity risks associated with space systems. It assigns
risk scores based on system criticality, likelihood of exploitation, and po-
tential impact. These scores are calculated through a subjective analy-
sis that considers expert assessments of adversary capabilities, system
vulnerabilities, and operational priorities. Three elements determine the
likelihood of an attack: (i) adversary motivation, which is linked to sys-
tem criticality and assumes that more critical assets attract more attention
from threat actors; (ii) exploitation difficulty, which considers the com-
plexity of executing an attack technique; and (iii) adversary capability,
categorized into seven tiers ranging from script kiddies to the most so-
phisticated state actors. The likelihood assessments are combined with
an impact evaluation, which considers potential mission disruption, data
integrity loss, or availability concerns. The final risk score is placed on a
5 × 5 risk matrix, where impact and likelihood scores are assigned val-
ues from 1 to 5, producing a risk score that falls into a low, medium, or
high-risk category.

In practical terms, organizations can employ REF to rapidly identify
which Internet-accessible assets are most at risk and derive a specialized
Exposure (E) metric. That data can then be fed into an organization’s
broader application of NRS by becoming part of the “threat likelihood”
factor specifically for externally reachable software or systems. There-

277



fore, NRS might be applied to multiple mission segments, and REF pro-
vides verified details on real-world, network-facing vulnerabilities. Inte-
grating the two can increase overall risk assessment efficiency, ensuring
that the security posture of a specific entity is properly informed by ac-
tual vulnerabilities visible on the public internet. While REF focuses on
a narrower slice of infrastructure, it can offer an enriched perspective on
how easily such vulnerabilities might be exploited, insight that is often
lacking in purely theoretical frameworks.

7.4.2 The REF as part of Honeywell’s Security Risk As-
sessment

In order to give a more comprehensive view of how REF can be inte-
grated into the risk assessment process of space organisations, we con-
sidered an additional framework employed by the industry, developed
to be applied to space systems [535]. We summarized the contributions
that REF can give to Honeywell’s Risk Assessment in Table 24.

Honeywell’s Security Risk Assessment is designed for evaluating se-
curity risks in safety-critical systems, including aerospace and space sys-
tems. This methodology focuses on identifying, assessing, and managing
cybersecurity risks through a clearly defined set of procedures. The first
step entails the creation of a comprehensive security architecture, which
involves establishing system boundaries, identifying key assets, attack-
ers, vulnerabilities, and possible points of entry. The second step com-
prehend the definition of security risk elements — assigning quantitative
values based on severity, occurrence likelihood, and prevention capa-
bility. The methodology involves constructing detailed security models
such as threat trees and security ontologies, which help to visualize and
analyze the relationships and potential impact of threats. The last step re-
gards the definition of the acceptability of risks according to predefined
criteria, guiding decisions on necessary mitigation measures.

In this context, one area where REF provides substantial value is in
supporting the creation of security architecture. Traditional risk assess-
ment methodologies require a clear understanding of an organization’s
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attack surface, including vulnerabilities and potential points of entry.
REF automates the discovery and quantification of Internet-facing assets
and vulnerabilities, directly informing the security architecture and pro-
viding empirical evidence on entry points. The integration of REF can
help risk assessment teams base their architectural decisions on current
and actionable intelligence rather than assumptions or generic risk pro-
files. Furthermore, REF enhances the process of defining security risk
elements. In various methodologies, risk elements — such as attackers,
access vectors, and vulnerabilities — are identified and assigned sever-
ity, occurrence, and prevention values based on expert judgment. REF
can complement and refine this expert judgment by contributing quanti-
tative, empirically derived metrics related to exposure and exploit avail-
ability. Additionally, REF can help refine security risk models. Hon-
eywell’s risk assessment uses threat modeling techniques such as threat
trees and security ontologies to represent possible attack paths and out-
comes. REF provides concrete, data-driven input for these models, iden-
tifying actual vulnerable ports, associated CVEs, and the existence of
known exploits, which can be used as inputs to threat trees and scenario
analyses. A REF augmented risk analysis can better depict real-world
threat scenarios and identify previously unrecognized attack vectors.

7.4.3 REF and ENISA Space Threat Landscape Report

In March 2025, ENISA [150] published the Space Threat Landscape re-
port to drive cybersecurity efforts across the European space sector. The
Report outlines threats and realistic attack scenarios that space operators
and ground segment entities might face, supporting the development
of mitigation strategies. The importance of this report lies in its sector-
specific focus, as it addresses the specific challenges that come with man-
aging space assets, both in orbit and on the ground.

One of the critical scenarios highlighted by ENISA is “Scenario 3:
Network Intrusion Due to a Lack of Security Protocols and Misconfigu-
ration.” This scenario demonstrates how weaknesses in network config-
uration, such as default settings, the use of unsecured protocols, or miss-

279



Table 24: Integration of Honeywell Risk Assessment Steps with REF Con-
tributions. For each step and activity of the Honeywell Risk Assessment,
we describe how the REF elements can contribute to or complete them.

Risk Assess-
ment Step

Honeywell Risk Assessment
Activities

REF Contribution REF Elements

Security Archi-
tecture Creation

Establish system boundaries,
identify assets, vulnerabilities,
and entry points.

Provides identification and
quantification of external at-
tack surfaces and exposed
assets.

Exposure (E),
Vulnerable IPs,
Ports

Definition of Se-
curity Risk Ele-
ments

Identify risk elements; assign
Severity, Occurrence, and Pre-
vention values.

Supplies empirical metrics
for exploit availability, vul-
nerability severity, and ad-
versary interest.

Exploit Avail-
ability (EA),
VSI, CVSS

Security Model
Development

Create security ontologies and
threat trees based on identified
vulnerabilities.

Offers precise data-driven
inputs (CVEs, exploitabil-
ity) for constructing detailed
threat scenarios.

CVEs, Ex-
ploit Data
(Shodan/Vulners)

Risk Scenario
Identification

Aggregate vulnerabilities into
structured threat scenarios.

Enables realistic and granu-
lar risk scenarios informed
by real-world vulnerability
and exploit data.

Likelihood (L),
Real-world Ex-
ploits

Determining
Risk Acceptabil-
ity

Evaluate risk scenarios against
acceptance criteria.

Provides quantitative scor-
ing for better-informed risk
decisions and clearer accept-
ability analysis.

Risk Score (R),
Risk Scaling
(Log)

Continuous
Risk Monitoring

Periodic assessment and up-
dates based on new vulnerabil-
ities or threats.

Enables continuous, auto-
mated monitoring and up-
dating of the external cyber-
security posture.

Real-time data
feeds (e.g., from
Shodan)
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ing access controls, can open the door to unauthorized intrusions. The
ground segment, a complex web of mission control centers, data relay
stations, and tracking infrastructure, is particularly vulnerable to such
issues, especially when operational services are inadvertently exposed.
REF can support risk evaluation in this specific scenario. Even if it can-
not be used as a full forensic audit or to emulate an intrusion detection
system, it can flag areas of concern by assessing exposure and estimating
the likelihood of exploitation based on known vulnerability data. This
process can be useful in the early stages of risk assessment, where broad
visibility into the organization’s digital footprint is necessary to identify
possible weak spots. Applied to Scenario 3, REF helps identify where
misconfigurations might be leading to increased risk, without needing
access to internal configurations or administrative policies.

With Scenario 3 ENISA wants to highlight that default settings, in-
sufficient segmentation of networks, and the use of outdated or unen-
crypted protocols are common among ground operators especially in
legacy or multi-tenant environments. REF aligns with this threat land-
scape because it focuses on externally observable data, such as exposed
IP services using weak protocols or devices with known CVEs, which
ENISA describes as prime enablers of such intrusions. In this context,
REF does not replace internal configuration audits, but identifies pub-
licly visible risk indicators that ENISA flags as early-stage vulnerabili-
ties in cyber kill chains. For instance, if a ground station’s control inter-
face is exposed over an unsecured protocol, something ENISA considers
as plausible in shared infrastructure scenarios, REF can flag this expo-
sure even without privileged access to the system. Furthermore, REF
assigns a dynamic risk score based on exposure and exploitation likeli-
hood that mirrors ENISA’s recommendation for continuous risk posture
assessments, especially given how quickly threat actors can pivot from
reconnaissance to exploitation. ENISA also calls for proactive vulnerabil-
ity management and improved network hygiene, and here too, REF can
provide a scalable first line of analysis by identifying likely misconfigu-
rations, insecure remote access points, and threat-exposed services that
deserve in-depth review. The data-agnostic architecture of REF also ad-
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dresses ENISA’s observation that space operators rely on a fragmented
toolset and diverse supply chains, offering a platform-neutral method of
initial risk triage. In conclusion, REF operationalizes several of ENISA’s
recommendations: exposure monitoring, risk quantification, and priori-
tization of mitigation efforts, within a framework capable of automated
and continuous external scanning.

7.4.4 Contextualizing REF within the existing Risk As-
sessment Landscape

This section analyzes other general-purpose security frameworks and
methodologies to better understand how REF fits into them. More specif-
ically, we consider the following:

• NIST SP 800-30 (Risk Assessment Guide) [294] provides a compre-
hensive methodology for conducting risk assessments within infor-
mation systems. This framework employs a structured approach
that identifies threat sources, threat events, vulnerabilities, likeli-
hood determinations, impact analysis, and risk determination. It
operates primarily through qualitative assessments supported by
semi-quantitative scales (from Very Low to Very High), requiring
extensive organizational knowledge and expert judgment to eval-
uate risks across the full system lifecycle.

• FAIR (Factor Analysis of Information Risk) [313] represents a quan-
titative risk assessment model that attempts to standardize risk ter-
minology and measurement. FAIR decomposes risk into discrete
factors: threat event frequency (contact frequency × probability of
action) and loss magnitude (primary and secondary losses). Con-
tact represents the frequency at which a threat agent encounters
a vulnerable asset, while action refers to the likelihood that the
agent, having made contact, decides to attack. FAIR uses proba-
bilistic methods and Monte Carlo simulations to generate risk esti-
mates in monetary terms, making it particularly valuable for busi-
ness decision-making and cyber insurance contexts.
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• CVSS (Common Vulnerability Scoring System) provides a standard-
ized method for rating IT vulnerabilities. Version 3.0 calculates
scores based on three metric groups: Base (exploitability and im-
pact characteristics), Temporal (current exploit techniques and re-
mediation levels), and Environmental (modified base metrics con-
sidering local requirements). While CVSS excels at individual vul-
nerability assessment, it does not inherently provide organizational
or system-level risk aggregation.

• ENISA Risk Assessment Frameworks encompass multiple special-
ized matrices designed for European critical infrastructure oper-
ators. ENISA has developed several complementary assessment
frameworks, including the 5G Security Controls Matrix [148], the
Interoperable EU Risk Management Framework, and the PETs Con-
trol Matrix [149]. Each framework addresses specific technological
domains while maintaining alignment with EU cybersecurity di-
rectives and supporting standardized risk evaluation across mem-
ber states. The 5G Security Controls Matrix consolidates technical
and non-technical controls relevant for 5G network security, map-
ping various technical controls to an established EU supervisory
framework for telecoms. The Interoperable EU Risk Management
Framework evaluates interoperability features of risk management
frameworks using a four-level scale and provides a methodology
for assessing potential interoperability among different frameworks.
The PETs Control Matrix includes systematic assessment criteria
for privacy-enhancing technologies, distinguishing between generic
criteria (applicable to all tools) and specific criteria (assessing par-
ticular functionalities).

REF represents a distinct niche within this ecosystem of risk assess-
ment frameworks, functioning as an automated, data-driven exposure
quantification tool rather than a comprehensive risk management sys-
tem. Unlike the frameworks mentioned above, REF specifically targets
the observable external attack surface, providing empirical measurements
that can feed into broader risk assessment processes. Table 25 compares

283



our framework with the other mentioned above, focusing on their main
characteristics.

Table 25: Comparative Analysis of Risk Assessment Frameworks
Framework Scope Methodology Automation Data Requirements Output Type Space-Specific Integration with REF

REF External attack Quantitative Fully Internet scan data, Numerical Adaptable N/A
surface (E × L) automated CVE/exploit DBs risk score (baseline)

NIST SP 800-30 Full system Qualitative/ Manual Internal documentation, Risk levels No REF provides data
lifecycle Semi-quantitative expert judgment (VL-VH) for Steps 2-2, 2-3

FAIR Information risk Quantitative Partially Historical loss data, Financial No REF informs Contact
(monetary) probabilistic automated threat intelligence risk ($) Frequency, Vulnerability

CVSS Individual Quantitative Manual/Semi- Vulnerability Severity score No REF aggregates
vulnerabilities scoring automated characteristics (0-10) CVSS scores

ENISA Matrices Sector-specific Qualitative Manual Threat scenarios, Risk Sector- REF quantifies
threats (5×5 matrix) impact assessment categories dependent likelihood dimension

SPARTA NRS Space mission Semi- Manual Adversary analysis, Risk matrix Yes REF supplies
threats quantitative system criticality placement exposure metrics

Honeywell SRA Safety-critical Model-based Partially System architecture, Risk Yes REF populates
systems (threat trees) automated threat models acceptability (aerospace) asset inventory

Rather than replacing the above frameworks, REF should be posi-
tioned as a complementary tool that enhances their implementation through
empirical data injection at specific assessment phases. Organizations im-
plementing NIST SP 800-30 can leverage REF outputs as empirical inputs
for likelihood estimates, particularly during the vulnerability identifica-
tion and threat-vulnerability pairing phases, transforming what would
typically be expert judgment into data-backed assessments. Within FAIR
models, REF’s exposure metrics can inform Contact Frequency calcula-
tions with actual reconnaissance data, while its exploit availability statis-
tics support Probability of Action estimates with real-world exploit preva-
lence rather than theoretical assessments. REF’s aggregated vulnerabil-
ity view complements individual CVSS scores by providing organiza-
tional context for prioritizing patch management efforts, helping security
teams understand not just which vulnerabilities are severe, but which se-
vere vulnerabilities are actually exposed and exploitable in their infras-
tructure. For organizations using ENISA risk matrices, REF enables dy-
namic updates to likelihood assessments through continuous measure-
ment, transforming static annual assessments into living risk documents
that reflect the current threat landscape.

The radar chart in Figure 11 compares the four major risk assessment
frameworks discussed above with REF across eight critical capability di-
mensions. Each framework displays a distinct capability profile, reveal-
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ing strategic positioning rather than direct competition. The chart com-
pares the REF to other established risk assessment frameworks across
eight capability axes. The comparison is based on a structured quali-
tative–quantitative evaluation; the methodology builds on established
practices of comparative evaluation of risk assessment frameworks [462,
314].

Scores were assigned by mapping each framework’s published fea-
tures, scope, and methodological constructs to the eight axes defined
in the figure. For each dimension, a definition and observable crite-
rion were established (e.g., presence of automation, use of external data,
and financial quantification). We examined each framework to verify
whether these characteristics were explicitly implemented, partially ad-
dressed, or not addressed at all. Each axis was rated on a discrete 1–5
scale, where 1 means minimal or implicit capability and 5 denotes full
integration. The axes represent eight dimensions of cybersecurity as-
sessment capability. Automation Level reflects the degree to which data
collection and risk computation occur without manual intervention. Ex-
ternal Visibility measures reliance on externally observable data such as
exposed IPs or services. Continuous Assessment captures whether the
framework supports periodic or real-time reassessment of risk. Space
Domain Specificity indicates explicit adaptation to the space domain.
Regulatory Alignment evaluates consistency with formal risk manage-
ment standards (e.g., NIS2, NIST SP 800-30). Vulnerability Detail ex-
presses the depth of vulnerability modeling, including CVE/CVSS in-
tegration. Financial Quantification refers to the framework’s capacity to
express outcomes in economic or loss-expectancy terms. Internal Cover-
age assesses inclusion of organizational, procedural, and human-factor
controls beyond the technical perimeter.

Our analysis results in the following main takeaways:

• REF’s Distinctive Strengths: REF demonstrates good performance in
three interconnected areas: Automation Level (5/5), External Visi-
bility (5/5), and Continuous Assessment (5/5). REF achieves mod-
erate scores (3/5), Regulatory Alignment, and Vulnerability De-
tail, indicating its ability to support specialized applications while
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Figure 11: Radar comparison across eight capability axes

maintaining broad applicability.

• Complementary Framework Profiles: NIST RMF excels in Internal Cov-
erage (5/5) and Regulatory Alignment (4/5) while showing limited
automation and external visibility capabilities. SPARTA/Honeywell
frameworks achieve maximum Space Domain Specificity (5/5) and
strong Vulnerability Detail (4/5), reflecting their specialized focus
on space-specific threats and attack scenarios. FAIR’s strength lies
in Financial Quantification (5/5).

• Strategic Integration Implications: The non-overlapping capability
profiles suggest that these frameworks function as complementary
rather than competing solutions. REF’s capabilities can feed quan-
titative data into NIST’s comprehensive internal risk management
processes, while SPARTA/Honeywell’s space-specific expertise can
provide contextual interpretation of REF’s vulnerability findings.
FAIR’s financial quantification can translate REF’s technical risk
scores into economic impact assessments for decision-making.
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• Coverage Gaps and Synergies: Systematic coverage gaps emerge when
frameworks are used independently. REF’s minimal Internal Cov-
erage (1/5) and Financial Quantification (1/5) scores indicate clear
boundaries for its application scope. However, these limitations be-
come strengths in integrated approaches where REF provides au-
tomated external assessment while other frameworks address in-
ternal risks, sector-specific threats, and economic impacts.

The comparison supports the integration strategy we defined above
and demonstrates that effective cyber risk management requires the co-
ordinated deployment of specialized frameworks. In the following sec-
tion, we show in detail how REF can be operationalized in practice.

7.4.5 REF operationalized

This section presents the example of an operational playbook to show
how organizations can act on REF outputs in concrete, repeatable ways.
A playbook, in this context, is a structured procedure that translates
REF’s empirical measurements into operational decisions, responsibili-
ties, and evidence. The purpose is to demonstrate that REF can be a
decision-support tool that guides remediation and compliance.

Playbook A aims to operationalize a weekly REF run into vulnerabil-
ity management. The REF outputs are used to prioritize exposed assets,
create remediation tasks with fixed deadlines (service-level agreements,
SLAs), and generate audit-ready evidence of risk reduction. Table 26
encodes the prioritization policy: each row describes the condition un-
der which an exposed asset is classified (e.g., public exploit available,
high CVSS severity, weak management protocols), the action required,
the deadline, and the accountable owner.

In the first row (P1 – Critical), the policy addresses assets whose ex-
posure is either actively exploitable (EA > 0), or carries a high technical
severity (CVSS ≥ 8.0), or is accessible by an administrative/control in-
terface over a weak protocol. The required action is immediate patching
or removal of the exposure. The SLA is 72 hours, reflecting the urgent
threat level. The asset owner is accountable, and in the meantime, the
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SOC should place the IP:port on the SIEM watchlist and enforce block-
ing via IDS/EDR.

In the “Containment override” row, the trigger is any Internet-exposed
control plane or clear-text management protocol (such as Telnet or HTTP
admin). In this case, the threshold is not a CVSS score alone, but a weak
control mechanism providing attacker access. The required action is de-
exposure followed by a scheduled protocol replacement; the SLA is 24
hours because the risk of compromise via exposed control interfaces is
very high. Interim controls include network blocks and protocol-specific
IDS signatures. The treatment here aligns with prioritisation frameworks
that stress exploitability, exposure context, and business risk over sever-
ity alone.

Figure 12 then lays out the weekly loop: five ordered steps from mea-
surement to remediation and reporting. The aim is to make the pro-
cess explicit for security personnel, demonstrating how weekly REF runs
drive prioritization, remediation, SOC monitoring, and measurable risk
reduction.

In Step 1 REF recomputes all exposure and risk metrics using Shodan
data, CVEs, and exploit information. This produces an updated REF re-
port and a baseline change in the overall risk score (∆R). Step 2 classifies
the results: assets are grouped into priority tiers (P1–P3) depending on
exploit availability, CVSS score, or weak protocols.

In Step 3, these classified findings are converted into remediation tick-
ets, each with a clear SLA and assigned owner. Step 4 runs in parallel
within the SOC: critical assets (P1) are added to watchlists, and tempo-
rary defences such as IDS rules or EDR blocking are applied while fixes
are underway. Finally, Step 5 collects all progress data, how many vul-
nerabilities were closed, how fast containment happened, and produces
the weekly risk burndown report.

7.5 Experimental Results and Discussion

In this section, we describe how we applied the methodology defined
in Section 7.3 to conduct a risk assessment based on the exposure of the
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Table 26: Playbook A — Prioritization policy for weekly REF runs. Each
row specifies how an exposed asset is classified, what must be done, and
within what deadline.

Priority
tier

Trigger condition
(REF evidence)

Required action Deadline
(SLA)

Accountable
role

Interim SOC
control

P1 —
Critical

Exploit available
(EA > 0) or CVSS
≥ 8.0 or exposed
admin/control
over weak proto-
col

Immediate patch
or de-expose;
emergency
change permitted

72
hours

Asset
owner

Add IP:port to
SIEM watch-
list; enforce
IDS/EDR block-
ing

P2 —
High

5.0 ≤ CVSS < 8.0,
EA = 0

Patch or harden
configuration;
document excep-
tions

7 days Asset
owner

Targeted
anomaly de-
tection; monitor
exposure persis-
tence

P3 —
Medium

CVSS < 5.0, EA =
0

Patch during
maintenance cycle

30
days

Asset
owner

Baseline moni-
toring

Containment
override

Any Internet-
exposed control
plane or clear-text
management pro-
tocol (e.g., Telnet,
HTTP admin)

Immediate de-
exposure; sched-
ule protocol
replacement

24
hours

Asset
owner

Temporary net-
work blocks;
protocol-specific
IDS signatures

Step 1: Recompute
metrics
Input: Shodan, CVEs,
exploits
Output: REF report,
deltas
KPI: Baseline ∆R

Step 2: Classify find-
ings
Input: EA flags, CVSS,
protocol
Output: P1–P3 queues
KPI: P1 backlog size

Step 3: Create tickets
Input: Asset→CVE
map, EA
Output: Tickets with
SLA
KPI: SLA adherence

Step 4: SOC controls
Input: P1 list, exploits
Output: Watchlists,
alerts
KPI: Time-to-contain

Step 5: Risk burn-
down
Input: E/L/R trends,
tickets
Output: Weekly sum-
mary
KPI: ∆R week-over-
week

Figure 12: Playbook A — Weekly REF loop. A horizontal process pipeline:
each step has standardised Inputs, Outputs, and KPIs.
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eight companies of Table 23. The code for reproducing our experiments is
available in the online repository [80]. However, in the description of our
results below, we anonymize the name of the organization for security
reasons. We then present and discuss the results of our analysis of the
major CVEs identified across the various organizations, highlighting key
findings and summarizing the main takeaways. Finally, we validate the
methodology on synthetic data and discuss the threat to validity of our
results.

7.5.1 Identification of Vulnerable Space Organizations

Our assessment provides insights into the security posture of the space
industry and organizations in the sector at large. Our analysis considers
eight leading organizations operating globally, resulting in a combined
total of 99,957 publicly exposed IP addresses, among which 4,102 were
identified as vulnerable, having known associated CVEs. This represents
4.1% of vulnerable hosts over the total exposed ones. The combination of
the Shodan and Vulners APIs gives us a snapshot of the industry’s cur-
rent cybersecurity posture, underlining widespread and organization-
specific vulnerabilities. A comprehensive summary of the quantitative
results from this analysis is available in Table 27. To contextualize our
analysis, we present the ranges and trends observed in the main ele-
ments of REF. Exposure scores, which reflect the scale and visibility of
ICDs, span from as low as 8.22 (Company 1) to nearly 96.48 (Company
5), with a mean value of approximately 37.78. This indicates substantial
variability in the online footprint of different organizations, from tightly
segmented infrastructures to those with highly exposed configurations.
Likelihood scores, which estimate the probability of exploitation based
on CVE severity and exploit availability, vary between 6.84 and 7.40,
with a mean of 7.17. The distribution remains relatively narrow, sug-
gesting that most organizations share a comparable level of latent vul-
nerability once exposure is established. The average CVSS score for the
vulnerabilities found ranges from 6.67 (Company 7) to 7.08 (Company 3),
reinforcing the trend that most exposures involve high-severity vulnera-
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bilities according to standardized scoring. The Overall Risk Score ranges
from a low of 3.13 (Company 1) to a high of 5.72 (Company 5), with
an average around 4.48. Entities such as Company 5 (5.72), Company 2
(4.87), and Company 8 (4.56) fall into the higher risk bracket, combining
moderate-scale exposure with a notable concentration of high-severity
vulnerabilities and available exploits. Conversely, Company 1 shows the
lowest Overall Risk Score, reflecting a relatively modest footprint and
reduced vulnerability context. Looking specifically at the examined or-
ganizations, Company 5 demonstrates the highest Overall Risk Score,
with a value of 5.72. Despite having only 163 publicly exposed IPs, 72
of these were found to be vulnerable, with a total of 547 unique CVEs
and 417 available exploits. This leads to an exceptionally high Expo-
sure Score of 96.48, by far the largest in our sample. The average CVSS
score associated with these vulnerabilities is 6.77, further underscoring
their severity. This entity shows that even compact infrastructures when
characterized by concentrated exposure and poor mitigation, can carry
critical levels of cyber risk. Company 2 follows with a scaled risk score
of 4.87. It has a moderate number of exposed IPs (1,042), among which
73 are vulnerable, linked to a striking total of 699 CVEs and 717 known
exploits. The Exposure Score of 49.32 is second highest overall, indicat-
ing that the organization’s digital footprint, although not the largest, is
heavily loaded with accessible and potentially exploitable services. The
average CVSS score is again high (6.77), reinforcing the critical nature of
the exposure. The Likelihood Score for this organization is also signif-
icant, contributing to its high risk positioning. Company 8 ranks third,
with a total of 2,000 exposed IPs and only 34 of them vulnerable. How-
ever, those 34 IPs correspond to 725 unique CVEs and 590 known ex-
ploits. This density of vulnerabilities results in an Exposure Score of
37.96 and a Likelihood Score of 7.37, one of the highest in our dataset.
Combined with an average CVSS score of 7.03, also above the mean, this
positions the organization in a high-risk tier despite a seemingly small
vulnerable surface. Company 6 presents an illustrative case of risk in-
tensification in smaller infrastructures. With only 44 exposed IPs and 15
vulnerable ones, it would normally be classified as low-exposure. How-
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ever, the 70 CVEs identified, and 101 exploit matches raise the Exposure
Score to 29.62. The organization’s Likelihood Score of 7.36 and average
CVSS of 7.07, among the highest across the dataset, result in a Risk Score
of 4.28. This confirms that compact infrastructures are not inherently
safer and may pose comparable levels of risk when vulnerabilities are
severe and easily exploitable. Company 4 holds a unique position due to
its large-scale online presence. It records the highest number of exposed
IPs (62,598) and vulnerable IPs (2,533), with 560 unique CVEs and 671
available exploits. However, its Exposure Score is relatively moderate at
25.28. The Likelihood Score of 7.10 and average CVSS of 6.84 still con-
tribute to a notable Overall Risk Score of 4.10. This organization’s vast
scale inherently raises the stakes, as a small percentage of vulnerable as-
sets can translate into a significant attack surface. Company 7 shows an
Overall Risk Score of 4.09, with 5,420 exposed IPs and 125 vulnerable.
These are associated with 810 CVEs and 784 exploits, generating an Ex-
posure Score of 25.11. The CVSS average is slightly lower at 6.67, but
the concentration of exploits and elevated Likelihood Score of 6.99 con-
tribute to its risk profile.

Table 27: Cybersecurity risk metrics for space organizations under test
sorted by the value of the Overall Risk Score.

Org Exp.
IPs

Vuln.
IPs

CVE
Count

Exploits E.
Score

L
Score

Avg.
CVSS

Overall
Risk

Company 5 163 72 547 417 96.48 6.84 6.77 5.72
Company 2 1042 73 699 717 49.32 6.99 6.77 4.87
Company 8 2000 34 725 590 37.96 7.37 7.03 4.56
Company 6 44 15 70 101 29.62 7.36 7.07 4.28
Company 4 62598 2533 560 671 25.28 7.10 6.84 4.10
Company 7 5420 125 810 784 25.11 6.99 6.67 4.09
Company 3 25537 881 572 662 24.25 7.40 7.08 4.07
Company 1 1253 269 233 380 8.22 7.33 6.87 3.13

Company 3, despite its relatively large footprint (25,537 exposed IPs),
registers a lower Risk Score of 4.07. With 572 CVEs and 662 matching
exploits, the Exposure Score is 24.25. Notably, Company 3 records the
highest Likelihood Score in the entire dataset (7.40) and the highest aver-
age CVSS score (7.08), pointing to particularly exploitable vulnerabilities.
Finally, Company 1 registers the lowest Overall Risk Score at 3.13. It has
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1,253 exposed IPs and 269 identified as vulnerable, linked to 233 CVEs
and 380 exploits. Although the CVSS average is a mid-range 6.87, the
relatively low Exposure Score of 8.22 keeps the risk profile limited. This
analysis represents a snapshot of the cybersecurity state of specific space
organizations but also highlights broader implications for the industry at
large. The variability in cybersecurity risk profiles across entities reflects
the inconsistent maturity levels in vulnerability management practices
and cybersecurity governance. Organizations with expansive and com-
plex digital infrastructures, such as Company 4 and Company 3, face
distinct challenges in continuously mapping and securing their digital
assets, leading to significantly elevated exposure scores and higher ex-
ploitability. Smaller entities with fewer digital assets, like Company 6 or
Company 5, face risks that are fewer in number but potentially equally
impactful, emphasizing the need for tailored, context-specific cybersecu-
rity approaches.

7.5.2 Analysis of Exposed Services and Critical Attack Sur-
faces

A substantial part of our analysis involves examining the most prevalent
exposed services and vulnerabilities. In practice, we extract the most ob-
served Common Platform Enumerations (CPEs) and CVEs from Shodan
data. CPEs are structured naming schemes for information technology
systems, software, and packages. Through this process, we identified
technological assets and vulnerabilities that are particularly widespread,
highlighting the most critical areas needing attention in the snapshot of
companies we considered. Given the size of our sample, we expect that
such findings reflect weaknesses present in the whole space sector.

By aggregating the results globally across all organizations, we iden-
tify some clear patterns regarding commonly exposed technologies and
their unpatched vulnerabilities. These results are in Table 28.

The table displays the scan results for the ten most common CPEs
identifiers across all organizations, along with the number of separate
hosts associated with each identifier. A CPE string follows the NIST for-

293



Table 28: Top observed CPEs by organization and occurrence count

Organization CPE Count
Company 1 cpe:/a:f5:nginx 81
Company 1 cpe:/a:sendmail:sendmail:8.15.2%2f8.15.280
Company 2 cpe:/o:canonical:ubuntu linux 18
Company 2 cpe:/o:linux:linux kernel 16
Company 3 cpe:/a:f5:nginx:1.5.1 15
Company 3 cpe:/a:getbootstrap:bootstrap 14
Company 4 cpe:/a:jquery:jquery:3.5.1 22
Company 4 cpe:/a:openbsd:openssh:9.3 21
Company 5 cpe:/a:apache:http server:2.4.6 40
Company 5 cpe:/a:openssl:openssl:1.0.2k 34
Company 6 cpe:/a:f5:nginx:1.18.0 25
Company 6 cpe:/o:canonical:ubuntu linux 25
Company 7 cpe:/a:openbsd:openssh:7.4 25
Company 7 cpe:/o:canonical:ubuntu linux 19
Company 8 cpe:/a:getbootstrap:bootstrap 6
Company 8 cpe:/a:f5:nginx:1.10.3 4

mat part:vendor:product[:version]. The initial letter indicates
whether the entry represents an application (a), operating system (o),
or hardware (h). The next two fields specify the supplier and product,
with an optional fourth field that indicates the version. For example,
the identifier cpe:/a:f5:nginx refers to the Nginx web server appli-
cation maintained by F5, regardless of the version. In contrast, the iden-
tifier cpe:/o:canonical:ubuntu linux encompasses every release
of Canonical’s Ubuntu operating system.

Among the most frequently observed software were servers such as
Apache HTTP Server, Nginx, and OpenSSH implementations, as well
as widely-used operating systems like Ubuntu Linux, FreeBSD, and Mi-
crosoft Windows. But also, client-side frameworks and libraries such as
jQuery and Bootstrap showed a significant presence across multiple or-
ganizations.

Table 29 summarizes the most frequent CVEs detected by our anal-
ysis: we observe a consistent presence of outdated HTTP servers and
their associated vulnerabilities. For instance, Company 5 notably shows
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a heavy dependence on legacy software stacks, particularly older Apache
HTTP servers (e.g., version 2.4.6 and 2.4.37) coupled with outdated OpenSSL
versions (1.0.2k). Specifically, the Apache vulnerability CVE-2013-4365
appeared 49 times in Company 5 systems. This vulnerability also ap-
pears 11 times in Company 8. These vulnerabilities enable attackers to
perform denial-of-service (DoS) attacks or execute arbitrary code. CVE-
2024-11233 appears 81 times within Company 1’s infrastructure alone,
making it one of the most frequent critical vulnerabilities in the dataset.
CVE-2024-11233 and CVE-2024-11234 are particularly recent and crit-
ical, associated with PHP version 8.2, indicating that some organiza-
tions, such as Company 1, continue to use vulnerable and potentially
unpatched web frameworks.

Open-source libraries and client-side frameworks such as jQuery rep-
resent another significant risk area. Notably, vulnerabilities CVE-2020-
11022, CVE-2020-11023, CVE-2019-11358, and CVE-2015-9251 appeared
22 times each. These vulnerabilities, prominently found in the digital
infrastructures of Company 4, Company 3, and Company 7, primarily
enable Cross-Site Scripting (XSS) and client-side injection attacks, po-
tentially compromising web interfaces or allowing attackers to exfiltrate
sensitive operational data. The presence of vulnerable versions of jQuery
and Bootstrap suggests insufficient monitoring of software supply chains
and inadequate update processes, meaning that automated dependency
management tools and regular software composition analysis are still
scarcely present.

Vulnerabilities related to cryptographic libraries, particularly outdated
versions of OpenSSL are also widespread. For instance, vulnerabilities
CVE-2023-48795, CVE-2023-38408, and CVE-2007-2768 were detected 42
times in Company 7 systems. Their presence underscores the neglected
updates of security-critical components.

In addition, Table 29 shows a high prevalence of old versions of Ng-
inx (notably, 1.18.0 and 1.10.3) in companies like Company 6 and Com-
pany 7. While Nginx itself is widely regarded as secure, outdated ver-
sions expose companies to known exploits. Specifically, CVEs associated
with older Nginx versions, like CVE-2021-36368, emphasize the urgent
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Table 29: Top CVEs by organization, including frequency, severity, and
type.

Company CVE Occurrence CVSS Score CVE Description
Company 1 CVE-2013-2220 81 7.5 Buffer overflow / PHP
Company 1 CVE-2024-11233 81 9.8 Buffer overflow / PHP
Company 2 CVE-2009-0796 22 5.0 Cross-site scripting (XSS) /

Apache HTTP Server
Company 2 CVE-2013-4365 49 7.5 Heap-based buffer over-

flow / Apache HTTP
Server

Company 3 CVE-2020-11022 22 6.1 jQuery / Arbitrary code ex-
ecution

Company 3 CVE-2020-11023 22 6.1 jQuery / Arbitrary code ex-
ecution

Company 4 CVE-2008-3844 35 6.8 Externally introduced mod-
ification / Red Hat Enter-
prise Linux

Company 4 CVE-2023-51767 35 7.8 OpenSSH / Authentication
bypass

Company 5 CVE-2009-0796 22 5.0 Cross-site scripting (XSS) /
Apache HTTP Server

Company 5 CVE-2013-4365 49 7.5 Heap-based buffer over-
flow / Apache HTTP
Server

Company 6 CVE-2009-0796 22 5.0 Cross-site scripting (XSS) /
Apache HTTP Server

Company 6 CVE-2013-2765 8 4.3 Apache HTTP Server / DoS
Company 7 CVE-2008-3844 42 6.8 Externally introduced mod-

ification / Red Hat Enter-
prise Linux

Company 7 CVE-2021-36368 42 7.2 OS
Company 8 CVE-2013-2765 11 4.3 Apache HTTP Server / DoS
Company 8 CVE-2013-4365 69 7.5 Heap-based buffer over-

flow / Apache HTTP
Server
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need for the sector to implement strict patch management policies.

From the broader industry perspective, these frequently recurring
vulnerabilities and exposed services represent significant attack surfaces,
increasing the potential impact of cyber incidents. The space sector’s
unique operational context intensifies the risk implications. Compro-
mise or disruption to satellite tracking stations, telemetry data centers,
or satellite communication networks could lead to severe operational,
economic, and potential safety implications. Specifically, for tracking
stations, reliance on vulnerable systems exposes critical satellite opera-
tions and sensitive telemetry data, thereby risking operational continu-
ity and strategic assets. Mitigation strategies must combine different ap-
proaches, targeting not just technical remediation but also organizational
processes and cybersecurity culture. The organizations should first im-
plement a robust and automated patch management lifecycle, ensuring
swift deployment of security patches across all software stacks and pri-
oritizing systems that directly interface with satellite control or teleme-
try operations. Second, they should implement continuous vulnerability
management programs, integrating automated vulnerability scans and
dependency tracking, in order to ensure organizations maintain real-
time visibility into their cybersecurity posture. The ongoing presence
of critical vulnerabilities in key software components highlights signif-
icant cybersecurity gaps within the space industry. Addressing these
vulnerabilities through timely patch management, continuous vulnera-
bility monitoring, and proactive security measures is the only way for-
ward. These targeted cybersecurity strategies will greatly reduce the at-
tack surface, thereby enhancing the industry’s overall security posture
and resilience.

7.5.3 Result Validation

To validate our REF methodology, we perform two evaluations. The first
consists of applying REF on a synthetic dataset to study how the REF
score varies under the variations of the variables. The second evaluation
is a sensitivity analysis based on a tornado diagram. In Table 30, we
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Table 30: REF metrics and corresponding formulas

Metric Formula Ref.

Exposure (E) E(IP ) = 1
#IP

∑
a∈IP V(a) (7.1)

Exploit Availability
(EA)

EA(IP ) =
∑

a∈IP
E(v,a)
V(a)

(7.2)

Vulnerability Sever-
ity Impact (V SI)

V SI(IP ) =


1, if avgCVSS < 5.0

3, 5.0 ≤ avgCVSS ≤ 8.0

5, if avgCVSS > 8.0

(7.3.3)

Likelihood (L) L(IP ) = A [EA(IP ) + V SI(IP )] (7.2)

Raw Risk (RR) RR(IP ) =
E(IP )+L(IP )

2

RR(IP ) = C E(IP ) + (1− C)L(IP ) –

Overall Risk (R) R(IP ) = log2[1 +RR(IP )] (7.4)

summarize all the formulas used in REF for clarity and reference during
validation.

Synthetic dataset

We generated and analyzed a synthetic dataset [80], designed to test
how the metrics respond under controlled variations of key variables.
Through this process, we aim to empirically demonstrate the consis-
tency, sensitivity, and reliability of our approach. The dataset of the syn-
thetic organization, named SpaceTes, is structured into 4 separate scenar-
ios (identified with letters from ’A’ to ’D’), and is designed to isolate and
examine the impact of specific variables on the Exposure Score and sub-
sequently on the Overall Risk Score.

In Scenario A, we vary the average number of vulnerabilities per IP,
keeping the total exposed IPs and vulnerable IPs constant. The results in
Figure 13 show again a linear growth in Exposure, as expected.

In Scenario B (Figure 14), while we let every host expose ten vulnera-
ble services, we progressively add more vulnerable IP addresses, letting
the total address-space size grow. Exposure rises with the square of the
vulnerable-IP tally. The red dashed curve in Figure 14 therefore climbs
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Figure 13: Scenario A: Exposure vs. Avg. N of Vulnerabilties per IP

steeply: doubling the vulnerable surface from 20 to 40 hosts quadru-
ples Exposure, and moving from 50 to 100 hosts multiplies it by four
once again. The plot confirms that even modest expansion of an ex-
ploitable footprint drives a non-linear surge in Exposure, underscoring
how quickly overall cyber-risk balloons when a network is allowed to
sprawl without hardening each additional node.

Finally, in Scenario C, we examined the variations in the likelihood
(L). Here, we keep the technical attack surface constant, the exposure is
fixed at 500, and we increase only the likelihood score from 1 to 15. Be-
cause the raw-risk formula is a weighted formula, every unit step in L

adds exactly 0.5 to the total. The blue dashed line in Figure 15, therefore,
increases with perfect linearity, moving from about 250.5 when L = 1 to
roughly 257.5 when L = 15. This confirms that, once the vulnerable foot-
print has been set, our metric remains proportionally sensitive to shifting
threat likelihoods.

Lastly, we over-laid the results from the two experiments in which
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Figure 14: Scenario B: exposure vs. TotalVulnIPs

Exposure changes, Scenario A (varying the number of vulnerabilities per
IP) and Scenario B (varying the count of vulnerable addresses), and plot-
ted the corresponding Risk Raw (RR) values against the resulting Expo-
sure scores. As shown in Figure 16, the points from both scenarios fall
on the same straight line: regardless of whether Exposure grows because
each host becomes more vulnerable or because the vulnerable footprint
becomes “wider” (more affected IPs), the raw risk rises in exact propor-
tion to the Exposure term in the formula. Scenario C is omitted from this
overlay because its Exposure is held constant while Likelihood is swept.
The joint plot confirms that our metric responds to any of the technical
drivers in a linear way.

Sensitivity Analysis

To validate the robustness of our methodology and identify the weight
of our metrics on the Overall Risk Score, we conducted a sensitivity anal-
ysis using the tornado diagram approach. With this analysis we aim to
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Figure 15: Scenario C: Risk Raw vs Likelihood

demonstrate how REF responds to variations in input parameters, estab-
lishing confidence in the REF’s reliability and discussing the key drivers
of cybersecurity risk assessment outcomes.

The tornado diagram method evaluates the impact of each input pa-
rameter on the output by varying one parameter at a time while hold-
ing all others constant at their baseline values. For each parameter, we
calculated the Overall Risk Score using lower bound (10th percentile),
expected value (50th percentile), and upper bound (90th percentile) esti-
mates. This one-at-a-time (OAT) approach allows us to isolate and quan-
tify the individual contribution of each parameter to overall risk score
variability, following established sensitivity analysis practices in risk en-
gineering [61].

We selected three representative organizations from our dataset: Com-
pany 2 (high risk, R=4.87), Company 3 (moderate risk, R=4.07), and Com-
pany 1 (lowest risk, R=3.13). These organizations represent different vul-
nerability profiles, through which we can assess whether sensitivity pat-
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Figure 16: Risk Raw vs exposure

terns remain consistent. For each organization, we varied the following
six key REF input parameters from the observed baseline value: Total
Exposed IPs: ±50%; Total Vulnerable IPs: ±50%; Total CVE Count: ±40%;
Total Exploits Available: ±30%; Average CVSS Score: varied between
5.0 (medium severity threshold) and 9.0 (critical severity), reflecting the
range observed in our dataset; Adversary Interest (A): varied between 1
(low targeting motivation) and 3 (high strategic value).

Figure 17 shows the tornado diagrams for Company 2 (the other di-
agrams are on our online repository [80], with parameters sorted by de-
creasing influence (widest bar at bottom, following standard tornado di-
agram approach). The horizontal bars illustrate the range of risk scores
achievable by varying each parameter between its lower and upper bounds,
while the vertical red dashed line indicates the baseline risk score calcu-
lated using observed values. The width of each bar directly represents
that parameter’s sensitivity: wider bars indicate parameters that, when
varied, produce larger swings in the Overall Risk Score. The sensitivity
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Figure 17: Sensitivity Analysis Company 2

analysis reveals consistent patterns across all three organizations, pro-
viding useful information about REF’s behavior and validating our de-
sign decisions.

The sensitivity analysis highlights several consistent patterns across
all organizations. The size of the external attack surface emerges as the
most influential factor: variations in the number of exposed IPs cause
the largest absolute changes in the Overall Risk Score, confirming that
the span of an organization’s externally visible infrastructure is the main
driver of cyber risk exposure. Closely following, the concentration of
vulnerable hosts is almost equally critical. Increases in the number of
unpatched or misconfigured systems amplify risk. Parameters related to
individual vulnerability characteristics, such as the total CVE count, av-
erage CVSS score, and the number of available exploits, have a moderate
but consistent influence. These factors matter, yet their impact remains
secondary to the structural properties of the attack surface itself. Adver-
sary interest is modeled uniformly as A=1 in our main analysis. Sensi-
tivity tests show that variations of A between 1 and 3 affect the resulting
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risk score, demonstrating that refining the estimation of adversary intent,
using sector-specific threat intelligence or geopolitical indicators, could
improve the accuracy of REF, especially for organizations operating in
contested domains or managing strategically valuable infrastructure.

This sensitivity analysis demonstrates that REF responds predictably
and proportionally to input variations, with no evidence of unstable be-
havior. The most influential parameters, attack surface size and vulner-
able host concentration, align with established cybersecurity principles,
and the framework maintains consistent sensitivity patterns across orga-
nizations of different scales and risk profiles, supporting generalizability.

Finally, our analysis validates REF’s design choices, particularly the
emphasis on attack surface breadth and vulnerable host concentration,
and demonstrates that the framework responds predictably to realistic
parameter variations.

7.5.4 Threats to validity

REF offers a structured and reproducible way to assess cybersecurity risk
in space organizations, but its validity is subject to several important con-
siderations. These limitations do not invalidate our findings, but they do
highlight areas where further refinement is needed.

First, our data collection is based on Shodan and on its filter org:"..."
tag. This filter is extremely useful for attributing assets to specific enti-
ties, but it does not guarantee that the assets identified are part of the
core or mission-critical infrastructure. Organizations may operate ser-
vices under different registered names, third-party domains, or through
partners and subsidiaries that may not be captured by this filter. Not
all assets captured by the org filter may actually belong to the organi-
zation, especially in cases of dynamic IP assignment or misattributed
metadata. This can create uncertainty in the completeness and preci-
sion of the dataset. However, although the tag may not accurately reflect
the true boundaries of an organization, it still provides a consistent and
reproducible view of exposed services. Allowing exposure levels to be
compared across many entities in the space sector.
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Shodan operates through periodic scans that provide only partial,
time-bound snapshots of the public Internet. The exposure data is there-
fore ephemeral: an IP found vulnerable today may be patched tomorrow,
or entirely removed from service. Longitudinal sampling over several
months can mitigate volatility and reveal persistent misconfigurations
or the regular emergence of the same weaknesses, which is a valuable
signal of systemic risk.

Another limitation lies in the simplification used when assigning ad-
versary interest. In the current implementation, the adversary interest
factor is set uniformly to 1 across all organizations. This assumes an
equal level of attractiveness to threat actors, which does not reflect real-
world geopolitical or economic dynamics. Some organizations, such as
those operating in defense, launch capabilities, or dual-use technolo-
gies, may be significantly more targeted than others, especially in certain
countries.

Additionally, the framework does not assess the intent, capability, or
behavior of specific threat actors. The presence of a known vulnerability
does not imply imminent exploitation, and the existence of an exploit
does not confirm attacker interest. Without telemetry data, incident logs,
or threat intelligence integration, the REF approach remains at the level
of potential risk rather than realized threats.

The methodology also presumes a consistent link between vulnera-
bility exposure and organizational impact. A small number of exposed,
yet highly sensitive, assets could pose a greater risk than hundreds of
low-impact devices. REF does not incorporate contextual factors such as
asset criticality, system isolation, or compensating controls, all of which
play a significant role in actual risk realization. By highlighting the quan-
tity and severity of internet-facing vulnerabilities, our methodology pro-
vides asset owners with essential data that they can easily cross-reference
with their own criticality inventories and compensating controls. REF is
not designed to replace internal risk models; instead, it enhances them
with externally verifiable evidence.

Finally, the vulnerability scoring itself relies on public CVSS data,
which is a generalized and often conservative estimate. CVSS scores may
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be outdated, incomplete, or misaligned with specific configurations used
in operational systems. However, it remains the most widely adopted
severity measure, keeping our results comparable with vulnerability man-
agement practices already established across the space industry.

In summary, while the REF is a scalable and repeatable approach to
quantifying exposure and likelihood, its outputs should be interpreted in
light of these limitations. Future work may improve the framework’s va-
lidity by integrating more contextual signals, refining attribution meth-
ods, and incorporating live threat intelligence data.

7.6 Policy and Security Implications

REF is primarily a tool for assessing the cyber exposure of organizations
based on a series of observable data, but it can also support the im-
plementation of broader cybersecurity strategies and regulatory frame-
works for critical infrastructure protection. Governments and institu-
tions around the world are adopting more strict cybersecurity policies to
address the evolving threat landscape in the space domain, and this re-
quires new operational tools that can assist in translating these policies
into measurable actions. In this respect, REF contributes by providing
a method to assess external risk exposure, making it a building block
within a comprehensive, multi-layered cybersecurity policy implemen-
tation.

In this section, we discuss how REF can support some policy pro-
visions of the EU’s NIS 2 Directive, which establishes harmonized re-
quirements for risk management, incident reporting, and supervision
across critical sectors, including space, and of the USA Executive Order
Strengthening and Promoting Innovation in the Nation’s Cybersecurity.

7.6.1 REF for NIS2 Cybersecurity Requirements

Analyzing the NIS 2 Directive makes it clear how REF aligns with its
emphasis on risk management and visibility over the digital infrastruc-
ture of essential and important entities. In particular, REF can assist in
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fulfilling the requirements outlined in Article 21 of the Directive, which
obliges organizations to adopt technical and organizational cybersecu-
rity risk-management measures. REF mechanisms help continuously
monitor and evaluate the exposure of an organization’s network-facing
assets. This complements policy requirements for entities to maintain
updated inventories of vulnerabilities, to assess the severity of known
weaknesses, and to identify systems that are directly exposed to the In-
ternet.

REF can also contribute to operational cybersecurity obligations un-
der Articles 23 and 24, which mandate timely incident notification and
coordinated vulnerability disclosure. Helping organizations identify ex-
ploitable vulnerabilities in real time, REF can support earlier detection of
potential entry points for breaches or risky configurations that might oth-
erwise go unnoticed until exploited. Moreover, REF can also support the
implementation of sectoral cybersecurity policies and coordinated risk
assessments as required by Article 13. Since REF is designed to scale
across multiple organizations and rely on online available data, its re-
sults can be aggregated and compared to reveal trends across different
entities or sectors. Supervisory authorities and national competent au-
thorities could use REF-based insights to perform comparative exposure
analysis or prioritize oversight and audit activities.

However, REF is not a comprehensive cybersecurity solution, and it
does not replace the broader suite of measures required by NIS 2. For
example, it does not account for internal controls, organizational gover-
nance, supply chain risks, staff training, physical security, or encryption
standards. It cannot address strategic, legal, or contractual dimensions
of risk, nor does it include mechanisms for managing incident response,
crisis communication, or business continuity. In short, REF does not sat-
isfy the full scope of Articles 21–24 on its own.

Instead, our methodology should be understood as a practical tool
that complements broader compliance and risk management strategies,
an effective early-stage mechanism for identifying and quantifying exter-
nally visible risks. It can be integrated into wider risk assessments, such
as those required by Article 20, to ensure that organizations begin their
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cybersecurity work from a clear and empirical understanding of where
they are most exposed. Alongside asset classification, threat modeling,
and penetration testing, REF supports an organization’s ability to com-
ply with the NIS 2 Directive in a data-informed way.

7.6.2 REF supporting the European Space Act

The EU Commission released the EU Space Act proposal on 25 June 2025
[106]. The Act aims to consolidate previous strategies into a unified legal
framework for all space activities within the European Union.

The Act is built on three key pillars: safety, resilience, and sustain-
ability. Safety is prioritized through improved space traffic management
(STM), enhanced traceability of space objects, and a well-defined strategy
for managing space debris. Resilience is achieved by implementing bind-
ing cybersecurity requirements to better protect European space assets
and infrastructure. Sustainability is promoted by making environmen-
tal impact assessments mandatory for space missions and encouraging
compliance and innovation in areas such as in-orbit servicing technolo-
gies and satellite end-of-life management.

The Act introduces a sector-specific cybersecurity framework tailored
to space infrastructure, addressing gaps left by existing legislation such
as the NIS2 Directive, which sets cybersecurity requirements for medium
and large-sized public electronic communications networks and certain
ground-segment operators, but it does not cover key areas of the space
sector. This includes spacecraft, Earth Observation and Space Situational
Awareness satellites, micro-operators, launch services from outside the
European Union, and critically, Union-owned constellations.

The proposal calls for a dedicated risk management regime for space
operators. Under Article 75, the Act identifies itself as lex specialis over
NIS2: for any operator already classified as an “essential” or “important”
entity, the space-specific requirements outlined in the Act take prece-
dence over the more general provisions of Article 21 of NIS2. Overall,
this means that operators will be required to conduct thorough risk as-
sessments, implement security measures proportional to the criticality of
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their missions, and maintain continuity protocols across all operational
phases (Articles 78-88). A new Union Space Resilience Network (EU-
SRN) will facilitate coordinated responses to major cyber incidents and
further support harmonization across member states (Article 94) [106].

Article 78 obliges operators to identify, reassess, and treat vulnera-
bilities throughout the lifecycle of space missions, and it empowers the
Commission to issue delegated acts that standardise threat-modelling
methods and ensure comparability of risk assessments [106]. Our REF
framework can help operators to fulfill such obligations: indeed, it gen-
erates the evidence, such as delegated acts, that are needed: a time-
stamped map of exposed services, the CVEs linked to each host, exploit
maturity, and a composite Risk score.

Asset governance under Article 80 depends on inventories that are
drawn up by individual space missions and include the origin and cur-
rent physical location of assets, including the identification of a cloud-
based service. Again, our REF framework can support these activities
through its discovery phase, which collects some of this data, pulling
ASN, geolocation, and hosting-provider data.

Article 88 makes Threat-Led Penetration Testing mandatory before
launch and every three years thereafter, with the scope to be chosen con-
sidering the risk assessment referred to in Article 78(2) [106]. Our REF
framework can support organizations with the requirements of this ar-
ticle. Indeed, the ranked list of Internet-facing hosts produced by REF
lets security teams transform that legal wording into a concrete test plan:
start with the endpoints sitting in the highest-risk decile, verify whether
the theoretical exploit paths can be demonstrated in practice, and docu-
ment the results against REF’s baseline so improvements show up as a
measurable downward risk.

Article 92 introduces a formal supply-chain risk-management frame-
work and instructs operators to inventory “critical assets of non-Union
origin” and collect their dependence on those suppliers [106]. Our REF
framework can narrow that task by flagging which external libraries,
SaaS consoles, or third-party services account for the largest share of ex-
ploitable CVEs in the mission, helping procurement teams channel their
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due diligence and their contract clauses towards the vendors with less
exposure. These provisions, even if just part of a proposal, point toward
a continuous, evidence-based risk quantification from best practice to le-
gal requirement. REF can deliver and support some of these measure-
ments that Chapter II calls for.

7.6.3 Applying REF to the Cybersecurity Oversight of U.S.
Space Infrastructure

By examining other recent policies where REF can contribute, we iden-
tified an interesting initiative in the U.S. that represents one of the first
policies explicitly demanding and designing some cybersecurity require-
ments for the space sector. In January 2025, before the end of his man-
date, the 46th President of the United States issued the “Executive Or-
der on Strengthening and Promoting Innovation in the Nation’s Cyber-
security”. The Order aims to strengthen the cybersecurity posture of
the United States across multiple critical infrastructure sectors, includ-
ing space. This document follows up on prior cybersecurity strategies
and executive orders, expanding regulatory oversight, strengthening se-
curity standards, and emphasizing the role of government agencies and
private sector stakeholders in reducing cyber threats.

The U.S. government recently responded to the increasing cyber threats
to national security by implementing stricter cybersecurity frameworks,
including Executive Order 14028 [219] (Improving the Nation’s Cyber-
security) and the National Cybersecurity Strategy. However, “the rapid
expansion of digital infrastructure, the emergence of new attack vectors, and
the growing importance of space-based assets [219]” needed further policy
advancements, leading to this 2025 Executive Order.

A section of the Executive Order focuses specifically on the space sec-
tor, acknowledging the rising cybersecurity risks associated with satellite
networks, space-ground communication systems, and federal space pro-
grams. The document explicitly states that “as cybersecurity threats to
space systems increase, these systems and their supporting digital infras-
tructure must be designed to adapt to evolving cybersecurity threats and
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operate in contested environments”, underscoring the need for contin-
uous assessment, rigorous vulnerability management, and secure soft-
ware development in all aspects of space operations.

Among the primary requirements set forth in the Executive Order for
the space sector, the following stand out:

1. Mandatory Cybersecurity Assessments: The order requires federal space
agencies and their contractors to perform continuous cybersecurity
assessments of their space-based infrastructure.

2. Enhanced Procurement Security: The directive compels NASA, the
Department of Commerce, and the Department of the Interior to
review and update cybersecurity requirements within the Federal
Acquisition Regulation (FAR) to ensure that space-related contracts
enforce stricter cybersecurity controls. This measure aims to pre-
vent vendors with inadequate cybersecurity postures from supply-
ing critical space technologies.

3. Protection of Satellite Communications and Space-Ground Links: A ma-
jor aspect of the Order is the security of satellite communications.
Indeed, it requires “all new civil space systems to incorporate risk-
based, tiered cybersecurity requirements to protect command and
control functions, detect and mitigate anomalous activity, and en-
sure secure software and hardware development practices.”

4. Creation of a Space Cybersecurity Oversight Framework: The National
Cyber Director is tasked with submitting a comprehensive study
on space ground systems managed by Federal Civilian Executive
Branch (FCEB) agencies, including an inventory of systems and
recommendations to improve cyber defenses. This initiative seeks
to enhance oversight, provide cybersecurity benchmarks for space
agencies, and promote cross-agency cooperation in cybersecurity
efforts.

5. Strengthening Secure Software Development in Space Systems: Given
the increasing reliance on commercial and open-source software
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in space operations, the Executive Order mandates that software
providers follow strict cybersecurity guidelines and demonstrate
compliance with secure software development standards. The or-
der states that “software providers must also address how software
is delivered and the security of the software itself, with the Federal
Government identifying a coordinated set of practical and effective
security practices for space system software development.”

Our REF methodology closely aligns with several cybersecurity con-
cerns outlined in the Executive Order. Specifically, it addresses the need
for continuous assessments, testing, and exercises to verify the cyber-
security capabilities of federal space systems and their supporting in-
frastructure. REF can be adopted to evaluate the external attack surface
of space-related assets, particularly focusing on ground segment infras-
tructure and Internet-connected components. REF can therefore aid in
fulfilling the continuous assessment mandate by identifying externally
exposed and potentially vulnerable services across space system opera-
tors.

Additionally, the Executive Order mandates that agencies review and
update cybersecurity requirements in civil space contracts, using a risk-
based, tiered approach (Section 3(e)(i)) [219]. REF could be part of this
process as a monitoring mechanism to support the implementation and
enforcement of such requirements. For instance, REF-derived metrics
could be used to validate that Internet-facing components of space sys-
tems comply with security baselines over time. It can therefore be used
as part of a verification layer in contract compliance monitoring. REF’s
methodology could inform risk tier assignments as it is able to identify
systems with a high number of exploitable services or critical CVEs.

However, REF should not be considered as a standalone solution for
fulfilling policy requirements. Instead, it offers a data-driven monitoring
component that can be integrated into a wider risk assessment and cyber-
security management process. In particular, it can be the first layer for
detecting exposure and identifying organizations or systems that may
need deeper inspection and additional safeguards. Its applicability to
ground components of space infrastructure makes it a practical addition
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to the cyber resilience toolkit outlined in the policies described in this
section and in others that will come, such as the European Space Act
[82].

7.7 Conclusion and Future Research

Our framework stems from the need to quantify cyber risk in the space
sector (RQ1) and to do so in a clear and repeatable way (RQ2) from ob-
servable data on the external attack surface of space sector organizations
(RQ3). With the Risk Exposure Framework, we built an indicator that
combines Exposure (size of the exposed infrastructure) and Likelihood
(probability that vulnerabilities are actually exploited), thus mapping to
the requirements of major cybersecurity policies (NIS 2 in the EU, Exec-
utive Order 14144 in the US) (RQ4).

Addressing RQ1, this paper measured cyber risk through the Risk
Exposure Framework (REF), which combines data on exposed Internet
assets and known vulnerabilities into a quantifiable indicator. Our ap-
proach responds to the need for a measurable link between high-level
policy requirements and concrete technical assessments. Translating ex-
posure and vulnerability data into a single metric, REF can allow organ-
isations to monitor the effectiveness of cybersecurity measures and to
support both technical and governance decisions.

RQ2 focused on repetability and clarity: REF proved both clear and
repeatable, as the same data collection and computation process was ap-
plied across several space-sector organisations, allowing for direct com-
parison of their risk levels. The resulting distributions showed consistent
patterns of exposure and exploitability, confirming that the method can
be reused for longitudinal studies. The reproducibility of the metric and
the transparency of its components address the need for a standardised
way to track cyber risk across organisations.

Through RQ3, we aimed to investigate the level of exposure of the
space sector. The results showed that space organisations remain signifi-
cantly exposed to risks originating from Internet-connected systems. Out
of roughly 100,000 identified assets, about 4% contained known vulner-
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abilities, with risk levels varying widely depending on how those vul-
nerabilities were concentrated. As previous attacks have demonstrated,
the most critical exposure originates from the ground and user segments,
confirming their likely role as entry points in space-related incidents.

RQ4 inquired about the possibility of connecting security measures
to policy requirements. We demonstrated how REF can be directly re-
lated to European cybersecurity policies, as REF’s indicators correspond
to the continuous risk assessment and vulnerability management obli-
gations defined under NIS2, and to the monitoring and oversight provi-
sions foreseen in the proposed EU Space Act. Our framework, therefore,
provides a concrete technical foundation to support regulatory compli-
ance and sector-level supervision, and can easily link empirical evidence
to policy objectives.

From our experimental results, we learned several key lessons. First,
the high number of unpatched CVEs highlights how velocity and con-
sistency in patching outrank perimeter breadth; large operators accu-
mulated extreme Exposure scores, probably due to update cycles lag-
ging behind service deployment, whereas limited infrastructures moved
into high-risk territory only when critical patches remained outstand-
ing. Second, data shows how the weakest technical layer is still the basic
web and cryptographic stacks: Apache HTTP Server, Nginx, OpenSSL,
jQuery, demonstrating that dependency management rather than exotic
satellite-specific code is the leading attack vector. Third, small does not
equate to safe: entities with a few dozen public hosts nevertheless posted
high Overall Risk scores, because exploit availability magnified each re-
maining flaw.

REF should be understood as a complementary tool within a com-
prehensive cybersecurity assessment strategy for space, rather than a
standalone solution. While REF excels at identifying and quantifying
ground-segment exposure, where most cyberattacks originate, it does
not replace other essential security assessment methodologies such as
onboard system audits, hardware security testing, or mission-critical sys-
tem penetration testing. Organizations implementing REF should inte-
grate its findings with broader security assessments that cover space-
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segment vulnerabilities, insider threat analysis, and mission-specific risk
factors that cannot be captured through external network reconnaissance.

The framework’s ground-segment focus aligns with current threat
landscapes and policy requirements; however, space operators should
ensure that REF-based assessments are part of a comprehensive security
program that addresses all mission segments and operational phases.

7.7.1 Future Research Directions

Future research should build upon the methodology proposed in this
study. One option involves integrating additional tools for identifying
and characterizing ICDs beyond Shodan. Platforms such as Censys, Zoom-
Eye, or GreyNoise could be combined to provide broader visibility into
exposed space infrastructure and validate findings across different data
sources. Additionally, vulnerability data could be enriched with threat
intelligence feeds, including indicators of compromise (IOCs), active ex-
ploit tracking, or ransomware group targeting patterns, which would
support the estimation of likelihood.

Asset criticality is one measure that is not completely addressed in
REF. This would enhance the risk model by weighting exposures not
only by technical severity but also by their potential mission impact,
helping prioritize remediation across infrastructures. Another underex-
plored domain is the temporal analysis of exposure trends, which would
assess how organizational risk evolves over time and how effectively
vulnerabilities are being mitigated. While offering insights into the cy-
bersecurity exposure of space sector organizations, our approach has
several important limitations. First, it relies solely on publicly accessi-
ble information, meaning that only internet-facing systems are captured.
Internal infrastructure, assets protected by firewalls, VPNs, or hidden
through filtering techniques, are excluded from analysis. As a result,
the risk scores produced here reflect only a subset of the true attack
surface, what is externally visible, and may underestimate risks tied to
internal system vulnerabilities or insider threats. Future work should
therefore widen the observation perimeter by fusing external scan re-
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sults with data drawn from internal vulnerability scanners, EDR agents
and industrial inventories, so that the model also captures risks tied to
non-internet-facing assets. Second, the framework’s dependence on CVE
identifiers, while useful for standardization and comparison, overlooks
operational context. The methodology does not consider the business
or mission criticality of the exposed systems, nor whether compensating
controls, segmentation, or isolation mechanisms are in place. Two hosts
with the same vulnerability may pose vastly different risks depending
on how they are deployed and secured. Similarly, this approach cannot
account for custom or proprietary configurations that might either miti-
gate or amplify the vulnerability impact. A second research track should
therefore aim to link business or mission-criticality to every host by link-
ing CVEs to impact scores derived from business-impact assessments.

A further limitation lies in how we infer exploitability. The presence
of an exploit in public databases such as Vulners is a necessary but insuf-
ficient condition for actual threat activity. The framework does not detect
ongoing attacks, zero-day vulnerabilities, and it assumes that all exploits
are equally likely to be leveraged, which may not reflect the strategies
of sophisticated threat actors. Exploitability estimates can be refined by
combining real-time threat-intelligence feeds, measurements of exploit
weaponisation in the wild and machine-learning models that rank the
effort required to abuse each vulnerability.

In addition, the reliability of service-level data, especially from Shodan,
requires careful consideration. Shodan may label a host as “vulnerable”
even if no specific open port is visibly tied to a CVE, due to how its scan-
ning engine interprets software banners and metadata. For example, a
host running an outdated operating system may be marked as vulnera-
ble even when only non-vulnerable ports are open. Shodan’s scans are
periodic and port-limited: not all ports are checked at every scan cycle,
and not all responses yield full banner data. As a result, an IP might be
listed with vulnerabilities but show no active services, or vice versa. In
this regard, the reliance on banner-based services such as Shodan can be
mitigated by cross-checking multiple scanners or similar tools.
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Chapter 8

Competing Visions: A
Comparative Study of
Space Security from
Discourse to Practice in
China, the US, and the EU

8.1 Introduction

“America innovates, China copies, Europe regulates” has become a conve-
nient catchphrase for describing the technological competition dynamics
in the world. The space sector seems, at first glance, to reinforce this
narrative: Chinese reusable launch concepts remind SpaceX’s Falcon 9,
while the European Union advances an ambitious Space Act centered on
safety, resilience, and sustainability. However, these claims describe just
outcomes while hiding the political, institutional and strategic processes
through which space powers arrive at them.

Existing literature on space security and governance reflects this lim-
itation, as a substantial part of the literature examines national space
strategies, military doctrine or commercial programmes in isolation, while
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another part focuses on specific policy instruments or technical risks. As
a result, we lack a systematic understanding of how major space powers
conceptualise space security, how these conceptualisations are embed-
ded in governance structures, and how institutional arrangements shape
regulatory and strategic choices over time.

Space has become integral to economic activity, critical infrastructure,
and military operations, while the number of actors and objects in or-
bit continues to grow. At the same time, the concept of space security
is evolving, acceptable thresholds of risk and interference are changing,
and the balance between military, civil, and commercial activities is blur-
ring. Space security is articulated differently across political systems,
reflecting divergent priorities, threat perceptions, and state–market rela-
tions.

This chapter is adapted from the paper ”Competing Visions, Diverg-
ing Trajectories: A Comparative Study of Space Security from Discourse
to Practice in China, the US, and the EU” (working paper, co-authored
with Thao Pham, Centre for Security, Diplomacy and Strategy, Brussels
School of Governance, VUB). The chapter addresses the concept of space
security through a comparative analysis of China, the United States, and
the European Union. It argues that differences in space security out-
comes are best understood not as simple expressions of power or tech-
nological capability, but as the product of distinct governance models
and strategic doctrines. These models are shaped by political institu-
tions, strategic culture, and techno-industrial objectives, and they condi-
tion how risks are identified, managed, and regulated across the space
domain.

The analysis is guided by four research questions:

• RQ1 How do China, the United States, and the European Union
conceptualise space, and space security in particular, in their offi-
cial strategic documents?

• RQ2 What governance arrangements do they use to organise space
security, and how do these arrangements affect approaches to re-
silience, risk, and regulation?
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• RQ3 How is space security governed in practice across military,
civil, and commercial domains?

• RQ4 To what extent do the political, technological, and economic
dimensions of space cybersecurity governance differ across the three
actors, and what does this divergence reveal about broader pat-
terns of technopolitical ordering in contested domains?

The paper advances the claim that each actor has developed a distinct
space doctrine governance model. In the United States, space security
is structured around military command, deterrence, and the protection
of freedom of action, with commercial actors increasingly integrated into
national security objectives. In China, space security is embedded within
a developmental framework that combines technological advancement
with strong state oversight and strategic control. In the European Union,
space security is approached primarily through regulatory harmonisa-
tion, risk management, and the external projection of norms, reflecting
the Union’s broader governance logic.

The chapter proceeds as follows. The first section reviews the rele-
vant literature and positions the contribution within existing debates on
space security and technology governance. The second section outlines
the methodological approach and comparative framework. The subse-
quent sections analyse China, the United States, and the European Union
in turn. The final section compares the three models, highlighting their
implications for international cooperation, commercial regulation, and
strategic stability, as well as emerging areas of convergence, including
resilience, dual-use systems, and closer ties between military and com-
mercial space activities.

8.2 Literature review

Space development and governance arrangements in the US, China, and
the EU have been studied extensively, from inventorising technological
assets to how space power is exercised through institutions, norms, and
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regulatory influence [165] [311]. These studies offer dive into asymme-
tries in influence, divergent institutional trajectories, and the growing
salience of space as a domain of geopolitical competition.

A prominent strand of research focuses on material power and rule-
shaping capacity, particularly in the context of US-China rivalry. Sev-
eral case studies tracked the evolution of American and Chinese space
capabilities from their inception, showing how China rapidly narrowed
technological gaps, while the US has remained a step ahead in part due
to export controls, alliance structures, and the success of its commercial
sector [552][369]. More recent work shifts the focus to its soft power.
Morin & Tepper, for example, investigate a large dataset of space organ-
isations and agreements to assess how an extensive global network of
partnerships has enabled the US to diffuse its norms globally [371]. As
impressive as how China has elevated its capabilities, it has not been able
to translate them into equivalent influence over the rules of the game.

In addition, Freeman’s analysis of evolving narratives of ”global com-
mons” highlights the fluidity and strategic use of norms [238]. Her work
shows how the US and China have effectively reversed their traditional
positions on the framing of outer space, crystallising these shifts in com-
peting initiatives such as the Artemis programme and the International
Lunar Research Station [464].

Klimburg-Witjes traces the process of securitization in European space
policy, showing how space shifted from being framed as a civilian, eco-
nomic domain to a security domain [326]. The author describes this as
boundary work, the process of redefining which issues belong to secu-
rity versus which belong to economics or science. Her work shows how
framing changes are never neutral; they involve reshaping institutions,
bureaucracies, and who has authority over decisions. In Europe’s case,
the securitization boundary work shifted authority from civilian agen-
cies toward military and defense actors.

Burke-White and Williams provide a comprehensive mapping of space
governance frameworks used by the US, China, and Russia, arguing
that existing international rules from the 1967 Outer Space Treaty are no
longer adequate for managing modern competition [69]. The authors
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show that these competing models reflect incompatible views on prop-
erty rights, military activities, and who should govern celestial bodies.
Their work demonstrates that space governance is not stalled because
countries lack technical knowledge, but because they fundamentally dis-
agree on what the rules should be.

A parallel literature examines Europe’s distinct trajectory of space
governance. Brandenburg and Lieberman attribute Europe’s fragmented
space governance to path-dependent decisions and constrained geopolit-
ical positioning [64]. In other words, Europe’s secondary position in the
global power hierarchy (relative to the US and former USSR) constrained
its development of a military space role, regardless of institutional de-
sign. This suggests that governance capacity in space security is partly
a function of power distribution. However, changes are underway as
many observations point to securitisation of EU space policy, marked by
the erosion of traditional civilian-military boundaries and the creation of
new security-focused agency restricted to EU member states [326]. This
development might signal a reconfiguration of Europe’s vision of space
governance, bringing it closer to state-centric models seen in the US. Be-
yond Brandenburg & Lieberman, scholars in comparative politics and in-
ternational relations have examined how different regime types produce
different institutional solutions to similar problems. Varieties of Capi-
talism literature, by Hall et Al. [270] and work on ”institutional com-
plementarities” by Amable [35] show that institutional choices in one
domain (e.g., labor markets, innovation systems) reinforce and stabilize
choices in others. Similarly, space governance institutions do not stand
alone, they interact with broader national innovation systems, defense
procurement processes, and diplomatic strategies.

These contributions share a limitation that motivates this paper. They
tend to explain divergence primarily at the level of outcomes rather than
the processes through which those outcomes are assembled. This gap
can be addressed by examining the intermediate steps of which priorities
are articulated and translated into practices. Doing so makes it possible
to assess how similar vocabulary can co-exist with markedly different
governance models, and how they accumulate into durable patterns of
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divergence.

8.3 Theoretical framework

This chapter examines how space security is conceptualised and gov-
erned differently across China, the United States, and the European Union.
The central premise is that differences in strategic discourse and policies
come not only from different threat environments but also from different
problem definitions. How an actor defines space security, what it un-
derstands the threat to be and which solutions are appropriate, shapes
institutional arrangements and governance choices.

Problem definition is considered mainly as a political act, and a cul-
turally mediated process reflecting deeply rooted assumptions about se-
curity, sovereignty, and the proper role of the state [312]. How an issue is
defined depends partly on objective data: space is congested, contested,
and cyber incidents are increasing, but more importantly on how prob-
lems are socially constructed. The interpretation of the same empirical
phenomenon varies across actors, reflecting different assessments of risk
and different institutional narratives [335].

The United States operates within a strategic culture that privileges
military primacy and freedom of action. Its narrative centres on the
United States as the lead actor in space, utilising frameworks to maintain
American dominance. This shapes how threats are identified (challenges
to technological superiority) and which solutions are preferred (military
deterrence, export controls, technology leadership).

China operates within a strategic culture anchored in historical mem-
ory and technological aspiration. Its narrative positions China as re-
claiming its position as a leading power. Space is framed as critical to
undoing historical wrongs and demonstrating China’s legitimacy. This
shapes threat identification (challenges to rising status and sovereignty)
and preferred solutions (state-directed development, centralised control,
technological self-reliance).

The European Union operates within a strategic culture focused on
rules, harmonisation, and negotiated governance. Its narrative empha-
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sises space as a domain for common benefit, requiring regulatory frame-
works that balance security with market access. Threats are defined as
fragmentation and uneven risk treatment across member states, and so-
lutions emphasise standards harmonisation.

Problem definitions develop and crystallise over time through policy
discourse and institutional practice. An actor’s first successful framing
of a problem creates a first-mover advantage. As actors invest resources
in capabilities aligned with their problem definition, those investments
create path dependencies that make shifting course increasingly difficult.
What begins as a difference in framing gradually becomes embedded in
budgets, institutions, and technical standards.

This framework treats policy language as evidence of genuine prob-
lem definition. Discourse analysis examines what actors emphasise in
official documents, and reveals the underlying problem definitions that
drive policy choice. Analysing how actors articulate their understand-
ing of space security, we can map the underlying strategic cultures that
shape divergent governance models.

This chapter employs problem definition analysis as its core theoreti-
cal lens, and examines how space security is conceptualised and framed
rather than treating it as an objective threat with self-evident solutions.
The central premise is that policy divergence emerges not from different
threat environments but from different problem definitions. How an ac-
tor defines space security, what it understands the threat to be, whose
interests are at stake, and which solutions are appropriate, shapes insti-
tutional arrangements and governance choices.

To understand why the three actors pursue such different space strate-
gies, we analyse their official policy documents. What they emphasise
repeatedly reveals how they define the problem. Discourse becomes ev-
idence of underlying problem definition.

8.4 Methodology

This chapter follows a qualitative comparative design, examining pol-
icy document with the interpretation of themes and discourse. This ap-
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proach draws inspiration from established traditions in qualitative con-
tent analysis [448] and thematic coding in policy research [439]. Ad-
ditionally, it borrows from strategic discourse analysis [224] to capture
what is said and how it is said.

The analysis is based on a corpus of official policy, strategic, and reg-
ulatory documents published between 1995 and 2025. Each document
was selected because it reflects the actor’s institutional voice in shaping
the governance of space, or its broader view of space as a strategic do-
main. The corpus of policy documents is presented in Table 31.

All texts were analysed in their official English versions, and, in the
case of China in their translated versions, to ensure comparability. These
documents form a balanced corpus of 38 sources, representing both leg-
islative and strategic instruments.

The analytical process combined three layers of interpretation: the-
matic classification, cluster mapping, and sentiment analysis. Each doc-
ument was divided into analytically meaningful paragraphs and man-
ually coded in a table format. Each row represented a paragraph, and
the columns recorded the assigned macro-theme, cluster, and sentiment
label.

The coding scheme was developed iteratively and is presented in de-
tail in the Codebook (Annex A), which includes definitions, inclusion
criteria, and examples for each theme and cluster.

The analysis began with thematic coding, organised around eight
broad macro-themes that capture the main dimensions of space gover-
nance and policy:

1. Internationalism and Global Governance

2. Peaceful Development and Normative Framing

3. National Development and Technological Advancement

4. Space Infrastructure and Capability Building

5. Military Modernisation and Civil–Military Integration

6. Commercialisation and Industry
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Actor Document Citation

China
China’s Space Program: A 2021 Perspective (State Council Infor-
mation Office, 2021)

[481]

National Defence White Papers (From 1995 to 2019), with a total of
10 papers

[480]

The Regulations on the Administration of Terminal Equipment Di-
rectly Connected to Satellite Services (Cyberspace Administration
of China, 2025)

[93]

United States

Space Policy Directive-4: Establishment of the United States Space
Force (2019)

[222]

Space Policy Directive-5: Cybersecurity Principles for Space Sys-
tems (2020)

[223]

Defense Space Strategy Summary (Department of Defense, 2020) —
Space Capstone Publication: Spacepower (United States Space
Force, 2020)

[526]

National Space Policy of the United States of America (White
House, 2020)

[221]

United States Space Priorities Framework (White House/National
Space Council, 2021)

[384]

A Strategic Framework for Space Diplomacy (U.S. Department of
State, 2023)

[513]

Executive Order: Enabling Competition in the Commercial Space
Industry (White House, 2025)

[220]

European Union

EU Shapes its Future Space Policy Programme (Council of the EU,
2019)

[130]

Council conclusion on “Space as an enabler” (28/05/2019) [128]
Council Conclusions on Key Principles for the Global Space Econ-
omy (Council of the EU, 2020)

[127]

Regulation (EU) 2021/696 Establishing the EU Space Programme [402]
A Strategic Compass for Security and Defence (Council of the EU,
2022)

[124]

Joint Communication: An EU Approach for Space Traffic Manage-
ment (European Commission and High Representative, 2022)

[195]

Council Conclusions on an EU Approach to Space Traffic Manage-
ment (2022)

[125]

Council Conclusions on Copernicus 2035 (2022) [126]
European Parliament Resolution on an EU Approach to Space Traf-
fic Management (2022)

[198]

Regulation (EU) 2023/588 Establishing the Union Secure Connec-
tivity Programme (IRIS²)

[203]

Council Conclusions on the EU Space Strategy for Security and De-
fence (2023)

[129]

Proposal for a Regulation on the Safety, Resilience and Sustain-
ability of Space Activities (EU Space Act) (European Commission,
2025)

[106]

Table 31: Corpus of policy documents analyzed across China, the United
States, and the European Union.
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7. Space Governance, Law, and Standards

8. Geopolitical Positioning and Strategic Image

The selection of macro-themes was guided by the chapter’s research
questions and capture space governance as a multidimensional process.
Addressing these questions requires an analytical structure that captures
both security and military concerns, but also development goals, regula-
tory practices, economic strategies, and international positioning.

The eight macro-themes, reflect recurring dimensions identified in
the literature on space policy, technopolitics, and global governance, and
remain aligned with the empirical material.

Internationalism and Global Governance and Peaceful Development
and Normative Framing (1-2) capture how actors justify their space ac-
tivities externally, articulate legitimacy claims, and position themselves
within international norms and institutions. National Development and
Technological Advancement and Space Infrastructure and Capability Build-
ing (3-4) capture space policy and state capacity, industrial strategy, and
investments in infrastructure. These themes follow strategic priorities
and how they are translated into concrete capabilities, looking at how
governance models are enacted in practice.

Military Modernisation and Civil–Military Integration (5) captures
how security concerns are included in technological and institutional
systems. This theme reflects the growing recognition that contempo-
rary space governance is shaped by blurred boundaries between civil-
ian, commercial, and military uses. It is connected to the second research
question and reveals how different actors manage dual-use technologies
and security risks through distinct institutional arrangements.

Commercialisation and Industry (6) reflects the increasing centrality
of private actors, market mechanisms, and industrial policy in space gov-
ernance. This theme is necessary to compare how the three cases struc-
ture public–private relations, regulate commercial activity, and integrate
industry into national or supranational space strategies.

Space Governance, Law, and Standards (7) captures formal regula-
tory instruments, legal frameworks, and standard-setting practices. This
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theme addresses governance in its narrow sense and reflects how author-
ity is exercised through rules, compliance mechanisms, and institutional
oversight.

Finally, Geopolitical Positioning and Strategic Image (8) captures how
space policy is used to signal status, leadership, and strategic intent. The
eight macro-themes provide a necessary structure to organise the corpus
and ensure comparability across cases, but many paragraphs address
multiple issues or contain highly specific policy discussions that could
not be meaningfully distinguished at that level. Relying exclusively on
macro-themes risked flattening important variations and obscuring how
particular topics were articulated and prioritised within broader cate-
gories. For these reasons, an additional layer of categorisation was in-
troduced in the form of thematic clusters. Clusters operate as a finer-
grained analytical tool nested within each macro-theme, and deepen the
analysis to capture the capillarity of the corpus.

Each macro-theme therefore was further divided into a second-order
of 36 clusters, such as cluster 4.1 – Satellite Systems and Applications,
5.2 – Civil–Military Integration, and 7.4 – Debris Mitigation and Space-
Traffic Management. The complete list of the clusters is available in
the Appendix A. Beyond content, the research also assessed the tone in
which space is discussed. Each paragraph was labelled with one of five
sentiment categories, capturing how the actor’s discourse positions itself
strategically, as described in Table 32.

In this analysis, sentiment reveals whether a document seeks to reas-
sure, deter, or project strength. Each paragraph’s sentiment was deter-
mined through close reading and then cross-checked to ensure consis-
tency.

After coding was completed, the results were aggregated and com-
pared across the three actors. Thematic and sentiment data were used to
construct comparative matrices, which helped us to identify the focus of
each document. To ensure comparability across documents, actors, and
time periods with different corpus sizes, all indicators were normalised.
Each thematic or sentiment category was expressed as a proportion of the
total number of coded units within the relevant analytical scope (docu-
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Table 32: Sentiment Coding Scheme: Tone Analysis Categories

Label Description Typical Expressions

Conciliatory Cooperative and inclu-
sive tone promoting mu-
tual benefit

”peaceful purposes”,
”shared development”,
“mutual understanding”

Cautious Balanced or prudent
tone, acknowledging
risks or uncertainty

”take effective mea-
sures”, ”ensure safety”,
”monitor closely”

Neutral Descriptive, factual, or
technical without evalu-
ative tone

”the mission launched”,
”the system provides
data”

Assertive Confident tone project-
ing leadership or capa-
bility

”will lead”, ”strengthen
capacity”, ”enhance de-
terrence”

Combative Confrontational or com-
petitive tone

”oppose interference”,
”defend national inter-
ests”, ”combat threats”

ment, actor, or year). This normalisation prevents longer documents or
larger corpora from dominating the analysis and allows observed differ-
ences to be interpreted as relative variations and discursive orientation
rather than artefacts of corpus size.

Formally, the normalised share of a category was calculated as:

Normalized share(i, u) = N(i, u)/
∑
i

N(i, u) (8.1)

Where i denotes a coded category (sentiment or thematic cluster), u the
unit of analysis, N(i, u) the number of occurrences of category i in unit
u, and

∑
i N(i, u) the total number of coded occurrences within that unit.

Frequencies of themes, sentiments, and clusters were treated as in-
dicators of discursive salience; in this framework, the prominence of a
theme or tone reflects its importance within an actor’s broader strate-
gic narrative. The integration of thematic, cluster, and sentiment layers
made it possible to identify both what each actor prioritises (the issues)
and how they articulate those priorities (the tone).
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Coding is in itself a subjective process, depending on the analyst’s
familiarity with the policy, legal, and strategic language of each juris-
diction; therefore, minor variations in interpretation may influence the-
matic classification and sentiment labelling. To mitigate this, a detailed
codebook was developed and used consistently throughout the process.
Cross-checks and iterative revisions were carried out to ensure concep-
tual stability and interpretive coherence.

Concerning comparability across political systems. Policy and strate-
gic texts issued by China, the United States, and the European Union
vary in institutional style, rhetorical convention, and purpose. This study
addresses these discrepancies through contextual interpretation rather
than literal comparison, ensuring that coding reflects intent rather than
linguistic form.

The following analysis examines how China, the United States, and
the European Union articulate space security through strategic discourse
and how these framings translate into material capabilities and institu-
tional arrangements.

8.5 China: Space, Strategic Development and
State Control

Chinese space governance is framed predominantly as a state-led project
of modernization, with space conceptualized as: (1) national develop-
ment infrastructure essential to state capacity and technological self-reliance,
and (2) a venue for legitimizing great-power status through international
cooperation and norm-engagement. The tone across official documents
is mixed: 46.9% of paragraphs employ assertive language, 24.8% are con-
ciliatory, with minimal use of cautious or combative rhetoric, reflecting a
coherent communicative strategy.

In the theme frequencies, shown in Figure 18, Space Infrastructure
and Capability Building (Theme 4) accounts for 25% of Chinese discourse,
Internationalism and Global Governance (Theme 1) for 22%, and Na-
tional Development and Technological Advancement (Theme 3) for 17%.
The entire space system and its benefits are integrated into a nationalist-
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modernization narrative; satellites, launch systems, and interplanetary
missions are linked to state capacity, sovereignty, and technological self-
reliance.
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6 - Commercialisation

5 - Military Modernisation
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Figure 18: Thematic Distribution in Chinese Space Policy Documents.

The prevalence of Internationalism and Global Governance (23%, in-
creasing by 45 percentage points from 1995 to 2022) redefines sovereignty-
driven objectives in the language of responsibility and multilateralism.
Temporal tracking suggests space is a domain especially sensitive to ex-
ternal perceptions, particularly from the United States.

Before 2000, Beijing signaled restraint and legitimacy-building through
defense white papers employing tags like ”disarmament”, ”arms con-
trol”, and ”legal compliance” alongside ”development-oriented” language.
Sentiment analysis reinforced this, with disproportionate use of concilia-
tory (46.8%) and cautious (22.5%) language. During a period when space
development risked interpretive escalation, this framing legitimized China’s
sustained space interest as a development necessity within prevailing
peaceful-use norms.

A pronounced inflection occurred during 2004-2006. Although only
two policy documents were published, assertive sentiment rose to 69%,
with joint development and security theme coding approaching 89.7%.
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This should be seen as an outlier; such rhetoric did not persist in subse-
quent versions. However, the prominence of capability-signaling, ”tech-
nological leapfrogging,” ”independent development,” and ”strategic im-
portance” showcased China’s readiness to scale advanced systems.

In the subsequent decade, the core developmental-capability narra-
tive persisted, but shifted from capacity-building to ecosystem-building,
eventually to space governance. Commercialization and Industry (Theme
6) themes rose markedly, accounting for 20% of the 2016 corpus. Lan-
guage relating to commercial value-chains expanded to 8.3% from 1.1%
in 2011.

By 2022, Internationalism and Global Governance reached 45.3% of
yearly corpus, with a markedly shifted internal composition. Earlier
periods relied overwhelmingly on International Cooperation; however,
2022 data showed remarkable expansion in Multilateral Governance and
Treaties, surging to 15.8% of all texts, paralleled by Space Law and Stan-
dards reaching 12.3%. This transformation signals a significant shift in
China’s space diplomacy toward institutional participation and norm-
making.
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Figure 19: Thematic Breadth in Chinese Space Policy Discourse (1995–2022).
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Technopolitical arrangements achieve durability through institution-
alization, manifested most clearly in the consolidation of the CCP’s space
governance under direct Party authority. China’s space bureaucracy his-
torically replicated the Soviet model, separating civilian exploration from
military operations. This division changed under Xi Jinping. The 2015
military reforms abolished the old structure and created the People’s Lib-
eration Army Strategic Support Force (SSF), unifying space, cyber, and
electronic warfare under single command.

However, in 2024, the SSF was dismantled and its functions redis-
tributed through a more tightly supervised structure: space operations
assigned to a newly constituted PLA Aerospace Force and cyber opera-
tions to a PLA Cyberspace Force, both subordinated to an Information
Support Force responsible for joint networks and C4ISR integration. All
three report directly to the Central Military Commission, chaired by Xi
himself, preserving direct Party oversight and preventing excessive tech-
nostrategic autonomy accumulation in any single actor.

Beyond the military chain of command, strategic directions flow from
Xi-led Party bodies and ad hoc ”leading small groups” such as the Cen-
tral Commission for Integrated Military-Civil Development (established
2017). Policy codification is handled by the State Council, primarily
through the Ministry of Industry and Information Technology, which al-
locates funding, sets technical standards, and approves sensitive exports.
Programme execution rests with state-owned conglomerates such as the
China Aerospace Science and Technology Corporation, whose leader-
ship appointments are ultimately controlled by the CCP.

In recent times, the strategic outlook broadened to incorporate pri-
vate industry, and another layer was added with the creation of China
Satellite Network Group in 2021, with the goal to build the Guowang
mega-constellation (12,992 LEO satellites by 2030). Although framed as
a commercial broadband project, Guowang is part of the military-civil
fusion ecosystem. Launch coordination, spectrum allocation, and data
governance remain under political oversight. Private ”New Space” firms
operate under licensing regimes requiring the support of the PLA under
China’s 2017 National Defence Transportation Law.
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The Cybersecurity Law and Data Security Law further define space-
related assets and data links as critical information infrastructure subject
to localization, security review, and real-time monitoring. Regulations
extend this logic to user terminals, ensuring ostensibly civilian satel-
lite connectivity remains ”secure and controllable”. In essence, space in
China is an expression of CCP rule where control over orbit, infrastruc-
ture, and data reinforces both external strategic autonomy and internal
political order.

8.6 The US: Space as a Contested Domain

Across the US corpus from 2019 to 2025, space governance is anchored
in a consistent conception of outer space as a contested strategic terrain.
This discourse is linked to efforts to preserve domain usability and pre-
dictability, upon which the US and allies depend. Space is described as
critical high ground. Congestion, commercial scaling, and infrastructural
vulnerability are treated as security problems requiring governance tools
beyond purely military solutions.

These views are visible in both language and thematic structure (Fig-
ure 20). Space Combat and Weaponization (cluster 4.7) remains among
the most frequent clusters (approximately 18% across the corpus), and it
is often paired with usability governance themes: Debris Mitigation and
Space Traffic Management (7.4) accounts for 9%, Technical and Safety
Standards for 0.5%, Multilateral Governance and Treaties (1.2) for 2.5%,
and Responsible Leadership (8.2) for 1.5%. The dual framing results in
militarized readiness paired with managerial sustainability and respon-
sibility vocabulary.
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Figure 20: Predominant Clusters in US Space Policy Discourse.

Across time and administrations is narrated and operationalized dif-
ferently, for different audiences with different goals.

Under the first Trump administration, framing focused on reclassi-
fication. Space Policy Directive 4 (SPD-4, 2019) [222] was written in
a legal-administrative register, with roughly three-quarters of its para-
graphs coded as neutral. This apparent neutrality normalized the idea
that space now requires a permanent military organization. By tasking
the new Space Force with familiar defence functions of ”organise, train,
and equip military space forces to ensure unfettered access to and free-
dom to operate in space,” SPD-4 integrated space into existing defence
bureaucratic grammar [222].

In this period, documents displayed higher concentrations of combat-
ive and assertive language (around 25% and 10% respectively), empha-
sizing that competitors are developing counterspace capabilities and that
the US must be prepared to ”deter and defeat” hostile actions [512]. This
was not framed solely in terms of counterforce options but of usability
and sustainability. Debris Mitigation and Space Traffic Management (7.4)
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emerged quite frequently, alongside infrastructure and resilient themes.
Congestion, debris, and cyber vulnerability were also treated as threats
requiring governance addresses.

Under Biden, the framing was broadened and repackaged in more
diplomatic and ally-friendly terms. The US Space Priorities Framework
(2021) [384] reaffirmed that space is vital to national security and deter-
rence but reframed these priorities through alliances, norms, and inno-
vation. Combative language dropped markedly, suggesting a shift away
from blunt threat description towards signaling intentions and priorities.

The rhetorical shift was even more pronounced in the Strategic Frame-
work for Space Diplomacy (2023) [513]. In this document, conciliatory
sentiment jumped to 60% of coded paragraphs with an emphasis on
”partnership, economic prosperity, diversity, equity and inclusion, and
scientific and technological progress” [513]. For the first time, the role
of space diplomacy is spelled out as a tool to maintain US leadership,
promoting norms of interoperability and responsible behaviour. It was
aimed at countering the expanding international space footprint of China
through soft-power instruments.

By 2025, framing under the second mandate of Trump expanded into
political economy. The Executive Order on Enabling Competition in the
Commercial Space Industry [220] adopted a confident, directive tone
dominated by assertive and neutral language. It focused on regulatory
reform, industrial policy, and the removal of barriers to private-sector
activity like market entry and export controls [220]. The most significant
cluster within this period is National Regulations and Oversight (7.2),
which accounts for about 18% of all thematic mentions. The variations
of the macro themes over time are shown in 21.
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Figure 21: Thematic Breadth in US Space Policy Discourse (2019–2025).

These trends have been and will further be stabilized through institu-
tionalization, which makes the US space posture locked-in and durable
across political cycles. The establishment of the Space Force and recon-
stitution of US Space Command were the most visible expressions of
this process. Texts under prominent clusters like Doctrine (5.3) or Mil-
itary Modernization and Reform (5.1) professionalized space, defined
core missions, and aligned space operations with joint and combined
warfare.

The US’s consistent understanding of space as a contested strategic
terrain transcribed into a stable technopolitical order. The dual fram-
ing of deterrence and usability materialized through various capabilities,
which we discuss in Section 8.13. These choices created path dependen-
cies and were made durable through institutionalized military reforms,
diplomacy, and market regulation.
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8.7 The European Union: Space Regulation and
Strategic Autonomy

During the period subject to this study, the EU increasingly framed space
as a strategic domain integral to security, resilience, and autonomy while
retaining a distinctive self-understanding as a regulatory and multilat-
eral actor. In general, space is framed both as an economic asset driving
growth and competitiveness, and a strategic but vulnerable ecosystem
whose disruption would have immediate security consequences. Unlike
China or the US, the framing is not organized around military prepared-
ness but around governance capacity, resilience, and the management of
systemic risk.

From 2019 to 2022, the EU saw space mostly through the economic
and civilian lens. The earliest documents in 2019 positioned space pol-
icy at the intersection of industry strategy and economic development
while calling for greater political steering and institutional coherence.
More than 57.1% of paragraphs were coded as assertive, signaling an el-
evated ambition and moving this issue higher up in the political agenda.
At the same time, the thematic profile, shown in Figure 22 is distinctly
governance-heavy, with National Regulations and Oversight (7.2) account-
ing for one-fifth of the text. This trajectory was complemented with
prominent language in Economic Development and National Rejuvena-
tion (3.1), Market Development and Commercial Expansion (6.1), and
State-Led Planning and Policy Support (3.5). Key debates about balanc-
ing competitiveness with long-term sustainability were constantly car-
ried out through diplomatic means. Texts clustering in Multilateral Gov-
ernance and Treaties (1.2) and International Cooperation (1.1) showed
how the European approach centered on consensus rule-making and the
embedding of space within international legal frameworks.

The shift towards explicit security framing became clear after Rus-
sia invaded Ukraine in February 2022. In the Strategic Compass for a
stronger EU security and defence [123], space was formally designated
as a strategic domain, linking hostile activities to malicious interference
and destabilizing behaviour that could trigger a Union-level response.
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Figure 22: Predominant Clusters in EU Space Policy Discourse.

This discursive change is mirrored in the sentiment analysis. 2022 was
the most assertive year in the corpus, with more than 56% of paragraphs
coded as such, and was the first year in which a measurable share of
combative language appeared.

The thematic centre of gravity also changed markedly. Clusters like
Military Modernization and Reform (5.1), Military Doctrine (5.3), and
Strategic Competition and Regional Focus (8.4) were on the rise. All
indicated growing anxiety from systemic vulnerability and geopolitical
pressures in the space domain. The EU, however, still opted to prioritize
its risk management through collective action and oversight rather than
moving openly to weaponization. This was confirmed by looking at the
minimality of Space Combat and Weaponization (4.7) and stable patterns
of governance-related themes visible in Figure 23.

338



2019 2020 2021 2022 2023 2025
0

5

10

15

20

25

30

Publication year (years with documents only)N
um

be
r

of
di

st
in

ct
cl

us
te

rs
m

en
ti

on
ed EU — Topic breadth by macro-theme over time

1 — Internationalism 2 — Peaceful Development 3 — National Development 4 — Space Infrastructure

5 — Military Modernisation 6 — Commercialisation 7 — Space Governance 8 — Geopolitical Positioning

Figure 23: Thematic Breadth in EU Space Policy Discourse (2019–2025).

The security framing stabilized in subsequent years. International
Cooperation (1.1), especially with NATO, was most frequently mentioned
with notable use of Dual-Use Integration (5.2) and Confidence-Building
Measures clusters. This perception was finally crystallized in the lan-
guage of regulation and compliance expressed through the EU Space Act
proposal. Once again, a governance-centric vocabulary was completed
by a neutral legislative tone. Vulnerability and security concerns have
now materialized into tangible policy choices and institutions.

8.8 Space Cybersecurity as Security, Market, and
Infrastructure: China, the EU, and the United
States

Previous sections examined the discourse surrounding space and the
securitization of this domain by the European Union, China, and the
United States. As a central aspect of security in space is closely asso-
ciated with its cyber dimension, this section examines how the EU, the
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US, and China conceptualise and address cybersecurity in the space do-
main. In our analysis space, cybersecurity is not a purely technical prob-
lem, but a political and economic one, shaped by institutional authority,
technological choices, and market incentives. In this section, we adopt
a comparative approach centered on common analytical questions. This
analysis draws on official regulatory and policy material, technical threat
assessments, and industry-oriented sources, including policy consulta-
tion inputs and market analyses.

The section is organised into three sub-sections according to three
main concepts. The first examines political and governance logics: how
space cybersecurity is framed, where authority is located, and whose in-
terests are represented. The results of this analysis are shown in Table 33.
The second analyzes technological priorities and dominant threat mod-
els, and this analysis is shown in Table 34. The third addresses economic
perceptions, focusing on costs, incentives, and distributional effects. The
analysis’s summary is presented in Table 35. A final synthesis shows
how these dimensions combine into distinct models of space cyberse-
curity. Across all three actors, space cybersecurity is a matter of public
interest; however, the meaning of that public interest, the location of au-
thority, and the role and perception of the industry differ markedly.

In the Chinese case, space cybersecurity is part of a broader doctrine
of cyber sovereignty and national security [420]. The Cyberspace Ad-
ministration of China frames satellite connectivity as a security-sensitive
extension of national cyberspace, requiring political oversight and tech-
nical control [93]. Satellite internet is, on one side, a commercial service,
but on the other, a potential channel for information flows that could
bypass domestic controls or expose critical infrastructure to external in-
terference [93].

In the Measures for the Administration of Terminal Equipment Di-
rectly Connecting to Satellite Services, a CAC document published in
2024 [93], Chinese authorities treat satellite modems and user terminals
as a key source of risk in space-based communication systems. These de-
vices are first seen as technical weak points whose disruption can affect
military operations and critical infrastructure, a concern reinforced by
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the KA-SAT/Viasat cyberattack during the war in Ukraine, which tem-
porarily disrupted communications for military and civilian users. At
the same time, satellite terminals are understood as enabling forms of in-
ternet access that may bypass existing domestic control mechanisms. The
Measures, therefore, focus on regulating terminal-level access through
cybersecurity requirements, licensing, and usage restrictions, to reduce
both operational vulnerability and uncontrolled information flows.

Chinese regulators assert the right to determine which satellite sys-
tems may operate within national territory, to license terminal equip-
ment and service providers, and to impose mandatory security and data-
protection obligations [93]. In China, operators are expected to prevent
the transmission of information deemed harmful to state security or so-
cial stability. Here, the industry appears primarily as an implementation
layer; companies are encouraged to contribute to industrial development
and innovation, but within parameters set by the state. There is little ev-
idence of an autonomous industry voice shaping regulatory objectives;
alignment, rather than negotiation, is the dominant mode.

In the European Union, space cybersecurity is framed through the
lens of internal market integration and risk management. The European
Commission identifies fragmentation across national space laws and un-
even treatment of safety and cybersecurity risks as obstacles to a func-
tioning market for space-based data and services, and uses this as the
main justification for a EU Space Act [107], the first legal instrument to
introduce industry-wide requirements in the sector. Space cybersecurity
goes alongside safety and environmental sustainability as a condition for
market integration rather than as an expression of national sovereignty.

Therefore, in the EU, multiple voices are involved in the consulta-
tion process. When it comes to new cybersecurity requirements, such as
those that will probably be introduced by the Space Act, many differ-
ent actors contribute to the political discussion, trying to push for their
position. European standardisation actors emphasise the importance of
harmonised standards and resist approaches that would bypass estab-
lished consensus-based processes [85]. Downstream service providers
accept the need for cybersecurity obligations but highlight the risk that
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upstream compliance costs will cascade through the value chain [563].
From the upstream industry perspective, cyber resilience is framed as a
strategic asset: clear, predictable, and harmonised requirements are seen
as necessary to preserve European industrial credibility, avoid market
fragmentation, and sustain cross-border supply chains. However, this
segment of the industry also warns that overly prescriptive or rapidly
evolving rules risk constraining innovation and disproportionately af-
fecting system developers.

This negotiated, market-oriented approach contrasts with the United
States, where space cybersecurity is framed less as a regulatory coordi-
nation problem and more as a core national security imperative. The
US, in fact, frames cybersecurity in strongly securitised terms, linking
it to national security, critical infrastructure protection, and deterrence
in a contested domain [500]. Space systems are indispensable to both
military operations and civilian life, and their disruption is treated as a
serious strategic risk.

Rather than relying on a single, comprehensive regulatory frame-
work, the US implements cybersecurity requirements through agency-
specific rules, procurement practices, and program-level standards. US
space companies describe this landscape as fragmented, with require-
ments varying across civil and defence programmes and often derived
from generic IT frameworks ill-suited to space systems. Industry voice
is clearly present and influential, but it is channelled primarily through
consultation, contracting, and feedback loops rather than through formal
regulatory negotiation [122].

8.9 Technological Priorities: What Is Secured and
According to Which Threat Models

All three actors converge on a basic technical consideration: space sys-
tems are complex, multi-segment architectures in which vulnerabilities
in ground infrastructure, links, user equipment, or on-board systems can
undermine the whole. Divergence emerges in which segments are priori-
tised and how threats are translated into design and regulatory choices.
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Table 33: Cybersecurity governance framing in China, the Eu and the US

Actor Core framing Authority struc-
ture

Role of industry

China National security and cy-
ber sovereignty

Highly cen-
tralised state
control

Implementer
aligned with state
objectives

EU Safety, resilience, and inter-
nal market

Shared, frag-
mented and
negotiated

Active participant
shaping imple-
mentation

US Mission assurance and de-
terrence

Decentralised,
agency-driven

Strong con-
sultative and
contractual voice

The summary of the analysis of this section is shown in Table 34

Chinese technical and regulatory approaches place a distinct focus on
terminal devices and ground-based infrastructure [93]. Regulators focus
on controlling user endpoints to prevent unregulated connectivity and
unauthorised data flows, and technical assessments highlight persistent
weaknesses in the cyber posture of ground-segment systems [492]. Ex-
posed services, legacy software, and insufficient network segmentation
are identified as the recurring problems across space-related organisa-
tions. The implicit conclusion is that formal regulatory control must be
complemented by significant improvements in operational cybersecurity
practices.

From an industrial perspective, Chinese market actors adopt a system-
wide threat model encompassing communication links, ground systems,
satellites, supply chains, and terminals. Threats such as jamming, link hi-
jacking, malware insertion, and component-level compromise are used
to justify the expansion of a dedicated satellite internet security sector.
The enumeration of threats serves as a diagnostic function, but also an
economic one; cybersecurity supports investment narratives around in-
tegrated, end-to-end security solutions.

Technical assessments of Chinese space-related organisations focus
on the ground segment as the weakest link [492]. Exposed web services,
remote management interfaces, legacy software stacks, and insufficient
network segmentation are recurrently identified as sources of risk [492].
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These weaknesses are considered empirically observable conditions af-
fecting aerospace manufacturers, satellite operators, and research insti-
tutes. Ground systems are understood as attractive targets because they
concentrate command, telemetry, and data processing functions while
often relying on conventional IT infrastructure that lacks space-specific
hardening.

In the European Union, technological priorities are shaped by a lifecycle-
based and asset-centric understanding of risk. Threat modelling explic-
itly distinguishes between space assets, ground infrastructure, user seg-
ments, and human and organisational components, and maps vulnera-
bilities across design, manufacturing, launch, operational, and end-of-
life phases [212]. Cybersecurity is inseparable from system engineering
choices made early in the lifecycle, rather than as a set of controls applied
post-deployment.

European threat assessments place particular emphasis on ground-
segment exposure and interdependencies [212]. Ground stations, mis-
sion control centres, cloud-based data processing environments, and third-
party service providers are consistently identified as high-risk nodes due
to their connectivity, reliance on commercial IT services, and integration
with non-space networks. At the same time, link-level threats such as
jamming, spoofing, and interference are analysed alongside cyber in-
trusions, reflecting an understanding of space systems as hybrid cyber-
electromagnetic environments rather than purely digital systems [212].

Rather than prescribing specific defensive technologies, the European
approach seeks to translate these threat models into risk-management
obligations. Harmonised standards and certification schemes are ex-
pected to operationalise cybersecurity requirements in a manner pro-
portionate to mission profile, system criticality, and operator capacity.
The underlying design philosophy treats space systems as critical cyber-
physical infrastructure embedded in wider digital ecosystems, requir-
ing structured, auditable risk management across the full lifecycle rather
than bespoke or purely reactive security measures.

The United States adopts a similar threat-informed and operationally
grounded approach to space cybersecurity, shaped by the assumption
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that space systems will be targeted by capable state and state-sponsored
adversaries. U.S. policy and technical guidance seem to prioritise the
protection of critical space system functions, particularly command-and-
control, telemetry, tracking, and mission data integrity, because their
compromise could result in loss of positive control, mission failure, or
cascading physical effects in orbit [500]. Cyber threats are therefore framed
less in terms of data confidentiality and more in terms of system integrity,
availability, and assured command authority, reflecting the role of space
assets in military operations and critical civilian infrastructure.

Recent vulnerability assessments identify the ground segment and
interface layers as primary points of exposure [152]. Ground stations,
mission control networks, cloud-based data processing environments,
and software-defined radios are treated as particularly vulnerable due
to their connectivity, reliance on commercial IT infrastructure, and inte-
gration with non-space networks [515]. At the same time, U.S. sources
emphasise risks associated with long-lived on-orbit systems that were
designed before contemporary cyber threat models were fully developed
[515].

The U.S. private sector often points out the disparity between terres-
trial cybersecurity frameworks and the unique challenges of space sys-
tems. These challenges include limited processing power, intermittent
connectivity, and lengthy development and deployment cycles. These
factors complicate the implementation of standard security measures,
such as continuous monitoring, regular patching, and intrusion detection
[443]. These constraints reinforce a technological emphasis on secure-
by-design engineering, where cybersecurity considerations are embed-
ded early in system architecture rather than after the launch. Encryp-
tion, authentication, segmentation of critical functions, and protection
against unauthorised command injection are prioritised over compre-
hensive compliance with generic cybersecurity checklists [447].

As a result, the technological debates in the US increasingly focus
on architectural resilience; disaggregation, redundancy, and proliferated
constellations are promoted as ways to limit the operational impact of
successful cyberattacks by reducing single points of failure and enabling
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controlled degradation rather than catastrophic loss. Cybersecurity is a
practical engineering and mission-assurance problem, closely tied to sys-
tem design choices and operational concepts, and not as a standardisation-
driven exercise aimed at uniform control implementation across all space
assets.

Table 34: Technological Priorities in China, the Eu and the US

Actor Technical emphasis Dominant threat
model

Design logic

China Terminals and ground
control

Loss of control and in-
formation leakage

Secure, controllable
ecosystems

EU Lifecycle and system-
wide risk

Multi-segment dis-
ruption

Risk-based standardi-
sation

US Critical functions and
resilience

State-level adversaries Threat-informed prag-
matism

8.10 Economic Perceptions: Costs, Markets, and
Incentives

This section examines how space cybersecurity is framed economically
across the three actors, focusing on whether cybersecurity requirements
are understood as regulatory costs, strategic investments, or market op-
portunities.

In the European Union, space cybersecurity is currently primarily
a regulatory cost with a measurable economic impact, which is quan-
tified through formal ex ante assessments, such as the Commission’s
impact assessment for the EU Space Act [107], which estimates that cy-
bersecurity and resilience requirements will generate non-negligible but
bounded cost increases across the space value chain, particularly for satel-
lite manufacturing and ground systems.

According to the Commission’s modelling, cybersecurity-related obli-
gations contribute to satellite platform manufacturing cost increases in
the range of 3–10% [196], depending on mission type and system com-
plexity. When aggregated across affected segments, these increases trans-
late into an average price rise of approximately 2.7% [189] across the EU
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space industry.
Despite these costs, EU institutions frame cybersecurity expenditure

as economically justified by its long-term benefits, including reduced
regulatory fragmentation, lower systemic risk, increased trust in space-
based services, and improved conditions for cross-border operations. The
private sector, however express concern about fixed compliance costs
and administrative burden, particularly in the early phases of implemen-
tation.

In China, cybersecurity requirements are widely framed as an indus-
trial opportunity rather than a regulatory burden. Market analysts inter-
pret mandatory security obligations as demand-generating mechanisms
that support the emergence of a domestic satellite internet security in-
dustry [296]. Fixed per-satellite security expenditures are treated as pre-
dictable inputs into national constellation programmes, providing a sta-
ble revenue base for firms aligned with state priorities. Regulation is
thus understood as a tool for market creation and industrial consolida-
tion rather than as a constraint on innovation.

Economic studies estimate [296] that the domestic satellite internet
security market, including secure ground infrastructure, terminals, and
network protection, will reach approximately RMB 8–10 billion annually
by 2030, driven by the rollout of state-backed and commercial constel-
lations. Cybersecurity expenditure is treated as a predictable and stable
revenue stream for domestic firms aligned with national programmes,
rather than as a factor constraining investment or demand.

Notably, no official Chinese documents attempt to quantify cyber-
security requirements as incremental costs imposed on operators. Eco-
nomic risk is instead associated with delays in constellation deployment
or policy execution, while cybersecurity requirements themselves are as-
sumed as a baseline condition of participation in the market.

In this setting, firms with strong ties to state programmes and domes-
tic supply chains are positioned to benefit, while foreign providers and
unaligned actors face significant barriers to entry. Economic risk is asso-
ciated primarily with delays in deployment or policy execution, not with
the stringency of security requirements themselves.
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A good example of Cybersecurity considerations in the US space ecosys-
tem is given by the NASA budgetary reports [374], where cybersecurity
activities are described as embedded within engineering, safety, mission
services, and infrastructure modernisation accounts, rather than isolated
as standalone cybersecurity programmes. NASA’s Safety, Security, and
Mission Services budget, amounting to approximately USD 446.5 million
annually from FY-2026 onward, explicitly integrates cybersecurity into
mission resilience, system protection, and technical authority functions.

In the United States, cybersecurity costs are largely internalised within
defence and government space programmes, where mission assurance is
non-negotiable. The primary economic concern expressed by industry is
inefficiency rather than cost increases [443]. US private-sector actors call
for clearer, more space-specific baselines and better-aligned incentives,
particularly for commercial operators and legacy systems.

From a market perspective, this embedded approach means that cy-
bersecurity demand is driven primarily by government procurement and
mission requirements, and not by regulatory compliance obligations. While
market studies estimate U.S. space cybersecurity spending at USD 1.1–1.2
billion in the mid-2020s [263], these figures reflect investment tied to
defence and government-led programmes rather than responses to new
regulatory mandates.

From an external economic perspective, U.S. authorities explicitly frame
the EU Space Act as a potential source of trade distortion and duplica-
tive compliance costs for U.S. space companies operating in the Euro-
pean market. Official U.S. reactions [511] express concern that the pro-
posed cybersecurity and resilience requirements could function as non-
tariff barriers, particularly if equivalence and mutual recognition mecha-
nisms are not clearly defined. U.S. authorities argue that size-based and
prescriptive regulatory obligations risk disproportionately affecting U.S.
operators, especially large constellation providers, by increasing compli-
ance costs and constraining investment decisions without demonstrable
security gains.

In this context, U.S. economic concerns focus less on the absolute cost
of cybersecurity measures and more on their extraterritorial effects, in-
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cluding the risk of fragmented regulatory regimes, reduced interoper-
ability, and weakened transatlantic supply chains. The preferred U.S. ap-
proach emphasises regulatory alignment, outcome-based requirements,
and mutual recognition of existing cybersecurity assessments, to pre-
serve market access and avoid duplicative compliance burdens for firms
active across jurisdictions.

Table 35: Space Cybersecurity from the economic point of view of China,
the EU and the US

Actor Economic framing Perceived burden Market effect
China Security as an indus-

trial driver
Low political salience Protected domestic ex-

pansion
EU Security as quantified

regulatory cost
Actively contested Regulated market

growth
US Security as an inter-

nalised mission cost
Fragmentation-driven Incentive and align-

ment focus

8.11 Divergent Models of Space Cybersecurity

Taken together, the political, technological, and economic dimensions
form three distinct models of space cybersecurity. China’s model is state-
centric and sovereignty-driven. Cybersecurity, information control, and
industrial policy are tightly integrated, and regulation serves both secu-
rity and market-shaping functions: China emphases controllability, do-
mestic capacity, and alignment with national strategic objectives.

The European Union’s model is both regulatory and pluralistic. Space
cybersecurity is embedded within a broader project of market integration
and sustainability, implemented through shared authority, standardisa-
tion, and negotiated requirements with the industry. Security objectives
coexist with explicit concern for competitiveness and proportionality.

The United States follows a mission-assurance model. Security narra-
tives coexist with decentralised implementation and reliance on procure-
ment and industry dialogue. Cybersecurity is treated as an operational
necessity shaped by threat environments and system constraints rather
than as a uniform regulatory domain.
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These models reflect deeper differences in how states organise au-
thority, manage technological risk, and structure markets. With space
systems now central to economic and military power, these differences
will increasingly shape cooperation, competition, and conflict in the space
and cyber domains.

8.12 From Discourse to Practice

This paper’s corpus analysis, along with the discussion surrounding space
cybersecurity, illustrates the distinct paths of political discourse and strate-
gic doctrine for the US, China, and the EU. These varying approaches to
articulating space and its securitization have led to tangible operational
choices, investment decisions, and strategic actions. This section aims to
translate the analyzed discourse into specific actions and decisions that
underlie it. The analysis conducted here connects the most frequently
observed clusters and themes from our study to the operational capabil-
ities developed by these three actors.

8.13 United States - From Discourse to Practice

The US framed space as a contested warfighting domain, driving a ro-
bust push for military space superiority (Macro-Theme 8: Geopolitical
Positioning & Strategic Image). This framing has materialized in con-
crete capabilities that reflect U.S. doctrine and discourse. In line with the
macro-theme of Space Infrastructure and Capability Building (Theme 4)
– specifically cluster 4.3: Space Surveillance & Resilience – the U.S. ex-
panded its space surveillance networks and built more resilient constel-
lations. A key development was the Space Fence S-band radar system,
which achieved initial operational capability in 2020 and is capable of
tracking tens of thousands of objects in low Earth orbit [268]. Space
Fence, along with a suite of optical telescopes and on-orbit inspector
satellites like the GSSAP (Geosynchronous Space Situational Awareness
Program, with six satellites by 2022), provides near-real-time awareness
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of spacecraft maneuvers, enabling the U.S. to rapidly detect or attribute
hostile acts in orbit [101].

To improve resilience under attack, the Pentagon radically shifted its
satellite architectures. Rather than relying on a few large GEO satel-
lites the U.S. is deploying proliferated constellations of smaller satel-
lites in LEO on a rapid spiral development cycle. The recently created
Space Development Agency (SDA) began fielding the National Defense
Space Architecture (NDSA) with hundreds of satellites arranged in mul-
tiple layers with initial Tranche 0 launches in 2022–2023 and a plan for
new tranches every 2 years [567]. This distributed approach, enabled
by commercial mass production and frequent launch, inherently com-
plicates enemy targeting. Even if some nodes are lost, the network can
continue to function, ensuring continuity of service. The U.S. has also
leveraged commercial mega-constellations for redundancy, partnering
with SpaceX’s Starlink network to support military communications (no-
tably seen in Ukraine’s connectivity) [9]. These investments in Space Do-
main Awareness and resilient constellations reflect the U.S. warfighting
paradigm, translating into capabilities (Theme 4, Satellite Systems & Re-
silience) that secure space assets against interference.

Consistent with treating space as a key enabler of terrestrial warfight-
ing, the U.S. heavily modernized and expanded its satellite constella-
tions for intelligence, navigation, and communications (Macro-Theme 4,
cluster 4.1: Satellite Systems and Applications). Between 2020 and 2026,
the U.S. launched next-generation GPS III navigation satellites, enhanc-
ing positioning and timing services with higher accuracy and stronger
anti-jam signals. The follow-on GPS IIIF program was funded to en-
sure continued global coverage and to add features like laser links and
regional military uplinks for even greater resilience [267]. The aging
SBIRS/DSP missile-warning satellites in GEO are being succeeded by the
Next-Generation OPIR constellation, featuring advanced infrared sen-
sors, while the SDA Tracking Layer in LEO adds dozens of sensors able
to detect dimmer targets such as hypersonic glide vehicles [162]. For
imagery intelligence, the National Reconnaissance Office (NRO) orbited
new high-resolution optical and radar imaging satellites, and began ex-
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perimenting with commercial imagery for tactical use [271]. Secure com-
munications were bolstered via new military satellites like WGS-11+ (Wide-
band Global SATCOM) and AEHF-6 (Advanced Extremely High Fre-
quency satellite) [30]. These efforts align with both Theme 4 (Capabil-
ity Building) and Theme 5 (Military Modernization), and demonstrate
how U.S. discourse about assured space support and dominance (cap-
tured in cluster 5.1: Space Superiority Doctrine) led to tangible programs
strengthening U.S. C4ISR and PNT capabilities.

To sustain its space capabilities, the U.S. focused on assured and re-
sponsive launch. This falls under Space Infrastructure (Theme 4) and
also reflects Commercialization and Industry (Theme 6), given the promi-
nent role of private launch providers. The U.S. maintained heavy-lift
launch capacity for the largest national-security payloads – for example,
SpaceX Falcon Heavy flew several missions for DoD [540].

Because the U.S. perceives space dominance as critical to deterring
adversaries, it pursued a range of counterspace capabilities for both of-
fense and defense; a development guided by Macro-Theme 5: Military
Modernization and Civil–Military Integration, particularly cluster 5.3:
Counterspace Systems. U.S. officials have condemned destructive anti-
satellite (ASAT) testing, the U.S. declared a unilateral moratorium on
debris-causing ASAT intercepts in 2022 [488], yet the Pentagon has de-
veloped non-kinetic offensive tools aimed at neutralizing enemy space
assets if necessary without creating orbital debris. By 2025, the U.S.
Space Force had at least one acknowledged operational counterspace
weapon: the Counter Communications System (CCS) [340], a ground-
based mobile jammer that targets adversary satellite communications. A
major enhancement effort codenamed Meadowlands delivered a next-
generation CCS jammer in 2025, offering multi-frequency jamming (cov-
ering S-band and X-band satcom links) in a much more compact, mo-
bile package [365]. Multiple Meadowlands units are being tested and
integrated, providing the U.S. with a flexible electronic attack option
to dazzle enemy satellites without physical destruction. U.S. officials
have even begun to openly acknowledge work on offensive space con-
trol weapons, signaling an intent to be able to disable or degrade hostile
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satellites in wartime through reversible means (jamming, dazzling, cyber
effects) rather than kinetic attacks.

On the defensive side, the U.S. also fielded measures to protect its
own satellites. Many national-security satellites were equipped with
improved maneuver capabilities and onboard threat detectors. Some,
like the latest Syracuse comm satellites shared with France, carry optical
cameras to identify nearby objects [434]. The U.S. operates on-orbit in-
spection satellites (the GSSAP spacecraft in GEO) to monitor potentially
threatening approaches [87], and has tested the secretive X-37B space-
plane on six missions, carrying experiments that could include deploy-
ing small satellites, testing autonomous rendezvous, or other advanced
technologies [248]. Cyber defense of space systems has likewise been a
priority. Given that cyber-attacks could cripple satellite operations with-
out any launch, Space Force works closely with U.S. Cyber Command
and industry to harden satellite control networks and ground stations
(for instance, through the Space Information Sharing and Analysis Cen-
ter, Space-ISAC, which shares threat intelligence among government and
commercial satellite operators).

All these efforts stem from Washington’s consensus that control of
space is vital to national security, a consensus prompting high-tech projects
and organizational changes on an unprecedented scale. The U.S. ap-
proach shows framing, materialisation, and institutionalisation: a force-
ful doctrinal vision of space control (Theme 8 and Theme 5) led to con-
crete new technologies and units oriented around space superiority.

8.14 European Union: from discourse to prac-
tice

Our analysis demonstrated how the European Union’s framing of space
security has historically differed from the U.S.’s, emphasizing space as
critical infrastructure to be protected and a domain to be kept peaceful,
while more recently also moving toward a stronger security role in light
of rising threats. Europe conceives of space assets as essential enablers
of the economy and society, implicating the need for sovereignty and
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resilience.

Europe on one hand, aims to preserve space as a global commons
through diplomacy and norms (consistent with EU’s multilateral, non-
weaponisation ethos), and on the other, hardening Europe’s space in-
frastructure and services against aggression. The EU’s conceptual focus
on resilience and autonomy steers it to develop capabilities that secure
access to essential space services for Europeans, rather than offensive
space weapons. Key EU initiatives from 2020 reflect this primarily defen-
sive, dual-use approach. This aligns with Macro-Theme 4: Space Infras-
tructure & Capability and Macro-Theme 3: National Development/Tech
Advancement, as well as Europe’s strong discourse on Macro-Theme 7:
Space Governance & Standards. Each of these themes is evident as the
EU translates its discourse into concrete programs.

Regarding the development of dual-use constellations, the EU has
recently invested heavily in its flagship space programs and upgraded
their security features. The EU’s Galileo satellite navigation system reached
Full Operational Capability in the early 2020s, providing highly accurate
PNT to over 2 billion global users. On top of its civilian applications,
Galileo offers a Public Regulated Service (PRS) [510], an encrypted, jam-
resistant signal reserved for government and military users. The PRS is
seen as a pillar of European military autonomy, guaranteeing that Euro-
pean forces have sovereign PNT access even if GPS is denied. Similarly,
the Copernicus Earth observation program delivers high-resolution im-
agery and a wealth of environmental data. Originally civilian, Coperni-
cus data has increasingly been used for security missions, for example,
maritime surveillance in the Mediterranean and mapping crisis zones,
showing the dual-use value of Europe’s EO assets [52].

The third major pillar, IRIS² is designed to provide secure, encrypted
broadband communications for EU institutions, member state govern-
ments, and potentially troops; essentially a European GovSatCom sys-
tem for civil protection, diplomatic communications, and military use.
The IRIS² program was approved in 2022 with a budget of €2.4 billion,
explicitly to reduce reliance on non-EU satellite operators.

These programs show the EU’s preference for dual-use capabilities,
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systems that strengthen the economy and civilian services while also
equipping Europe with strategic security tools. The role of the EU Satel-
lite Centre (SatCen) is a clear example of how this dual-use strategy is
made operational. The Agency fuses imagery from both commercial
sources and member-states’ military satellites to produce geospatial in-
telligence for EU missions and policymakers [414]. By building out au-
tonomous capacities, the EU reduces its dependence on foreign (often
U.S.) assets and strengthens its decision-making autonomy during crise.
This corresponds to Theme 3: National Technological Advancement (Eu-
rope seeking independent technological capabilities) and is mapped to
thematic cluster 5.2 (Civil–Military Integration), as the EU deliberately
designs civilian systems with secured military-grade components.

The EU’s view of space infrastructure as essential services, translates
in a particular focus on Space Situational Awareness (SSA) to safeguard
satellites from collisions, interference, or attacks. This falls under Macro-
Theme 7: Space Governance, Law & Standards, specifically cluster 7.4:
Debris Mitigation and Space-Traffic Management. In the 2010s the EU
launched a Space Surveillance and Tracking (SST) support framework,
which federated sensors from multiple member states (radars, telescopes,
laser-ranging stations) to provide collision avoidance warnings and de-
bris monitoring for European satellites. This capability evolved further
in recent times toward a more comprehensive Space Domain Awareness
approach, also monitoring operational satellites and potential threats (e.g.
uncooperative approaches or hostile maneuvers in orbit) [228]. In prac-
tice, this means encouraging countries that have relevant sensors (for
example, France’s GRAVES bi-static radar [411], and Germany’s TIRA
tracking radar [325]) to share real-time data and jointly maintain a cata-
log of objects and activities in key orbits.

On the cybersecurity side, the EU arguably operates one of the most
regulated environments globally. Through instruments such as NIS2, the
CER Directive, the Cybersecurity Act, and upcoming proposals includ-
ing the EU Space Act and the Digital Networks Act, European space op-
erators are increasingly required to meet defined cybersecurity baselines,
adopt recognised standards, and comply with tighter oversight and re-
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porting duties. However, the key question for this section is not to map
the regulatory landscape in detail, but to understand what these rules
produce operationally: which concrete capabilities and technologies are
actually implemented as a result of this regulatory push.

Since 2022, the European External Action Service (EEAS) has oper-
ated a 24/7 Space Threat Response Architecture (STRA) team (under the
EU’s Special Envoy for Space) and has held annual exercises (e.g. STRA-
22 in May 2022) to simulate how the EU would respond to an attack on
a European satellite. These simulations involve coordinating diplomatic
responses, activating mutual defense clauses, and possibly attributing
the attack publicly. Indeed, the EU’s strategy now openly states that if
a serious space attack occurs, it could trigger the EU’s mutual defense
mechanisms (Article 42.7 TEU) or collective retaliation in other domains.

Strategic autonomy in space also requires independent European ac-
cess to orbit. Europe recently grappled with challenges in its launch sec-
tor the retirement of Ariane 5 in 2023, delays in the next-gen Ariane 6
heavy launcher (first flight slipped to 2024), and the sudden loss of ac-
cess to Russian Soyuz rockets after 2022 [326], which underscored the
security implications of launch dependence.

The EU response was to double down on supporting a diversified Eu-
ropean launcher family, aligning with Macro-Theme 6: Commercialisa-
tion and Industry (and cluster 6.1, Indigenous Launch Capability). The
Ariane 6 (with two variants targeting 10 ton and 21 ton to GTO) and
the upgraded Vega-C light/medium launcher (up to 2.3 ton to LEO) are
central to ensuring Europe can launch its large satellites (like Galileo re-
placements or government missions) without foreign reliance. The EU
and national agencies are also stimulating “responsive launch” options,
including supporting a nascent ecosystem of European small launch star-
tups. Germany, for instance, has fostered companies like Isar Aerospace
and Rocket Factory Augsburg developing micro-launchers ( 500 kg to
1 ton class) capable of quick deployment of small satellites [399]. The
European Commission has provided seed funding and prizes (via Hori-
zon Europe and CASSINI space entrepreneurship programs) to several
launcher startups and conducted competitive launch service procure-
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ments to give them opportunities. The logic is that in a crisis, Europe
may need the ability to rapidly reconstitute satellite capacity or launch
replacement satellites on short notice, something only possible if a re-
sponsive launch industry exists domestically. Though Europe’s launch
cadence still does not match the high tempo of U.S. or Chinese opera-
tions, these measures show a clear intent to close critical gaps. The EU is
also supporting its broader industrial base (e.g., via the European Chips
Act, seeking to ensure secure supply of chips for satellites) to satellite
manufacturing capacity, to minimize strategic dependencies that could
undermine security.

8.15 China: From Discourse to Practice

China’s approach to space security is rooted in its portrayal of space
as a strategic frontier vital to national rejuvenation, technological ad-
vancement, and military modernization. Guided by this outlook, China
rapidly expanded both its civilian space infrastructure and its military/dual-
use space arsenal. China recently completed long-planned constellations
and leap ahead in developing counterspace weapons, all under the or-
ganizational umbrella of a reformed military space apparatus. In line
with Macro-Theme 3: National Development & Technological Advance-
ment and Macro-Theme 5: Military Modernization/Civil–Military Fu-
sion, Chinese discourse directly translated into ambitious programs to
rival U.S. capabilities.

In the early 2020s, China established indigenous, global space sys-
tems, reflecting Theme 4: Space Infrastructure & Capability Building
and the drive for self-reliance. In June 2020, China completed the de-
ployment of the BeiDou-3 Navigation Satellite System [244], becoming
the third entity (after the U.S. GPS and Russian GLONASS) with a full
global GNSS constellation. BeiDou-3 consists of 30 operational satellites
(24 in MEO 21,500 km orbits, 3 in inclined GEO, 3 in GEO), offers an en-
crypted military/navigation service for the PLA (with higher-precision
and anti-jam features). At the same time, China built out a dense network
of intelligence, surveillance, and reconnaissance (ISR) satellites, and by
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early 2025, counted over 1,000 operational satellites in orbit (a more than
500% increase since 2015) [459] and by end of 2025, over 1,300 satellites
[37]. Crucially, more than 510 of these ere PLA-operated or dual-use
ISR satellites equipped with optical imaging, synthetic aperture radar
(SAR) [459], electronic intelligence (ELINT), and radio-frequency (RF)
signal-geolocation payloads. This gives the PLA near-real-time surveil-
lance of targets, while the constellation of Yaogan reconnaissance satel-
lites (electro-optical and SAR satellites) guarantee frequent revisit in ar-
eas of interest, (South China Sea or Western Pacific) and track foreign
naval deployments [156].

China’s communication satellite fleet also grew and modernized, with
new constellations like Tianlian relay satellites (in GEO) to support its
crewed space station and provide continuous comms for other missions,
and a variety of military comsats (Fenghuo and Shentong) [485] ded-
icated to PLA command-and-control networks. Notably, responding to
the global trend of LEO broadband mega-constellations, China announced
plans for its own large-scale constellations. The flagship is “Guowang”
(National Network) [161], a state-backed project unveiled in 2021 to de-
ploy 12,992 LEO satellites by 2030 to provide worldwide internet and
IoT connectivity. By late 2025, China had launched the first batches of
Guowang test satellites; over 200 experimental broadband satellites were
in orbit by 2025. In addition, a second mega-constellation, called “Qian-
fan” (“Thousand Sails”), is in development by a Chinese commercial con-
sortium [166]. Beijing’s framing of space, as both an economic and strate-
gic domain, translates into massive investment in orbital infrastructure
across all sectors: navigation, Earth observation, communications, and
science. This gives China increasing self-reliance in space services and
also the capacity to support power projection, such as the PLA forces op-
erating abroad can use Chinese SATCOM and ISR systems. China’s on-
orbit assets demonstrate how technological development and national
security are linked (Theme 3 and 5).

To deploy so many satellites, China scaled up its launch capabilities,
Theme 4 (Infrastructure) and 3 (Development). Over 2020–2025, China’s
launch rate surged to rival, and in some years exceed, that of the United
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States. In 2021 and 2022, China led the world with 55+ launches each year
[385], and in 2025 it hit a record 70 launches (carrying 319 payloads to or-
bit that year alone [157]. This demonstrate a new industrial capacity that
only a decade before was a fraction of this size. The Long March rocket
family remains the main carrier, but ongoing upgrades produced newer
models like the Long March 5B [425] (25 ton LEO capacity, used for space
station modules) and the Long March 7A [94] (mid-class launcher). A
series of commercial-spinoff launch firms have also emerged under Bei-
jing’s military-civil fusion policies. Companies such as CASC’s Expace,
CASIC’s Kuaizhou series, and startups like iSpace, LandSpace, Galac-
tic Energy [454], developed light launch vehicles (carrying a few hun-
dred kilograms) to ensure China can launch satellites on demand and
into diverse orbits, reducing reliance on any single launch system. China
also made advancements in reusable launch technology; in September
2022, Chinese firm CAS Space performed a successful vertical takeoff &
landing test of a rocket stage, and another startup, LandSpace, flew its
Zhuque-2 methane-fueled rocket in Dec 2022 (the first methane orbital
rocket launch attempt globally, though reaching orbit was missed).

Nowhere is China’s rise as a space power more evident, and to ri-
vals, more concerning, than in its development of a broad counterspace
arsenal. The PLA has invested for over two decades in a spectrum of
anti-satellite (ASAT) weapons, to deter or complicate U.S. intervention
in regional conflicts. China has already demonstrated direct-ascent ki-
netic kill ASAT technology [559], and recently refined its SC-19 missile
system and fielded it as an operational DA-ASAT for LEO targets [559].
The U.S. Defense Intelligence Agency publicly assessed that China prob-
ably intends to field ASAT weapons able to reach geosynchronous orbit,
and that recent ASAT tests indicate China may already have a basic ca-
pability against higher-orbit satellites [426]. PLA is likely developing the
means to threaten strategic GEO assets such as missile-warning or com-
munication satellites.

Alongside missiles, China has deployed or tested several co-orbital
anti-satellite techniques. Shijian-21 (SJ-21) [507], a space debris removal
test satellite launched in 2021, in January 2022, rendezvoused with a
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derelict Chinese satellite (Compass G2) and successfully towed it out
to a graveyard orbit. This technology could be used offensively to ap-
proach an enemy satellite and push it off course or disable it. Multiple
Chinese Shijian and Tongxin Jishu Shiyan (TJS) satellites in GEO have ex-
hibited unusual maneuvers, including large orbital relocations and close
approaches to other satellites, which Western analysts interpret as prac-
tice for co-orbital ASAT tactics [546][551].

China is also advancing directed-energy counterspace capabilities. It
operates several ground-based laser systems for blinding imaging satel-
lites, and to saturate or damage optical sensors (a Beijing astro-observatory
was identified by U.S. sources as a PLA laser site) [465]. China also
maintains extensive electronic warfare and cyber tools targeting space
systems, and uses routinely GPS and SATCOM jammers in training ex-
ercises, including jammers aimed to jam the U.S. Protected Extremely
High Frequency (EHF) satellites [566].

As a result of recent investments and technological developments,
China has integrated space far more deeply into its military posture. The
capabilities described in this section align with China’s doctrine of “sys-
tems confrontation” or “systems destruction warfare,” [487] which seeks
to disable an adversary’s networked C4ISR systems at the outset of con-
flict through coordinated space, cyber, and electronic attacks.

Beyond its military applications Chinese official discourse links space
to national prestige, economic development, and diplomatic influence.
BeiDou and satellite services are promoted abroad through Belt and Road–related
cooperation, and has positioned itself as a provider of space-based pub-
lic goods in the Asia–Pacific region. The CCP treats space as a source of
national pride and as a critical enabler of future warfare, Macro-Theme 8
(Geopolitical Image) and 5 (Strategic Military Development), highlight-
ing the fusion of strategic competition and military pragmatism.

8.16 Conclusions: Comparative Insights

The United States, the European Union, and China have all significantly
expanded their space security toolkits, but tailored to different ends and

360



under different governance logics. The U.S. military-first space posture
aims at deterring or winning a high-tech conflict, invests in dominance,
offensive, and defensive military space forces.

The EU is in the process of strengthening its ability to withstand space
threats and keep the domain safe and accessible, focusing on stability,
sovereignty, and rule of law, and invested in autonomous infrastructure,
system robustness, and diplomacy instead of weapons.

China rapidly constructed a space power apparatus, with civil and
military elements, and the clear intent to secure its rise, challenge U.S.
superiority, and protect its strategic interests.

These brief enumerations and description of capabilities do not pre-
tend to encompass the whole space ecosystem of these actors, bu to illus-
trate capabilities developed and how they are used.

Each actor’s discourse frequencies (themes and clusters) align with
these outcomes: the U.S. discourse was rich in Military Modernization
and Strategic Posture themes (Themes 5 and 8, together 34% of U.S.
content), mirrored by its warfighting-oriented buildup; the EU discourse
was dominated by Governance/Standards and Infrastructure themes (Themes
7 and 4, over 56% of EU content), and by its focus on regulation and
resilience; China’s discourse was balanced between Infrastructure, De-
velopment, and Geopolitical themes (Themes 4, 3, 1, together 66% of
content), corresponding to its pursuit of both advanced systems and sta-
tus.

This difference in emphasis is not accidental. Each actor operates
within a distinct strategic culture that shapes how it defines space se-
curity in the first place.

The United States operates within a strategic culture that privileges
military primacy and freedom of action. Space security is defined as a
military problem requiring technological superiority and rapid response.
This explains why U.S. discourse emphasises military modernisation,
not because the U.S. is uniquely militaristic, but because its strategic nar-
rative frames space as a contested domain.

China operates within a strategic culture anchored in historical mem-
ory and technological aspiration. Space security is defined as essen-
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tial to reclaiming China’s position as a leading power and undoing his-
torical wrongs. This explains why Chinese discourse balances infras-
tructure, development, and geopolitical positioning—space is the arena
where China demonstrates its legitimacy as a great power.

The European Union operates within a strategic culture focused on
rules and negotiated harmonisation. Space security is defined as a reg-
ulatory coordination problem, not a military one. This explains why EU
discourse emphasises governance and standards—because the EU’s in-
stitutional logic solves problems through framework-building and norm-
setting.

These are not policy choices between alternatives. They are expres-
sions of deeper strategic cultures. And because strategic cultures are
rooted in history, institutions, and identity, they are extraordinarily diffi-
cult to change.

The language each actor uses in official documents correlates directly
with resource allocation, institutional structure, and concrete policy choices.
When the U.S. emphasises military themes, it invests in military space
capabilities and procurement. When the EU emphasises governance and
standards, it builds regulatory frameworks and coordinates across mem-
ber states. When China emphasises infrastructure and geopolitics, it in-
vests in dual-use systems and positions itself as a legitimate space power.

The implication is that future space governance will not converge.
The three actors are not moving toward shared frameworks or a com-
mon understanding. They are instead consolidating incompatible posi-
tions. The U.S. treats space as a military domain where advantage must
be preserved. The EU treats it as a regulatory domain where rules must
be harmonised. China treats it as a domain where state capacity must be
demonstrated and protected.

This divergence means that international agreements on space arms
control are unlikely to succeed, because the three parties disagree fun-
damentally on what constitutes legitimate state activity. It means that
global standards for space cybersecurity will remain contested, with each
actor embedding its own governance logic into technical requirements.
It means that commercial space supply chains will fragment, as countries
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prioritise technological sovereignty.
The practical implication is that space governance conflicts will inten-

sify, and as space systems become more critical to military operations,
economic activity, and civilian infrastructure, the stakes of governance
disputes will increase. Each actor will invest more heavily in capabilities
aligned with its governance model.

The focus on space cybersecurity illustrates this, with all three ac-
tors identifying it as critical, but with different approaches. China’s in-
sistence on state control of satellite connectivity conflicts with the U.S.
model of commercial integration and the EU model of market-based re-
silience. There is no technical solution to this political problem. No stan-
dard can bridge these differences because the differences are not about
technology but about authority and control.
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Chapter 9

Conclusions and Future
Work

9.1 Conclusions

This thesis answers a simple question: is the space domain adequately
secured against cyber threats, and do the policies designed to protect it
reflect the reality on the ground? The chapters respond negatively but
provide a clear map of what needs to change and a set of tools to begin
implementing it.

The attack surface of the space sector is large, exposed, and exploitable,
as is that of many other critical infrastructure sectors. Still, space repre-
sents a single point of failure if compared to other sectors. T he reconnais-
sance analysis conducted through the Risk Exposure Framework found
that a significant number of space organizations, including those operat-
ing dual-use and critical infrastructure, carry Internet-facing assets with
known, unpatched vulnerabilities that are actively targeted. The Viasat
attack demonstrated that a single intrusion into the user segment of a
satellite communication network can produce cascading consequences
with kinetic and humanitarian effects well beyond the intended target.
Ground segment and user terminal security must be treated with the
same urgency as spacecraft security, and basic hygiene measures such as
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patching, network segmentation, encryption, and access control remain
inconsistently applied across the sector.

Existing governance frameworks are not keeping pace with the threat
landscape. The comparative analysis of space cybersecurity policies across
several countries and jurisdictions reveals a fragmented picture in which
requirements are often vague, compliance is difficult to verify, and en-
forcement is weak or absent. The EU has a strong baseline, through NIS2,
the CER Directive, ESA standards, and the forthcoming European Space
Law, but there is a wide gap between regulatory ambition and opera-
tional reality. No jurisdiction currently provides organizations with a
clear, standardized methodology for demonstrating compliance with cy-
bersecurity requirements. The compliance assessment tool developed in
this thesis, which maps CIS Controls to the expected requirements of Eu-
ropean Space Law, is a direct attempt to fill that gap before the legislation
is enacted.

Without concrete indicators of security posture, neither organizations
nor regulators can assess whether investments in cybersecurity are pro-
ducing outcomes. The mapping of existing security metrics to the NIST
CSF 2.0 reveals systematic coverage gaps, particularly in the Respond
and Recover functions, capabilities most relevant to operational resilience.
The seven new metrics proposed for the space sector, tested against a re-
alistic satellite network architecture, show that meaningful measurement
is achievable even in a domain as technically complex as space.

In this complex scenario, China, the United States, and the Euro-
pean Union do not merely disagree on policy details; they also oper-
ate from different governance philosophies, threat models, and assump-
tions about the relationship among state authority, commercial actors,
and security. These divergences constrain the prospects for international
cooperation and carry direct implications for European space security
strategy. The EU’s regulatory approach has real influence. Still, it will
need stronger enforcement capacity and greater technical specificity if
it is to produce security outcomes rather than compliance and an addi-
tional layer of bureaucratic complexity for companies.

The space domain is increasingly critical, increasingly threatened, and
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insufficiently protected. The tools to improve this situation exist: em-
pirical risk assessment, measurable security metrics, compliance frame-
works, and a clearer-eyed understanding of geopolitical constraints. What
remains is the institutional capacity and the political will, to use them.

9.2 Future work

This thesis presents a systematic attempt to map the cybersecurity of the
space domain from both technical and policy perspectives. Precisely be-
cause it is a first map, it leaves significant territory unexplored.

The geopolitical and technological context has shifted considerably,
even over the course of this research. Active conflicts in Europe, the
Middle East, and Latin America have rendered space infrastructure a
contested operational environment, with satellite communications and
Earth observation systems documented roles in military operations. At
the same time, the rapid diffusion of AI tools, automation, and autonomous
agents altered both the offensive and defensive sides of cybersecurity in
ways that were not fully foreseeable at the outset of this work. Future
research will need to account explicitly for both dynamics.

On the technical side, the Risk Exposure Framework developed in
this thesis operates as a point-in-time snapshot of an organization’s ex-
posed attack surface. A natural and important extension would be to
automate and continuously update this scanning process, moving from
periodic assessments to near-real-time monitoring. Future work could
integrate automated exploit generation and controlled exploitation test-
ing of identified CVEs, transforming REF from a risk assessment tool into
a full adversarial simulation capability. This would bring the framework
closer to what red teams do in practice, but at a scale and repeatability
that manual testing cannot achieve. Additionally, the current framework
focuses exclusively on the ground segment and Internet-facing infras-
tructure. Extending the analysis to onboard spacecraft systems, despite
their more isolated and proprietary nature, remains an open and tech-
nically demanding challenge that the field has not yet addressed in a
systematic way.
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On the policy side, the frameworks and compliance tools proposed
in this thesis anticipate legislation, particularly the European Space Law,
that was still under development at the time of writing. A critical next
step will be to evaluate whether these instruments hold up once the legis-
lation is finalized, whether the mapping of CIS Controls to regulatory re-
quirements remains accurate, and whether the tools prove useful to prac-
titioners navigating real compliance processes. Beyond validation, future
research could extend the governance comparison to actors currently ab-
sent from the analysis, including Russia, India, and the Gulf states, each
of which is developing a significant space industrial base with distinct
regulatory assumptions. Finally, the question of whether policy frame-
works, once adopted, actually produce measurable improvements in or-
ganizational security posture remains largely unanswered in the litera-
ture. Studies tracking the security metrics of space organizations before
and after regulatory interventions would provide the kind of empirical
grounding that policy evaluation in this domain currently lacks.
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Appendix A

Appendix Title

A.1 Macro Themes Overview

Table 36: Macro-Themes Overview

Macro-Theme
No. & Title

Definition / Inclusion Cri-
teria

Typical Indicators / Key-
words

Illustrative Example (from
Corpus)

1 International-
ism and Global
Governance

References to multilateral
cooperation, international
law, diplomacy, and the
governance of outer space
as a global commons.

international coopera-
tion, UN, multilateralism,
global governance, norms,
treaties, collaboration,
transparency

“The EU will promote
responsible behaviour in
space through multilateral
dialogue.” [129]

2 Peaceful Devel-
opment and Nor-
mative Framing

Language stressing peace,
restraint, sustainability, or
moral principles guiding
space activity.

peaceful use, stability, re-
straint, non-weaponisation,
sustainability, responsible
behaviour

“China always adheres to the
peaceful use of outer space.”
[480]

3- National De-
velopment and
Technological
Advancement

Discussion of innovation,
R&D, national rejuvena-
tion, industrial or scientific
progress through space
activities.

innovation, frontier science,
R&D, technology, modern-
ization, talent, industrial
upgrading

“The Space Act will foster in-
novation and competitiveness
of European industry.” [193]

4 Space Infras-
tructure and
Capability Build-
ing

Material capabilities: satel-
lites, launchers, ground
systems, communications,
navigation, resilience.

satellites, GNSS, EO,
launch, TT&C, infrastruc-
ture, redundancy, resilience

“The U.S. will field resilient
architectures to ensure as-
sured access to space.” [512]

5 Military Mod-
ernisation and
Civil–Military
Integration

References to military
reform, joint operations,
dual-use technology, or
defence-industrial mobili-
sation.

PLA, defence, military
modernisation, dual-use,
integration, strategic deter-
rence

“China will accelerate
military–civil fusion in
space technology.” [480]

6 Commercialisa-
tion and Industry

Mentions of private sector
involvement, markets, en-
trepreneurship, industrial
policy, or competition.

commercial, industry, mar-
ket, PPP, innovation, com-
petitiveness, new space

“The Executive Order will en-
able competition in the com-
mercial space industry.” [220]
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7 Space Gover-
nance, Law and
Standards

Legal and regulatory
frameworks, oversight,
technical standards, STM,
liability, compliance.

regulation, legislation,
standards, licensing, over-
sight, debris, STM

“Regulation 2023/588 estab-
lishes rules for secure connec-
tivity and governance.” [204]

8 Geopolitical
Positioning and
Strategic Image

Discourses linking space
policy to prestige, global
leadership, national iden-
tity, or geopolitical compe-
tition.

great-power, leadership,
image, prestige, competi-
tion, multipolarity

“Space achievements demon-
strate China’s rejuvenation as
a great power.” [480]

Table 36: Macro-Themes Overview

A.2 Clusters

Table 37: Order Clusters — Macro-Themes and Sub-Clusters

Code Cluster Label Definition / Inclusion
Criteria

Typical Indicators /
Keywords

Illustrative Example
(from Corpus)

Macro-Theme 1 — Internationalism and Global Governance
1.1 International

Cooperation
(bilateral / multi-
lateral)

Cooperative pro-
grammes, bilateral
agreements, joint mis-
sions, participation in
multilateral fora.

cooperation, partner-
ship, joint mission, ex-
change, coordination

“ESA and NASA will
deepen transatlantic co-
operation.”

1.2 Multilateral Gov-
ernance and
Treaties

References to UN
treaties, COPUOS,
global norms, or arms-
control initiatives.

UN, Outer Space
Treaty, PPWT, interna-
tional law

“Support for the UN
framework on long-term
sustainability.”

1.3 Global Leadership
and Stability

Claims of leadership in
maintaining global sta-
bility or norms.

leadership, stability,
order, predictability

“The U.S. will lead
global efforts for a safe
and sustainable space
domain.”

Macro-Theme 2 — Peaceful Development and Normative Framing
2.1 Peaceful Purpose

and Peace Opera-
tions

Peaceful use, human-
itarian assistance, dis-
aster management.

peaceful, humanitar-
ian, rescue, disaster
response

“Copernicus data sup-
port humanitarian aid
operations.”

2.2 Disarmament and
Arms Control

Calls for preventing
an arms race in outer
space.

disarmament, non-
proliferation, no first
use, arms control

“Oppose weaponisation
of outer space.”

2.3 Anti-
Weaponisation
and Demilitarisa-
tion

Explicit rejection of
weapons in orbit or
tests.

demilitarisation,
non-weaponisation,
restraint

“The EU supports a ban
on debris-creating ASAT
tests.”

2.4 Non-Alignment
and Restraint
Norms

Advocacy of self-
restraint, non-
aggression, neutrality.

restraint, neutrality,
minimal force

“China advocates a de-
fensive national defence
policy.”

Macro-Theme 3 — National Development and Technological Advancement
3.1 Economic De-

velopment and
National Rejuve-
nation

Linking space to eco-
nomic growth or na-
tional revival.

economic growth, reju-
venation, prosperity

“Space contributes
to building a modern
socialist country.”

Continued on next page
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Table 37 continued from previous page
Cluster
Code

Cluster Label Definition / Inclusion
Criteria

Typical Indicators /
Keywords

Illustrative Example
(from Corpus)

3.2 Innovation, R&D
and Frontier Sci-
ence

Research, innovation,
frontier exploration,
new technologies.

innovation, R&D, fron-
tier, breakthrough

“Promoting cutting-edge
technologies for explo-
ration.”

3.3 Indigenous Ca-
pability and
Self-Reliance

National autonomy in
technology and supply
chains.

self-reliance, domestic
capability, autonomy

“Developing au-
tonomous European
launch access.”

3.4 Technology
Demonstration
and Diffusion

Application of tech in
civilian sectors.

technology transfer,
diffusion, application

“Space data used for
climate monitoring and
agriculture.”

3.5 State-Led Plan-
ning and Policy
Support

Industrial or strategic
planning instruments.

policy plan, roadmap,
5-year plan, coordina-
tion

“The 14th Five-Year
Plan defines priorities for
space.”

Macro-Theme 4 — Space Infrastructure and Capability Building
4.1 Satellite Systems

and Applications
Communication, EO,
navigation, or scien-
tific satellites.

GNSS, EO, SatCom,
constellation

“Deployment of the Bei-
Dou navigation system.”

4.2 Ground and Con-
trol Infrastructure

Ground stations,
TT&C, command
networks.

TT&C, control centre,
ground station

“EU SSA network for
autonomous tracking.”

4.3 Deep-Space Ex-
ploration and
Utilisation

Lunar, Martian, or
asteroid missions;
resource utilisation.

lunar, deep space, in-
terplanetary, resource

“Artemis III will return
astronauts to the Moon.”

4.4 Human Space-
flight and Plat-
forms

Crewed missions,
stations, life-support,
EVA.

crewed, space station,
astronauts

“Operation of Tiangong
space station.”

4.5 Launch and
Propulsion Sys-
tems

Launch vehicles,
propulsion R&D,
reusability.

launcher, propulsion,
Long March, Vega

“Testing reusable
launcher prototypes.”

4.6 Cross-Cutting Ca-
pability and Re-
silience

Redundancy, ro-
bustness, secure
connectivity.

resilience, redundancy,
secure links

“Fielding resilient archi-
tectures to ensure as-
sured access.”

4.7 Space Combat
and Weaponisa-
tion

Military use of space or
counter-space capabil-
ity.

counter-space, ASAT,
defence space opera-
tions

“PLA Aerospace Force
conducts counter-space
drills.”

Macro-Theme 5 — Military Modernisation and Civil–Military Integration
5.1 Military Moderni-

sation and Reform
Structural reform,
new services, doctrine
change.

reform, modernisa-
tion, restructuring

“Establishment of the
U.S. Space Force.”

5.2 Civil–Military
Integration and
Dual-Use Coordi-
nation

Integration of civilian
and military resources.

dual-use, integration,
synergy

“Promoting civil–
military integration in
space R&D.”

5.3 Doctrine, De-
terrence and
Strategic Posture

Strategic doctrines, de-
terrence concepts.

deterrence, strategy,
warfighting

“Deterring aggression
in, from, and to space.”

5.4 Resourcing and
Buildup

Budgets, defence
spending, resource
allocation.

investment, funding,
procurement

“Increase defence spend-
ing for space resilience.”

Macro-Theme 6 — Commercialisation and Industry
6.1 Market Develop-

ment and Com-
mercial Expansion

Private sector partici-
pation, new space mar-
kets.

market, competition,
entrepreneurship

“Support for start-ups
through ESA BICs.”

Continued on next page
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Table 37 continued from previous page
Cluster
Code

Cluster Label Definition / Inclusion
Criteria

Typical Indicators /
Keywords

Illustrative Example
(from Corpus)

6.2 Technology Diffu-
sion and Value-
Chain Integration

Integration of space
tech in value chains.

supply chain, integra-
tion, industrial ecosys-
tem

“Promoting end-to-end
industrial integration.”

6.3 Export Controls
and International
Trade

Regulation of exports
or international market
access.

export control, trade,
technology transfer

“Compliance with inter-
national export-control
regimes.”

6.4 Indigenous Self-
Reliance and
Supply-Chain
Security

Domestic produc-
tion, supply-chain
resilience.

localisation,
sovereignty, auton-
omy

“Ensuring EU
sovereignty over critical
space assets.”

Macro-Theme 7 — Space Governance, Law and Standards
7.1 Legal Frame-

works and
Treaties

National or interna-
tional legal regimes.

law, treaty, convention,
ratification

“Ratification of the Reg-
istration Convention.”

7.2 National Regula-
tions and Over-
sight

National laws, licens-
ing, oversight mecha-
nisms.

regulation, licence,
oversight

“Licensing of private
launch operators.”

7.3 Technical and
Safety Standards

Standards, quality, cer-
tification.

standardisation, ISO,
interoperability

“Adoption of common
standards for satellite de-
sign.”

7.4 Debris Mitigation
and Space-Traffic
Management

Debris control, STM,
post-mission disposal.

debris, STM, disposal,
mitigation

“EU approach for space-
traffic management.”

7.5 Transparency
and Confidence-
Building Mea-
sures (CBMs)

Data sharing, notifica-
tion, openness.

transparency, CBM,
data exchange

“Advance transparency
through open data poli-
cies.”

Macro-Theme 8 — Geopolitical Positioning and Strategic Image
8.1 National Prestige

and Image-
Building

Nation-branding,
pride, symbolic suc-
cess.

prestige, pride,
achievement

“A symbol of national re-
juvenation and pride.”

8.2 Responsible
Great-Power
Leadership

Leadership tied to re-
sponsibility and ethics.

responsible power,
leadership, steward-
ship

“U.S. leadership will en-
sure a secure space envi-
ronment.”

8.3 Historical Narra-
tive and Memory

References to past
achievements or
legacy.

history, heritage, mem-
ory

“Celebrating 60 years of
human spaceflight.”

8.4 Strategic Com-
petition and
Regional Focus

Rivalry, strategic com-
petition, regional secu-
rity.

competition, rivalry,
Asia-Pacific, alliance

“China faces strate-
gic competition in the
Asia-Pacific.”

A.3 Sentiment Coding Scheme
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Sentiment Label Definition / Interpretive
Rule

Discursive Markers / Typi-
cal Expressions

Illustrative Example (from
Corpus)

Conciliatory Texts promoting coopera-
tion, partnership, peace, or
shared benefit.

cooperate, partnership,
mutual, peaceful, shared
future

“Outer space should serve
the common interests of hu-
mankind.” (China 2021)

Cautious Balanced tone acknowledg-
ing challenges or uncer-
tainty; prudent, technical,
or conditional phrasing.

ensure safety, take mea-
sures, safeguard, manage
risk

“Member States shall take ap-
propriate measures to ensure
resilience.” (EU 2023)

Neutral Descriptive or factual state-
ments without evaluative
tone.

provides, launches, in-
cludes, establishes

“The EU Space Programme
integrates Galileo and Coper-
nicus.”

Assertive Confident, leadership-
oriented language express-
ing national or institutional
strength or initiative.

lead, enhance, strengthen,
accelerate

“The United States will lead
in the exploration and utilisa-
tion of outer space.”

Combative Confrontational or compet-
itive stance; references to
defence, deterrence, or op-
position.

oppose, deter, defend,
counter, combat

“The PLA Aerospace Force
will defend national interests
in outer space.”

Table 38: Sentiment Coding Scheme: Tone Analysis Categories
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